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Abstract—Sensor failure have become a major bottleneck, which restricted
the wide application of wireless sensor networks WSNs (Wireless Sensor Net-
works). In order to satisfy the needs of industrial production and daily living
environment monitoring, it is important to improve the survivability of wireless
sensor networks. This paper analyzed the damage types and causes of WSNs
and the measurement methods of WSNs survivability. Then, based on the whole
system model and sensor node circuit, we studied the fault detection method,
which can improve the survivability of the scheme. Additionally, the robust
guarantee scheme through hardware design and algorithm model was proposed.
The performance results shown that the proposed scheme can realize the remote
wireless communication services and prolong the network life cycle, so as to
improve the survivability of WSNs. Through the combination of theoretical re-
search and practical analysis system, the network survivability would be im-
proved through soft and hard optimization combination strategy.

Keywords—Wireless sensor networks; invulnerability; indoor Complex envi-
ronment monitoring; hardware design; robust guarantee

1 Introduction

The environmental monitoring system [1, 2] based on WSNs (Wireless Sensor
Networks) is used to reduce the cost of the entire system, mostly using mass low-cost
sensor nodes [3] for networking. Invulnerability of WSNs is the ability measurement
metric of WSNs, which could be sustainable and stable to provide reliable services for
the entire network system. In the case of random or deterministic failures [4] in the
network communication, the system is able to complete the key services.

About the robust stability guarantees, the article [5] presented a new soft con-
strained model predictive control approach for tracking that provides stability guaran-
tees even for unstable systems. The research of article [6] exploited the cubature rule
in the unknown input observer structure to overcome nonlinear calculations in the
presence of external disturbances for sensor fault detection purposes. In article [7], it
is demonstrated that, under mild assumptions, the distributional robust optimization
problems over Wasserstein balls can in fact be reformulated as finite convex pro-
grams---in many interesting cases even as tractable linear programs. A robust adap-
tive beamforming scheme based on two-component electromagnetic vector-sensor
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arrays was proposed by extending the well-known worst-case constraint into the qua-
ternion domain in article [8]. The authors of article [9] focused on the problem of
localization in mixed LOS (line-of-sight)/NLOS (non-line-of-sight) scenario and
proposed a novel localization algorithm: Gaussian mixed model based non-metric
Multidimensional.

About the robust system research, a self-powering wireless environment monitor-
ing system was proposed by using renewable and cost-efficient soil energy [10]. The
authors proposed the Civitavecchia coastal environment monitoring system, which is
used to analyze the conflicts between coastal pressures and sensitivity areas in article
[11]. The wireless sensor network, ZigBee technology and embedded technology
were combined [12] to explore the implementation of the greenhouse environment
monitoring system with low cost and high efficiency. The integrated environment
management system was studied for better living conditions, which analyzed and
managed the harmful environmental factors to make more pleasant environment in
office, library or classroom [13].

On the basis of the above researches, we studied the fault detection method to pro-
vide the guarantee of the wide application of WSNs. Additionally, we proposed the
survivability guarantee design scheme to satisfy the requirements of industrial pro-
duction. The Quality of Services guarantee of the remote wireless communication was
provided for designing the robust guarantee scheme. The scheme can prolong the
network life cycle and improve the survivability of the Indoor environmental monitor-
ing system.

The rest of this paper is organized as follows. Section 2 gives the algorithm model
of opportunistic cooperative sensing robust guarantee. Section 3 gives the robust
opportunistic guarantee architecture and implementation. Section 4 studied and evalu-
ated the performance of the proposed scheme. Finally, the conclusion is made in Sec-
tion 5. Section 6 shows the acknowledgement.

2 Algorithm model of opportunistic cooperative sensing robust
guarantee

Based on hardware and software diversity of the sensor nodes (as shown in Figure
1), we designed the hard and soft optimization opportunistic cooperation guarantee
architecture of the system robustness. The architecture can not only improve the sur-
vivability of the system but also enhance the robustness of communication networks.
Specially, the architecture can prolong the overall life cycle effectively.

Here, the soft opportunistic control is completed by the system opportunistic con-
trol based on the algorithm model. The robust performance of system is improved by
the redundancy perception of WSNs. In WSNss, the sensor nodes are low cost, usually
with a lot of redundant nodes. When some nodes or links of WSNs are damaged, the
data transmission may be abnormal. At this time, the link composed with the redun-
dant nodes and the redundant nodes can play the role of fast backup communication
node. This action can compensate for the loss of a node or link. This can improve the
overall system reliability and robustness. In this paper, the algorithm of soft opportun-
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istic guarantee scheme is used to improve the robustness of WSNs by sensing the link
redundancy and redundancy of cluster head for making full use of the redundant fea-
tures of the WSNs.

Based on the hardware control design of sensor node, the hard opportunistic con-
trol can improve the system robust, by the network cooperative restructure and fault
polling detection. Here, the network cooperative restructure improve the robust per-
formance with adding the opportunistic relay nodes. This scheme can extend the dis-
tance of network communication and reduce the time of reestablishing the route due
to impaired communication nodes or links, as well as reduce the power loss of inter-
mediate node data transmission. By using distributed fault detection, through the data
processing in the process of increasing the hardware design, the fault polling detection
realize the fault warning. The data analyzed the collection data of the sensor in real
time. The method judge the fault type with the numerical value. The fault types in-
clude: communication node hardware failure and warning of environmental parame-
ters. This opportunistic design can not only improve the efficiency and robustness of
fault detection, but also can know the location of the failure node in a timely manner.

The REED [14] (Robust Energy Efficient Distributed clustering) mainly solves the
problem of cluster head node failure in communication link. However, this model
does not solve the problem of common node communication reliability. The FLSSK
[15] (Fault-tolerant Local Spanning Sub-graph) mainly solves the problem of com-
munication failure between common nodes in the communication link. But it does not
solve the reliability problem of cluster head node communication transmission. So,
the fusion of REED and FLSSK based on redundancy was proposed as shown in
Figure 2.

In this fusion model, there are K communication link between bottom layer sen-
sors. Each sensors of the cluster would maintain contact with N cluster headsets. The
improved algorithm model choose the optimal routing path between the sensor nodes
and the cluster head node. When the remote communication link between the sensing
node and cluster head or one node failure occurred, the data transmission would be
implemented through multi path routing according to the characteristics of FLSSK
model. If the cluster head node is damaged due to failure, the cluster head can be
switched quickly according to the characteristics of the REED model, which can en-
sure the reliable data transmission. Thus, the improved algorithm model could further
strengthen the reliability and robustness of data transmission in a communication link
between the sensor nodes and the cluster head nodes, so as to improve the survivabil-
ity of the system as a whole.

The limited sensor node communication radius and low bandwidth lead to the low
data transmission capacity of long-distance. And the energy consumption of the long-
distance transmission season is very high. So, the probability of intermediate node
damage and failure is very large. Through the arrangement of some relay nodes in a
communication network (Repeater) which could communicate with the common
node, the relay node with its strong emission characteristics of power, communication
distance and energy strong, can not only prolong the network communication dis-
tance, but also reduce the general perception of the node energy consumption to im-
prove the overall performance of the network connectivity.
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Based on the FFRP (Full Fault-tolerance Relay node Placement), as shown in Fig-
ure 3, there are at least two communicate link in each pair of nodes. Even if a node is
damaged, which would not affect the overall connectivity of the network. This net-
work reconfiguration design scheme could effectively enhance the network surviva-

bility.
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3 Robust opportunistic guarantee architecture and
implementation

3.1 Architecture

The overall design of the system is shown in Figure 4. The lower level of the sys-
tem is composed of sensor nodes (Sensor Node), relay nodes (Repeater) and sink
nodes (Sink Node). Each node has the early fault warning mechanism to increase
survivability. The transport layer use the WiFi (Wireless Fidelity) protocol for trans-
mission. The data processing, data storage and package unpacking mining progress
would be completed in Host computer.
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Fig. 4. The Overall system design scheme
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The indoor environmental monitoring system is the development foundation, in or-

der to improve the survivability ability of WSNs environment monitoring system. The
system used the real-time data transmission of sensor nodes with WiFi protocol. The
information collected by sensor nodes mainly include the environment temperature
and humidity, CO, CO,, light, air quality, air pressure, smoke, vibration and inclina-
tion and the intensity of ultraviolet light. The whole system model is shown in Figure
5. This system prolong the network communication distance, reduce the power con-
sumption of ordinary nodes and the node failure rate, and ultimately improve the
system survivability ability through relay nodes.

E

E

Fig. 5. The whole system model

A: Ultraviolet sensor
B: Humidity sensor

C: Smoke sensor

D: CO sensor

E: Temperature sensor
F: Air quality sensor
G: Photosensitive sensor
H: Vibration sensor

I: Pressure sensor

J: COz2 sensor

K: Tilt sensor

L: Relay sensor
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3.2 Implementation

The system uses the modular design method, including data acquisition module,
data transmission module, data storage module, power supply module, and data dis-
play module.

Data acquisition process is shown in Figure 6. The initialization operation consid-
ers the timer initialization, serial initialization and sensor initialization. When the
timer interrupt subroutine ReadFlag is 1, the initialization work is completed. And
then data acquisition, data processing and data transmission would be considered.
However, when the ReadFlag is 0, the initialization of sensor fails. It is necessary to
re initialize the sensor operation, until the initialization of the sensor can be success-
fully carried out a series of data acquisition operations.
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Fig. 6. Data acquisition process
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Host computer fault polling detection procedures is proposed. Here, we show the
temperature sensor node as an example to describe the threshold. When the tempera-
ture and humidity of the node is not in the range of the threshold, the speaker alarm,
when the sensor does not collect any information that the node failure, Led lights
would be flashing. Data collected by sensors would be sent to MCU (Microcontroller
Unit) for processing through the serial port, the WiFi module, and wireless transmis-
sion. The data packet contains the region number (Area ID), node number (Node ID),
(Sensor Type) type sensor data acquisition date (Sensor Data) the data cutoff mark
(End). The packet format is shown in Table 1.
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Table 1. data packet format

Area Flag Node Flag Sensor Type Flag | Sensor Data Flag End Flag
Area ID Node ID Sensor Type Sensor Data End

4 Performance evaluation

In this paper, the location of sensor nodes is based on the environment of Chang-
shu museum. The sensor node distribution is shown in Figure 7. The black point rep-
resents the common perception node. There are many exhibition halls in Museum.
The distance between the exhibition halls is large. In this experimental environment,
we evaluated the proposed opportunistic cooperative sensing robust guarantee mecha-
nism denoted as OCSRG and the original scheme for Indoor complex environment
monitoring. In the network communication, we must increase the relay nodes to ex-
tend the network communication distance, improve the communication quality of the
network and prolong the life cycle of the node. Thus, even if the energy of sensor
nodes is reduced, the communication between nodes can still be normal.
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Fig. 7. Sensor node distribution

The survivability evaluation is tested the system communication distance and the
system life cycle. This system theory would be completed and evaluated through
redundancy mechanism and network reconfiguration model improvement strategies to
improve the survivability of the communication link. In the hardware design, the
network reconfiguration would be certificated, which could improve the survivability
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of the system by increasing the relay node, data polling query mechanism and hard-
ware design.

As shown in Figure 8, the communication distance test and comparison of the data
field, we can see that the hardware design of the improved network communication
distance is greatly improved. So, the long-distance environment monitoring sensor
nodes communication between different halls can be maintained in the museum and
the quality of service can be guaranteed. In addition, due to the increase of the relay
nodes, the sensing nodes of the bottom layer will reduce energy consumption, the life
cycle of sensor nodes will be extended, and network resilience would be enhanced.
So, the system would be more stable and efficient.

The hardware design scheme of the system not only increases the communication
distance of the network, but also reduces the workload of the remote data transmis-
sion in the network cluster. So the sensors energy consumption will be reduced, so the
life cycle of the sensor node is also extended. Figure 9 shows the electricity use of the
1800 mAh lithium battery node monitoring comparison chart. Figure 10 gives the
electricity use of the comparison of 2500 mAh lithium battery monitoring node.
Through comparative analysis of the data, we found that the relay node can prolong
the life cycle of the system at the same time. The use of high performance and high
capacity battery can also effectively improve the survivability of the system.
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Fig. 8. Sensor node distribution
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5 Conclusions

The software optimization from the existing cluster head redundancy and link re-
dundancy algorithm model, we fused the above algorithms. About the hardware opti-
mization, we mainly considered the network reconfiguration with relay nodes,
through the fault polling to check whether abnormal environment. The communica-
tion distance would be extended and the energy consumption of sensor nodes could be
reduced, the life cycle of a system could be prolonged by the proposed opportunistic
cooperative sensing robust guarantee mechanism. Through the field test experiments,
we found that the system survivability and robust ability with the proposed scheme
has been significantly improved.
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