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Abstract—With the wide application of the wireless sensor network, the se-
curity of the sensor network is becoming increasingly important. In this paper,
based on node ranging, a new intrusion node detection algorithm has been pro-
posed for external pseudo-node detection in wireless sensor networks. The
presence of the nodes under copying-attack and the pseudo-nodes in the net-
work can be detected through inter-node ranging with appropriate use of vari-
ous sensors of nodes themselves and comprehensive analysis of ranging results.
Operating in a stand-alone or embedded manner, this method has remedied the
defects in the traditional principle of attack detection. The simulation results
show that the proposed method has excellent applicability in wireless sensor se-
curity detection.

Keywords—wireless sensor; node algorithm; security detection; application
study.

1 Introduction

Wireless Sensor Network (WSN) consists of numerous micro sensor nodes with
specific functions in the monitored area, which organize themselves into a wireless
network via the wireless communication. It supports the collaborative functions of
sensing, collecting and processing the information of the observed objects in network-
monitoring area, and transmits the information to the host and the observer [1-3].
These characteristics enable WSN to cover application fields such as military applica-
tions, industrial monitoring and control, environmental monitoring, smart home, lo-
gistics management, and even anti-terrorism and disaster relief. However, due to the
limitations of computing power, communication ability, power supply and storage
space of WSN nodes, WSN security mechanism is facing various challenges of se-
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cure-communication-oriented design and deployment [4]. Therefore, the research on
WSN security is not only of great theoretical significance but also of practical value.

The security target of wireless sensor networks is to ensure the availability, confi-
dentiality, integrity of the network, as well as the authentication and freshness of the
nodes [5]. As to node authentication in practical application, the enemy captures sen-
sor nodes for relevant information, and clones the pseudo node into the network in
order to obtain, tamper, and forge network information, and even to carry out various
malicious attacks on the network and disable the network [6-7]. Aiming at correctly
identifying pseudo nodes in sensor networks so as to guarantee the security of WSN,
a joint-ranging-based replication attack detection protocol has been designed in this
paper to check the existence of pseudo-nodes in WSN by means of inter-node rang-
ing. This method caters for different ranging precision in intrusion detection of repli-
cated nodes in WSN. By adjusting the key contributing parameters to detection rate in
combination with the flexible and reliable protocol, the detection success rate can be
optimized to meet the requirements of WSN intrusion detection [8-11].

2 Advantages and disadvantages of common node ranging
mechanism

Some of the common inter-node ranging mechanisms in WSN include TOA,
TDOA, AOA, RSSI. TOA mechanism has good accuracy in inter-node ranging [12];
however, all nodes in the network should be highly synchronized [13]. In addition,
higher power consumption of sensor nodes has also been required[14]; Similar to
TOA location with little range error and high precision, TDOA mechanism requires a
variety of types of sensors, increasing the production cost of sensor nodes and accord-
ingly the energy consumption[15], and thus restricting the application of ranging
mechanisms in inter-node ranging in the network; vulnerable to external influences,
AOA ranging technology demands extra angular measurement devices which increas-
es the volume and power consumption of sensor nodes. Hence, the mechanism is not
available to the inter-node ranging of sensors; based on the received signal strength
indication, RSSI ranging technology is not as accurate as the above methods, but it is
simple and flexible enough to implement with lower application costs [16-17]. Sus-
ceptible to factors like intervisibility condition, temperature humidity, radio environ-
ment, communication mode, RSSI ranging mechanism has encountered some bottle-
necks in practical system application, albeit well-performed in laboratory test [18].

It is precisely because of the shortcomings of these common node location mecha-
nisms that it is difficult to identify pseudo-nodes in the application of WSN. There-
fore, in this paper, a new node-ranging-based intrusion node detection algorithm for
WSN has been proposed to better identify and detect pseudo-nodes so as to ensure the
security of WSN.
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3 Analysis of intrusion node detection algorithm

The system used in the detection algorithm consists of four parts: sensor node, data
acquisition terminal, embedded system and data analysis software. Figure 1 shows the
composition and architecture of the system.

In wireless sensor networks, as shown in Figure 1, the solid circles represent intru-
sion nodes, while the normal node is indicated by a hollow circle. Three checking
rules have been worked out in accordance with the position relationship between the
replay nodes and normal nodes in the network. The data terminal compares and
checks the address table of adjacent nodes returned from sensors for any inconsisten-
cy between the numbers in the table so as to further determine the presence of intru-
sion nodes.

Data acquisition terminals and sensor nodes contain multiple functional modules,
which are respectively used for wireless communication, data processing, data acqui-
sition, etc., as shown in figure 2.
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Fig. 1. System architecture diagram
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Fig. 2. System modular structure diagram
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The sensor module is responsible for indicating signal strength attenuation in
communication; the calculation module provides the functionality of processing the
collected data and encapsulating them in frames for transmission as well as handling
other node tasks and control commands; the communication module takes charge of
wireless data transceiver and real-time channel monitoring; the data receiver module
receives and processes returned data frames from sensor nodes in order to extract the
adjacent node information; the data handling module analyzes the adjacent node in-
formation, reads out the ID numbers of intrusion nodes and transmits them to the data
display module; finally, the intrusion detection results will be instantly displayed by
multi-media through the data display module.

3.1  WSN model hypothesis

Assuming a random WSN application area S, among which is evenly distributed
the wireless sensor network with the node size of n. The stable node detection range is
R, ranging and communication being unaffected by the shape and size of sensor
nodes. Each sensor node in the network has a unique node identifier, its number being
x_1,x_2...x_n. In the region S, the replicated node x' is randomly distributed with the
same identity of the node x, x_i€{x_1, x_2...x_n}. In the module, the edge area has a
negligible impact on the detection probability of the system, assuming that each node
has the same transmission power and electrical characteristics. The node RF chip
being equipped with the RSSI data acquisition function or the node being equipped
with other inter-node-ranging functional modules, the system provides no accurate
node location information and its synchronization time. The inter-node distance
measurements are used to detect the attacked-node identification.

Composed of a large number of sensor nodes, WSN achieves inter-node data
transmission by means of wireless communication. The joint ranging can be achieved
via particular ranging modules. Meanwhile, the RSSI value of the node communica-
tion can also be used to calculate the distance between nodes; all the node IDs with a
distance of R/2~R and 0~R/2 to each node have been respectively recorded as shown
in table 1. By exchanging and comparing the information table of each node, we can
determine whether the contradiction exists or whether the node has been invaded.

Table 1. The structure diagram of adjacent-node information table

FLAG 1P
01 6
00 9
00 8
01 6
00 7

Note:
Number 00 indicate the distance of the nodes in the range of 0~R/2;
Number 01 indicate the distance of the nodes in the range of R/2~R;
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3.2  Introduction to three ranging methods

Considering the distributed characteristics of WSN, the protocol only compares the
adjacent node information table with less than two nodes. When the node x and node
x’ in the system have the same ID, there will be the following three kinds of contra-
diction:

Self-ranging contradiction: When the replicated node x’ is within the detection
range of node x, i.e. the distance between the two nodes is less than the detection
radius R, the contradiction of the same ID will appear in the information table of the
two adjacent nodes. In other words, there is a replicated node with the same ID within
the detection radius R.

Single node ranging contradiction: When the distance between node x’ and node
x is 3R/2~R, there may exist a node that can detect the contradiction between x " and x
in corresponding adjacent node information table; when the distance between node x’
and node x is 3R/2~R, there may exist a node x;that can detect the contradiction of
the same ID number but unequal node range between x” and x in corresponding adja-
cent node information table. That is to say, there are two nodes x in the area within a
distance of 0~R/2 and R/2~R from node x;respectively, and these two nodes are lo-
cated in their respective areas.

Binode ranging contradiction: When node x;; detects replication node x’ within
the range of 0~R/2 and another node x is also in this range, the distance between xy;
and xyis larger than R, and the replicated node can be detected considering the rang-
ing contradiction.

Being independent of one another, the above three ranging contradictions can be
used as independent detective criterions in the protocol. During the detection process
of replicated nodes, these three ranging contradictions can be detected in turn. In
addition, when finally calculating the detection probability of the protocol, which of
the three criterions based on weighting accumulated generating operation should be
the total detection probability of the system given the superposition of the detection
probability of three criterions.

4 Protocol analysis and Detection Probability Calculation

N nodes are numbered sequentially as x 1, x 2...x (n-1), set X={x I,x 2...x_(n-
1)}. The distance between node x; and node x; is [x_i-x_j |. Assuming that the node
captured by the attacker is x€X and the replicated node is x’ €X, then there is the
equation x=x' since the replicated nodes is forged by the captured one. Event W,, W,
and W;refer to setting the replicated node in accordance with criterion 1, 2 and 3
respectively. Based on the sequential detection method, the probabilities of successful
detection are Py, P, and P;accordingly. The total probability of being detected by the
system for replicated nodes is, and then the equation P=P;+P,+P;is available.

(1) Calculate the probability P; of event W,

'x _1,x 2...x_(n-1), , maintaining a uniform independent distribution

..f(x_1) represents the probability that node x; belongs to a certain point:
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When the replicated node x’ is right within the perception range of node x, there is
|x-x'|<R. Therefore, we have:

P = ﬂlx-x’ISRf(x) fx)ds
2)

Plug Formula 1 into Formula 2:

1 nR?
P1 = f"‘lX—X’lSR;dS —

s
= 3)

(2) Calculate the probability P, of event ¥, without occurring event W,

According to the second criterion, there exists a node x;. Event W, represents that x
can detect the pseudo node, its probability being P,. The existence condition of node
x; can be represented as shown:

[ I .
lx, x| ==, {4 Event) [xe X "'-IEI-L-" Event)
& oo (O e i
=l oy x| = KRB Event) |-« |ay x| = E.[8 Event)
[4 [4

The probability P (A) of event A and P (B) of event B can be calculated according
to formula 2:

P(4) = fflxk_ﬂsg f(x)-f(x)ds _”(R.s»"zf %‘

— . N .’tRz-.'t(R/"g)z wR?
P(B) = ﬂé(lxk-x'lSRf(‘xk) f(l ) ds ) . — 27R

4s

Event A and event B are independent of each other.

% P(AB)_P(A)-P(B)_ 45 s _16s

wR?® 3mR? 3m’R?

“

Event AB and event A'B' are mutually symmetric, and P(AB)=P(A'B') accordingly.
At this point P,' can be calculated according to formula 4 without occurring event ¥,

P; = [P(AB) + P(A'B)]- (1 — P,) = 228 (s — nR?)

gs3

(&)

As x_kE€X, the existence of at least one node x_k can be calculated by Bernoulli
equation; the probability of satisfying the condition is:
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P=1-(1-pP,)?
2 ( 2 ) (6)
(3) Calculate the probability P;of event W;without occurring event W;and event
W,
Event W; indicates the presence of a pair of nodes (x_k1,x k2)[1X that can detect
the pseudo node, its probability being P_3. The existence condition of node (x_kl,
x_k2) can be represented as shown:

: S

[y, x| = '2—r 4 Event) |¥e x| = < (A" Eventy
[ 21 = % (B Event] OT% |z, x| = ';' (B'Erent]
|%p.  Xpa| = R.{C Event) |5p.  Xpa| = RICEvent)

Similarly, the probability P (A) of event A, P (B) of event B and P (C) of event C
can be calculated according to formula 2:

P(A) = [l -xisry, FO) - f () dS _"<“:'23* s

P(B) = [|=

S <lxgea—xr

nr3-nw(R/,)? 2
&y, F ) - f(x) dS w _ mR?

4s

P(B) = fflxk,—xkzbnf(xki) flxg)dS 1 —%

Events A, B, and C are mutually independent.

nR? mR? R, miR* 2

——(1-— s —mR*
+ P(ABC)_P(A) -P(B) -P(C)_ 5 s 7 s esi ¢ ) )
Event ABC and event A'B'C' are mutually symmetric, and accordingly. At this
point P3' can be calculated according to formula 7 without occurring both event W,

and W:

P; = [P(ABC) + PA'B'CY]- (1= P) - (1— B) = & (s = nR2)2 - (1 - B,)"~*
®)
According to the third criterion, the replicated node can be checked out as long as
any set of nodes (x;, x2) satisfies the condition. And then based on the Bernoulli
equation, the probability P3 can be calculated:

P,=1—(1—P,") )
In view of the above calculation, the copy attack detection probability P based on
joint ranging can be obtained:
P=P, +P, +P;

~
<

=—+1-(1-R)'+1-(1-R)%
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=T (- By -1 B 42
(10)

3T

R o _op2 P _ TR . p2v2.q_ pfyn-1
2 (s—mR?), Pl =ZE. (s—7R?) (1- By")

8s

WhereP; =

In the above formula, P(R, S,n) represents the application area S, and the functional
relationship between R (Detection range) and N (Node scale) has been determined.
According to the function relation, the proper selection of S, R and n can ensure the
system a higher detection probability of replicated nodes, and then guarantee the
reliability and practicability of WSN system.

5 Simulation experiment

This paper adopts NS2.27 as its simulation tool. The experiment runs on a PC pro-
cessor with a 2.26 GHz dual-core CPU and 4 GB of memory, MAC protocol being
IEEE 802.15.4.

To verify the influence of parameters R (Detection range), S (Area) and n (Node
number) on the detection rate of the replicated nodes as the system runs, different
values of parameters R, S and n were selected in the simulation experiment in order to
observe detection probability variation with the three parameters.

(1) Firstly, the simulation results of the influence of parameters R and n on detec-
tion probability P are shown in Figure 3 and 4, the detection area S being 10000.
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Fig. 3. Curves of detection probability varying with the number of network nodes under
different detection distance
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Fig. 4.
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As shown in figure 4, the detection probability P will reach 100% if system param-
eters can be selected appropriately according to different application environments.

Due to

the use of three detection rules which are independent of each other in the

detection protocol, the detection probability is greater than 1 within a specific range
of detection distance. In this case, the first effective detection rule should be used.

(2) Node detection range R being 3, the detection probability varies with different
parameters s and n, as shown in figure 5.

Detection propahility P
1

054
DSy o e
10000 2
N 1000
. : 500
Region area s 0 0 Number of network nodes n

Fig. 5. Detection probability variation with node detection range R being 3
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As shown in figure 5, the system detection probability approaches and reaches up
to 100% along with the change of parameters S and n. The darker part of the surface
indicates smaller detection probability; the lighter part indicates larger detection prob-
ability. Therefore, when the node detection range is fixed in the system, the detection
probability demand can be achieved by configuring and verifying the system node
size n according to the detection area S.

(3) Next, set node coverage area S to be 10000, and the simulation results of detec-
tion probability variation with the change of parameters R and n are shown below in
Figure 6:

Detection prppability P

1000

500
Detection distance R(m) 0 Number of network nodes n

Fig. 6. Detection probability variation with coverage area S being 10000

The experimental results show that, with fixed coverage area, the radius of node R
and node size n have a significant impact on the detection probability P. The appro-
priate selection of parameters R and n ensures the detection probability of the system.

It can be seen from the above simulation experiment that all the protocols adopted
for R, S and n of varying values can achieve higher pseudo node detection probabil-
ity. Moreover, the node-ranging-based intrusion node detection algorithm for WSN,
being applicable for barely functional wireless sensor nodes, greatly contributes to the
cost control of WSN system. At the same time, high replay node detection probability
can be achieved if the application area is equipped with sensors and nodes with ap-
propriate scale. In addition, the algorithm can obtain the intrusion node ID by measur-
ing the signal intensity attenuation without the synchronizing information of node
position and system clock.

During its operation, the algorithm can identify the intrusion node by means of
self-adaptive methods and those three judging criterions. The strength value of radio
frequency signal is used as a decision in the system, which not only ensures a high
recognition rate of pseudo nodes but also makes the algorithm maintain high adapta-
bility. Therefore, the algorithm can be widely adopted in WSN and other networks.
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6 Conclusion

This paper introduces the system structure of the node-ranging-based intrusion
node detection algorithm for WSN; it also describes the method and basis of intrusion
node detection through the analysis of ranging methods and joint-ranging-based copy
attack detection protocol. Besides, the feasibility of the algorithm is verified by simu-
lation experiments. The protocol principle of this paper is simple and reliable, without
additional hardware, high cost or high power consumption. The methods based on
node ranging can effectively detect replicated nodes; meanwhile, the system parame-
ters in the protocol not only provide basis for sensor node selection and system scale
setting but also optimize the detection probability, reducing the presence probability
of pseudo nodes in WSN and enhancing the security of WSN.
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