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Abstract—Jamming attack is an effective way to disrupt the communication of adver-
saries. This paper tries to design methods for blocking all receiving links (BARL) of a wire-
less sensor network (WSN). Firstly the condition for blocking a receiving link is derived and 
Area for Jamming a Receiving Link (AJRL) is defined. Then BARL jamming method for a 
network with an unlimited JSR parameter is discussed. Finally, with a limited JSR parameter, 
BARL jamming attack problems on several networks types, i.e. JN (N,!N), JN(2,1), JN(3,1) 
and JN(N,!2), are discussed; and jamming methods are presented and proved mathematically 
respectively.  

Keywords—Jamming, Blocking All Receiving Links, Area for Jamming a Receiving Link, 
JSR parameter 

1 Introduction 

Wireless sensor network (WSN) plays an important role in various fields. Its communication is 
based on the open medium and has abroad cast nature[1, 2].Therefore an attacker may launch 
jamming attack on WSN. Jamming is a malicious attack on WSN[3]. Its objective is to disrupt the 
communication of the victim network[4]. An attacker is referred as a jammer, which can send 
radio signals intentionally leading to collide with legitimate signals[5]. Some works [2, 6-8]study 
on detecting the existence of jammers and preventing them from attacking normal communica-
tions. Ref. [9] presents some defense strategies for sensor networks. Unlike these works, we con-
sider using jammers to disrupt the communications of WSN [10, 13]. 

A jammer in [10] takes advantage of IEEE 802.11 MAC’s back off mechanism to disrupt the 
communications. The jammer targets its actions at the medium access control (MAC) layer and 
tries to cause collisions to make the contention window large and make the stations transmit less 
often. Different form [10], the jammer in this paper works at the physical layer. It emits interfer-
ence to degrade the signal-to-noise ratio and to make the communication impossible. A jamming 
attack model from spatial perspective[14] is defined as a problem of deployment jammers to min-
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imize the pair-wise connectivity among WSN nodes. The problem is proved to be NP-complete. 
The authors present a heuristic algorithm to block the links partially. We focus on blocking all 
receiving links of a WSN. Cognitive radio has characteristics of fast channel switching and quick 
response time. In[13], a jammer is used to sense traffics on 802.11g networks and create colli-
sions. The jammer locates at a fixed place. Different from them, this paper tries to search and 
assign locations for jammers. 

The remainder of this paper is organized as follows. The BARL jamming problem is formatted 
in Section 2. Section 3 solves problem of jamming with an unlimited JSR parameter. Section 4 
does BARL jamming with a limited JSR parameter. BARL jamming methods for JN(N,!N), 
JN(2,1), JN(3,1) and JN(N,!2) networks are presented respectively. Finally, Section 5 concludes 
the paper. 

2 Problem formulation 

We focus on the problem of blocking all receiving links of a WSN. To carry out such attack-
ing, the jammer listens to the open medium and broadcast with the same frequency band [15]. 
Each node in network has bidirectional communication links. i kLink !  represents the sending link 
for iNode and the receiving link for kNode . The jamming power to signal power ratio at the re-
ceiver determines the degree to which jamming will be successful. For digital signals, the jam-
mer’s goal is to raise this ratio to a level such that the bit error ratio[16] is above a certain thresh-
old. The JSR models[17] at the receiver’s antenna are defined as 

 
104log // *10 TR JRD D

JT JR RJ T TR RTP G G PG G! =  (1) 

where JTP is the power of the jammer’s transmitting antenna; TP is the power of the transmit-
ter; TRG is the antenna gain from transmitter to receiver; RTG is the antenna gain from receiver to 
transmitter; JRG is the antenna gain from jammer to receiver; RJG is the antenna gain from receiver 
to jammer; TRD and JRD  are the distance between transmitter and receiver, and the distance be-
tween jammer and receiver respectively. 

The JSR model can be reformatted as 

 
1/4( / )JR TR JT TR RJ T TR RTD D P G G P G G!=   (2) 

Let 1/4( / )JT TR RJ T TR RTP G G P G G! "= , where 0! " .Variable ! is referred as JSR parameter. 
When jamming a link, the condition that a receiving link is blocked can be represented as inequal-
ity 

 JR TRD D!"   (3) 

From Inequality(3), we see JRD  determines whether a link can be blocked. For blocking all re-
ceiving links of a WSN, the main task is placing the jammers on appropriate locations to let 

 , , : JR TRJ R T D D!" #    (4) 
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The problem of this paper is similar to the Jammer Deployment Problem defined in[14, 18]. 
For convenience, we define AJRL (Area of Jamming a Receiving Link) to represent an area in 
which Inequality(3) holds. The WSN works in 3D spaces, therefore the shape of i kAJRL! is a 
sphere, and the center of the sphere is the point that kNode locates. BARL jamming network is 
represented as ( , )JN x y , where x is the number of nodes of a WSN, y is the number of jammers. 

3 BARL attack with an unlimited JSR parameter!! 

Several ways may be used to increase the JSR parameter!!, such as 1) increasing the power of 
jammers’ transmitting antenna, the antenna gain from jammer to receiver, or the antenna gain 
from the receiver to jammer; 2) decreasing the power of transmitter, the antenna gain from re-
ceiver to transmitter, or the antenna gain from receiver to transmitter; 3) decreasing the threshold
! .In this section we assume JSR parameter! can be increased unlimitedly. 

Theorem 1: One jammer can block all receiving links in any network with an unlimited JSR 
parameter! . 

Proof: In a ( ,1)JN N network, there is only one jammer. The distance between the jammer and

kNode is represented as 1( , )kDis Node Jammer . Let 

( )( )'
1max , / , 1 , ,i ikDis Node Jammer d i k N i k! = " " # . For JSR parameter! can increase un-

limitedly, we can set '! != + " , where 0! " . At this case, 1( , ) ik kDis Node Jammer d!" holds, 
where1 ,i k N! ! and  i k! . Therefore, all receiving links of each node will be blocked. 

According to Theorem 1, Method 1 can be designed for BARL attack on ( ,1)JN N network. 
Therefore, BARL attack can be implemented on ( , 1)JN N ! network. 

Method 1: Attracting a WSN through setting JSR parameter to the infinity. 

4 BARL attack with a limited JSR parameter!! 

Usually only a limited JSR parameter is available when attacking a WSN. In this section, we 
discuss the BARL attack problems on ( , )JN N N! , (2,1)JN , (3,1)JN and ( , 2)JN N ! networks  
respectively. 

4.1 Attacking!"!!!! !!network 

When a jammer move towards a node, the distance JRD  between them decreases. If a jammer 
locates on the same position of a node, then  0JRD = and  JR TRD D!"  holds. 

Theorem 2: all receiving links of a kNode can be blocked by a jJammer . 
Proof: jJammer can be moved towards the position of kNode . With the moving process, the 

distance JRD  decreases and finally reaches 0.  Then  JR TRD D!"  holds, all receiving links of 

kNode  will be blocked by jJammer . " 
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From Theorem 2, it is possible to block all receiving links of a ( , )JN N N! network. 
Theorem 3: all receiving links of all nodes can be blocked in a ( , )JN N N! network. 
Proof: As the number of jammers is greater than the number of WSN nodes, N jammers can be 

selected and placed on the same positions of N nodes respectively. From Theorem 2, it is obvious 
that all receiving links of any kNode  are blocked. Therefore all receiving links of all nodes can be 
blocked in a ( , )JN N N! network.  

According to Theorem 2 and Theorem 3, Method 2 can be used for BARL attacking on 
( , )JN N N! networks. 

Method 2: For ( , )JN N N! network, select N jammers and place them on the same locations 
of the N  nodes respectively. The rest of the jammers are placed randomly.  

4.2 Attacking !"!!! !!network 

Whether BARL attack can be launched on (2,1)JN  network depends on the value of JSR pa-
rameter! . 

Theorem 4: when!! ! !!!, it is impossible to block all receiving links in (2,1)JN networks. 
Proof: Let the two nodes are !"#$! and!"#$!. The distance between them is  ikd .There are 

two AJRLs ( k iAJRL ! and i kAJRL! ). The radii of them are  ikd! . The center points of

k iAJRL ! and i kAJRL! locate on the positions of iNode and kNode  respectively. 

 

2
0.5

2

ik ik ik

ik ik

d d d

d d

! ! !

!

!

+ =

<

" <   

There is no intersection between k iAJRL ! and i kAJRL! . It is impossible to find a point for 
the jammer to block all receiving links of iNode and kNode . 

 
Fig. 1. The AJRLs of JN(2,1) under #<0.5 

Theorem 5: when!! ! !!!, it is possible to block all receiving links in (2,1)JN networks. 

!<0.5

AJRLk"i AJRLi"k

ki

iJOE ‒ Vol. 13, No. 9, 2017 41



Paper—Blocking all Receiving Links of Wireless Sensor Network 

 

Proof: Let the two nodes are !"#$! and !"#$!. The distance between them is  ikd . There are 

two AJRLs ( k iAJRL ! and i kAJRL! ). The radii of them are  ikd! . The center points of 

k iAJRL ! and i kAJRL!  locate on the positions of iNode and kNode  respectively. 

 
Fig. 2. The AJRLs of JN (2, 1) under #!0.5 
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When 0.5! = , there is one and only one intersection point between k iAJRL ! and i kAJRL!

.When 0.5! > , there are more than one intersection points between k iAJRL ! and i kAJRL! .If the 

jammer is placed on the intersection points, all receiving links in (2,1)JN networks will be 
blocked. 

According to Theorem 4 and Theorem 5, Method 3 can be used for BARL attack on (2,1)JN
network. 

Method 3: When jamming (2,1)JN network, if 0.5! " , place the jammer on the middle point 
of the two nodes; if 0.5! < , it’s impossible to launch BARL attack. 

4.3 Attacking !"!!! !! network 

To block all receiving links in (3,1)JN networks, there should be intersection points among all 
AJRLs. As shown in Error! Reference source not found., there are three nodes, iNode , kNode
and qNode . The distances between one node and another are ikd , iqd and kqd . If an intersection 
existed among all AJRLs, then following inequity holds. 

 

min( , ) min( , )

min( , ) min( , )

min( , ) min( , )

ki qi ik qk ik

ki qi iq kq iq

ik qk iq kq kq

d d d d d
d d d d d
d d d d d

! ! ! !

! ! ! !

! ! ! !

" + #
$

+ #%
$ + #&

 (5) 

!>0.5!=0.5

AJRLi"kAJRLk"i
AJRLi"kAJRLk"i

i i kk
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! ! !!! 
Theorem 6: when!! ! !!!, it is impossible to block all receiving links in (3,1)JN networks. 

Proof: Let the nodes are iNode , kNode and qNode . When 0.5! < , there is no intersection be-

tween k iAJRL ! and i kAJRL! .Therefore there is no intersection point among k iAJRL ! , k qAJRL ! ,

i kAJRL! , i qAJRL! , q iAJRL ! and k qAJRL ! .It is impossible to find a point for the jammer to block 

all receiving links in (3,1)JN  networks.  
! ! !! ! 

 
Fig. 3. The AJRLs of JN(3,1) under #=0.5 

Theorem 7: when 0.5! = , it is impossible to block all receiving links in (3,1)JN networks. 
Proof: according to the relationship of ikd , iqd and kqd , there are three cases. Without loss of 

generality, assume case 1) as   ik iq kqd d d< < ; case 2) as   ik iq kqd d d= < or   ik iq kqd d d< = ; case 3) as
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Inequality(5) does not hold. 
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Inequality(5) does not hold. 
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Inequality(5) does not hold. 
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Fig. 4. The AJRLs of JN(3,1) under #=0.5 and !!" ! !!" ! !!" 
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Inequality(5) holds. 

As shown in Figure, k iAJRL ! and q iAJRL ! have same size, their center point locates on !"#$!; 
i qAJRL! and k qAJRL ! have same size, their center point locates on !"#$! ; i kAJRL! and 

q kAJRL ! have same size, their center point locates on !"#$!. k iAJRL ! and i kAJRL! have only 

one intersection point. i qAJRL! and q iAJRL ! have only one intersection point. k qAJRL ! and
q kAJRL ! have only one intersection point. The three points locate on different locations. So there 

is no intersection among i qAJRL! , i qAJRL! and k qAJRL ! . 

Therefore, when 0.5! = , it is impossible to block all receiving links in (3,1)JN networks.  

! ! ! 
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Fig. 5. The AJRLs of JN (3, 1) under ! ! !!! 

Theorem 8: when 1! " , it is possible to block all receiving links in (3,1)JN networks. 
Proof: we provide a method finding a point for the jammer to block all receiving links. The 

point should locate in the intersection of all AJRLs, i.e. inequality(6) should hold. 
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Without loss of generality, let ik iq kqd d d! ! . 
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 ( , ) min( , )i j ki qi ikDis Node Jammer d d d! ! !" =  (7) 
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Let ikLine  be the line segment between iNode and kNode . If place the jammer on any point on

ikLine , inequality(7) and (8) hold. 
Let iqLine  be the line segment between iNode and qNode . If place the jammer on any point on

iqLine , inequality(9) holds. 

The line segments ikLine and iqLine  have a common point iNode . 
Therefore, if place the jammer on the position of iNode , all receiving links in (3,1)JN networks 

will be blocked.  
!! ! ! ! ! ! 

Without loss of generality, let ik iq kqd d d! ! . 

( , ) min( , )

( , ) min( , )

( , ) min( , )

( , )

( , )
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ik iq kq

i j ki qi

k j ik qk

q j iq kq
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q j iq

Dis Node Jammer d d
Dis Node Jammer d d
Dis Node Jammer d d

Dis Node Jammer d
Dis Node Jammer d
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" "
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# "
$

'(((( "%
$ "&

)

*

( , ) /

( , ) /

( , ) /

( , ) ( , ) ( , )
max( , , )

i j ik

k j ik

q j iq

i j k j q j

ik ik iq

Node Jammer d
Dis Node Jammer d
Dis Node Jammer d

Dis Node Jammer Dis Node Jammer Dis Node Jammer
d d d

!

!

!

#
$

) *%
$ )&

)

 (10) 

Equality (10) gives out the lower limit value of JSR parameter! , which needed to block all re-
ceiving links. Method 4is introduced to search the lower limit value of !  and the position for the 
jammer. Step 1-2 initialize JSR parameter’s upper bound ub  and lower bound ul  to 10 and 0 
respectively. Step 3 sets variable jamall  to false (unable to block all receiving links). Step 4 
starts a loop to look for lower JSR parameter which can be used to block all receiving links. Step 
5 calculates the mean value of ub and ul , and assigns it to variable! . Step 6 selects minimal 
distance of ikd , kqd and iqd , and assigns to mind . Step 7-9 draw three spheres with centers locating 
on iNode , kNode  and qNode respectively. All spheres have radii of mind! . Step 10 checks whether 
intersection existed among the three spheres. If existed, all receiving links can be blocked using 
current JSR parameter! . So ub  is set to ! (step 11) and jamall  is set to true (step 12). Other-
wise, ul  is set to ! (step 14). Step 5-14 continue till ub equals ul . 
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Attacking method 

Method 4: 

min

min

FindMinimal()
1. 10; //upper bound
2. 0; //lower bound
3.  = false
4. while ( )
5.   ( ) / 2
6.   min( , , )

7.    DrawSphere (Sphere . ;Sphere . . )
8.    DrawSpher

ik kq iq

i i i

ub
lb
jamall

ub lb
ub lb

d d d d
Radius d Center U loc

!

!

=

=

"

= +

=

= =

min

min

e ( Sphere . ;Sphere . . )
9.    DrawSphere ( Sphere . ;Sphere . . )

10.      if HaveIntersection(Sphere ,Sphere ,Sphere , ) then

11.           
12.           

k k k

q q q

i k q

Radius d Center U loc
Radius d Center U loc

nil
ub
jam

!

!

!

= =

= =

=

 = true
13.      
14.         

all
else
lb !=

 

 
Method 5: When jamming (3,1)JN network, 1) if 1! " , compute the length of ikLine , iqLine

and kqLine . Find the intersection point between the shortest two lines. Place the jammer on the 
intersection point; 2) if 0.5! " , it’s impossible to launch BARL attack; 3)if 0.5 1!< < , use 
Method 4 for jamming attack. 

4.4 Attacking !"!!!! !! network 

As respect to ( , 2)JN N !  network, 2 or more jammers are available. It can be divided into sub 
networks. We use Method 6 for jamming attack. 

Method 6: If possible, divide ( , 2)JN N !  networks into (3,1)JN , (2,1)JN and (1,1)JN  net-
works, then use  

Method 5, Method 3 and Method 2 to launch BARL attack respectively. 

When dividing a ( , 2)JN N !  network, it may not be divided sub network with types of
(3,1)JN , (2,1)JN and (1,1)JN . There may be sub-networks of ( 4,1)JN ! types. We will discuss 

the BARL attack on ( 4,1)JN ! network later. 
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5 Conclusion 

This paper discusses the problem of blocking all receiving links of a WSN. We formulate the 
jamming problem and the condition that a receiving link is blocked ( JR TRD D!" ). Then AJRL is 
defined to represent an area in which JR TRD D!"  holds. We study the problem of jamming attack 
with an unlimited JSR parameter and provide a method for it. In case of jamming with an limited 
JSR parameter, several network types, i.e. ( , )JN N N! , (2,1)JN , (3,1)JN and ( , 2)JN N ! , are 
discussed. Then jamming methods are provided for them respectively. Our contributions include 
1) Unlike the work of references, we stand on the attacking side and propose BARL jamming 
methods for dynamic change networks; 2) Theorems are provided and proved mathematically for 
constructing jamming methods. Most of the BARL jamming methods are based on these theo-
rems; 3) The BARL methods are useful for launching attack to block all receiving links of WSNs. 
Our work may also provide ideas for designing methods to disrupt part of the links. 
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