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Abstract—With many online engineering platforms such as virtual and re-
mote laboratories designed for young or aged users, user authentication and
passwords-based methods are being re-evaluated for tracking usage patterns and
security. For ICT-enabled online engineering platforms, image-based human-
centric approaches are gaining relevance for access frameworks. With the rub-
ber-hose attacks, increased senior users, many existing systems are vulnerable
to many attacks. This paper employs human uniqueness of narrative skills on an
image-based password system for online platforms with focus on theme in the
password generation process. To generate the secret password, a specially de-
signed computer game was used. We used narrative constructs composed of
cartoon image sequences to generate user-specific secret key. The durability of
generated passwords and the authentication process while assessing the recon-
struction process by a potential hacker was verified. For validating use of co-
erced attacks, under imposed psychological duress, users failed retrieving the
password sequence suggesting the reliability as an anti-coercive attack cyberse-
curity tool. A set of experiments were used to analyze user behavior behind the
image-based password system. EEG measurements demonstrated increased ac-
tivity of o rhythms in F3 and FC5 channel bins and augmented levels of
rhythms in F3 and O1 channels, suggesting users added personalization to au-
thentication more than in alpha-numeric password-based logins.

Keywords—Cybersecurity, Image-based passwords, Authentication, Sequence
Learning, Cartoon Sequence, ElectroEncephaloGraphy.

1 Introduction

Online platforms such as virtual laboratories and skill training have shown a wide
variety of users and tracking analytical data from such platforms indicate novel learn-
ing trends and pedagogies [1], [2]. Federated e-Sciences platforms require better user
interfaces with reliable tracking systems and has been perceived as key for Science
2.0. Many tracking systems rely on authentication frameworks. With aged users and
young learners in ICT environments, access control methods have been adapted dif-
ferently to suit usage patterns [3], [4]. Having developed over 350 freely available
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online laboratories (see vlab.amrita.edu), our studies on user groups suggested the
need to develop unique user authentication systems for aged and very young learners
who had problems with password-based authentication. With trust being key in user
authentication in ICT environments, security methods employ secret keys such as
alphanumeric passwords, biometric features, hardware tokens, graphical passwords
etc. Stored passwords are vulnerable to eavesdropping, dictionary attacks, social en-
gineering, and shoulder-surfing. Apart password phrases, there are many other ways
to retain physical control of the device via hardware tokens, fingerprints, iris patterns,
walking gait etc.[5]-[8]. Compromised biometric methods complicate authentication
schemes due to inability to modifications. The primary drawback of human role in
apriori knowledge-based authentication schemes is the limitation in recalling secure
passwords. To overcome this problem, image sequences were used. Graphical pass-
words employ the cognitive ability to understand and recall images[9],[10]. Using
cartoon or character sequences and graphical authentication systems including CAP-
TCHAs have been an alternative to knowledge-based passwords to biometric authen-
tication[11],[12]. reCAPTCHA have been introduced as a secondary authentication
technique to prevent unauthorized access from automated bots, however it is a chal-
lenge response method [13].

Humans have an innate ability to remember patterns and images rather than num-
bers and sequences. Health organizations have used combination of images and text
[14] to improve the health communication. Studies report comic strips playing a stra-
tegic role in expanding the opportunities in teaching and learning, and have shown a
decrease in social loneliness and increased satisfaction in students with autism spec-
trum disorder[15],[16]. An authentication system[17] based on implicit learning from
cognitive psychology[18], where passwords were generated using a special task called
serial interception sequence learning (SISL) was proposed as a preliminary imple-
mentation. Users were trained on a secret key of 30-character length in a 45-minute
training session. Even though the learned secrets were supposed to be impossible to
recall verbally or to write it down, the duration of password generation was a big
limitation. To overcome this limitation, we introduced image sequences of specific
length instead of character sequence, by considering the human ability to remember
graphical information rather than lengthy character sequences.

Uniqueness of human cognition and perceptive distinctiveness of the brain plays a
major role in user-generated passwords and this capability was employed in this study
to develop passkeys based on user’s personal grammar of an image sequence. In this
paper, we highlight a novel technique using narrative skills towards image based
authentication using the user’s ability to associate cartoon strip patterns, while being
unable to explain the choice behind such patterns and the failure of authentication
during induced stress. This sequence arrangement was designed as a special task
called Narrative Construction Sequence Learning (NCSL) and was used to train users
to generate a unique passkey. The proposed system includes two phases: Training and
Authentication. We are introducing the NCSL task as a semi-implicit or pseudo-
implicit motor learning task, since the task requires the users actions for motor com-
mand and sensory feedback to drag and drop the selected images and may be stored in
memory as components of a learning process [19]. The methodology also employs
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narrative cognitive training, an evaluation of individuals cognitive aspects and basic
executive functions as battery tasks which can be treated as authentic identities[20].
This task can also be considered as a Serial Reaction Time (SRT) task [21] assessing
the users reaction time which decreases for repeating sequence. Abilities to correlate
with specific cartoon-based strips have been understood by nature of the associativity
of patterns [22] stored in the memory and the learning rule highly affects the accuracy
of recall. This correlation between the images and the memory construct was used to
implement the system described in this paper with the focus of enabling aged and
young users in online engineering platforms.

2 Narrative Construction Based Task

The Narrative Construction Sequence Learning (NCSL) task was based on the idea
of sequence learning explained in[23]. In this implementation, there were four catego-
ries of sequence learning problems:

1. Sequence Prediction: The user, considering the preceding image predicted the im-
ages (elements) in the sequence.

2. Sequence generation: Specific themes defined the attempts to generate the images
sequence. The images within a set had some implicit or explicit characteristics re-
lated to the specific theme.

3. Sequence Recognition: Legitimacy of the elements in the sequence were evaluated
by observing the cartoon characters in the images within a set.

4. Sequential decision-making: Decision-making involved when the sequence of ac-
tions accomplished a goal. In the implemented system, the goal was successful us-
er-authentication.

In mathematical terms, the client generates a password sequence x, composed of a
themed sequence of images, Uj (of sequence size i) and the server is given a set of
sequences (f(x), U). Two key concepts used in NCSL were narration and sequence
order. In NCSL task, by allowing the user to vary the length of sequences, we studied
how users managed multiple themes in a process of narration. Three different modes
of narration were used: easy (consisted of three cartoon images forming a sequence),
medium (had five images) and difficult (had eight images). Medium mode was used
for training and the other two for testing purpose. It was assumed that the order of
images in a sequence acted as the critical element behind the themes. User could de-
cide the sequence order and hence multiple orders for each sequence were possible.
This helped to increase the combinations among number of secret keys and aided
users to have unique passkey sequences. In NCSL task, the users developed sensitivi-
ty to the structured information by intercepting the given images. Narration was cho-
sen to play a major role in NCSL task. Themes based on image sequences were
formed using cartoon images (see Fig. 1). Each theme consisted of different sets of
finite number of images to be ordered by the user. Each image, within a set, repre-
sented an event that could occur in that theme. The themes (see Table 1 for examples)
were real life scenarios such as, having dinner, going for a trip, preparing food etc. An
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image library containing different themes was presented on the right side and an emp-
ty grid was presented on the left side of the computer screen. The sizes of the empty
grid were different and were referred as levels.

Table 1. Example Themes and Events

Theme Example events

A boy playing with friends, returning home, finishing homework, have dinner, go to

Having Dinner
sleep

Going for a trip |Planning, packing the luggage, getting into the bus, enjoying the trip, camp fire

Planning the food item, getting the required ingredients, cleaning the ingredients,

Preparing food cooking food, serving food

There were three training levels such as High, Intermediate and Sparse. High secu-
rity level (see Fig. 1A) was a training sequence where users had to arrange 10 se-
quence sets of 5 images each. Intermediate training was when a user had to arrange 4
sequences of 5 images and sparse was three sequences of 5 images each. The training
goal, interception of the sequences, was performed by selecting images from same
theme and arranging it in the grid provided on the left side in an order, chosen by user
without any specific inputs. Training task was to make a user repeat several sets of
image sequences within a specific theme (75%) more than other themes presented as
the image library. During the 5 or 10-minute training process, user performed several
NCSL tasks and training was a process that involved repeating themes during 75% of
the trials. Participants were expected to identify the themes by repeatedly performing
the NCSL task during training. The task was designed for users to perform better on
the trained data at the time of authentication. All themes contained images from vari-
ous cartoon strips and did not have any textual dialogues. Textual dialogues were
avoided to prevent explicit arrangement of images.

© High NCSL Technique
Identify the two trained set and arrage them Image Library
NCSL Technlq“e correctly in the below grid
u libeary & Image Libr
‘grid with your own choice il A B 3 D E
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F S e e s P e e
T T - - -
A 3 A B © D E £ BT BT 5% PP €9
Loy - ) il 4
z T | o s ® ol e a6 3 e — -
& & i o 4 7 Te
- z cod A
3 O 7 # [ - —
2 S| @

DR

submit

Fig. 1. Screenshots of training and authentication tasks in progress.
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The goal of training was that the user performed better on the trained themes and
did not consciously recall the order of the images in the theme. Users were presented
with the NCSL task through an application via web browser and were processed via a
login form. Participants could perform NCSL task, data from which was logged on
completion of training.

User Behavior Assessment. As a preliminary assessment[24], to evaluate user
brain activity behavior behind the proposed system, EEG data was collected from 4
healthy volunteers of mean age 23 after an informed consent and prior ethical clear-
ance from institutional committee. A commercial EEG headset [25] with14+2 channel
electrodes was employed and experiments were conducted in a noise free environ-
ment. For this study, we used NCSL task and recordings were done in three modes:
relaxation, training and authentication. In relaxed mode, subjects were asked to focus
in to a blank screen and relax for 2 minutes and the brain wave signals were recorded.
For the other two modes, NCSL training and authentication tasks were used. 3 trials
for each subject were recorded for each task. The maximum time taken to record each
task was an average of 5 minutes. After recording EEG signals during each mode, raw
traces were processed to remove artifacts using a bandpass filter. To quantify user-
level variations, we considered only (7.5 - 12.5) and (12.5 - 30) waves and removed
the other frequencies. After filtering, the obtained data was frequency transformed
using Fast Fourier Transform (FFT) and the power spectrum was calculated using
EEGLAB [26].

3 Implementation of Training and Authentication Mechanisms

NCSL was designed in two phases as training followed by authentication. NCSL
training levels (high, intermediate and sparse) were used by participants to choose
their own different levels of narration and to analyze the amount of sequence learning
happening in users with different learning capacity.

3.1 Training

Training phase is the passkey generation phase. The training procedure involved:

Displaying an image library (See Fig. 1A) consisting of five different themes each
with at least two sets selected randomly from the input data on the right side of the
screen.

* Depending on choice of training level, a grid of specific size would be displayed on
the left side of the screen.

¢ Perform the NCSL task by choosing the images from the image library and arrange
it in the grid based on their discretion.

* Repeat the NCSL task for the remaining sets then submit the training. During train-
ing, 50 (from 10 sets) images were presented to the user and the duration of train-
ing depended on the training levels. The average training time was 5-10 minutes
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for users to arrange sets of sequences. The system recorded the final order of the
images for later use.

3.2  Authentication

During authentication (see Fig. 1B), the trained user was presented with the NCSL
task, where the image library contained sets from trained and untrained themes. The
authentication procedure involved:

* Presenting an image library consists of five random sets, two trained sets and three
untrained sets on right side and an empty grid of size 2x5 on left side.

* The NCSL task was performed by identifying two of the trained sets and arranging
the images in the selected sets in the same order as they did during training.

A trained user could identify the sets from remembered image sequences during
training. The user validated identity by exhibiting better performance on the trained
sets than untrained sets. When the user identified both trained sets correctly and by
arranging in correct order, the system then notified authentication success.

3.3 Feedback collection

Six questions were included in the user feedback, post-training (see Table 2). Five
questions were posed to each participant to rate their performance after authentication
(see Table 3). Internal consistency was checked using Cronbach’s alpha value.

Table 2. Feedback on Training Data

Question Answer
. Based on logical | Events in dail

.HOW did you choose the first Random Based on interest thinkin gg life y
image?

12.5% 33.3% 50% 33.3%

Based on previous . Events in dail

How d.id you choose the rest Image Random Based on idea life Y
of the images?

43.7% 0% 43.7% 12.5%
Which was the order of Left-to-right Right-to-left Random
preference to arrange the . 0 .
images? 100% 0% 0%

Based on some . Easily memorable

How d_id you choose the sets Random events Based on interest }i]mages
from library?

33.3% 33.3% 25% 37.5%
How many sets could you 1 2to4 5t06 All
remember? 12.5% 6.25% 56.25% 25%
Are you able to remember Yes No Some of them
the sequence of images in
each set? 62.5% 0% 375

Online performance was correlated to learning behaviour via a feedback post-training sessions.
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Table 3. Measure of Sequence Learning
Question Answer
. . Two One None
How many sets could you identify?
100% 0% 0%
. . . By memory Guess work
How did you identify the sets?
93.75 6.25%
How many sets were arranged Two One
correctly? 87.5 12.5%
Out of total images in a set, how many Five Four Three
of them could be sequenced correctly? 87.5% 6.25% 6.25%
Do you remember the reason for Yes No I don’t know
arranging the set? 93.75% 6.25% 0%

User feedback on authentication, correlated as sequence learning rate of the user.

4 Results: User-Usability Experiments

The feasibility and usability of NCSL tool was tested with the help of volunteering
participants and via direct feedback collection. We emulated an attacker by asking
users to describe the narration to volunteer attacker who tried authentication but the
attacker could not repeat the narrative performance as that of authenticated user (data
not shown). In the following tests, NCSL tasks reliability with user’s age was evaluat-
ed. Secondly, we verified that the users could retain the learned secrets for one or two
weeks. The role of psychological duress on the sequences learned was also assessed.
Additionally, the error rate during training and authentication for user under external
influence was also estimated. Consistency among the user responses was used to es-
timate that the user’s ability to resolve the effectiveness of the sequence is undermin-
ing compared to the ordination of the sequence.

4.1 Experiment 1: Evaluation of sequence Learning and User Age

The goal was to test whether sequence learning was independent of age of the user.
Subject group included 30 participants of ages between 21 and 70. The experiment
used the training procedure, where the training phase contained 50 trials and took 5-
10 minutes to complete. After the training session, participants completed the authen-
tication test that estimated learning of each participant. In this immediate test, partici-
pants successfully identified two trained sets and performed NCSL task (see Fig. 2A
for successful authentication and error rate in authentication for each age group). The
percentage of successful authentication is higher than the error rate which suggests
sequence learning was partially dependent on age (Fig. 3A). After completing the
NCSL tasks, a feedback on recalling trained sets was collected. 80 % of user’s iden-
tified trained themes (Fig. 2B). The number of inputs for which the user could recall
explicitly was very large and the embedded secret was a precise sequence set. An
attack required the adversary to reconstruct the sequence, which was not easy without
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Fig. 2. Sequence Learning in NCSL. A. Instantaneous learning was counted as explicit learn-
ing as the user had immediate feedback on trained sequences. B. Theme identification
for NCSL task. Yes shows the percentage of participants who identified the correct
theme. No denotes the percentage of participants who identified the themes not authen-
ticated. C.Delay and authentication. As the delay in the number of weeks post-training
increased, success rate decreased.

embedding the same sequence predicate resembling users selection during training. A
hypothetical attacker would have the probability of 6.4470*10* combinations for
brute-force reassembly of narrative image sequences.

4.2  Experiment 2: Recall over Time

The objective of the second set of experiments was to understand whether long
breaks or time delays changed recall of the identified pattern. In a first session, partic-
ipants completed the training session as they had done in experiment 1. The control
group performed the NCSL authentication immediately after training to assess se-
quence knowledge before the delay. A group of 20 participants performed the reten-
tion and recognition assessment for the trained sequence after a week’s delay. Anoth-
er group of 30 participants performed the recall test after a delay of 2 weeks (see Fig.
2C). 95% of the participants in the control group identified both sets and arranged them
correctly and 5% of them failed to arrange the sets. 90% of participants in the 1-week
group identified both trained sets and authenticated successfully by performing the
NCSL task. 10% of the participant’s identified both trained sets but failed in arranging
one set.70% of the participants in 2-week group identified both trained set but failed
in arranging one set. 30% of the participants identified both trained sets but failed in
arranging both the sets. In the tests, the participants could not recall the order of se-
quences after a longer delay beyond two weeks.

4.3  Error Analysis

Error rate was estimate as the sum of failures in arranging the sequences when au-
thentication was performed. To estimate error, the NCSL experiments were per-
formed with delay after training; varying participant age and training time (see Fig.3).
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Fig. 3. Authentication error rate. A. Error rate increased with time as the participants perform
training based on control. B. Error rate increased upon age when the participants
perform training based on control rather than their discretion. C. Error rate gradually
decreased upon increase in training time.

To evaluate whether the choice in arranging the sequence affected the learning, 10
participants were requested to train per a pre-determined order rather than employing
their own choice. All participants could successfully complete the authentication test
(see Fig. 3A). The group performed the authentication test a week later and a 33%
error rate was observed. After two weeks, the error rate increased to 47%. Users who
performed training per their discretion were able to retain the correct order of the
sequence after a week and noticed that there existed a small error percentage. Error
rate increased with age (Fig. 3B). The role of training time on users was studied and
the average training time for reasonable success was 30 to 35 minutes, with high secu-
rity level. It was observed that the error rate and training time were inversely relative
(see Fig. 3C) with respect to the NCSL tasks.

4.4  Authentication Failure Under Psychological Duress

Since implementing an image-based password that relies on individual user behav-
ior was the goal, we tested the role of imposed stress on the nature of recall of trained
patterns. Experiment involved 30 participants from different age groups. Participants
were put under duress by reducing training time and asked to complete the training in
time. As training time was reduced, subjects showed reduced attention (data not
shown, EEG assessment is ongoing work in progress). In addition, participants were
asked to play a simple puzzle game soon after the training task and before the authen-
tication to force duress on the user. Thirty percent of the participants authenticated
successfully, 16.6% of them failed in arranging the sets, 50% of them identified two
trained sets but failed in arranging a single set and 3.3% of them even failed in identi-
fying the trained sets and failed in arranging the sets (see Fig. 4A). The same group of
participants performed an NCSL authentication task after a week which resulted that,
all participants failed in successful authentication (see Fig. 4B). 6.6% of the partici-
pants identified both sets but failed in arranging the sets, 43.4% of them identified two
sets but failed in arranging both the sets, 10% of them identified a set and failed in
arranging the set. Overall, with delay between training and authentication and with
imposed psychological duress, 40% of them failed in both identifying and arranging
the sets.

iJOE - Vol. 13, No. 11, 2017 85



Paper—Using Theme-based Narrative Construct of Images as Passwords: Implementation and Assess...

@ %
50 9
< 2 35 gtd
< < 3
£y 25 g nf
3 60F
HEY 8 5
H g w0
¢ 2 1 o
g 2 € %
£ £ F o2
0
5 . 10
d U [ a 0
] 2130 3140 450 51.60 6170

0 [ 4
Sequence Recognition

Advantage(in %)

Seq

m il
Sequence Recognition Age
M Sequence length:3 ElSequence length:8

Fig. 4. Learning and recall under stress. A. Training under stress followed by authentication. I
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ranging one set, IV Users identified one set and failed in arranging the sets. B. Training

under duress and authentication after a delay of a week showed maximum error in au-
thentication. I-Users identified both trained sets but failed in arranging the sets, II-Users
identified both trained sets but failed in arranging one set, III-Users identified one set
and failed in arranging the set, V- Users failed to identify the sets. C. Effect of
sequence length on sequence learning. Short sequence resulted in explicit learning of
themes whereas participants who used long sequences showed successful sequence
learning through repeated training.

4.5 Sequence Length and Sequence Learning on User Training

Role of length of cartoon sequence affecting sequence learning was also evaluated.
Participants could modify sequence length between 3 and 8 images per sequence.
Strips with 3 images were authenticated and users could verbally express the narra-
tion. Users indicated that longer sequences were more difficult to remember (see Fig.
4C) and very difficult to express verbally (data not shown). Repeated training may
enhance user’s ability to verbally reconstruct some of the narration. However, longer
image sequence length seemed to add efficacy to sequence learning.

4.6 Machine Learning-based Evaluation of Uniqueness in Theme

To evaluate the uniqueness present in the selected themes, we performed an image
clustering. The analysis was done in two phases: clustering of uniform theme and
clustering of mixed theme. We generated a dataset for uniform theme by choosing
two different themes with correct set of events and performed clustering. Different
clustering algorithms such as K-means, Filtered cluster, Farthest First and Make den-
sity based clusterer were used. We observed that, Make density based clusterer
grouped the images with 49% in one cluster and 51% of images in other cluster, k-
means grouped 45% of images in one cluster and 55% of images in other cluster,
Farthest first and Filtered clusterer grouped 62%, 37% in one group and 38%, 63% in
other group respectively. Images within a single theme were similar and provided
uniqueness between themes. For mixed theme validation, we generated the dataset by
mixing the images from different themes. Total 10 images were chosen and per-
formed the clustering using the same set of above specified algorithms. In this case,
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every algorithm grouped the images in two clusters but the percental difference of the
clustering was very large. 80 to 90% of the images were grouped into one cluster and
the remaining were in the other cluster (see Table 4).

Table 4. Evaluation of Uniqueness in the Themes

Correct Theme
Clustered instances (%) | Kmeans | Make Density Based Clusterer | Filtered Clusterer | Farthest First
Cluster 1 45 49 37 62
Cluster2 55 51 63 38
Incorrect Theme
Cluster 1 82 45 82 96
Cluster2 18 55 18 4

4.7  Evaluation on Narration - Verbal Description of the Sequences Causes
High Failure Rate

To evaluate the role of narration in password generation phase, an experiment with
25 users of age group between 23 and 35 was conducted. NCSL task explained in the
method section was used for this experiment. Multiple sequences (one at a time) were
used for this study. After completing the task, we asked them to describe the story
verbally also. It was found that, for a sequence, which contains a clear theme, 60% of
the users were narrated the theme uniquely even the verbal description was entirely
distinct (See Fig.5.A). In case of the sequence with less distinct events, 95% of the
users narrated it in alternate descriptions (See Fig.5.B).The security of the system was
tested by asking some subjects to generate the passphrase with the verbal description
of the story by other users and it was found that 65% of them failed to authenticate.

4.8 Cognitive Assessment

From the spectral maps plotted using the recorded EEG data, two kinds of NCSL
tasks (training and authentication) and relaxed condition were analyzed for spectral
activities in the regions of all 14 channels within the frequency range of a and B
rhythms(see Fig.6).

In the training task, spectral activity () was observed at 18Hz in the occipital re-
gion represents the attention level and decision making task, and for the authentica-
tion task we observed augmented B activity at 14 and 20Hz in the occipital region.
The augmented o activity was also observed in the relaxed condition at 10Hz. We
compared the spectral activity of text based sign-up and sign-in processes to the im-
age based training and authentication (see Fig.7). Using one-way ANOVA, F3 and
FC5 channels show significant increase in o rhythms than the other channels (see Fig.
7A,C) both in training and authentication, where as F3 and Ol channels have shown
significant B activity increase in NCSL training and authentication when compared
against alphanumeric passwords (see Fig. 7B,D).
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Fig. 7. Comparison on user behavior based on EEG recordings during image-based (NCSL)
password and alpha-numeric password schema (3 subjects). A. Variation in a rhythm
for NCSL training and alphanumeric signup task. B. Variation in f§ rhythm for NCSL

training and alphanumeric signup task. C. Variation in o rhythm for NCSL authentica-
tion and alphanumeric sign in task. D. Variation in f rhythm for NCSL authentication
and alphanumeric sign in task. A and C shows no significant change in levels of a
rhythms in F3 and FC5 channels. B and D shows augmented levels of B activity in the
F3 and O1 channels for NCSL, and there were no signs of increase in quantity of
rhythms in alphanumeric sign-up and sign-in when compared with NCSL.
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5 Implementation Issues and Securing NCSL Code

As suggestions to secure implementation, we used file name and path name obfus-
cations to prevent hack attacks[27]. In a preliminary version of our code, the hacker
could employ file-name and file-path to access the sequence strips and then based on a
simple routine to try the permutations. Variable names and function names were ob-
fuscated to alphanumeric random string sequences to prevent automated dictionary
attacks on sequences. File path information was modified to point random location
names per every session. For a man in-the-middle attack, conditional probability of
both sequence and narration being guessed was computed as 1.78%1032, which im-
plies the necessity of high computational cost and a sufficiently large combination of
image sets to crack the pass sequence via a brute strategy.

6 Discussion

Using a narration-based construct arising from sequence learning, we have imple-
mented an image-based password system appropriate for online engineering platforms
such as virtual labs[28], [29], mobile banking[30] considering safer aged and children
usage of ICT tools[31].

Experiments and studies on NCSL indicated that success rate for training, authenti-
cation remained significantly unchanged among various age groups, and users could
learn the themes by performing the NCSL task repeatedly making NCSL applicable
across ages and populations. The recall test showed that the participants failed to
recall the learned secret when not used for more than two weeks suggesting infrequent
usages allowed a decrease in success rate in authentication. This will have implica-
tions on applications applied to internet banking and others where it may be crucial to
validate human usage and prevent machine automated accesses.

User choice in assembling patterns while training, enabled retaining passwords
with lesser authentication errors, as indicated by experiments on error analysis. Re-
sults suggest that users had an advantage when not coerced into training for a known
pattern. Error rate also depended on participant’s age. Higher performance was con-
sistent with younger age groups and was less consistent as age increased. In addition,
longer training enforced better performance success. Although not presented in this
version, the correlation between training time and age could be modified as a metric
to modulate performance as a function of users learning rate.

Imposed psychological duress caused a significant change in user’s success rate in
authentication. Results indicate most participants failed in successful authentication
under stress. While being useful, for effective authentication protocols, experiments
suggest that the strength of authentication secret key was enhanced by increasing the
sequence length. This failure rate under duress may help NCSL as secondary access
control or login verification to deflect rubber-hose attacks.

Although electroencephalography studies are preliminary and have been posed as a
pilot study to evaluate cognitive load on users for both types of logins, the data from
EEG indicated in frontal lobes p rhythms were higher for NCSL tasks and showed a
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large variability suggesting image based passwords may involve user attention and
cognitive thinking more than alphanumeric sequences. Motor task driven implicit
learning models have behavior-related uniqueness and hence users rearranging of
sequences was employed as an authentication process. User tests on narration showed
that, uniqueness of the user to generate different versions of the same story was possi-
ble allowing several unique signatures for individual users. User behavior behind
these kind of authentication systems was evaluated as pilot study with EEG, and the
increase in activity may be suggestive that users added personalization to authentica-
tion more than in alpha-numeric password-based logins. Given our experiments on
narration uniqueness, users attribution to generating different versions of the same
story could be helpful to model authentication systems, where narration can be used
as the main method to generate the password so that to ensure more security.

The time taken for the training process was longer than most traditional password-
based systems but having a sequence connected via a narrative construct helped gen-
erate novel passwords that could strengthen sign-in security. On e-learning, ICT envi-
ronments, banking and trust related communication and online engineering platforms,
this tool can serve as a secondary layer of protection in security systems where human
user authentication remains a priority.

7 Conclusion and Future Work

As a proof of concept for tracking systems and authentication frameworks for di-
verse online platforms, the role of narrative constructs was employed using a se-
quence of cartoon images to generate an image-based password system. Although, we
targeted NCSL as a secondary access control mechanism due to lack of large-scale
testing scenarios, a primary login replacement could be considered using a combina-
tion with social media-like phenomena to improve on a user-driven database for pri-
vate image library. We are yet to implement this access authentication method on our
virtual labs project (vlab.amrita.edu) which has 280000 registered users. Our future
work will also aim to focus on enhancing neuroscience-based user validation as
primitives towards authentication.
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