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Abstract—Wireless sensor networks have such disadvantages as upper limit
of node energy and poor intrusion tolerance, etc. In light of these disadvantages,
by analyzing such key parameters as residual energy, load, node degree, this
paper proposes a wireless sensor network (WSN) life-cycle model, which fully
considers node energy consumption and load fault tolerance, and a scale-free
intrusion tolerance and targeted attacks optimization topology model. Then it
verifies their feasibility through simulation test. The results show that the WSN
life cycle model takes into account the impacts of residual energy and load ca-
pacity on the life cycle and fault tolerance of the system and improves the con-
nectivity probability of high energy consumption nodes and small load nodes,
leading to more uniform energy consumption of the wireless sensor network.
Through the load adjustment coefficient, the life cycle of the network model is
significantly increased. The simulation results show that the fault tolerance and
survival time of the proposed model are both improved to some extent com-
pared with those of other models. The proposed scale-free intrusion tolerance
and targeted attacks optimization topology model optimizes the power exponent
of the network using the structure entropy, and the established scale-free topol-
ogy structure can make the model more tolerant to intrusion. The simulation re-
sults show that the intrusion tolerance of the algorithm proposed in this paper is
2.5 times that of the traditional network model, and the average life cycle is also
significantly increased compared to those of other models.

Keywords—Wireless sensor networks; Network topology; Intrusion tolerance;
Life cycle; Energy; Node failure

1 Introduction

At present, wireless sensor network is mainly used for communication and data
transmission in special environments. However, energy exhaustion and communica-
tion transmission failure often occur to network nodes in harsh environments, paralyz-
ing the entire network. Therefore, how to ensure the normal operation of network
nodes and improve the network topology and fault tolerance in extreme situations are
the key issues and challenges in current research [1-7].

The fault tolerance mechanisms for wireless sensor networks mainly include two
kinds - static and dynamic fault-tolerance. When a traditional network model fails at a
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single node, its load will be transferred to an adjacent node, so that the adjacent node
will be overloaded, causing a wide range of node failure and eventually paralyze the
whole network [8-10]. The redundancy mechanism, scale-free topology mechanism,
energy perception mechanism and fitness and local world mechanism are commonly
used to strengthen the topological capabilities of network systems [11-16]. However,
these models all have different limitations in practice.

In view of the disadvantages of wireless sensor networks, such as the upper limit of
node energy and poor intrusion tolerance, etc., by analyzing such key parameters as
residual energy, load, node degree, this paper proposes a WSN life-cycle model,
which fully considers node energy consumption and load fault tolerance, and a scale-
free intrusion tolerance and targeted attacks optimization topology model, respective-
ly. This paper also verifies their feasibility through simulation test.

2 WSNs Lifecycle Modeling and Reliability Verification

2.1 Related knowledge and network node modeling

The life cycle of a wireless sensor network is the length of time from the point
when the nodes are filled with energy to the point when the energy is all used up. It is
mainly affected by residual energy and node load, L,(¢). The latter is expressed as:

(04

L(t)=L+k"L(a=0) n

where, Ki represents the node degree, and L is the transmission of data traffic. If
the communication radius of a single node is R;, the data accepted and transmitted by
the node for a period of time will be &“ and L,(¢). From Formula (1), it can be seen
that E;(?), i.e. the energy consumed by the node in this period of time, is expressed as
follows:

a 2 2

E (t) = Eelecki L + (Eelec + gamp]{i )LI (t) = (2Eelec + gamp]ei )Ll (t)_EelecL (2)

where, E,.. is energy consumption by data transmission after fusion; and &g, is
energy consumption coefficient. Through comparison of Formulas (1) and (2), it can

be seen that E(¢) is proportional to L,#). The following formula can be obtained by
combining these two formulas:

E(f)=aL(1+k")+b 5

As can be seen from Formula (3), the more energy a node consumes, the more like-
ly it is to fail. The node life cycle can be expressed as:
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E, E,
rlwde = =
E(t) aL(1+k")+b
“)
The shortest life cycle of a wireless network sensor can be expressed as:
Tnet = min (Tnode ) (5)

The relationship between #; - the number of nodes existing in a certain communi-
cation monitoring neighborhood of wireless sensor and R, - the corresponding com-
munication distance is expressed as

R’
ni=N£fg(x,y)dxdy=Nﬂ7’ B

The maximum load data for a single node in the process of data transmission is:

max max

L —L+k® L<L R> [4)'L
e (1) =L+k% L< +(NJT / ) -

The larger the L,,,(t) of a node is, the faster the node will consume energy, and
E,.x(t) - the maximum energy consumption of a node will be:

E. (t)=aL,, (z‘)+bsa[L+(Ner2 /A)HL] +b

max max
(®)
The shortest node life cycle can be converted into:
E,
Tnet = 2 a
a [L + (NﬂRmaX/A) L] +b
(€))

According to Formulas (5)-(9), the life cycle of a wireless sensor network is mainly
controlled by Fi, the residual energy, and a, the load coefficient. The higher Ei is, the
longer the life cycle will be; and the greater a is, the shorter the life cycle will be. In
the actual modeling, we should take full advantage of the characteristics of a to con-
struct a reasonable network topology.

2.2 LCEL model and its dynamic characteristics

According to the theoretical analysis in the previous section, this paper proposes a
WSN life cycle model (LCEL) considering node energy consumption and load fault
tolerance. The node communication in a WSN is constrained, so when a new node is
linked, the fitness of the new node is constructed using the priority link model:
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= (10)

where, #; is the fitness function. During data transmission, a new node is added in
each iteration, together with several edges extending outward from the node. The new
node selectively links the other nodes within the transmission range, and the probabil-
ity of the link is as follows:

_ nk _ EK"
1_[ 277] ' Ejkjl._a

= (In

When a=0, the energy consumption of the model will decrease. When o>0, the
weight of fertility and node degree can be adjusted to optimize the topology perfor-
mance of the wireless sensor network.

According to the continuum theory, the node degree is continuously changing.
Based on the preferred growth of the above node, the variation of the node degree can
be obtained as follows:

ok, Ek™
E‘mn(k EEkla

A
(12)
Through a series of transformations, the above formula can be simplified as:
Ekl a
1:[( g E kl a
(13)

If the new node is added into the system network at time t, then the radius of the
network will be R,, the initial radius Ry, and the communication radius of the new
node R, at this point. The probability of adjacent node set of the new node can be
expressed as:

%

6 1‘ P t[ < tef(Ei’ES)zﬂ"ama |

ap(ki(t)<k)_ ! r _(l_a)Xef(E:)Zl a
ok ) ok f(E”Eg)za 1 (

(14)
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In other words, when the growth of the wireless sensor network is known, the to-
pology distribution mainly has something to do with fertility and load adjustment
coefficient.

2.3 Simulation test verification

The proposed algorithm is compared with the traditional topology fault-tolerance
algorithms - EAEM and BA algorithms, in order to verify its feasibility and superiori-
ty in terms of WSN fault tolerant topology and life cycle. The three algorithms all use
the same network size to reduce the impacts of load and residual energy on the calcu-
lation results. The energy within the network system is initialized to enable each node
to carry out 5,000 data transmissions, and the results of 100 tests are averaged as the
final result.

Figure 1 shows the relationship between the node degree k and the system residual
energy under the EAEM, BA and LCEL topology models. As can be seen from the
figure, the distribution probabilities of the nodes with higher node degrees in the
EAEM algorithm and the proposed algorithm are smaller, while the distribution prob-
abilities of the nodes with lower node degrees are greater. The algorithm proposed in
this paper achieves even more uniform distribution of node degrees and load, thus
reducing the energy consumption of the nodes. At the same time, under these two
models, the greater the K is, the greater the corresponding Ei will be. On the other
hand, the BA algorithm shows the irregular oscillation feature of residual energy,
because the proposed algorithm and the EAEM algorithm have fully considered the
impact of residual energy of nodes on the algorithm, and preferentially link the nodes
with greater Ei during data transmission. On the whole, the residual energy of the
proposed algorithm is the largest at different node degrees, and its energy consump-
tion is relatively small in the data transmission process, because it has considered the
mutual coupling effect of Ei and load. The above analysis proves the superiority of
the proposed model in the evolution of WSN topology.
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Fig. 1. Relation curve between k and E; under different WSN topology models
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Figure 2 shows the fault-tolerance performances of the proposed algorithm (o = 0.5
and a = 0.89) and EAEM and EBFL models in the simulation of random node failure.
In the test, all the nodes in each iteration exchange data with their adjacent nodes, and
then a node is selected for removal, and the number of nodes in the largest connected
area in the system is calculated.

It can be seen from the figure that all the three models have high fault tolerance
when nodes fail, and comparatively, the proposed algorithm (o = 0.89) has the best
fault tolerance performance, which is because the proportion of nodes with high node
degrees is far less than that of nodes with low node degrees in the network topology
of the model, and accordingly, the failed nodes are usually those with lower node
degrees, which have little impact on the overall data transmission of the system.
However, the proposed algorithm can use the energy load more evenly, owing to its
comprehensive consideration of energy and load factors.
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Fig. 2. The relation curve of fault-tolerance ability with different WSNss topology model

3 Modeling and Verification of WSN Intrusion Tolerance Index

The previous section introduces the optimization model for extending the life cycle
and improving fault tolerance of WSN. However, in actual WSN operation, it is also
often exposed to targeted attacks and scale-free intrusion tolerance attacks, which
cannot be solved by the traditional wireless sensor topology model. Therefore, it is of
great significance to work out a topology model strongly against targeted attacks and
intrusion tolerance attacks.

3.1  Analysis on the SITT evolution model and its characteristics

Aiming at the targeted attacks and scale-free intrusion tolerance attacks in the net-
work environment, this paper proposes an scale free intrusion tolerance and targeted
attacks optimization topology model for WSN, which is an improvement made ac-
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cording to the scale-free theory of the classical topological BA model and calculates
the degree distribution in the network area with the continuum theory. The average
number p(t) of nodes within time t is:

u(z)=E[N(t)] =Ct s

N(t) is the node arrival process, and M(t) is the total number of nodes in the net-
work system at time t.

0+1

V()= fr(en) car=rg .

According to the continuum theory, the node degree k;j(t) can be expressed as fol-
lows:

% ~mr(&r) €TT(K,)

17)
Combining Formulas (15)-(17), we have:
dk;, 1 E. k,
—L=—m|B(6+1)—+ B, (6 +1) =

By transforming the above formula based on the component variable method, we
have:

. ( ) c 2 By (6+1) 5 f(E)[))
i ()=C————=t * =2mf(E)~—-
B (0+1) B (19)

After a series of transformations, the degree distribution function of the SITT mod-
el is obtained as follows:

s 1 har ) (me 200
plk)=lim X plk;(t)=k)=
a2 pop & M R g

(20)

As can be seen from the above formula, the power distribution of the degree distri-
bution function can ultimately achieve a good model fault tolerance by adjusting 0
and P to make the function value change within the specified range.

The network structure entropy is used to evaluate the performance of the network
system against intrusion tolerance attacks, and the scale-free network degree function
can be expressed as:
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1
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(21)

A is the power exponent; N is the total number of nodes; a is the node number; C is
the scale coefficient, whose expression is

a "k k=1

fkmm p(k)k =.ﬁcmm (22)

When A<2, the network can be called a scale-free network, where the network to-
pology will become abnormal and its capability will be very poor against intrusion
tolerance attacks. Therefore, this paper only considers the definition of the structure
entropy F when A> 2:

. =_ﬁNf(Na)lnf(a)da
ﬁ f(a)da

Formula (23) is the relation function of the structure entropy and A and N. When A
and N are known, Formula (23) can be used to verify the capability of the established
model against intrusion tolerance attacks. The greater F is, the better the performance
against intrusion tolerance attacks will be and the more uniform the network topology
will be, and the vice versa.

+ln(ﬁNf(a)da)

(23)

3.2 Simulation verification

According to the calculation, the maximum value of the structure entropy can be
obtained when A=3.5. Two sets of test parameters are taken: A;=3.5, 6=0.6, 3,=0.43,
B>=0.55; M=3.5, 6=1.8, B,=0.74, B,=0.26. The two experimental models are compared
with the traditional EAEM model and the BA model to verify the effect of the algo-
rithm on the performance of the network against intrusion tolerance attacks.

Figure 3 verifies the fault tolerance ability of the proposed algorithm. Like in the
algorithm in the previous section, a node is randomly removed in the computation of
each iteration. As can be seen, all the 3 algorithms have strong capabilities against
intrusion tolerance attacks, because most of the nodes in the network system are those
with low node degrees, and accordingly, most of the failed nodes are also of lower
node degrees, which have less impact on the network connectivity.
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Fig. 3. Relation curve of the fault-tolerance ability
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Fig. 4. Relation curve of intrusion tolerance under different WSN topology models

Figure 4 shows the comparison of the intrusion tolerances of the 3 models. It ob-
tains the relation between the number of deleted nodes and the number of nodes in the
largest connected area in the network by preferentially deleting nodes with higher
node degrees. As can be seen, the intrusion tolerance of the SITT algorithm is the best
when parameter 6=0.6. Only when the number of the failed nodes reaches 10 does the
network meet the collapse criterion. When the parameter 0=1.8, it can only tolerate
the deletion of 7 nodes at most. The parameter 6 is an important index of the proposed
algorithm. With the increase of 0, the number of nodes will also increase and the
imbalance in the network system will become greater. Therefore, when the parameter
0=1.8, the intrusion tolerance of the network is weaker than that when 6=0.6. Both the
BA model and the EAEM model can only tolerate the removal of 4 nodes, and the
intrusion tolerance of the proposed algorithm is 2.5 times that of these two algorithms.
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Fig. 5. Relation curve between node degree and residual energy

Due to some of its features, the WSN has certain constraint on the node energy of
the WSN, so increasing the node energy intensity and extending its life cycle would
be another important indicator to evaluate the model. Figure 5 compares the node
residual energy under the three algorithms at different node degrees. Figure 6 shows
the relationship between the proportion of failed nodes and the life cycle of the net-
work system under the three models. After each iteration, the energy data are ex-
changed between any node and its adjacent nodes. It can be seen from the figure that
under the EAEM model and the proposed model, the higher the node degree is, the
higher the residual energy will be, making the energy consumption by the wireless
sensor network more reasonable, while under the BA model, there is no significant
correlation between the proportion of failed nodes and the residual energy. The life
cycles of the WSN under the proposed model at two different 6 values are obviously
longer than those of the EAEM and BA models. Specifically, when 6=0.6, the average
life cycle is about 12.5% longer than that under the EAEM model and about 17.9%
longer than that under the BA model. This is because when the number of failed
nodes increases, the SITT model considers the effects of topology parameters on the
life cycle and topology structure, making it much advantageous in intrusion tolerance
and extension of node life cycle.
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Fig. 6. Relation curve of network life cycle under different WSN topology models

4 Conclusions

In view of the disadvantages of the wireless sensor networks, such as upper limit of
node energy and poor intrusion tolerance, etc., this paper proposes a wireless sensor
network (WSN) life-cycle model, which fully considers node energy consumption and
load fault tolerance, and a scale-free intrusion tolerance and targeted attacks optimiza-
tion topology model. Then it verifies their feasibility through simulation test. The
conclusions are as follows:

1. The WSN life cycle model takes into account the impacts of residual energy and
load capacity on the life cycle and fault tolerance of the system and improves the
connectivity probability of high energy consumption nodes and small load nodes,
leading to more uniform energy consumption of the wireless sensor network.
Through the load adjustment coefficient, the life cycle of the network model is sig-
nificantly increased. The simulation results show that the fault tolerance and sur-
vival time of the proposed model are both improved to some extent compared with
those of other models.

2. The proposed scale-free intrusion tolerance and targeted attacks optimization to-
pology model optimizes the power exponent of the network using the structure en-
tropy, and the established scale-free topology structure can make the model more
tolerant to intrusion. The simulation results show that the intrusion tolerance of the
proposed algorithm is 2.5 times that of the traditional network model, and the aver-
age life cycle is also significantly increased compared to those of other models.
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