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ABSTRACT

While attempts by malicious actors to compromise computer systems continue to increase,
there have been limited success in educating corporate learners. Most corporations must rely
upon firewalls, email filtering, and other tools to prevent compromises since their employees
vary in prevention reliability. Recent studies have shown limited success of anti-phishing
awareness corporate learning campaigns; however, these studies have mostly utilized students
or individuals aware of their participation in an experiment. The current research utilized
healthcare workers. Over the course of 18 months and three experiments, we evaluated if
different anti-phishing awareness learning campaigns, simulated phishing email content,
or the employee’s work location (remote vs. on-site) factored into their susceptibility to
phishing. We found that those participants who received anti-phishing awareness interacted
with the simulated phishing email less than those who didn’t receive training. Overall, an
average of four percent of the workers in each experiment submitted their credentials on
the fraudulent website. Our results suggest any type of anti-phishing training may provide
optimal results, at least regarding anti-phishing training.
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1  INTRODUCTION

Phishing is a significant threat to healthcare organizations. In a recently released
report, Black Kite reported nearly 35% of the 2022 cyber-attacks they tracked
targeted the healthcare industry [1]. Phishing represented over 50% of attack vectors
reported [2]. The Department of Health and Human Services (HHS) Office for Civil
Rights (OCR) recently announced 80% of large breaches are the results of hacking,
usually instigated through phishing scams [3]. The threat is real and continues to
evolve daily.

Asbackground, phishingis considered a type of social engineering [4], [5]. Phishing
relies upon targeted computer users to click on a link or submit credentials to a
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fraudulent website [6]. Its success is partially dependent upon humans’ propensity
for trusting others, as Malcolm Gladwell suggests [7]. Phishing emails appear to
come from legitimate sources and often are convincingly real [4], [5], [6]. The target,
believing the email to be true, clicks on a link and enters sensitive credentials to a
fraudulent website [3], [4], [5].

Numerous studies have attempted to create a method or approach that works
the best to educate users about the dangers of phishing emails. Jampen and others
conducted a literature review of various anti-phishing training programs [8]. They
concluded that while most researchers agree anti-phishing education is a key
element, there is not an agreed upon methodology.

Given the lack of a universal standard, researchers and others have explored
multiple approaches in various research settings [9], [10], [11]. Most of these methods
involved the use of simulated phishing attacks [12]. That is, the learner would
unsuspectingly receive a phishing email often tailored to their job or employer. The
learner’s interaction with the email (e.g., delete it, report it, click on the link, etc.)
would be the litmus test on how phishing aware they were.

Other researchers suggest the learning should be done more traditionally and
frequently in order to best train users to be more phishing aware [13]. In one such
study, users were provided with a physical list of seven questions they should use to
evaluate emails. While interesting, this research primarily used college participants
in lab-like environments vs. real life employees or situations. It is highly doubtful
that users will consistently use a risk factor guide or list to evaluate their incoming
emails. There is often an ocean of difference between lab testing and real life.

Sutter and colleagues believed the current methodology of testing will always
have challenges, and the best approach is to utilize robust filtering and artificial
intelligence (AI) to prevent suspicious messages from even reaching the inbox [12].
Yet, even as this technology evolves, others are seeing malicious actors utilize Al
to make their phishing campaigns more effective and efficient [14]. Al-enhanced
phishing attacks are best protected against by Al anti-phishing technology.

Ansari et al. suggested that Al-based cybersecurity awareness training may
be another tool to be used for this endeavor [15]. This is described as educating
employees on how AI anti-phishing technology works. The idea is that if a user
understands the “enemy”, they will be better equipped to respond appropriately.
Several vendors like Jericho and Hoxhunt advertise how they use Al to create
customized simulated phishing emails and bite-sized training for employees
[16], [17].

The impact of phishing within healthcare organizations is something not fully
understood. HHS OCR documented in 2020 there were 66,509 reported breaches of
protected health information (PHI) under 500 patients (a 6% increase from 2019)
and 656 reported breaches of PHI in 500+ patients (a 61% increase). It is believed
many of these breaches stemmed from successful phishing attacks against healthcare
organizations.

The healthcare field is in the crosshairs of malicious actors. However, many in the
healthcare field are reticent to be candid or transparent in how these threats impact
their day-to-day operations. It is necessary for healthcare agencies to continue to have a
dialogue about the issues they are facing so that other agencies can learn and improve.

Purpose. Our research purpose was to evaluate what method of training
worked best in helping real medical professionals detect simulated phishing
methods. We wanted to provide education on how to spot and report potential
phishing attempts.

Caveat. To the authors’ knowledge, no protected health information (PHI)
safeguarded by our company has ever been compromised by a phishing attack.
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We work diligently to ensure all employees are trained to spot and report attempted
attacks. Since late 2022, we have also been utilizing Al-based anti-phishing technology
to further safeguard PHL

Ethics. This study used employees of a private health information (HI) company.
All the participants were made aware of policies and procedures to monitor activity.
The President of the company authorized the experiments in consultation with
the authors and the Vice Presidents of Human Resources and Data/Technology. All
personal identifying information (PII) was kept confidential with only the primary
author having access to it.

2  EXPERIMENT 1

Multiple studies have shown value in phishing awareness training. [6] [7] There
are also many companies that offer this training. For example, the SANS Institute
provides a suite of just-in-time learning management system (LMS)-based training,
simulated phishing tests, and remedial courses for when an individual fails a
simulated phishing test. [18] Other companies, like KnowBe4, offer multiple LMS-
based courses that range from engaging, interactive games to detailed security
training discussing spear-phishing (viz., a phishing subset where executive and
C-suite leaders are targeted by specifically customized and convincing emails) [19].

While LMS-based courses can provide training and awareness, other companies
and organizations suggest periodic email reminders may be beneficial. For example,
the United States’ Cybersecurity and Infrastructure Security Agency (CISA) provides
several free resources companies can use, including a weekly email campaign [20].
Other companies like Phish Grid provide multiple email templates to encourage
cybersecurity awareness [21].

For this initial study, we wanted to combine these two methodologies (e.g., LMS-
based courses and email reminders) to establish a baseline on phishing awareness
effectiveness.

2.1 Method

Participants. We identified all the HI employees (N = 711) and then randomly
assigned these participants into four groups.

Materials and Procedure. The experiment was spread out over a period of
30 days to appear to be random and not purposeful. The four groups received
different training/awareness materials as show in Table 1.

Table 1. Number of participants in each condition for Experiment 1

Group # N Condition
1 180 Phishing Awareness LMS Course
2 154 Phishing Awareness LMS Course AND weekly Phishing tips emails
3 191 Weekly Phishing tips emails
4 186 Control group—no emails nor LMS course

From our random groups, we further randomized 35 participants from each of
the four groups (N = 140). Fake phishing emails were sent out to all 140 participants
(see Figure 1 for an example of this email).

International Journal of Advanced Corporate Learning (iJAC) iJAC | Vol. 18 No. 1(2025)


https://online-journals.org/index.php/i-jac

iJAC| Vol. 18 No. T(2025)

Phishing Susceptibility Among Healthcare Workers: The Impact of Awareness, Email Type, and Location

Fraud Warning: Suspicious Login Detected.

To Ofm | |

o Microsoft <Microsoft@myonlinesecuritysupport.com>

@ You forwarded this message on 5/4/2021 9:32 AM.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Fraudulent Activity

Dear
Someone in Bogota Colombia attempted to log into your account several times, If you believe this was fraudulent activity please report it here.

If you do not believe this to be fraudulent activity you may ignore this message

ACCEPT LOGIN / BLOCK LOGIN
Thanks,
The 0365 Account Team

Fig. 1. Example of the fake phishing email sent out in May 2021 for Experiment 1

The phishing test system allowed us to record the participant’s interaction with
the email in one of four responses: Received, opened, clicked link, or submitted
password data.

2.2 Results

Of the 140 individuals who received the phishing email, 18 reported it through
the established processes for reporting Phishing emails (e.g., forwarding the email to
the IT/Security department). Table 2 shows a breakdown of who opened the email,
clicked on the link, or submitted data. A total of 5% of participants submitted data.

Table 2. Number and percentage of participant interactions for Experiment 1

No Action Email Opened Link Clicked Submitted Data
% W\ % I\ % N
1 25 714 8 22.9 2 5.7 0 0
2 24 68.6 5 14.3 5 143 1 2.9
3 23 65.7 10 28.6 2 5.7 0 0
4 24 68.6 4 114 1 2.9 6 17.1

We conducted a y? Test for Independence to investigate the association between
the Experimental Group and Simulated Phishing Test Interaction. Results revealed
a statistically significant association between these two variables, ¥*(9, N = 140)
=21.197, p =.012. These results are most evident in the bar chart (see Figure 2).
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Fig. 2. Bar chart graphically showing the results of Experiment 1

2.3 Discussion

The Control Group (e.g., those who did not receive training or emails) interacted
with the simulated phishing email more than the three other groups. That group
also had the greatest number of people who submitted data onto the phishing form.
The next worst group was the group that received both the LMS Phishing Awareness
course AND the weekly emails. We found this result interesting as intuition would
lead us to believe that more training would equal less susceptibility.

In the corporate learning environment, employees must balance their workload
with all their other administrative requirements. The LMS Phishing Awareness
course was designed to allow an employee to complete it within about fifteen minutes.
However, this also required the employee to log into their Human Resources (HR)
system to access the course. This often resulted in employees reaching out to have
their credentials reset, which may have created a negative affect for the employee
prior to them completing the course. It is possible all those factors may have reduced
the LMS course’s effectiveness.

This does not support that conclusion. Both the LMS Phishing Awareness course
only and the weekly emails only groups did about the same.

3  EXPERIMENT 2

Roughly thirteen months following Experiment 1, we conducted a follow-up
study. We turned on a feature within our email program (Microsoft Outlook) to tag
emails that originated from outside the company with a notice. We believed this
tag would be sufficient to prompt employees to be more aware of potential phishing
emails. Together with our IT team, we wanted to test this theory by conducting a
simulated phishing campaign.

3.1 Method

Participants. We identified all the HIl employees (N=826) and randomly assigned
these participants into three groups.

Materials and Procedure. Like Experiment 1, we spread out the simulated
phishing emails over the course of four weeks. No specific education was

International Journal of Advanced Corporate Learning (iJAC) iJAC | Vol. 18 No. 1(2025)
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provided before beginning the experiment. The participants received one of three
simulated phishing emails (see Table 3).

Table 3. Number of participants in each condition for Experiment 2

Group # N Condition
1 349 Office 365 Suspension Notice campaign
2 348 Microsoft Teams Message Available campaign
3 129 OneDrive-Changes to OneDrive campaign

We decided to have Group 3 be the smallest since the usage of Microsoft OneDrive
was relatively limited to management. As with Experiment 1, the phishing test
system allowed us to record the participant’s interaction with the email: Received,
opened, clicked ink, or submitted password data.

3.2 Results

Both Groups 1 and 2 had similar percentages of participants coded as “no action”.
Group 1 saw an overall more interaction with the email along with more participants
who submitted data. Table 4 shows a breakdown of the results. A total of 5% of
participants submitted data.

Table 4. Number and percentage of participant interactions in Experiment 2

No Action Opened Email Clicked Link Submitted Data
N ) I\ % N % N %
1 266 76.2 53 15.2 10 2.9 20 5.7
2 269 77.3 40 11.5 34 9.8 5 14
3 104 80.6 16 124 4 3.1 5 3.9

As with Experiment 1, we conducted a x? Test for Independence to investigate the
association between the Email Type and Simulated Phishing Test Interaction. Results
revealed a statistically significant association between these two variables, ¥*(6,
N=826)=27.208,p<.001. These results are most evident in the bar chart (see Figure 3).

300 | B NoAction M Opened Email ™ Clicked Link Submitted Data |
250
200
150
100
50
0 . — . . L
Office 365 Suspension Microsoft Teams Message OneDrive-Changes to
Notice campaign Available campaign OneDrive campaign

Fig. 3. Bar chart graphically showing the results of Experiment 2
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We further wanted to examine the three email messages, four response types,
and the participant location (e.g., remote vs. on-site). Therefore, we conducted a
multinominal logistic regression analysis to examine the relationship between the
email type and participant location and the interaction type (e.g., no action; opened
email; etc.) with the category of “submitted data” as our reference category. The
model was statistically significant, x*(9) = 28.034, p < .001, suggesting the predictors
contributed to the model. For instance, the email type “Microsoft Teams Message”
was found to significantly increase the odds of being in the “clicked link” condition
compared to the “submitted data” category, B = 2.140, p =.009, Exp(B) = 8.501.

3.3 Discussion

As we predicted, we did see a significant relationship between the email type and
the interaction. We saw the email regarding the Office 365 Suspension (Group 1) had
slightly more activity than the Microsoft Teams Message Available (Group 2). The
email regarding OneDrive (Group 3) had the least activity, which is likelier since it
had the smallest number of participants assigned to this condition. The multinominal
logistic regression saw a significant interaction between those participants who
received the Microsoft Teams email and those who clicked on the link. These results
show the greater visibility of both the Office 365 and Teams vs. OneDrive.

This result is further interesting since, at the time, it had been several years since
the company started using Microsoft Teams and Office 365 (circa mid-2019). What
may explain this is that the company had acquired three other smaller companies
a few months prior, and there was a big push within the organization to ensure we
were all integrated on using both applications.

4  EXPERIMENT 3

The organization used for testing has a mix of employees located on-site at client
facilities and others who are working remotely. The remote employees are provided
with company-owned computers with special security settings for work usage only.
For this testing, we decided to evaluate if an employee with a primarily on-site vs.
remote status would interact with the results.

We hypothesized that employees working remotely would interact less with
the phishing emails because they likely had less environmental stress and could
thoroughly review the email before interacting with it. Conversely, those employees
working on a client location were likely under time constraints with handling
incoming phone calls, speaking with patients, processing requests, and other duties
as assigned. This likely meant they would not be able to triage the email as thoroughly
as the remote staff.

4.1 Method

Participants. As before, we identified all the HIM employees (N = 880). Of those,
507 worked all or most of their time remotely and 375 worked all or most of the
time on-site. Using Excel’s random number generator, we separated out both sets of
participants (remote vs. on-site) into two groups: Control (N =434) and Experimental
(N = 440).

International Journal of Advanced Corporate Learning (iJAC) iJAC [ Vol. 18 No. 1(2025)
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Materials and Procedure. For those in the Experimental group, we sent daily
phishing reminder emails (see Figure 4) for the week preceding the actual phishing
test. Those in the Experimental group did not receive any specific phishing reminder
emails that week.

Tuesday Phishing Awareness

€ Reply | <6 ReplyAn > Forward & -
To Tue 10/4/2022 6:30 AM

phishing eamplepdf
W) 185KB

Hello Colleagues - This is " Phishing Awareness Week! For today, let's learn about spear phishing!

What is Spear Phishing. Spear Phishing is an attempt by an outsider actor to gain access to the S=="7:% domain or resources by making an email appear to come from a
executive or manager.

How to spot Spear Phishing attempts. Typically, there are a few key elements to look for:

From important people who do not usually email you;
Requests to click on links or open attachments;
Sense of Urgency;

Appeal to Human Greed and Fear; or,

Requesting Sensitive Data.

D I

When in doubt, call the individual to verify they really sent you the email.
Attached is an example from last year of a spear phishing attempt.

Have a great day and stay safe!

Fig. 4. Example of a phishing awareness email sent out to participants in the experimental group for Experiment 3

The follow-up week, we sent out a phishing email to all participants (see Figure 5).
The phishing test system allowed us to record the participant’s interaction with the
email: Received, opened, clicked ink, or submitted password data. If the participant
submitted password data, they were directed to a short (2 minute) video informing
them that this was a test and that they need to be more careful in the future.

Office 365 suspension notice

[ <
Office 365 <Office_365@myonlinesecuritysupport.com> Wi 1 Sty X, | % Eoovmed ‘ ﬁ, L
To Mon 10/10/2022 6:36 AM

Office 365 Account Suspended

Dear Darin,
This is Michelle M. Simon from 0365 Corporation Secured Service,

We were unable to validate details about your Office 365 account, so we have temporarily suspended your account. While your account is suspended, you will not be able to log in to the
Office 365 portal or access other services. If you are a representative of this account you need to reinstate your account by using the link below:

Click Here

If you do not respond to us within 15 days of this email your Office 365 account. and any content will be deleted. In certain situations, Office 365 reserves the right to expedite the deletion of
your content. Thank you for your immediate attention to this matter. We are committed to providing the highest quality of service and apologize for any inconvience this may have caused.
Thank you for your patience,

0365 Corporation Secured Service

Fig. 5. Example of the simulated phishing email sent to Experiment 3 participants
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4.2 Results

Among the two groups, 28 people interacted with email by clicking the link or
submitting password data. Eighteen (18) of these were from remote participants and
10 were from on-site participants. See Table 5 for a breakdown of the data. A total of
2.1% of participants submitted data.

Table 5. Number and percentage of participant interactions for Experiment 3

No Action Opened  ()jopeqrink  Submitted
Location ~Total Email Data
N % N % N % N %
Control Remote 251 202 80.5 36 14.3 4 16 9 36
On-Site 183 148 | 809 30 16.4 2 1.1 3 1.6
Experimental | Remote 251 208 82.9 38 15.1 2 0.8 3 1.2
On-Site 189 158 | 836 26 16.5 2 1.1 3 1.6
Total 874 716 819 | 130 14.9 10 1.1 18 2.1

We started by evaluating the interaction between the group (e.g., control vs.
experimental) and the interaction using a y2 Test for Independence. Results did not
reveal a statistically significant association between these two variables, *(3, N =874)
= 2.747, p = 432. These results are most evident in the bar chart (see Figure 6).
We also evaluated the interaction between location (e.g., remote vs. on-site) and the
interaction using a yx? Test for Independence. Results did not reveal a statistically
significant association between these two variables, ¥*3, N =874) = .677, p = .879

500
450
400
350
300
250
200
150
100
50 ] ]
0

Control Experimental

| B NoAction M OpenedEmail M Clicked Link Submitted Data |

Fig. 6. Bar chart graphically showing the results of Experiment 3

We conducted a multinomial logistic regression to examine the relationship
between the groups and location (e.g., remote vs. on-site) and the email interaction.
The overall model was not statistically significant, x*(9) = 5.170, p = .819, indicating
that the predictors did not significantly improve the model compared to the
null model.

Furthermore, the goodness-of-fit statistics, including the Pearson y?and Deviance,
suggested a poor fit of the model to the data, with values below 1 (e.g., .000 and .000,
respectively), indicating that the model does not adequately explain the variance
in the outcome categories. The pseudo R-squared values (viz., Cox & Snell: .006;
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Nagelkerke: .009; McFadden: .005) also indicated that the model explained a minimal
amount of variance in the outcome.

Because the predictors did not yield statistically significant coefficients, with all
p-values exceeding the threshold of .05, it can be concluded that there is insufficient
evidence to suggest that the predictors are associated with the outcome categories.

4.3 Discussion

Our results indicate that our hypothesis regarding remote vs. on-site participants
was not supported. Participants in both locations interacted with the simulated
phishing emails about the same. However, when evaluating the difference between
the control and experimental groups, the latter had fewer potentially negative
interactions (i.e., the experimental group clicked on the link or submitted data less
than the control group), even though the result was not significant. Sending anti-
phishing reminder emails did appear to have an impact on behavior.

5  OVERALL DISCUSSION

The healthcare field is a prime target for malicious actors. The goal of the current
research was to evaluate how medical professionals would respond to phishing
attacks after various vectors of education. We believe this is the first study to
utilize actual medical professionals vs. students. In both Experiment 1 and 3, we
provided anti-phishing awareness training in the forms of reminder emails or
LMS courses. Both experimental results showed those who received any training
interacted with the simulated phishing emails less than those in the control group.
This study showed that any training resulted in less susceptibility.

Sadly, while most participants in all three conditions did not interact with the
emails, an average of 4% of participants submitted data over the three studies. Any
submission of data would represent a compromise of the participant’s computer
and likely the entire network. In our eyes, any submission of data constitutes a
complete failure.

Humans are often programmed to believe others to a fault [7]. This study
demonstrates this concept. Even medical professionals—individuals trained at least
annually on security awareness—are susceptible to phishing attempts. While known
already (based on all the reported breaches by other organizations), this study shows
to what degree this potential is possible.

5.1 Limitations

While the simulated phishing tool is robust, there is a limitation on its reporting.
For example, it will report “no interaction” if the participant does download the
embedded graphic images that are part of the email. This means that it is possible
more participants in all three experiments opened the email than was reported.

Another limitation is potential that participants may have become suspicious or
been tipped off about the simulated phishing attacks. With any repeated measures
study, there is an inherent conditioning that takes place. While there were changes in
the employees over time, an estimated 600 participated in all three studies, whether
they knew it or not.
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5.2

Further Study

There are many companies that provide anti-phishing awareness training. The
current methodology and approach could be useful in allowing these companies
to test their training out on real healthcare professionals. We would recommend
a comparative study (similar to Experiment 1) that uses materials from different
companies to ascertain effectiveness.

Another suggestion would be to conduct a similar study using healthcare
participants who are required to only work on-site. Coupling this with a stress
measure may also yield interesting results.
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