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Abstract—New lab experiments were developed for 
the students to investigate the effect of electromag-
netic interference on the operation of microcontrol-
lers. The objectives of the experiments include expos-
ing students to the effect of noisy power supply on 
microcontroller performance and to learn how to use 
modern instruments for recording the results. In the 
experiments, the noise is restricted to electromagnetic 
interference from external sources at radio frequen-
cies picked up by the power supply conductors. As 
wireless communication technologies have been 
widely used, such lab investigation is of current 
interest to the students. There was no simple way to 
produce the radio frequency interference of sufficient 
magnitude in our lab. A method was used to emulate 
the picking up of such interference on the power 
supply conductors. This paper describes such a 
method. It also describes the new experiments, their 
benefits for the students, the evaluations, and sugges-
tions for improvements. 

Index Terms—engineering pedagogy, electromagnetic 
interference, microcontroller applications. 

I. INTRODUCTION 

Microcontrollers are ubiquitous. They are found in 
automobiles, cell phones, appliances, and many wireless 
products. In applications such as automobiles, tens of 
microcontrollers can be found in the electronic networks 
of a single vehicle. The power supply conductors of these 
microcontrollers are frequently subjected to various 
electromagnetic interferences coming from the engines, 
alternators and motors. To develop lab experiments of 
electromagnetic interference on microcontroller operation 
is of current interest to the students.  Such lab experi-
ments have been developed and incorporated into an 
embedded control systems course and an electromagnet-
ics course. The embedded control systems course is one 
of the graduate courses in our MSEE curriculum. It is a 
hands-on course teaching students how to design propor-
tional, proportional-derivative, and other controllers and 
to implement these controllers into a microcontroller such 
as Freescale (formerly Motorola) 16-bit microcontrollers. 
Typical enrollment of this course is about seven to ten 
graduate students.  

The electromagnetics course is an undergraduate elec-
trical engineering course that must be taken by our junior 
or senior electrical engineering students. The enrollment 
is typically thirty to forty students. The syllabus of the 
electromagnetics course covers vector calculus, electro-

statics, magnetostatics, Maxwell equations, plane wave 
propagation, transmission lines and electromagnetic 
interference. The course was theoretical before and has 
been balanced with the hands-on lab experiments de-
scribed in this paper. 

In the literature we find a variety of microcontroller 
labs offered in engineering programs. For instance, in [1], 
it describes a remote microcontroller lab based on an 
80C537. The paper presents a new way to interact such 
microcontroller system through the internet. In [2] the 
paper describes some cooperative experiential learning 
activities for improving embedded systems skills. The 
experiential learning activities are constructing and 
troubleshooting of a microcontroller-based project. In [3], 
the paper proposes teaching the microcontroller as a 
powerful design tool in solving various industrial moni-
toring and control problems.  In [4], this paper describes 
a curriculum that addresses the needs of embedded 
systems and the effort of delivering learning modules that 
supplement traditional courses. In [5] the paper describes 
the development of microcontroller and FPGA-based 
course materials. None of the literature above covers the 
topic of electromagnetic interference on microcontroller 
operations through lab experiments.  

Further searching of lab experience for electromagnet-
ics courses, e.g., [6], [7], and [8], indicates that the 
coverage of electromagnetic interference on microcon-
trollers is rarely available. Such a gap has been identified. 
The purpose of this paper is to fill this gap. 

This paper describes new lab experiments for investi-
gating the effects of electromagnetic interference on the 
operation of microcontrollers. The electromagnetic 
interference is restricted to radio frequency (RF) interfer-
ence picked up by the power supply conductors from 
external sources such as engines, large electric motors, 
and wireless communication networks. Students find 
these labs relevant because microcontrollers are incorpo-
rated in many applications and the interference sources 
are familiar to them. There is no simple way to produce 
the radio frequency interference of sufficient magnitude 
to be picked up by the power supply conductors in our 
lab. A method was used to emulate the picking up of such 
interference by the power supply conductors.  

The rest of this paper is organized as follows: the ob-
jectives of the lab experiments are provided in the rest of 
this section. The next section describes the method for 
emulating the picking up of the electromagnetic interfer-
ences. Section III describes the details of the experiments 
with experimental results. Section IV provides the 
evaluation results in regard to the objectives of the 
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experiments.  Concluding remarks are provided in Sec-
tion V. 

The objectives of the lab experiments include investi-
gating the effect of radio frequency interference on the 
operation of microcontrollers, enhancing the hands-on 
skills of the students, teaching the students how to oper-
ate sophisticated instruments such as mixed signal oscil-
loscopes and radio frequency signal generators, and the 
use of circuit simulation software for determining the 
effectiveness of the emulation method. Some of the lab 
experiments were open-ended and the interested students 
can conduct further investigation on their own. 

II. EMULATING ELECTROMAGNETIC INTERFERENCES  

There was no simple way to produce the radio fre-
quency interference of sufficient magnitude in our lab. A 
method was used to emulate the picking up of such 
interference on the power supply conductors. A superpo-
sition circuit in Fig. 1 was used for emulating the radio 
frequency interference. Such circuit can be found in 
procedures for testing speed measurement devices such 
as in [9]. This circuit superimposes two sources together. 
The first source is the 5 V DC input produced by a DC 
power supply. The second source is the RF signals in Fig. 
1. The radio frequency input was generated by a HP 
8656B Signal Generator [10]. The signal generator can 
generate both FM and AM signals in the frequency range 
of 100 KHz to 990 MHz. The output of the superposition 
circuit in Fig. 1 was connected to the power and ground 
pins of a microcontroller. 

The superposition is explained as follows: The 1 uF 
capacitor behaves like an open circuit to the 5 V DC 
source. The 5 mH inductor behaves like a short circuit to 
the 5 V DC source. Therefore the 5 V DC input can 
emerge at the output of the circuit. The RF signal source 
can pass through the 0.1 uF because a capacitor presents 
small impedance to high frequency signals. The 5 mH 
inductor can block the RF signals from going into the left 
half of the circuit because it presents very high imped-
ance to the RF signals. Therefore the RF signal will also 
emerge at the output of the superposition circuit without 
leaking through the inductor. The output of the superposi-
tion circuit is to be connected to the power supply pins of 
a microcontroller in the experiments. The microcontroller 
received noisy power from this superposition circuit and 
the noise is at radio frequency. 

Transient analysis of the superposition circuit in Fig. 1 
was performed using a cloud-based circuit simulation 
software CircuitLab [11] available on the internet. The 
RF signal in Fig. 1 was of the form 0.5sin(t), where 
=2f and f=10 MHz. The output signal in Fig. 1 is 
plotted in Fig. 2. As the graph in Fig. 2 indicated, the 
output signal is the superposition of the 5 V DC input and 
the RF signal 0.5sin(t). This confirms that the superpo-
sition circuit in Fig. 1 is performing the superposition of 
the DC input and the RF signal. RF signal of other 
frequencies were simulated also and consistent superposi-
tion results were obtained. 

III. LAB EXPERIMENTS AND RESULTS 

Students investigated in the lab experiments the effect 
of noisy power supply on microcontroller operation. The 
noise was at radio frequency and was superimposed on 
top of the 5 V DC signal through the superposition cir- 

 
Figure 1.  superposition circuit 

 
Figure 2.  Output of the superposition circuit 

cuit. Various microcontrollers were tested by the stu-
dents, for example, Freescale Semiconductors’ 
MC9S12C32 16 bit microcontroller [12] and Microchip’s 
PIC 16F690  microcontroller [13].   

A. The first experiment 
In the first experiment, the students investigated the 

effect of the noisy power supply on a four-bit binary up- 
counter implemented as a C program running on a Frees-
cale MC9S12C32 microcontroller. The four-bit binary 
up- counter program is shown in Fig. 3.  

 
Figure 3.  four-bit binary up-counter C program  

#include <hidef.h>  
#include <mc9s12c32.h>  
#pragma LINK_INFO DERIVATIVE "mc9s12c32" 
#define TC1MS 2662 
void dly1ms(void); 
void waitms(int ms); 
 

void main(void) { 
EnableInterrupts; 
DDRT = 0x0F; //config port T as counter 
output 
PTT = 0x00; //init counter to 0x00 
for(;;) { 
waitms(500); 
PTT++; 
} //end for loop 
}//end main 
 

void dly1ms(void) { 
int i=TC1MS; 
while(i){ 
i--; 
} 
return; 
}//end dly1ms() 
 

void waitms (int ms){ 
int i; 
for(i=ms;i>0;i--){ 
dly1ms(); 
} 
} 
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The C program was compiled and downloaded into the 
Freescale MC9S12C32 microcontroller by using the 
software development tool Freescale CodeWarrior 
Integrated Development Environment for HCS12 Micro-
controllers.  

The four-bit up-counter was free running. The four 
counter signals were available at Port T of the microcon-
troller. The Port T outputs were monitored by the digital 
channels of a Tektronix MSO3012 mixed signal oscillo-
scope [14]. The four counter signals drove four LEDs for 
displaying the counter value and were also connected to 
one end of the logic probe cable. The other end of the 
logic probe cable was plugged into the digital channels of 
the mixed signal oscilloscope. The logic probe cable used 
in the experiments was not a fully shield cable. 

The power supply to the Freescale MC9S12C32 mi-
crocontroller came from the output of the superposition 
circuit in Fig. 1. The RF signals used in the experiments 
were in the range of 7 MHz to 121 MHz in steps of 1 
MHz generated by the HP 8656B Signal Generator. The 
noisy power supply signal generated by the superposition 
circuit was monitored by the analog channel of the same 
Tektronix MSO3012 mixed signal oscilloscope. The 
Freescale MC9S12C32 microcontroller was integrated 
into a module in which there were bypass capacitors 
connecting the microcontroller power pin to ground for 
filtering out noises. 

The main objectives of this lab experiment are de-
scribed as follows:  
 To observe experimentally the effect of noisy power 

supply on the performance of the counter running on 
the microcontroller.  

 To gain hands on experience for generating radio 
frequency signals using the HP 8656B Signal Gen-
erator.  

 To learn how to operate a modern mixed signal oscil-
loscope for recording analog and digital experimental 
results simultaneously.   

 To introduce the students to the application of the 
superposition circuit.  

 To provide an open-ended research problem for the 
students to conduct future investigations using the 
techniques learned in the previous four objectives. 

The students performed the experiment and recorded 
the analog and digital signals simultaneously. They 
checked whether the counter had any special behavior in 
the presence of the radio frequency noise on the power 
supply conductors. They recorded the experimental 
results and analyzed them.  

Their observations are described as follows: the radio 
frequency generated by the HP 8656B Signal Generator 
swept was decremented from about 121 MHz to about 7 
MHz with decrement in steps of 1 MHz. A typical screen 
capture of the up-counter waveform on the mixed signal 
oscilloscope is shown in Fig. 4. The frequency of the RF 
signal was above 100 MHz. There is little or no observ-
able interference occurred in the 4 bit up-counter wave-
form with noisy power supply. The students expected this 
because the bypass capacitors should be effective in 
filtering out the noise in the high end of the frequency 
range.  

When the radio frequency was decreased to about 61 
MHz, the students reported that spikes were observed 

occasionally in the 4 bit up- counter waveform. When the 
radio frequency signal was decreased further to be below 
50 MHz, the students reported that more spikes were 
observed. One of these waveforms was captured by the 
students and is shown in Fig. 5. A spike is observed at bit 
3 of the up- counter waveform. When the radio frequency 
signal was decreased to about 11 MHz, more spikes were 
observed by the students. One of these waveforms was 
captured and is shown in Fig. 6. 

Students were required to provide concluding remarks 
based on their observations after this experiment. The 
first remark was that the operation of the Freescale 
MC9S12C32 microcontroller was not affected by the 
emulated electromagnetic interference at the upper range 
of the frequency band (from about 61 MHz to 120 MHz). 
The explanation was that at such high frequency, the 
corresponding impedance of the bypass capacitors were 
very small and that became very effective in filtering out 
the high radio frequency noise.  

 

 
Figure 4.  Binary counter waveform without interference 

 
Figure 5.  waveform with interference at 21 MHz 

 
Figure 6.  waveform with interference at 11 MHz 
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At lower radio frequency of 11 MHz or so, the remark 
was that the observable spikes were due to the noisy 
power supply. One of the explanation was that impedance 
of the bypass capacitors were larger and that became not 
as effective as before for filtering out the lower radio 
frequency noise. While this is possible, further explana-
tion was offered to the students. First was that the logic 
probe cable was not shield fully and was several feet 
long. The cable itself could pick up lower radio fre-
quency interferences and passed them onto the mixed 
signal oscilloscope that appeared as spikes. It was sug-
gested that the logic probe cable be shielded fully and to 
repeat the experiment again so as to investigate whether 
the spikes can be reduced. Students were encouraged to 
conduct further research on this open ended problem. 

Another explanation of the spikes was that it could be 
that the spikes were the results of race condition/hazard 
that could occur in logic gates due to propagation delays 
of the counter signals. It was necessary to investigate 
whether the spikes were due to such condition. However, 
if the cause was due to race condition, one should also 
observe the spikes initially at the noise frequency of 120 
MHz. No spike was observed at such frequency. There-
fore the explanation by race condition was ruled out.  

B. The second experiment 
Another experiment conducted by the students was the 

investigation of the effect of possible interference on the 
pulse width of the binary counter under various RF 
frequency and power settings. The same Tektronix 
MSO3012 mixed signal oscilloscope was used to meas-
ure the width of the least significant bit of the counter. 
The RF frequencies injected into the DC source was 
88MHz, 103 MHz, and 118MHz. The power ranged from 
0 dBm to 16 dBm. The results obtained by the students 
for the case of 88 dBm are tabulated in Table 1. It was 
observed that the pulse width did not depend on the RF 
signal power. The results for the 103 MHz and 118 MHz 
were the same as the case of the 88 MHz. 

The objective of this experiment is to provide opportu-
nities for the students to be familiar with the operation 
and settings of the HP 8656B Signal Generator. Through 
this lab, the students gained experience of how to choose 
the power level of the RF signal. A waveform of the  
RF interference signal injected into the 5 V DC power 
source is shown in Fig. 7. The second objective of this 
lab is to learn how to use the mixed oscilloscope for the 
measurement of pulse width. 

The waveform in Fig. 7 also showed the up-counter 
signal waveform. However, the horizontal time scale was 
adjusted for observing the RF signal, which frequency 
was high. Therefore, the up-counter waveform did not 
show any changes because the counter frequency was 
very low compared to the RF signal frequency. To 
observe the state changes of the up-counter waveform, 
the students increased the horizontal time scale of the 
oscilloscope.  

IV. EVALUATION 

There was much student feedback regarding the elec-
tromagnetic interference experiments. First was about the 
superposition circuit. The circuit was able to combine a 
DC level and a signal of RF frequency and that was a 
new concept to the students. They were used to opera 
tional amplifier summing circuits such as inverting sum- 

TABLE I.   
PULSE WIDTH OF THE UP-COUNTER 

RF signal power in dBm 
(freq. is 88 MHz) 

LSB Pulse width (ms) 

0 399.8 
2 399.8 
4 399.8 
6 399.8 
8 399.8 
10 399.8 
12 399.8 
14 399.8 
16 399.8 

 

 
Figure 7.  waveform of the RF frequency signal 

ming amplifier circuits for combining two signals to-
gether. However, such summing circuits are not effective 
for adding RF frequency signals to a DC source. Through 
this lab the students learned a new way to combine a DC 
level and a RF signal through the superposition circuit.  

The student also commented on the equipment such as 
the Tektronix MSO3012 mixed signal oscilloscope and 
the HP 8656B signal generator. They indicated that they 
gained valuable hands-on skills through working on these 
instruments. They admitted that they were a little over-
whelmed by these sophisticated instruments in the begin-
ning. However, by following the instructions and the 
demonstration provided in class, they eventually learned 
how to operate them. For the mixed signal oscilloscope, 
the students learned how to configure the digital channels 
for capturing the up-counter waveforms and the Wave 
Inspector for analyzing both the up-counter waveform 
and the RF signal simultaneously. For the HP 8656B 
signal generator, the students learned how to configure 
various settings to produce RF signals of different fre-
quencies and power levels.  

The open-ended problem of investigating the spikes in 
the up-counter waveform was not deeply investigated by 
the students. Some preliminary results obtained by the 
graduate students of the embedded controls course was 
that more spikes were observed at higher RF signal 
frequencies (> 100 MHz) when the power level of the RF 
signal was increased and the capacitance and inductance 
of the superposition circuit was changed. Further instruc-
tions and tutorials will be provided to guide the students 
in carrying out such investigation. 

An up-counter was used in the electromagnetic inter-
ference experiments. More sophisticated experiments can 
be developed in the future, for example, experiments to 
study the effect of electromagnetic interferences on 
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microcontroller on-chip resources such as the analog-to-
digital converters, serial communication module and the 
controller area network bus. Electromagnetic interference 
experiments on these on-chip resources are worth inves-
tigating because these on-chip resources are widely used 
in many applications including wireless applications. The 
electromagnetic interference can be emulated the same 
way as in the experiments above by using the superposi-
tion circuit, which provides a platform for such investiga-
tion in a laboratory environment. 

V. CONCLUDING REMARKS 

Investigating electromagnetic interference on micro-
controllers is a practical and relevant topic in embedded 
systems or electromagnetics courses. This paper de-
scribes the lab experiments and the pedagogical approach 
for covering such topic in those courses. The lab experi-
ments were designed to determine what effect, if any, 
produced by a noisy power supply upon microcontrollers. 
The noisy power supply consists of RF signals picked up 
by a DC voltage that supply power to a microcontroller. 
The students learned that the RF signals picked up by the 
conductors of the DC power supply could be emulated by 
using the superposition circuit. Through observing the 
up-counter waveform, they realized that at certain fre-
quency of the RF signal, spikes were observed in the up-
counter waveform. That became an open-end problem for 
them to investigate further the cause of this interference.  

The pedagogical approach began with well-prepared 
instructions for conducting the experiments and for using 
the instruments. It ends with an open-end problem for the 
students to do further research. The student evaluations 
were positive as indicated in their lab reports. The stu-
dents left with experimental skills for this special applica-
tion at the end of the courses. 
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