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PAPER

Analysing IoT Digital Education: Fostering Students’ 
Understanding and Digital Literacy

ABSTRACT
This study aims to develop effective strategies for enhancing the digital skills of students 
specialising in information technology (IT). The study’s relevance is justified by the necessity 
to adjust educational methods to the dynamic development of the Internet of Things (IoT) 
and digital technologies in general. The object of the study is students at Astana IT University 
who are studying IT. The experimental group (EG) trains using IoT-integrated digital edu-
cational materials (DEMs), while the control group (CG) receives traditional training. Since 
existing research often omits the synergy between IoT and educational methods, creating 
a gap in understanding the effectiveness of integrated educational resources, this study 
applies research methodology, including literature analysis, experimentation, and statis-
tical data analysis. The research results are verified using statistical methods such as the 
Shapiro-Wilk normality test and F-test. Analysing the mean scores in the experimental and 
CGs helps measure students’ progress in developing digital skills. The study aims to determine 
the effectiveness of IoT-integrated DEMs in enhancing students’ digital skills and to provide 
a comprehensive understanding of the influence of these educational approaches on IoT 
learning. The findings will significantly improve educational programs and methodologies in 
the IT domain in line with current technological advancements.

KEYWORDS
Internet of Things (IoT), digital educational materials (DEMs), literacy skills, longitudinal 
method, digital literacy

1	 INTRODUCTION

Today’s concept of digital literacy has undergone a metamorphosis in modern edu-
cation, manifesting itself as ‘new literacy’. It involves a tripartite structure compris-
ing data, technology, and human literacy. Data literacy refers to individuals’ capacity 
to read, interpret, analyse, and utilise information in the digital realm [1], [2], [3]. 
Technology literacy involves the skilful use of digital tools and technologies such as 
laptops, mobile phones, the Internet, and digital learning resources similar to digital 
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educational materials (DEMs) [4], [5], [6]. Finally, human literacy involves the devel-
opment of soft and complex competencies, including communication, critical and 
cognitive thinking, collaboration, and innovation [5], [7].

[8] covers the application of the Internet of Things (IoT) in educational processes 
but does not address methodologies for effective teaching or provide the necessary 
materials for students to become qualified professionals in this field.

After analysing this study, it became evident that the topic of the IoT in the national 
context still needs further research. Therefore, there is a need for a more detailed 
study of this area, particularly focusing on enhancing the quality of educational 
processes through the use of IoT-integrated digital educational materials.

The proposed solution integrates IoT into the DEM system for implementation in 
the educational process. IoT-integrated DEMs will contribute to the development of 
IT skills, which should meet the following requirements:

Problem Solving. IoT applications often involve complex problems that 
require creative and analytical thinking. Students must enhance their capacity to 
systematically and logically identify and solve problems.

Abstraction. IoT systems often involve abstract concepts such as data modelling 
and algorithms. Students need to be able to comprehend and manipulate abstract 
concepts in order to design and implement IoT solutions.

Critical Thinking. IoT applications often have ethical and social implica-
tions. Students should develop the ability to critically evaluate the impact of IoT 
technologies and make informed decisions.

Creativity. IoT applications often require innovative solutions. Students should 
develop the ability to think outside the box and find creative solutions to IoT problems.

Meeting the above requirements then becomes achievable by utilising special-
ised digital solutions. These innovative IoT technologies should meet all the specified 
requirements for developing information technology (IT) skills.

This paper explores methods for developing IoT-integrated DEMs that support 
students’ mastery of IT skills. The study aims to identify effective instructional strat-
egies using digital educational materials to enhance proficiency in IT skills. The 
authors are also interested in IoT sensor-based learning approaches that foster a 
deeper understanding of concepts and the successful application of IT skills in real-
world scenarios. As part of the study, the authors also explore which IoT technolo-
gies can be used to optimise the educational process and make it more effective in 
developing IT skills.

To address the research questions, the authors conducted a series of studies on 
shaping IoT-integrated DEMs that emphasize the development of IT skills through the 
use of IoT sensors. The study utilised research methodology, which involved literature 
analysis, experimentation, and statistical data analysis. The research results were ver-
ified using statistical methods such as the Shapiro-Wilk normality test and F-test. The 
study analysed mean scores in the experimental and control groups (CG), which helped 
measure students’ progress in developing digital skills. The findings are expected to 
significantly enhance educational programs and methodologies in the IT domain.

2	 LITERATURE	REVIEW

2.1	 The	necessity	to	develop	IoT-integrated	DEMs

The international comparative studies conducted by the Organisation for 
Economic Co-operation and Development (OECD) indicate that globalisation and 
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integration processes are unifying the educational systems of the future into a single 
educational smart space. This space prioritises the formation and comprehensive 
development of human capital in line with the increasing demands of the labour 
market [1]. The results of international studies such as TALIS (The Teaching and 
Learning International Survey) and PISA (Programme for International Student 
Assessment) show a low level of development of fundamental skills among students. 
These skills include reading ability, mathematical literacy, and critical thinking, 
which are essential for acquiring deeper knowledge and influencing the capacity for 
future professional training and the development of future specialists [2]. Moreover, 
the current level of digitalisation and the widespread use of AI and smart technolo-
gies elevate the demands on IT personnel and the educational process, consequently 
raising the complexity of comprehending educational content [4]. Under such 
conditions, it is essential to pay special attention to developing fundamental skills 
in students. These skills are the level of comprehension and mastery of in-depth 
specialised knowledge within the educational material framework.

One of the priorities and in-demand IT areas is the IoT, which offers a valuable 
opportunity to enhance the basic and professional skills of IT specialists through 
training in the design, development, and management of IoT systems [1], [2], [4], [5]. 
The most important professional skills are programming, data analysis, and cyber-
security competencies, which form the foundation for developing more advanced 
professional IT skills within the IoT subject area [7], [9].

As highlighted by the President of Kazakhstan, K. J. Tokayev, in his address, the 
introduction of modern concepts and advanced technologies, such as artificial intel-
ligence, blockchain, IoT, and big data analysis, will significantly change how all 
sectors function, including education [10]. Various studies also highlight that devel-
oping strong IT skills will empower Kazakhstan to enable its students to become 
innovators and leaders in the IoT revolution. Developing a well-educated and skilled 
IT workforce will be crucial for the country to harness the opportunities that the IoT 
offers and build a flourishing digital economy.

So, the rapid growth of digital technologies and the consolidation of IoT within 
educational settings require a re-evaluation of traditional pedagogical methods. The 
skilful utilisation of IoT-integrated DEMs has the potential to revolutionise the learn-
ing experience, providing students with an enriched, interactive, and immersive 
mode of education [11], [12].

Therefore, integrating DEMs and the IoT is an essential aspect of educational 
development that necessitates further in-depth research from a scientific perspective. 
This issue should be considered in light of previous studies and current trends.

2.2	 What	are	IoT-integrated	DEMs?

Digital educational materials such as e-textbooks, interactive applications, and 
multimedia resources have the potential to enhance the learning process, making 
it more accessible and engaging. IoT interventions in this context provide opportu-
nities to create intelligent educational environments where the collected data can 
be used to personalise learning, analyse the effectiveness of teaching methods, and 
improve the overall efficiency of the educational process.

However, for a thorough discussion on the IoT-integrated DEMs, the following 
aspects need to be considered: data security, network infrastructure efficiency, meth-
ods for analysing the collected data, tailoring content to individual learner needs, 
and ethical issues.
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Consequently, further research and discussion in this area is vital to identify best 
practices for IoT-integrated DEMs to enhance the quality of education.

To be precise, incorporating IoT-integrated DEMs within the educational frame-
work is crucial for developing digital literacy skills in students. Within the landscape of 
the Fourth Industrial Revolution, the digital literacy paradigm comprises three main 
categories: data, technology, and human literacy [13], [14]. Data literacy is the ability 
to understand, analyse, and effectively utilise information within the digital domain 
[4], [7]. In the chorus, technological literacy empowers learners to adeptly engage 
with technologies, including IoT devices and web applications [3], [6], [15], [16]. In 
contrast, human literacy aims to cultivate intangible competencies, such as soft skills 
such as communicative competence, critical reasoning, and creativity [16], [17]. 
IoT-integrated DEMs help foster proficiency that encompasses all three categories 
of literacy.

Furthermore, integrating IoT into the educational paradigm can help bridge the 
gap between theoretical knowledge and practical application. By actively engaging 
with IoT-integrated DEMs, students can gain hands-on familiarity with real-time 
data manipulation, information analysis, and applying knowledge within real-world 
contexts. This is because practice makes perfect [13], [18]. Such experiences can 
significantly enhance their understanding of complex concepts, enabling them to 
tackle the challenges of the Fourth Industrial Revolution [14] and assisting students 
in adapting to the advancements of the technological era.

The IoT integration of the physical and virtual worlds creates distinctive edu-
cational opportunities. Employing IoT-integrated DEMs enhances students’ engage-
ment and learning activities, fostering their competence in data manipulation and 
technological understanding, and amplifying their soft skills [13], [19], [20].

Integrating the IoT into education can cultivate a culture of continuous learning 
and adaptability among students [14]. Given the rapid evolution of the digital land-
scape, students must cultivate a growth-oriented mindset and be open to acquir-
ing new competencies throughout their lifetimes. By engaging in IoT-integrated 
DEMs, students can nurture their aptitude for self-directed learning, critical think-
ing, and problem-solving insight—indispensable attributes for thriving in the digital 
era [21], [22], [23]. DEM’s serve as an innovative pedagogical tool that utilises digital 
technologies to create interactive and dynamically enriched educational content. 
DEMs synergistically combine various multimedia elements, including video, audio, 
graphics, interactive tasks, and evaluative assessments. This integration fosters a 
learning process that is engaging and effective.

While the potential benefits of IoT-integrated DEMs are alluring, it is essential to 
understand prospective challenges simultaneously [24], [25]. For instance, ensuring 
equitable access to technology and IoT devices for all students is crucial to prevent-
ing the exacerbation of educational disparities [24]. Concurrently, educators require 
comprehensive training and support to integrate IoT-integrated DEMs into their 
teaching practices [25]. By incorporating IoT-integrated DEMs into education, educa-
tors and learners gain universal access to educational resources at any time and from 
any location [26], [27]. This pivotal attribute contributes to a more adaptable and 
personalised learning experience, which becomes essential in the era of the Fourth 
Industrial Revolution, where digital technologies enhance our living standards [28].

IoT-integrated DEMs enhance students’ understanding in various subjects, 
such as mathematics and engineering, by boosting their learning, motivation, and 
engagement. This research examines the influence of IoT-integrated digital elevation 
models DEMs on developing students’ conceptual understanding and digital literacy 
skills. Furthermore, their readiness to navigate challenges in modern educational 
processes arising from the Fourth Industrial Revolution is assessed.
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3	 METHODOLOGY

This study employed longitudinal research methods to offer a thorough and com-
prehensive analysis of changes and trends in the educational environment over time. 
The central feature of the study was the non-equivalent CG design. It is characterised 
by grouping two different sample groups drawn from the targeted student population, 
which allows for a more accurate assessment of the effectiveness and impact of intro-
ducing the IoT in the educational process. These groups were classified as experimental 
and CGs. In the experimental group (EG), participants worked with materials repre-
senting the independent variable, utilising IoT-integrated DEMs seamlessly integrated 
within the pedagogical process, while the CG did not receive supplementary materials. 
During practical interventions, the EG used DEMs, while the CG worked with conven-
tional teaching materials available within the university’s curriculum, such as elec-
tronic course materials, syllabi, and others. Table 1 illustrates the structure of this study.

Table 1. Structure of the study

Groups Standard Study Materials DEMs

Experimental Group (EG) + +

Control Group (CG) + −

This specific study design was selected for its capacity to guarantee the reliability 
of the results and the accuracy of the conclusions drawn regarding the impact of IoT 
technologies in the educational sphere. It also provides a clear distinction between 
groups and helps reliably assess the effect of innovative educational methods.

The experiment participants were the students of Astana IT University in Astana. 
The number of respondents was 197.

The groups were rigorously selected through random procedures (by traditional 
division), and the mean grades of the students in Learning IoT (Arduino) Sensors and 
Introduction to Programming 1 ranged from 70.3 to 71.5 and higher, respectively. 
The assessment tool covers various aspects of technical skills in the IoT domain, 
including understanding key concepts, programming devices, analysing data, and 
developing IoT-based solutions.

The groups were meticulously selected through random procedures, display-
ing average scores of 70.3 and 71.5, respectively. Before initiating the experimen-
tal phase, a consensus dialogue was conducted with the students to identify their 
willingness to participate in the research. Additionally, a Google Form survey was 
created to evaluate students’ comprehension and literacy levels concerning IoT.

The questionnaire contained the following questions:

– Are digital educational materials used in the classroom to teach IT skills?
– Is there integration between programming lessons and lessons using IoT 

technologies to create complex educational scenarios?
– Do you apply your knowledge of IoT technologies in real-world projects or tasks?
– Do you feel that your current knowledge of IoT is sufficient to solve 

complex problems?
– How would you rate your programming skills related to IoT devices on a scale 

of 1 to 10?

Based on the questionnaire results, it was evident that students needed to enhance 
their technical literacy and acquire relevant skills to effectively utilize IoT sensors in 
solving complex problems.

https://online-journals.org/index.php/i-jep
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This questionnaire facilitated the assessment of students’ current readiness to 
engage with IoT technologies, pinpointing areas of concern where technical literacy 
and skills require enhancement.

This methodological approach to group stratification, baseline data establishment, 
and data collection is characterised by stringent structuring, which helps generate 
reliable results that are genuinely representative of the research’s intended outcomes.

The outcomes of the conducted studies reveal that both sample groups showed 
similar levels of IoT knowledge and literacy at the beginning. No significant dif-
ferences in pre-existing knowledge or competencies about the subject matter were 
found between the groups. This discovery is noteworthy as it highlights the com-
parability of both groups’ initial conditions, thus preventing any potential bias that 
could have influenced the experiment’s outcomes. Hence, the uniformity of the 
study’s starting points for both groups confirms the validity and representativeness 
of the data collected.

The authors divided the students into groups. Group CS-2219-2230 was designated 
as the EG, while group CS-2231-2239 served as the CG. Randomly assigning students 
to these dichotomous groups establishes an objective and reliable platform for eval-
uating the effects of DEMs on IoT comprehension and literacy [29]. This approach 
negates any predisposed biases associated with pre-existing disparities among 
student groups, such as variations in prior experiences or knowledge [23], [29]. 
Consequently, this method fosters an impartial appraisal of the influence of DEMs on 
pedagogical outcomes, thus facilitating more coherent conclusions regarding their 
effectiveness within the educational landscape.

In this study, the authors utilised a didactic instrument—IoT-integrated DEMs—
developed to enhance students’ practical skills in the IoT domain and facilitate the 
development of digital literacy competencies in this area. The developed DEMs 
represent a seamlessly integrated pedagogical resource engineered to enhance the 
comprehension and application of IoT concepts [30]. The core mission of DEMs is 
to ensure that students have the essential knowledge and skills to interact with IoT 
technologies while also nurturing new abilities and competencies. The structure 
of the applied DEMs underwent meticulous scrutiny by experts affiliated with Astana 
IT University, including candidates in pedagogical sciences, associate professors, 
and PhD holders from the departments of Computer and Software Engineering and 
Informatics. These reviewers comprehensively evaluated the educational tool’s con-
tent, methodology, and structure and assessed its adherence to academic standards 
and objectives.

Additionally, a concordance coefficient (Cohen’s Kappa) was applied to assess 
the level of agreement and similarly among peer evaluations to enhance the peer 
review process. This metric helps analyse the degree of consensus between eval-
uations, shedding light on the uniformity with which reviewers gauge the salient 
attributes and value of the IoT educational tool (DEMs). The resulting mean concor-
dance coefficient tallied at 0.85, highlighting significant agreement and alignment of 
viewpoints among reviewers regarding the utility and practical significance of this 
educational tool.

The input received through reviewers’ feedback and recommendations was 
carefully incorporated to refine and enhance DEMs. The principal objective was to 
ensure the quality and efficacy of the manual, thereby enhancing its usefulness in 
supporting pedagogical processes and improving students’ skills in the realm of IoT.

The content of IoT-integrated DEMs was meticulously curated to align with edu-
cational standards. It encompasses themes and experiments designed to enhance 
students’ practical skills and provide them with new knowledge about the realm of 
IoT. Figure 1 illustrates the comprehensive outline of this educational tool.

https://online-journals.org/index.php/i-jep
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Fig. 1. The content from the IoT-integrated DEMs
Source: Developed by the authors of this paper.

IoT-integrated DEMs encompass 15 distinct experiments, providing sensor names, 
programme codes for conducting experiments, and additional materials for students. 
Such supplementary materials enable students to independently design and carry 
out their experiments based on the objectives and expected results specified in the 
educational tool.

Each experimental exercise within DEMs is categorised according to complexity 
levels: moderate and challenging. This split facilitates the assessment of students’ prac-
tical levels, customising the tasks according to their needs and proficiencies. Figure 2 
below presents Experimental Exercise No. 5 (Practical Work) and its structure.

Fig. 2. Experimental exercise no. 5
Source: Developed by the authors of this article.
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The research phase consisted of three sequential stages. Initial preparations 
constituted the first phase, involving the preparation and compilation of all nec-
essary elements for this study. The second phase involved implementing the cho-
sen research approach in both selected groups, specifically teaching IoT-integrated 
DEMs to the EG. The final phase involved developing a study report.

3.1	 Data	collection	and	instrument

A variety of methods, including both traditional and contemporary approaches, 
were used to assess students’ literacy in this area.

The new instrument for evaluating IoT student literacy has been meticulously 
devised to assess students’ proficiency and comprehension within this significant 
domain. This educational tool is an assessment grid that includes a variety of compo-
nents, indicators, and explanations, all designed to evaluate students’ competencies 
and knowledge in the realm of IoT.

The grid of this innovative tool, designed to assess student literacy in the IoT 
realm, consists of the following components:

Area of Evaluation: This section defines the main area of expertise that the tool 
focuses on, which, in this case, relates to IoT.

Assessment Categories: The assessment grid includes several categories, each 
representing crucial aspect of IoT literacy.

Indicators: Within each category, specific indicators are outlined to help assess 
students’ mastery of particular skills and knowledge.

Description: A concise description of each indicator clarifies the particular 
aspect of literacy being measured and the criteria for successful performance.

For instance, Table 2 below presents an example of a grid used to assess students’ 
IoT literacy.

Table 2. Example of the assessment grid

Area of Evaluation Assessment Categories Indicators Description

IoT Technical Knowledge Understanding IoT 
Principles

Assessment of the level of comprehension 
regarding fundamental IoT concepts

Programming and Programming of 
Microcontrollers and Microprocessors for IoT

IoT Programming Skills Assessment of the aptitude for developing 
IoT programs

Data Analysis Processing and Analysis 
of IoT Data

Evaluation of the capacity for analysing 
IoT-generated data

Solution Design Development of 
IoT Systems

Appraisal of the capability to devise 
IoT solutions

Ethical Aspects Grasping Ethical 
Issues in IoT

Evaluation of awareness regarding the 
ethical dimensions of IoT

The educational tool was developed based on a comprehensive literature review, 
empirical research, and other contributions to assess student literacy in IoT. Thus, 
it is a robust mechanism for meticulously evaluating students’ literacy in IoT while 
enabling the planning of strategic educational initiatives to enhance students’ com-
petencies and knowledge.
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3.2	 Data	analysis	method

The data analysis conducted in this study covers two crucial dimensions: concep-
tual comprehension and the promotion of digital literacy skills.

The first phase of the analysis scrutinised the normality of the data distribution. 
For this purpose, the Shapiro-Wilk normality test was conducted, a tool designed to 
determine the extent to which the data conforms to a normal distribution [31].

The second phase involved assessing the homogeneity of data between groups, 
which was achieved by using the F-test [31], [32]. This stage is crucial for verifying 
the appropriateness of subsequent analysis and ensuring the accurate interpretation 
of findings.

The final phase involved hypothesis testing regarding the impact of IoT-integrated 
DEMs on enhancing digital literacy skills and students’ conceptual understanding. The 
Wilcoxon test was used to compare mean values between two independent samples 
and identify statistically significant differences to accomplish these objectives [33]. 
This methodology gains enhanced significance in the context of longitudinal data 
analysis, allowing for the evaluation of interventions’ (in this case, IoT-integrated 
DEMs) impact on variables’ dynamics across different time points [33], [34].

4	 RESULTS

Three sequential stages marked the progression of the analysis, with each one 
playing a crucial role in clarifying different aspects of the research objectives.

4.1	 First	phase:	Checking	the	normality	of	data	distribution

In the first phase, a crucial assessment was conducted to determine the normality 
of the data distribution. This preliminary step is significant in statistical processing 
as it determines whether the observed values follow a normal distribution. To this 
end, the Shapiro-Wilk normality test was employed to assess the data’s adherence to 
the normal distribution.

The outcomes of the Shapiro-Wilk test yielded the subsequent p-values:

 EG: p-value = 0.123 

 CG: p-value = 0.078 

Following a significance threshold of 0.05, the hypothesis asserting the normality 
of data distribution for both groups cannot be rejected (refer to Table 3).

Table 3. Structure of the study

Group p-Value Normal Distribution

Experimental Group (EG) 0.123 Corresponds

Control Group (CG) 0.078 Corresponds

4.2	 Second	phase:	The	analysis	of	data	homogeneity

Further, the second phase focused on assessing data homogeneity between 
groups by employing the F-test, which is crucial to ensuring the validity of subse-
quent analysis and result interpretation [32], [33].
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[32], [33] comprehensively outline and evaluate various methodologies for test-
ing data homogeneity, including the F-test, providing substantial guidance on the 
technique’s application and interpretation within diverse research contexts.

This approach facilitated determining whether the groups showed comparable 
variances, a crucial consideration for further analysis. The standard deviations for 
the experimental and CGs were 11.54 and 12.28, respectively.

While analysing the between-group variance, an F-test yielded a value of 1.29. The 
next step was to compare this value with the critical value of 3.35 for a significance 
level of 0.05 with (2, 27) degrees of freedom. The results indicate that the F-test value 
does not exceed the critical value. Thus, there is no statistically significant difference 
in variance between the groups. This crucial observation supports the assumption 
of equality of variance and provides a foundation for a more robust comparison of 
intergroup differences in the study. This finding is important because homogeneous 
variance provides more accurate and interpretable results from statistical analyses.

This step ensured the reliability of the subsequent analysis. The results are 
presented in Table 4.

Table 4. F-test results

Group Standard Deviation

Experimental 11.54

Control 12.28

F-test value 1.29

4.3	 Third	phase:	Testing	the	impact	of	IoT-integrated	DEMs	on	students’	
literacy	skills	and	understanding

In the third phase, hypotheses investigating the impact of IoT-integrated DEMs on 
literacy skills and conceptual understanding underwent empirical validation. This 
phase allowed for the assessment of the effectiveness of IoT-integrated DEMs as an 
educational tool to improve students’ knowledge and skills.

Based on the data from preceding phases that confirmed data normality and 
homogeneity of inter-group variances, the research utilized statistical meth-
odologies to determine the statistical significance of differences between the 
experimental and CGs.

[11], [19], [35], [36] highlight the significant role of modern educational technolo-
gies, including IoT-integrated DEMs, in enhancing academic quality and developing 
students’ competencies in this field.

Within the scope of the IoT, various aspects of literacy were examined, includ-
ing technical knowledge, programming, data analysis, solution design, and ethical 
considerations. As part of this analysis, each of the above criteria was meticulously 
examined and explored to determine the influence of IoT-integrated DEMs on foster-
ing relevant skills and knowledge among students. This approach facilitated a com-
prehensive assessment of the impact of integrating the educational tool on shaping 
new aspects of literacy among students.

4.4	 The	analysis	of	students’	conceptual	understanding

Four key indicators were identified in the first-mentioned data skills area, which 
are vital benchmarks for assessing students’ skills. These indicators represent 
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fundamental components of data analysis and encapsulate distinct facets of stu-
dents’ conceptual understanding and knowledge. To develop the indicators, the 
authors analysed the research, including the works of [37], [38], [39].

Indicators included data collection (A1): This indicator assesses students’ ability 
to collect data systematically. It may include the ability to select appropriate data 
sources and to collect data using a variety of methods and tools.

Data interpretation (A2): This indicator assesses students’ ability to analyse and 
make sense of the data collected. It involves interpreting values, identifying trends, 
and recognising patterns in the data.

Data analysis (A3) assesses students’ ability to analyse data more comprehensively 
by utilising a variety of statistical methods and tools.

Inference drawing based on data analysis (A4): This indicator assesses students’ 
ability to formulate meaningful conclusions and recommendations based on the 
data analysed.

Each indicator marks a crucial point in the data processing and interpretation 
continuum, helping identify students’ readiness in this domain.

The authors selected these four specific indicators because they embody an inte-
grated approach to evaluating various aspects of the data management process. The 
selection of these indicators is justified by the aim of obtaining precise and depend-
able results when assessing students’ level of competence. Each stage addresses vital 
steps in data analysis, from gathering information to drawing meaningful conclu-
sions, offering an integrated perspective of their skills and knowledge in the sub-
ject area. This approach facilitates an accurate and comprehensive assessment of 
students’ proficiency with data.

Data analysis skills were performed for the EG and CG; these results are presented 
in Figure 3.

0

20

40

60

80

100

EG

CG

A1

88.35

79.1

A2

84.24

81.2

A3

81.48

73.5

A4

77.04

70.08

Fig. 3. Analysis of data skills

The outcomes analysis reveals that across all four categories (A1, A2, A3, A4), the 
EG achieved higher average scores than the CG. This observation suggests a poten-
tially favourable impact of IoT-integrated DEMs on enhancing students’ literacy 
skills within these categories.

The statistical examination yielded the following findings: The mean score in 
the EG was 82.3, compared to the CG’s mean score of 76.75. The standard deviation 
within the EG was 5.59, compared to the CG’s value of 5.17. The coefficient of vari-
ation for the EG was 6.79, whereas for the CG it was 6.72. When subjected to the 
Shapiro-Wilk test for normal distribution, the EG yielded a value of 0.045, while the 
CG produced a value of 0.072. The correlation coefficient between the groups was 
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calculated to be −0.202. Further delving into the analysis revealed an F-value of 1.77 
from the analysis of variance (ANOVA). Levene’s test, used to examine the homoge-
neity of variances, yielded a value of 0.05. These findings highlight the differences 
between groups, emphasising the rigorous and robust statistical analysis needed to 
understand the effects of the factors under investigation. These statistical details are 
presented in Table 5.

Table 5. Statistical results on data skills

Statistical Data Experimental Group (EG) Control Group (CG)

Mean value (Mean) 82.3 76.75

Standard deviation (Standard Deviation): 5.59 5.17

Coefficient of Variation 6.79 6.72

Degree of normality of distribution (Shapiro-Wilk): 0.045 0.072

Correlation −0.202

Analysis of dispersion F (Analysis of Variance,  
ANOVA)

1.77

Uniformity Tests (Leven’s test) 0.05

4.5	 The	analysis	of	students’	IoT	literacy

The Mathematics Education Standards emphasise literacy in mathematical mod-
elling, which is applied in programming for the IoT [40], [41]. It is significant in 
developing technical skills, such as microcontroller programming. The ability to 
abstract real-world problems mathematically involves data analysis, which is essen-
tial for developing IoT-based solutions. Microcontroller programming and data 
analysis processes have become critical skills for the successful design and imple-
mentation of IoT projects. Thus, the development of students’ mathematical literacy 
is directly related to their ability to effectively programme for IoT, perform technical 
data analysis, and develop innovative solutions based on this technology.

For the second phase of analysing IoT literacy, the authors decided to use a 
methodology that encompasses five crucial indicators to assess students’ knowl-
edge and skills more comprehensively and accurately. These methods were selected 
to assess technical skills, programming, data analysis, solution design, and ethical 
considerations in the IoT domain.

These indicators covered different areas, namely IoT technical skills (B1). This 
indicator is relevant for measuring students’ overall technical understanding of IoT. 
Mastering the basics of technology and understanding its principles are fundamental 
to succeeding in this field.

IoT Device Programming (B2): Programming plays a core role in developing and 
managing IoT devices. This indicator assesses students’ ability to create programmes 
for the effective functioning of IoT devices.

Microcontroller and Microprocessor Programming for IoT (B3): The ability 
to programme microcontrollers and microprocessors is essential for IoT device 
development. This indicator focuses on the specific technical skills required to work 
with hardware in the IoT domain.

Data analysis from IoT devices (B4): The assessment of this indicator is signifi-
cant for measuring students’ ability to process and analyse data from IoT devices 
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effectively. This skill is essential for extracting valuable information from the 
collected data.

Solution design based on IoT (B5): This indicator assesses students’ ability to cre-
ate practical and functional solutions using IoT concepts. It is an essential skill for 
successfully applying technology to real-world projects. The inclusion of this indica-
tor underscores the significance of integrating ethical considerations into IoT tech-
nology development. It reflects the authors’ awareness of the importance of ethics in 
developing and using new technologies.

Figure 4 visually presents the level of IoT literacy among students in this domain.
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Fig. 4. Level of IoT literacy among students

For example, the results of the technical skills (B1) analysis reveal that the EG 
exhibited an average skill level of 88.35, surpassing the level noted in the CG, where 
an average skill value of 79.1 was observed.

The EG results in indicator B2 (IoT Device Programming) are 3.04 points higher 
than the CG’s, suggesting that students who took the experimental course may have 
a higher level of programming skills.

The results of the EG also outperformed those of the CG results in B3 by 
7.98 points, indicating a deeper understanding of programming microcontrollers 
and microprocessors for IoT.

Regarding data analysis from IoT devices (B4), the EG demonstrates superiority 
by 6.96 points, which may indicate the effectiveness of the data analysis techniques 
implemented in the experimental group.

The scores in B5 confirm that the EG has a higher level of literacy in solution 
design based on IoT, outperforming the CG by 7.24 points.

The scores of the EG in B6 also indicate a greater awareness of ethical aspects in 
developing IoT solutions, surpassing the CG by 7.49 points.

This observation suggests a favourable impact of the proposed educational 
approach on enhancing students’ technical capabilities. Concurrently, the disper-
sion of values and the coefficient of variation within the EG (12.27% and 13.88%, 
respectively) demonstrate a greater diversity in skill levels within this group.

Overall, the results of the EG, after applying the described methodologies to all 
indicators from B1 to B6, clearly demonstrate a high level of IoT literacy compared to 
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the conventional group. These results confirm the effectiveness of the chosen assess-
ment methods and provide significant data about learning success in this area.

The correlation analysis provides insight into the interrelationship between 
the groups, showing a moderately positive correlation (0.665). This correlation 
emphasises the consistency of technical proficiency among students in both groups. 
Furthermore, the analysis of variance (ANOVA) findings substantiate the presence of 
statistically significant differences between groups (F = 20.5), supporting the claims 
about the impact of the educational approach on technical skill levels.

The implications of these findings underscore the crucial role of rigorous statisti-
cal data analysis in assessing the effectiveness of learning and developing students’ 
technical skills in IoT digital education. These statistical findings are presented 
in Table 6.

Table 6. Statistical results on technical skills

Statistical Data Groups B1

Mean value (Mean) EG 88.35

CG 79.1

Standard deviation (Standard Deviation) EG 12.27

CG 7.41

Coefficient Variations (Coefficient of Variation) EG 13.88

CG 9.38

Degree of normality of distribution (Shapiro-Wilk) EG 0.073

CG 0.021

Correlation 0.665

Analysis variance F (Analysis of Variance, ANOVA) 20.5

The remaining categories were also analysed using statistical methods to identify 
differences between the experimental and CGs. The findings are presented below.

Programming IoT Devices (B2): An analysis of mean scores between the EG 
(X1 = 4.0) and CG (X2 = 3.5) revealed a statistically significant difference (t ≈ 2.678, 
p < 0.05). This finding indicates that students in the EG demonstrate an advanced 
level of literacy in programming IoT devices.

Programming Microcontrollers and Microprocessors for IoT (B3): The results of 
the t-test also show a statistically significant difference between the EG (X1 = 3.9) 
and the CG (X2 = 3.3) (t ≈ 2.291, p < 0.05). This observation highlights that students 
in the EG demonstrate higher proficiency in programming microcontrollers and 
microprocessors for IoT.

Analysis of Data from IoT Devices (B4): The results of the t-test reveal a sta-
tistically significant difference between the EG (X1 = 4.2) and the CG (X2 = 3.7) 
(t ≈ 3.221, p < 0.05). This implies that students in the EG demonstrate a higher profi-
ciency in analysing data from IoT devices.

Designing Solutions Based on IoT (B5): An analysis of the t-test outcomes reveals 
a statistically significant difference between the EG (X1 = 4.1) and the CG (X2 = 3.6) 
(t ≈ 3.015, p < 0.05). This indicates an increased level of literacy among students in 
the EG in understanding solutions based on IoT.

Ethical Considerations in IoT Solution Development (B6): The t-test results reveal 
a statistically significant difference between the EG (X1 = 4.4) and the CG (X2 = 3.9) 
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(t ≈ 2.678, p < 0.05). This finding highlights a higher level of literacy among students 
in the EG when considering ethical aspects in the development of IoT solutions.

Consequently, based on the t-test analysis of each category of IoT literacy, it is evi-
dent that students in the EG demonstrate a higher level of literacy across all assessed 
categories compared to the CG. This substantiates the efficacy of incorporating such 
an educational tool, i.e., DEMs, to cultivate IoT competencies.

5	 DISCUSSION

Unlike other studies [25] and [32] that focus on a narrow range of skills, this 
research covers a wide range of IoT skills, including technical skills, programming, 
data analysis, developing innovative IoT solutions, and ethical considerations. It 
provides a deeper understanding of the impact of IoT integration in education.

The analysed data showed that students in the EG who worked with IoT-
integrated DEMs demonstrated significantly higher comprehension and skill scores 
compared to the CG. It indicates the effectiveness of such materials in enhancing 
students’ skills.

Students in the EG demonstrated a deeper understanding of data collection, inter-
pretation, analysis, and drawing conclusions from data. It distinguishes this study 
from works that pay little attention to conceptual understanding [5], [12].

The study found significant improvements in IoT device programming skills, 
microcontroller and microprocessor design skills, and IoT device data analysis skills. 
It underscores the effectiveness of such educational tools in helping students acquire 
the practical skills essential for working in the IoT field.

The study highlights the critical role of IoT-integrated DEMs in developing 
students’ ability to think innovatively and create IoT solutions. This is a crucial 
distinction from other studies that may place less emphasis on the creative aspect of 
IoT learning.

The meticulous analysis of the collected data has yielded invaluable insights 
into the efficacy of IoT-integrated DEMs, particularly in nurturing students’ profi-
ciency in the intricate landscape of IoT literacy. The subsequent findings provide a 
brief overview and lay the groundwork for a thorough discussion covering several 
crucial categories.

Analysing students’ conceptual understanding is an integral part of assessing 
the success of the educational process in developing data skills. These analyses 
(A1, A2, A3, A4) measure students’ skill levels and assess their comprehension of key 
concepts and ideas related to the data.

The data analysis of the skills in the experimental and CGs not only indicates 
higher scores in favour of the EG but also suggests that students in this group possess 
a more profound understanding of the concepts related to data collection (A1), data 
interpretation (A2), data analysis (A3), and drawing inferences based on data analy-
sis (A4). Such conceptual understanding contributes to deeper and more sustainable 
learning, as well as the development of knowledge and skills.

IoT Technical Skills (B1): The initial observation regarding IoT technical skills 
(B1) is a crucial measure of the effectiveness of the educational tool. The significant 
improvement in this category highlights the educational tool’s effectiveness in suc-
cessfully introducing and reinforcing the fundamental concepts of the IoT to stu-
dents. This noticeable improvement reflects a deeper understanding of the technical 
aspects of the IoT domain.
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Programming IoT Devices (B2): The noticeable advancement in programming IoT 
devices (B2) is also a significant indicator of the success of the educational tool. The 
enhancement in this category indicates the effectiveness of DEMs in enhancing the 
practical skills required for programming IoT devices, thereby confirming the prac-
tical value of the educational tool in developing essential competencies for future 
IoT professionals.

Programming Microcontrollers and Microprocessors for IoT (B3): The categoriza-
tion of B3 into programming microcontrollers and microprocessors for IoT signifies 
a more in-depth exploration of practical skills. The improvement in this category 
demonstrates the effectiveness of DEMs in preparing students to address more 
complex technical challenges associated with programming microcontrollers and 
microprocessors in the IoT domain.

Analysis of Data from IoT Devices (B4): It plays a vital role in developing and 
implementing IoT solutions. The enhancement in this category underscores the edu-
cational tool’s crucial role in refining the analytical skills necessary for effectively 
interpreting and utilising the data influx from IoT devices. In other words, it substan-
tiates the DEM’s role in empowering students with essential analytical capabilities.

Innovative IoT Solution Design (B5): It is a critical competency in the IoT. The 
enhancement in this area highlights the effectiveness of DEMs in nurturing students’ 
inherent ability to think systematically and create innovative solutions using IoT 
technologies. This aspect highlights the crucial role of the advanced educational tool 
in fostering this fundamental competency.

6	 CONCLUSION

This study explored the impact of the IoT-integrated DEMs on students’ compre-
hension of conceptual knowledge and acquisition of new skills. By exploring this 
research question, the study identified the potential benefits and challenges asso-
ciated with the implementation of IoT-integrated DEMs in the educational domain. 
The presented research extensively explored students’ literacy levels in the IoT 
domain using the educational tool IoT-integrated digital educational materials.

Overall, the study confirmed the importance of integrating IoT technologies into 
educational paradigms and the potential of IoT-integrated DEMs to enhance the 
quality of educational processes [8], [9], [10], [42]. The integration of IoT technologies 
and IoT-integrated DEMs promotes digital literacy by fostering critical thinking and 
enhancing students’ comprehension of intricate concepts essential for real-world 
application [15], [16], [17].

The analysis showed a significant improvement in students’ competencies in var-
ious categories of IoT, such as technical skills, programming proficiency, data anal-
ysis skills, solution ideation abilities, and ethical considerations. The statistical data 
from the study confirmed the significance of the observed differences between the 
experimental and CGs, strongly affirming the effectiveness of the educational tool.

Nonetheless, it is essential to acknowledge several significant limitations that 
should be considered when interpreting the results and applying the proposed 
methodologies.

Firstly, the limited sample size restricts the possibility of generalising the findings 
to a broader population of students. Since data were collected only from students 
at a specific higher education institution, their characteristics and needs may differ 
significantly from those at other educational institutions or regions.
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Second, the proposed methodology for measuring IoT literacy may not be suffi-
cient to assess the full range of IoT knowledge and skills, despite covering various 
categories. Additional categories such as pragmatic application, solving complex 
problems, or analysing real-world scenarios might also significantly help in under-
standing literacy levels. Nevertheless, it provides valuable and extensive data, which 
can be a useful tool for measuring and evaluating students’ literacy in the IoT domain.

Lastly, IoT-integrated DEMs could vary depending on the context and charac-
teristics of educational programs. Thus, the findings may be limited to the specific 
educational tool applied and proposed in this paper.

Despite these limitations, the research findings still provide valuable insights 
into the relationship between students’ IoT literacy and the effectiveness of DEMs. 
Therefore, these findings might serve as a starting point for future research to 
improve the current methodology, take into account additional factors or challenges, 
and analyse a broader audience.
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