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PAPER

Optimizing Cheating Detection in Online Exams 
with K-Shingling, MinHashing, and LSH: A Comparative 
Analysis with TF-IDF and BoW

ABSTRACT
Detecting cheating in online exams is a major challenge, not least to guarantee the originality 
and independence of answers. This paper presents a comparative analysis of three feature 
extraction methods for cheating detection based on similarity detection: Term frequency- 
inverse document frequency (TF-IDF), Bag of Words (BoW), and a new approach combining 
K-Shingling, MinHashing, and Locality Sensitive Hashing (LSH). We evaluate these methods 
in terms of their ability to accurately and efficiently identify similarities between student 
responses. Experimental results show that the K-Shingling, MinHashing, and LSH pipelines 
consistently outperform or match traditional approaches. Logistic regression and random 
forest classifiers with MinHashing + LSH achieve perfect scores of 1.00 in terms of precision, 
recall, F1 score, and accuracy, demonstrating the robustness and effectiveness of the method. 
In comparison, TF-IDF and BoW show mixed performance between classifiers, with notable 
limitations in terms of scalability and sensitivity to text variations. This study highlights the 
scalability and computational efficiency of the K-shingling, MinHashing, and LSH approaches, 
making them particularly suitable for large-scale online examination environments. By offer-
ing a detailed performance comparison, we demonstrate that K-shingling, MinHashing, and 
LSH provide a more reliable and efficient solution for detecting cheating in online exams, 
paving the way for greater academic integrity in digital education.

KEYWORDS
cheating detection, online exams, string-based similarity, term frequency-inverse document 
frequency (TF-IDF), Bag of Words (BoW), k-shingling, Minhashing, locality sensitive hashing 
(LSH), logistic regression, random forest, support vector machines (SVM)

1	 INTRODUCTION

In 2019, as COVID-19 spread globally and caused widespread disruption, educa-
tional institutions quickly set up online courses and exams [1]. While this approach 
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has overcome many of the challenges posed by COVID-19, it has also brought several 
benefits related to online accessibility. Online testing enabled students to take tests 
from any location with Internet access, eliminating the need to travel to specific test 
centers [2]. In addition, supervisors found it easier to monitor students using the com-
bined camera feeds to keep an eye on their behavior [3]. Despite the convenience of 
online exams, they have one major drawback: an increased risk of cheating [4]. The 
absence of direct supervision allows students to engage in dishonest practices, such 
as answer-seeking or cheating off-camera, making it difficult for instructors to detect 
faults [5]. Technologically, however, it is possible to activate several cameras and 
use facial recognition and behavioral recognition systems, or even ear recognition. 
However, online surveillance remains time-consuming and demanding [6]. Indeed, 
online supervisors cannot monitor all students at the same time, so some students 
inevitably cheat when they are not being directly observed. As online education 
becomes increasingly popular, it has become crucial to have robust methods for 
detecting cheating in online exams. Cheating not only calls into question the value 
of academic qualifications but also disrespects the hard work of honest students. 
To tackle this problem, educators and institutions are exploring new strategies, such 
as sentence similarity analysis, to effectively identify cheating in online exams.

Machine learning has established itself as a fundamental element of information 
technology over the last two decades, fundamentally reshaping various aspects of 
our lives. Applications in the healthcare field, in particular, concern classification 
and early diagnosis using medical ultrasound imaging and magnetic resonance 
imaging. Its integration into everyday applications often takes place in the shadows, 
but its impact is profound and widespread. As the volume of available data con-
tinues to grow exponentially, the potential for sophisticated data analysis increases 
accordingly. This evolution suggests that advanced data analysis will increasingly 
play the role of a key driver of technological innovation. The interaction between 
large datasets and machine learning algorithms enables us to extract meaningful 
information, identify patterns, and make predictions with unprecedented accuracy. 
From personalized recommendations on streaming platforms to fraud detection 
in financial systems, machine learning is becoming an indispensable tool in every 
industry. What’s more, as organizations leverage this technology, the demand for 
skilled data science and machine learning professionals is rising sharply, highlight-
ing a changing workforce requirement. This environment fosters interdisciplinary 
collaboration, bringing together experts in statistics, computer science, and special-
ized fields to tackle complex challenges. In essence, the future of machine learning 
is not just about processing data but transforming it into actionable intelligence that 
stimulates progress and innovation, making it an integral part of our journey of 
technological advancement.

This paper presents an approach to automatically detect cheating in final exams 
based on sentence similarity analysis. The rest of this paper is organized as follows. 
Section 2 presents the context of this study and the problem statement. Section 3 is 
dedicated to an exhaustive literature review. Our proposed approach is detailed in 
section 4. Section 5 is dedicated to the main results and a discussion. Finally, section 6 
presents the main conclusions and future work.

2	 CONTEXT AND PROBLEM STATEMENT

With e-learning, students can study whenever and wherever they want, making 
e-learning an essential tool for teachers worldwide. In the past, geographical barriers 
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limited access to education, making it difficult for teachers and students to travel. 
Today, online teaching enables consistent learning, better collaboration, and global 
access to education for all. With the rise of online learning, particularly accelerated 
by the COVID-19 pandemic, the shift from traditional classroom exams to online 
assessments has made cheating a more common and harder-to-detect problem.

Educational institutions face a major challenge in identifying cheaters in distance 
learning exams. Students may cheat individually or collaborate with others, and it 
is difficult to detect this type of behavior in an online environment, especially in 
distance learning courses. Some students may gradually collaborate during online 
exams, whether they are in the same or different locations, using the internet or 
social networks to communicate. This study aims to solve this problem by using sim-
ilarity techniques to measure the similarity between students’ answers and identify 
potential cheating.

3	 RELATED WORK

3.1	 Cheating and cheating detection methods

Cheating on exams is common throughout the world, despite advances in detec-
tion methods. Over the past decade, numerous studies have examined how students 
cheat and how universities can try to combat the problem [7]. Previous studies have 
reported that academic cheating is prevalent among students, with many students 
admitting to dishonest behaviors and perceiving a relatively low risk of detec-
tion [8]. The integration of digital platforms into higher education has expanded the 
vulnerabilities of modern assessment methods. Student academic misconduct has 
evolved from classical analog strategies, such as passing handwritten notes, to more 
technology-enabled forms of cheating in electronic learning environments [9].

There are many reasons why students cheat, including academic pressure, the 
belief that they will not get caught, and easy access to online resources [10]. Difficult 
exams, strict grading, and a competitive academic environment can drive students 
to adopt dishonest practices to meet performance expectations.

Online exams, in particular, can seem easier to manipulate, especially when proc-
toring is weak or inconsistent. The lack of face-to-face proctoring and anonymity of 
remote exams can make students feel less accountable, reducing their reluctance to 
cheat compared to in-person exams.

The way assessments are designed and the learning environment as a whole 
can influence cheating behavior, as situational factors such as contextual pressures 
and perceived opportunity may affect students’ likelihood of engaging in academic 
dishonesty [11]. Cultural attitudes also influence how students perceive cheating. In 
some educational systems, working together on homework is encouraged, which 
can blur the boundaries between collaboration and dishonesty. On the other hand, 
schools with strict academic integrity policies create environments where cheating 
is more strongly discouraged and carries more serious consequences.

Professors play a key role in preventing cheating. Clear academic integrity policies, 
honor codes, and strong monitoring, both through technology and direct supervision 
have been shown to reduce dishonest behavior [12]. Research suggests that when 
instructors promote ethical academic habits, teach proper citation methods, and 
openly discuss expectations, students are less likely to cheat. In addition, strict deter-
rents such as plagiarism detection software, artificial intelligence (AI)-based exams, 
and severe consequences for misconduct make cheating riskier and less attractive.
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Because cheating is a complex problem, it needs to be tackled from a number 
of different angles. Research in the fields of education, psychology, and academic 
integrity can help us better understand why students cheat and how to prevent it. By 
applying psychological theories on ethical decision-making, considering the influ-
ence of culture on student behavior, and using the latest technologies for online 
monitoring and cheating detection, schools can create stronger strategies for main-
taining academic honesty in digital learning.

Typical methods of cheating involve using cheat sheets that are prewritten and 
often written in small fonts. These sheets can be concealed in clothing, under a wrist-
watch, on the floor, inside books, or under folders placed under the desk [13]. Some 
students use mobile phones to send text messages containing question numbers 
or correct answers as a means of communication [14]. Moreover, another method 
involves using iPods with recording capabilities, with the earphone wires hidden 
behind long hair [13].

Online cheating encompasses various methods, including using digital devices 
for communication and accessing information [7]. For example, students may use 
cell phones or other Bluetooth-enabled devices to share answers [14]. Similar to tra-
ditional settings, students can access prewritten notes using digital devices or hide 
them within online platforms. The main distinction is that online cheating heav-
ily depends on technology to enable dishonest behavior. Online exams provide an 
effective way to administer tests, allowing students to study from any convenient 
location without the need for physical travel. However, they face challenges related 
to cheating since there are no physical proctors to supervise and monitor the exam 
process. This is known as distance cheating, which encompasses various forms of 
dishonest behavior. Examples of distance cheating include taking exams on behalf 
of another student, using applications to solve exam questions, sharing test ques-
tions with experts to obtain answers, and downloading resources from the internet, 
such as using e-books. The following paragraph will examine the current literature 
on techniques for identifying cheating. 

Javed and Aslam [15] developed a method to detect faces, eyes, and human pres-
ence using an age detection and Kalman filtration algorithm. Their system could 
track eye movements and pupil behavior to identify if a student was cheating. 
However, this system had a limitation, as it could not detect objects such as smart-
phones, notes, or other cheating devices. Additionally, it did not include voice analy-
sis to catch someone else providing answers to the student. In 2017, Atoum et al. [5] 
used a multimedia analytics system to monitor online reviews, involving audiovi-
sual observation and an support vector machines (SVM) classifier. The system had a 
strong segment-based detection rate. However, a limitation was that it needed two 
cameras to effectively detect cheating behavior. Bawarith et al. [16] proposed an 
automated e-exam cheating detection system that monitors student behavior during 
online examinations to identify suspicious activities and potential academic dishon-
esty. On the other hand, Ghizlane et al. [17] proposed an online exam monitoring 
system aimed at reducing academic cheating through automated supervision. The 
system focuses on visual monitoring and does not describe the use of additional 
modalities such as browser activity tracking or audio-based analysis. In addition, 
Ozgen et al. [18] created an online interview anti-cheating system that uses object 
and face detection with a HOG-based SVM detector. This system could identify cheat-
ing without needing two cameras. However, it lacked some features, such as voice 
analysis, browser detection, and the ability to recognize cheating without just rely-
ing on facial expressions.

Tiong and Lee [19] proposed a deep learning-based approach for detecting cheat-
ing behavior in online examinations. Their method relies on behavioral data analysis 

https://online-journals.org/index.php/i-jep


	 44	 International Journal of Engineering Pedagogy (iJEP)	 iJEP | Vol. 15 No. 4 (2025)

El Rhezzali et al.

using recurrent neural network architectures, including LSTM and DenseLSTM 
models, to identify suspicious activity patterns. The study evaluates multiple models 
and reports that DenseLSTM achieves the highest detection accuracy. The proposed 
framework also considers basic security aspects such as system-level monitoring. 
However, it does not provide an in-depth discussion of limitations related to specific 
monitoring modalities. On the other hand, Jadi [20] used facial expression detection 
and browser monitoring, utilizing CNN to identify cheating. This system only needed 
one camera to detect facial expressions and prevent the opening of other applica-
tions. However, it did not include voice analysis, which could be seen as a limitation. 
Dilini et al. [21] developed a browser extension that uses eye tracking with face 
detection and OCSVM to spot cheating. The system works well with web browser- 
based testing platforms, improving exam quality. However, it might not catch cheat-
ing if a student uses notes stuck to their screen. In addition, Barrientos et al. [22] 
aimed to use Amazon Web Services (AWS) to detect dishonest behavior among stu-
dents, such as using smartphones to search for answers or committing plagiarism. 
They implemented face detection and TensorFlow for this purpose. The system is 
powerful because it uses open-source tools and can recognize human faces and 
objects. However, it does require purchasing AWS services. Soltane and Laouar [23] 
developed a smart detection and recognition system that uses face and sound detec-
tion with CNN technology. The system’s advantage is that it only requires one cam-
era and microphone. However, it does not monitor the examiner’s browser activity.

In recent years, researchers have concentrated on developing effective methods 
for detecting cheating in electronic exams. Ongoing studies aim to enhance monitor-
ing techniques for cheating incidents. Over the past few decades, numerous studies 
have explored various approaches to this challenge. For example, the authors in [24] 
created two classification models using decision trees for cheating detection: one 
based on cosine similarity and the other on the overlap coefficient. Their findings 
indicated that the model utilizing the overlap coefficient outperformed the cosine 
similarity model when compared to results from expert evaluations. In another 
study [25] Ruiperez-Valiente et al. proposed a machine learning-based approach for 
detecting multiple-account cheating in online learning environments. Their method 
uses supervised learning techniques to analyze student behavior and problem fea-
tures in order to identify suspicious patterns associated with cheating. Additionally, 
in [26] the authors conducted an empirical study comparing proctored and unproc-
tored online examinations to assess differences in student performance outcomes. 
Using regression-based analysis, they examined how the relationship between prior 
academic achievement and final exam scores varied across testing conditions. Their 
results indicate that unproctored exams tend to distort expected performance pat-
terns, suggesting reduced assessment validity and raising concerns about academic 
integrity in online environments. 

Many existing methods for detecting cheating in online exams rely on physical 
monitoring or behavioral analysis, such as eye tracking or facial expression detec-
tion, which often overlook critical aspects like unauthorized materials or external 
assistance. While some approaches have incorporated machine learning models to 
enhance detection, they still primarily focus on observable behaviors rather than 
the content of student responses. In contrast, our method analyzes sentence similar-
ities in student answers, enabling direct identification of copying or collaboration. 
This content-centric approach not only targets the actual outputs of cheating but also 
adapts to modern cheating techniques, providing a more comprehensive and effec-
tive solution. By leveraging advanced feature extraction techniques, we enhance 
detection accuracy without the need for complex hardware setups, ensuring robust 
monitoring of academic integrity in increasingly digital educational environments.
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Recent advances in cloud computing and AI have transformed education, espe-
cially in areas such as online learning, computer simulations, and augmented reality. 
According to [27] computer simulations and cloud-based technology make education 
more open and accessible by improving scalability, automation, and flexibility. Their 
study highlights how these technologies enhance student engagement and create 
more personalized learning experiences.

Similarly, another study by [28] explores how cloud-based technology and aug-
mented reality (AR) work together to enhance education. It shows that the com-
bination of AR and cloud-based platforms makes learning more interactive and 
immersive, benefiting students in a variety of subjects. Meanwhile, research in [29] 
examines why students choose to use AI tools for their academic work. Focusing 
on the humanities and social sciences, the study identifies key factors influencing 
AI adoption, including the usefulness and ease of use of the technology, as well as 
ethical concerns.

To conclude, such studies help set the stage for our research by showing how 
technology-enhanced learning is linked to academic integrity, cheating detection, 
and plagiarism prevention.

3.2	 Feature extraction and classifiers

Feature extraction is the process of transforming raw data into structured numer-
ical representations, enabling machine learning models to process and analyze it 
effectively. In text analysis, methods such as Term Frequency-Inverse Document 
Frequency (TF-IDF) and Bag of Words (BoW) are commonly used. TF-IDF highlights 
unique terms by balancing their frequency across documents, while BoW represents 
text as unordered word collections, offering simplicity but limited contextual under-
standing. These features are then processed by classifier algorithms such as SVM, 
logistic regression, and random forest that assign labels or categories to data based 
on learned patterns. Together, feature extraction and classification form the founda-
tion of supervised learning tasks such as text classification, similarity detection, and 
fraud detection. 

Feature extraction: Bag of Words and TF-IDF. The BoW model is one of the 
simplest and most widely used methods for feature extraction in text processing. It 
represents each document as a vector of word frequencies based on a predefined 
vocabulary. While this method is intuitive and easy to implement, it suffers from 
notable limitations: it disregards word order and semantic relationships, and it often 
produces high-dimensional, sparse vectors. Despite these drawbacks, BoW remains 
relevant for straightforward tasks such as text classification and spam filtering, 
where interpretability and computational simplicity are prioritized. Early founda-
tional works such as the authors in [30] introduced distributional representations of 
text, which evolved into practical applications through contributions like the authors 
in [31], who formalized the use of word frequency in information retrieval systems.

In contrast, TF-IDF improves upon BoW by weighting terms according to their 
importance. This is achieved by combining the term frequency in a document with 
the inverse document frequency across a corpus, reducing the influence of common 
but non-discriminative words. TF-IDF is particularly useful for distinguishing doc-
uments in tasks such as information retrieval and text summarization. However, it 
shares some limitations with BoW, such as ignoring word order and semantics, and 
it can be computationally more demanding. Seminal contributions from Jones [32], 
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who introduced term specificity, and Salton and McGill [33], who formalized vec-
tor space models, combined to establish TF-IDF as a cornerstone of text processing, 
emphasizing its ability to enhance the relevance of retrieved information.

Classifiers. Machine learning has become a foundational element of informa-
tion technology, playing a vital role in our lives over the past two decades. As the 
volume of available data continues to grow exponentially, we can anticipate that 
intelligent data analysis will become even more prominent, serving as a key driver 
of technological advancement. In this subsection, we provide a brief description of 
three machine learning algorithms selected for their effectiveness in various tasks, 
along with justifications for their choice.

Logistic regression is a widely used algorithm for binary classification problems. 
Its simplicity and interpretability make it an attractive choice, as it provides insights 
into the relationship between input features and the probability of an outcome. 
This is particularly important in fields such as healthcare and social sciences, where 
understanding the impact of features is crucial [34]. Random forest is an ensemble 
learning method that combines multiple decision trees to improve accuracy and 
robustness. It is particularly effective in handling complex datasets with high dimen-
sionality and reducing the risk of overfitting. Its versatility makes it suitable for both 
classification and regression tasks across various domains [35]. SVM is known for 
its effectiveness in high-dimensional spaces and for problems where classes are not 
linearly separable. It works by identifying the optimal hyperplane that maximizes 
the margin between different classes. The use of kernel functions allows SVM to be 
applied in a wide range of applications, including text classification and image rec-
ognition [36].

4	 METHODOLOGY

4.1	 Overview of cheating detection using similarity analysis

In our approach (see Figure 1), we propose an automatic final exam cheating 
detection model, which consists of two main phases. The first phase consists of cre-
ating a specialized dataset specifically designed for training our model. This dataset 
is built using textual data from PubMed articles, which provides rich and diverse 
content that improves our feature extraction process. We use k-shingling hashing 
to decompose documents into sets of k-word sequences, capturing local similarities 
within the text. Min-hashing is then applied to generate signatures for each docu-
ment, effectively reducing dimensionality while preserving similarity information. 
Finally, we use locality-sensitive hashing (LSH) to organize these min-hash signa-
tures into buckets, facilitating the identification of similar submissions and improv-
ing our ability to detect potential fraud.

The second phase focuses on classification, where we apply three different 
algorithms: logistic regression, random forest, and SVM. Each algorithm is used 
to classify students as cheaters or non-cheaters based on features extracted from 
their assignments. By comparing the performance of these classifiers, we aim to 
determine the most effective method to accurately identify cheating behaviors. This 
two-phase approach not only leverages advanced feature extraction techniques but 
also harnesses the power of various machine learning models to provide a robust 
solution for detecting academic dishonesty in online assessments. More details are 
presented in the next section.
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Fig. 1. Block diagram of the proposed approach

4.2	 Proposed feature extraction technique

The need for effective similarity measures is increasingly critical in the context of 
widely used online education. In data mining, one of the main challenges is to iden-
tify near-duplicate documents. This task is essential for detecting cheating in online 
exams and can be addressed using natural language processing techniques, such as 
K-shingling, Minhashing, and LSH. These strategies have the potential to improve 
our understanding of identifying similarity between near-duplicate pairs in exam 
submissions [37].

K-Shingling method. To efficiently represent documents as datasets, you can 
break them down into sentences made up of chosen strings. This method helps iden-
tify shared components in documents, even if they appear in different sequences. 
By using metrics such as Jaccard similarity, you can measure how similar these sets 
are [38]. 

Documents are collections of text, where k-shingles are important components, 
this character-level decomposition serves as a foundational string-based representa-
tion for calculating lexical similarity across document corpora [39]. Consider docu-
ment D “Machine learning is a field focused on figuring out how to teach machines 
to learn,” with k set to 2. Consequently, D’s 2 shingles include {“Machine learning,” 
”learning is,” “is a,” “a field,” “field focused,” “focused on,” “on figuring,” “figuring 
out,” “out how,” “how to,” “to teach,” “teach machines,” “machines to,” “to learn”}. 

Choosing a very small value for k can result in numerous common short strings 
(such as “is a” or “how to”) appearing across entirely unrelated texts. This leads to a 
high, artificially inflated shingle similarity that does not necessarily correspond to a 
true semantic or structural relationship between the documents. To accurately eval-
uate these overlapping sets at scale, Broder [40] introduced the formal mathematical 
metrics of resemblance and containment, which allow researchers to quantify these 
exact similarities through compact document sketches.

Minhashing. Shingle-based datasets are naturally very large, making it difficult 
to manage massive collections like millions of documents. Since these datasets can 
exceed the capacity of main memory, a practical solution is to replace them with 
smaller, more manageable representations known as “signatures.” The key require-
ment for these signatures is that they must enable comparison between sets and 
help estimate the Jaccard similarity, which is an essential measure of how similar 
the sets are [41]. To create these signatures, you need a “characteristic matrix,” which 
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is crucial as it displays all sets and their shingles. First, you must understand how 
to calculate Minhash values. After that, the next step involves creating a signature 
matrix using several Minhash functions, which requires multiple steps. Initially, you 
randomly generate a set of n permutations of the rows of the characteristic matrix. 
The signature of a column, labeled S, is created by applying a series of hash function 
(h1, h2, … hn) to each element in that column, resulting in a signature vector [h1(S), 
h2(S), … hn(S)]. This signature matrix has n columns, significantly reducing the size 
of the matrix compared to the original characteristic matrix. However, in practice, 
applying permutations to large feature matrices is impractical. Randomly selecting 
and sorting rows by permutation would be too time-consuming, so we use a hash 
function to permute the matrix instead [42]. Instead of selecting n permutations 
from the row at random, we randomly choose n hash functions, h1, h2, … hn. To calcu-
late the signature matrix, we follow these steps for each row r:

1.	 Compute h1(r), h2(r), … and hn(r).
2.	 If the value in column c for row r is “0,” we do nothing.
3.	 If the value in column c for row r is “1,” we extract the values of hi(r) for i = 1, 2,… n

To construct the Minhash matrix, we first select n Minhash functions. In this 
example, we choose n to be 2, and we use the hash functions h1(x) = (x + 1) mod 17 
and h2(x) = (3x + 1) mod 17. For simplicity, we label the rows numerically from 0 to 
16 instead of using letters.

Locality-sensitive hashing. One of the major challenges of similarity identifi-
cation methods is understanding that their goal often goes beyond simply calcu-
lating the degree of similarity of two documents. Instead, the primary goal may be 
to thoroughly examine all documents to identify those that share significant simi-
larities. However, this comprehensive evaluation of all document combinations is 
inherently time-consuming [43]. The current task is to create strategies that focus on 
the most likely combinations that are similar to each other, rather than evaluating 
every possible pair. In this context, LSH provides a comprehensive solution [44]. The 
basic concept behind LSH suggests that when hashing items, the process should be 
performed in stages. This groups identical or highly similar items into common hash 
buckets. If pairs end up in the same bucket across multiple hashes, they are consid-
ered potential matches for similarity checks. This targeted approach reduces the com-
putational burden compared to evaluating all possible document combinations [45].  
Using Minhash signatures for LSH, a practical approach is to divide the signature 
matrix into “b” bands. Each band contains “r” rows, making the total number of “n” 
rows equal to “br.” A separate hash function is selected for each band. Using “r” inte-
gers, this function calculates the number of buckets and the number of hashes based 
on the vectors. While it is possible to use a single hash function for all bands, using 
separate tables for hashing in each band ensures that columns with similar vectors 
are not accidentally grouped into the same bucket across different bands.

4.3	 Application of the proposed feature extraction to cheating detection

The proposed approach (see Figure 1) involves fetching random articles from 
PubMed to extract genuine answers, which are then paired with simulated cheat-
ing answers generated through strategies such as copying, paraphrasing, and 
collaborating. These answers are preprocessed through tokenization, stopword 
removal, punctuation removal, and stemming. Feature extraction is performed 
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using three methods: TF-IDF, BoW, and a proposed technique based on K-shingling, 
MinHashing, and LSH to capture text similarity. Machine learning models such as 
SVM, logistic regression, and random forest are trained on the extracted features to 
classify answers as genuine or cheating. The performance of each feature extraction 
method is evaluated and compared, with the goal of identifying the most effective 
approach for detecting cheating based on response similarity. Our approach follows 
the following steps:

•	 Step 1: Data Collection
–	 Fetch random articles from PubMed using the `PubMed` API. These articles 

are used as a source of both genuine answers and potential cheating answers.
•	 Step 2: Answer Extraction

–	 From the fetched article texts, extract sentences that serve as “genuine 
answers.” A subset of these sentences is selected to simulate realistic responses 
to potential cheating detection scenarios.

–	 In parallel, generate “cheating answers” using various strategies, such as:
•	 Copying: Directly copying the original text.
•	 Paraphrasing: Reversing or slightly altering the text to simulate 

paraphrasing.
•	 Collaborating: Combining elements from multiple sources to simulate 

collaborative cheating.
•	 Step 3: Preprocessing

–	 Tokenization: Split text into individual words (tokens).
–	 Stopwords Removal: Filter out common, unimportant words (e.g., “the,” “is”).
–	 Punctuation Removal: Remove punctuation marks that don’t contribute 

to meaning.
–	 Stemming: Reduce words to their root forms using stemming (e.g., “running” 

becomes “run”).
–	 The result is a set of processed answers ready for feature extraction.

•	 Step 4: Feature Extraction
–	 Term Frequency-Inverse Document Frequency: Compute TF-IDF features for 

each answer, which capture the importance of each word in the context of the 
entire corpus.

–	 Bag of Words: Convert the text into a vector of word frequencies, where each 
word corresponds to a feature.

–	 MinHash, LSH with k-Shingling.
–	 K-Shingling: Convert the answers into overlapping shingles (small segments 

of text) of size ‘k’.
–	 MinHashing: Generate signatures for each shingle using the MinHash algo-

rithm, which provides a compact representation of the text.
–	 Locality Sensitive Hashing: Group similar documents together by applying 

LSH to the MinHash signatures. This helps identify similar answers that may 
indicate cheating.

•	 Step 5: Modeling and Classification
–	 The preprocessed features are used to train classification models that can dis-

tinguish between genuine and cheating answers. Several machine learning 
algorithms are tested:
•	 Support Vector Machine.
•	 Logistic Regression.
•	 Random Forest Classifier.
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–	 Models are trained using the features derived from TF-IDF, BoW, and MinHash 
+ locality-sensitive hashing.

–	 Evaluate the models using various performance metrics such as accuracy, 
precision, recall, and F1-score.

•	 Step 6: Evaluation and Comparison:
–	 Evaluate the performance of the different feature extraction methods (TF-IDF, 

BoW, and the proposed MinHash + LSH with k-Shingling) by comparing the 
classification results for each method.

–	 The goal is to assess which feature extraction technique provides the best 
accuracy and detection capability for identifying cheating behavior based on 
response similarity.

–	 These steps outline the entire process, from collecting data and extracting 
answers to training models and evaluating their performance.

5	 MAIN RESULTS AND DISCUSSION

Table 1 allows a comparison between the different approaches to identify which 
is potentially the most effective.

Table 1. Comparison of different approaches to effectiveness evaluation

Methods Precision Recall F1-Score Accuracy

SVM with TF-IDF 0.84 0.80 0.73 0.80

Logistic Regression with TF-IDF 0.85 0.81 0.76 0.81

Random Forest with TF-IDF 1.00 1.00 1.00 1.00

SVM with BoW 0.98 0.97 0.97 0.97

Logistic Regression with BoW 1.00 1.00 1.00 1.00

Random Forest with BoW 1.00 1.00 1.00 1.00

SVM with MinHash + LSH 0.84 0.80 0.73 0.80

Logistic Regression with MinHash + LSH 1.00 1.00 1.00 1.00

Random Forest with MinHash + LSH 1.00 1.00 1.00 1.00

The results demonstrate that the k-shingling, MinHashing, and LSH approaches 
perform comparably to or better than traditional TF-IDF and BoW methods in detect-
ing similarity between texts. Specifically, the MinHash + LSH approach with logistic 
regression and random forest classifiers achieved perfect scores of 1.00 for precision, 
recall, F1-score, and accuracy. These values indicate exceptional performance in 
detecting similarities, highlighting the robustness and effectiveness of this approach.

In contrast, TF-IDF shows varying performance across different models. For 
instance, with Random Forest, TF-IDF achieved perfect scores of 1.00 across all met-
rics, similar to MinHash + LSH. However, TF-IDF combined with SVM or logistic 
regression performed less effectively, achieving precision scores of 0.84 and 0.85, 
recall scores of 0.80 and 0.81, F1-scores of 0.73 and 0.76, and overall accuracies of 
only 0.80 and 0.81, respectively.

Bag of words demonstrates strong performance with logistic regression and 
random forest, achieving perfect scores of 1.00 for precision, recall, F1-score, and 
accuracy. However, these results are not consistent across all models. For example, 
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SVM with BoW scored 0.98 for precision and 0.97 for recall, F1-score, and accu-
racy, slightly below the performance of the MinHash + LSH approach. Furthermore, 
BoW’s reliance on exact word matches and its large feature space make it less scal-
able for handling extensive datasets.

Overall, the MinHash + LSH approach consistently maintains high accuracy (1.00) 
across models while being computationally efficient and more scalable for large 
datasets than TF-IDF or BoW. This adaptability, combined with its exceptional sim-
ilarity detection performance, demonstrates that the k-shingling, MinHashing, and 
LSH pipeline is a robust, efficient choice for large-scale similarity detection tasks.

Figure 2 allows a direct comparison of precision, recall, F1 score, and accuracy 
scores for each combination of model and feature extraction method, facilitating 
visual analysis of the performance of MinHashing and LSH compared to traditional 
approaches such as TF-IDF and bag of words.

Fig. 2. Performance metrics of different models

The perfect scores (100% accuracy, F1-score, precision, and recall) in this study 
are due to several key factors. First, the preprocessing steps, such as removing stop-
words and punctuation and applying stemming help clean the data and focus on the 
most relevant features. This reduces noise, lowers false positives, and ensures that 
only truly similar responses are detected. Second, the methods used in this study 
are highly effective at capturing textual similarity. By optimizing similarity func-
tions specifically for this dataset, the system enhances feature representation and 
improves accuracy in detecting similarities. As a result, plagiarized responses are 
identified with minimal errors. However, it’s important to note that these results 
were achieved under controlled conditions, where the dataset contained clearly 
similar responses with little variation or noise. In real-world educational settings, 
factors like differences in how students phrase their answers, attempts to evade 
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detection, and subtle semantic differences could introduce challenges that may 
impact overall performance.

While the proposed method outperforms TF-IDF and BoW in detecting cheating, 
it’s important to recognize the limitations of MinHashing and LSH. One key chal-
lenge is the optimization of hash functions; if the hash functions aren’t optimized 
properly, the system may misjudge similarities. Additionally, LSH can result in false 
positives, where harmless similarities are flagged as cheating because of random 
hash collisions. To mitigate this, we can add extra verification steps, like using mul-
tiple LSH bands, adjusting the similarity threshold, and having flagged responses 
reviewed manually by instructors. Instead of automatically marking responses as 
cheating, the system would flag them for review. The instructor could then assess 
whether the flagged responses are genuinely similar in a meaningful way, looking 
at factors like the topic or common academic phrasing before deciding whether it’s 
a case of cheating. This approach helps cut down on false positives caused by acci-
dental similarities. Furthermore, MinHashing focuses on lexical similarity, meaning 
it might miss cases where students paraphrase. To overcome this, we can combine 
semantic-aware techniques with MinHashing and LSH, which would improve the 
system’s ability to detect paraphrased responses and make the detection process 
more reliable overall.

Our approach includes a thorough data preprocessing pipeline aimed at reduc-
ing the impact of cheating tactics. We start by removing stopwords and punctuation 
to reduce unnecessary differences in the text and apply stemming to make word 
forms consistent. This helps ensure that small changes, like adding irrelevant words 
or changing word endings, don’t significantly affect the detection of similarities. 
However, while these steps make the system more robust, they may not fully address 
more advanced tactics, like completely changing sentence structure or rewording 
sentences to keep the meaning the same. Future research could explore additional 
techniques to better defend against these types of evasion strategies.

While our study mainly focuses on computational performance metrics, we 
understand that real-world educational impacts must also be considered. MinHash 
combined with LSH is good at detecting highly similar responses, but like any auto-
mated system, it can produce false positives, especially when students independently 
arrive at similar answers to factual questions. To reduce these risks, we recommend 
adding extra verification steps, like adjusting similarity thresholds, using seman-
tic similarity analysis, and allowing instructors to review cases that are unclear. 
Ethical considerations are essential to make sure that the system does not wrongly 
accuse students. Instead of acting as an independent decision-maker, our approach 
works best as an initial filter within a larger cheating detection system that includes 
human oversight.

6	 CONCLUSIONS

In this study, we explored the effectiveness of three feature extraction methods—
TF-IDF, BoW, and k-shingling combined with MinHashing and LSH—to detect cheat-
ing in online exams through similarity analysis. The results demonstrate that the 
k-shingling, MinHashing, and LSH approaches provide superior or comparable per-
formance to traditional methods while addressing key limitations such as scalability 
and sensitivity to textual variations.

Specifically, the MinHash+LSH pipeline achieved perfect precision, recall, 
F1 score, and accuracy of 1.00 with logistic regression and random forest classifiers, 

https://online-journals.org/index.php/i-jep


iJEP | Vol. 15 No. 4 (2025)	 International Journal of Engineering Pedagogy (iJEP)	 53

Optimizing Cheating Detection in Online Exams with K-Shingling, MinHashing, and LSH: A Comparative Analysis with TF-IDF and BoW

highlighting its robustness and reliability. Although TF-IDF and BoW achieved high 
accuracy in some cases, their performances were inconsistent across classifiers and 
datasets. Moreover, the computational efficiency and scalability of MinHash+LSH 
make it particularly well-suited for large-scale online examination environments 
where traditional methods often struggle.

In conclusion, the k-shingling, MinHashing, and LSH methods stand out as highly 
effective and efficient solutions for similarity detection in cheating scenarios. Its 
ability to maintain high performance while handling large datasets and text varia-
tions makes it a valuable tool for improving academic integrity in online education 
systems. This approach paves the way for more robust, scalable, and fair cheating 
detection mechanisms in digital learning environments.
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