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ABSTRACT

This study develops and validates the personal cyber resilience scale (PCRS) to identify resil-
ience profiles and explore differences between Gen Z engineering students and Gen Alpha
students nearing higher education. A mixed-methods study (N = 3275) employed EFA, CFA,
and K-means clustering, supplemented by qualitative analysis. We developed a robust
32-item, seven-factor PCRS (& = .871) and identified four stable profiles. Profile distribution
differed significantly by generation (p =.011) and gender (p <.001), with qualitative data pro-
viding context to these differences. The PCRS is an effective tool for measuring youth cyber
resilience, and the profiles can inform targeted prevention strategies in educational contexts.

KEYWORDS
cyber resilience, digital natives, scale development

1  INTRODUCTION

Young people in the digital age, particularly Generation Z and Alpha, inhabit
an online world where their social relationships, identity, and learning are deeply
intertwined with the digital space [1], [2]. While this environment offers numerous
opportunities, it also presents serious risks such as cyberbullying, disinformation,
data misuse, and exposure to harmful content [3], [4]. To ensure a safe online pres-
ence, digital resilience has become increasingly crucial. This capability allows indi-
viduals to adapt, recover, and maintain their well-being amidst online threats [5].
Developing emotional resilience is especially important for youth, as they react sensi-
tively to the psychological impacts of cyberbullying and require targeted support [6].

The study of digital resilience is hindered by three main obstacles: (1) the con-
cept is new and lacks a unified definition, often being confused with digital literacy;
(2) reliable measurement instruments are scarce; and (3) teenagers, the most active
internet users, are the least researched demographic despite their significant need
for development [5], [6], [7]. This is particularly relevant for Gen Z students in higher
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education, including engineering students, as well as for the Gen Alpha cohort soon
entering universities, who face complex online challenges from a very young age.

In response to these challenges, this study employs a multi-phase, mixed-methods
approach with two primary objectives. The first is to develop and validate a new
instrument, the Personal Cyber Resilience Scale (PCRS). The second is to use this
scale to map the cyber resilience profiles of Hungarian youth and to examine gen-
erational and gender differences across these profiles and the main dimensions of
resilience. Based on the theoretical complexity of cyber resilience and the diversity
of youth online behaviours, we formulate the following hypothesis:

H1: Statistically distinct cyber resilience profile groups, based on patterns of cyber-
security awareness, resilience, and problematic internet use, can be identified
between members of Generation Z and Alpha.

By developing a robust measurement tool, this study aims to provide both a
methodological contribution to the field and practical insights into the youngest
generations.

2  LITERATURE REVIEW
2.1 Theoretical framework and dimensions of cyber resilience

Sun et al. [5] provide a comprehensive framework defining digital resilience
as both a capacity and a dynamic cyclical process that shapes responses to digi-
tal stressors. They identified five core dimensions: (1) understanding online threats,
including risks like cyberbullying and information overload; (2) knowing solutions
and how to seek help; (3) learning knowledge and skills from experiences to adapt
future decisions; (4) recovering from stress by returning to a baseline level of func-
tioning after negative online events; and (5) moving forward through self-efficacy,
which involves not just recovery but personal growth. This model frames digital
resilience as a continuously developing capability [5].

A systematic review by Qamaria et al. [6] further reveals that ecological theory is
a dominant perspective in youth cyber resilience research. This approach suggests
resilience is shaped by an interplay of internal factors like self-control and external
factors like social support. Key skills involve defending against cyberbullying, man-
aging screen time, and critically evaluating information [6].

In summary, the literature highlights the complex and dynamic nature of digi-
tal resilience by integrating cognitive, psychological, and behavioural components.
Significant research gaps remain regarding adolescents and the lack of validated
measurement tools. This study addresses these gaps. We operationalise cyber resil-
ience as a multidimensional construct to develop a reliable and valid instrument for
young populations based on these theoretical foundations.

2.2 Challenges in measuring cyber resilience

The empirical study of cyber resilience is hindered by three interconnected meth-
odological issues. These are fragmented measurement approaches, a lack of contex-
tual consideration, and inadequate psychometric validation. The most significant
problem is the fragmentation of measurement tools. Components of cyber resilience,
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such as cybersecurity awareness, problematic internet use, or general psychological
resilience, are typically measured with separate scales. These scales are based on
different theoretical backgrounds and validated on diverse populations.

For example, cybersecurity awareness instruments like the scale validated by
Bognéar and Bottyan [8] or the Cybersecurity Scale (CSA) [9], [10] and its social media
version (CSAS) [11] focus on proactive defensive behaviours. Their specific focus on
technical practices excludes the crucial psychological and behavioural dimensions
of resilience. Conversely, widely used psychological resilience scales such as the
Connor-Davidson Resilience Scale (CD-RISC) [12] or the Child and Youth Resilience
Measure (CYRM-28) [13] concentrate on general psychosocial coping abilities and
are not specific to the digital context. This fragmentation makes it difficult to concep-
tualise and test a unified, multidimensional model of cyber resilience.

Recent initiatives have begun to address this gap. A notable example is the
study by Qi and Yang [14], which introduced a digital resilience scale for Chinese
adolescents, based on the identification of four risk factors: 1) knowing the risks,
2) seeking help, 3) proactive learning, and 4) recovery. However, this scale highlights
the problem of cultural and contextual embeddedness. An instrument validated in a
specific educational and social system like China may not be directly applicable to a
European or Hungarian context, where language, slang, and digital communication
norms differ.

Finally, a third challenge is the lack of psychometric validation for the young-
est generations. Few existing instruments have been specifically validated for the
unique characteristics of Gen Z or Alpha. For instance, the CSAS [11] targets a broad
demographic of social media users, while the CYRM-28 [13] measures psychological
resilience in youth but does not integrate cyber-specific dimensions.

These challenges collectively underscore the urgent need for a new, psychomet-
rically robust, and multidimensional scale. Such an instrument must measure youth
personal cyber resilience comprehensively, taking into account the specific traits of
Gen Z and Alpha. This study aims to fill this gap by developing and validating a cul-
turally sensitive cyber resilience scale tailored for a young Hungarian population.

2.3 Generational differences in the online space

Understanding the digital habits of Generation Z and Alpha is essential for explor-
ing cyber resilience profiles. The impact of their different digital socialisation expe-
riences on resilience remains an under-researched area, despite their intense online
presence [5], [6], [8], [10]. Recent data show that 97% of young people aged 16-29 in
the European Union and 99% in Hungary use the Internet daily [14]. This activity
occurs within a diverse platform ecosystem, with a majority actively using YouTube
(93%), TikTok (63%), Snapchat (60%), and Instagram (59%) [15].

The literature describes this constant navigation between physical and digital
worlds as “digital acculturation”, a process where youth must develop competency
areas while adapting to online specificities like anonymity and accessibility. The
depth of this process is highlighted by the “digital phenotype” concept, which sug-
gests online behaviour can serve as an indicator of an individual’s mental health [16].

The key distinction between the two generations lies in the nature of their dig-
ital socialisation. For Generation Z, this process was shaped by peer interactions
and identity exploration on social media platforms that encouraged active self-
presentation [17]. In contrast, for Generation Alpha, digital devices are not just com-
munication tools but normative mediums for interaction, learning, and play from a
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very young age. By age two, 40% of this generation already had a tablet, a figure that
rose to 58% by age four [18]. For them, digital devices are how they interact with the
world, learn, and play [19]. A systematic review by Hofrova et al. [20] characterises
Gen Alpha as more curious and mobile but also more self-centred and irritable, with
heightened emotionality.

These differing formative experiences likely shape distinct cyber resilience pro-
files. For example, the cognitive flexibility of Gen Alpha may support proactive
learning, while their heightened emotionality could make them more vulnerable to
online stress. Although the literature documents these generational traits, empirical
studies examining how they translate into specific cyber resilience dimensions are
lacking. This research gap creates a significant opportunity to empirically investi-
gate generational cyber resilience dynamics.

3  STATISTICAL ANALYSIS AND METHODOLOGY

This study employed a multi-phase, sequential explanatory mixed-methods
approach. The initial quantitative phase aimed to develop and validate the Personal
Cyber Resilience Scale (PCRS) and identify resilience profiles. The subsequent quali-
tative phase served to provide a deeper understanding of the quantitative findings,
particularly the generational and gender differences.

3.1 Participants and procedure

The questionnaire used for quantitative data collection included demographic
items and the items for the Personal Cyber Resilience Scale (PCRS). The initial item
poolforthe PCRS was compiled from relevantitems from three validated instruments:
the Hungarian adaptation of the Cybersecurity Scale (CSC-H), the Connor-Davidson
Resilience Scale (CD-RISC), and the Problematic Internet Use (PIU) scale. This item
pool served as the basis for the exploratory factor analysis (EFA) to identify an inte-
grated cyber resilience factor structure.

Data were collected between September 2022 and May 2023 using paper-based
and online questionnaires in schools across Fejér County, Hungary, ranging from
upper primary school to higher education. After removing outliers, the final sample
consisted of N =3275 participants (74.4% Gen Z; 53.3% male). Participation was vol-
untary and anonymous, with parental and participant consent obtained.

The qualitative phase involved 15 semi-structured focus group interviews with
N = 89 participants from the surveyed population, ensuring representation from
both generations.

3.2 Statistical data analysis

Data processing was conducted using SPSS 27, Excel, and Python (Google
Colab) with the pandas, semopy, seaborn, numpy, matplotlib, and sklearn librar-
ies. The Google Gemini 2.5 Pro language model assisted in refining the manu-
script’s language.

In the first phase, the psychometric properties of the PCRS were examined.
Prior to performing an EFA, the Kaiser-Meyer-Olkin measure (KMO > .60) and the
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significance of Bartlett’s test were confirmed. A Promax rotation was used, and
the criteria for item retention were a factor loading > .40 and the absence of sig-
nificant cross-loadings. One item with a lower loading was retained to ensure the
factor’s content validity. The internal consistency of the factors was assessed using
Cronbach’s alpha (e > .60). The model was then validated using a second-order
Confirmatory Factor Analysis (CFA) on a 70% training and 30% test split of the sam-
ple, evaluated with standard model fit indices (CFI > .90, TLI > .90, RMSEA < .08,
SRMR <.08) [21], [22], [23], [24].

In the second phase, K-Means cluster analysis was performed on the Z-scores of
the validated factors to identify cyber resilience profiles. The distribution of these
profiles by generation and gender was examined using chi-square tests. Differences
across the sub-dimensions were analysed with independent samples t-tests and
Mann-Whitney U tests (p < .05) [25]. In the qualitative phase, the focus group tran-
scripts were analysed using content analysis and a three-column thematic analy-
sis approach. After segmenting the transcripts into meaning units, inductive coding
was applied. These coded units were then organised into higher-level themes to pro-
vide a deeper understanding of the experiences, attitudes, and strategies behind the
quantitative patterns [26].

4  RESULTS
4.1 The Personal Cyber Resilience Scale

The development of the PCRS involved a multi-step iterative refinement process.
Following an item-level analysis and a systematic, theory-driven EFA, an initial pool
of 41 items was reduced to a final, robust structure.

The final 32-item scale demonstrated excellent suitability for factor analysis
(KMO = .896, Bartlett’s Test: y2(496) = 29093.68, p < .001). The analysis yielded a
seven-factor model that explained 56.99% of the total variance and showed excel-
lent overall internal consistency (Cronbach’s e=.871). Table 1 summarizes the final
factor structure of the PCRS, including the abbreviated content of each item, its
factor loading, and the Cronbach’s alpha for each of the seven theoretically distinct
subscales.

Table 1. Factor structure of the Personal Cyber Resilience Scale

Factor and Item Loading  Cronbach o
1. Proactive Data and Access Protection .787
CSCHO1: Cautious about sharing personal information online 704
CSCHO2: Only share what I'd share in real life 763
CSCHO3: Ensure data visibility is limited to necessary people 765
CSCHO4: Don’t share contact information online 720
CSCHO5: Don’t share passwords with anyone 674
CSCHOG: Create strong passwords with symbols, numbers, capitals 457
CSCHO7: Use phone verification for email protection 354
CSCHO8: Answer security questions correctly 439
(Continued)
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Table 1. Factor structure of the Personal Cyber Resilience Scale (Continued)

Factor and Item Loading  Cronbach o
2. Mental Strength and Self-Control .785
RISCO3: I give my best effort regardless of the situation 637
RISCO4: I don’t give up when things seem hopeless 705
RISCO5: I think clearly and focus under pressure 677
RISCO6: I see myself as a strong person 769
RISCO8: I am very goal-oriented 174
RISCO9: I feel I control my life 618
3. Active Technical Defence 0.809
CSCH19: Use updated antivirus software 852
CSCH20: Regularly scan devices with antivirus 908
CSCH21: Keep firewall active 688
CSCH22: Scan downloaded files before opening 694
4. Cyber Threat Detection 0.776
CSCH14: Don’t trust emails from unknown senders 648
CSCH15: Don’t trust websites without security certificates 551
CSCH16: Don’t open spam emails 751
CSCH17: Ignore social engineering emails, phishing awareness 669
CSCH18: Avoiding suspicious content, unknown links/attachments 682
5. Online Problem-Solving 0.685
CSCH23: Use social media for information sharing 686
CSCH24: Use cyberspace services to solve problems 823
CSCH25: Use cyberspace for information management 754
6. Offline Well-being 0.644
PIH_02_rev: Try to hide your online time usage 813
PIH_03_rev: Feel tense, irritated, or stressed when unable to use the Internet 798
as long as desired
PIH_04_rev: Feel depressed, moody, or nervous offline, with these feelings 677
stopping once back online
7. Trust in Online Data Storage 0.614
CSCH10: Believe cyberspace data storage is safe 817
CSCH11: Trust cloud stored information won’t be lost/deleted 590
CSCH12: Believe data sharing involves no risk 802

Notes: Item content has been abbreviated for clarity. Factors below 0.4 are marked in italics.

The resulting factor structure is considered robust. Most items load strongly
(>.50) onto their respective factors, and the majority of subscales exhibit good inter-
nal consistency (« > .70). The reliability of factors with fewer items (5, 6, and 7) is
acceptable (e > .60) but indicates potential directions for future refinement, such as
expanding these factors with new items to increase their reliability.
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4.2 Confirmation and validation of the PCRS factor structure

To test the internal validity and generalizability of the seven-factor structure iden-
tified in the EFA, a second-order confirmatory factor analysis (CFA) was conducted.
To prevent bias and assess model robustness, the sample was randomly split into
a 70% training set and a 30% test set. The model specified a central, second-order
latent “cyber resilience” factor that encompassed the seven first-order factors, while
also allowing for specific, direct paths between the first-order factors.

Figure 1 displays the final structural model estimated on the training set.
The model fit indices indicated an acceptable fit, supporting the validity of the
hypothesized structure (CFI=.905, TLI =.895, RMSEA = .043, SRMR = .049).
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Fig. 1. Structural model of the Personal Cyber Resilience Scale (PCRS) on the training data set,
with standardized path coefficients

Notes: Continuous arrows indicate the effects of the central “cyber resilience” factor, while dashed
arrows indicate specific, direct paths between first-order factors. All indicated paths are significant
(p <.05), unless otherwise noted.

Source: Authors’ own compilation.

The central “cyber resilience” factor, acting as a general protective factor, sig-
nificantly and positively predicted all seven sub-dimensions. The strongest effects
were observed on proactive data and access protection (Factor 1, f=.712) and Cyber
Threat Detection (Factor 4, f=.629). A weaker but still significant effect was found
for offline well-being (Factor 6, f = .278). Beyond this general factor, the model
revealed several specific pathways. For instance, Mental Strength (Factor 2) directly
and positively influenced active technical defence (Factor 3, f=.110), suggesting that
psychological resources facilitate the use of specific technical behaviours.

The model’s generalizability was then cross-validated on the test set. As shown in
Table 2 and Figure 2, the fit indices demonstrated a modest but expected decline, a
natural occurrence during cross-validation. The CFI (.886) and TLI (.875) values fell
slightly below the .90 threshold. However, the error indices remained well within
the acceptable range (RMSEA =.047 [90% CI: .044, .050]; SRMR = .058).
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Table 2. Comparison of model fit indices

Fit Index Training Set Value Test Set Value
Chi-Square (%) 2373.07 1419.39
Degrees of Freedom (df) 450 450
p-value (p) <.001 <.001
CFI .905 .886
TLI 895 875
RMSEA [90% CI] 043 [.041, .045] .047 [.044, .050]
SRMR 049 .058

Notes: CFI = Comparative Fit Index; TLI = Tucker-Lewis Index; RMSEA = Root Mean Square Error of
Approximation; CI = Confidence Interval; SRMR = Standardized Root Mean Square Residual. Accepted
threshold values for good model fit are: CFI and TLI > .90, RMSEA < .08, and SRMR < .08.

Model Fit Indices for Training and Test Datasets

Legend
Training set
Test set
CFI/TLI > 0.90 (good)
CFI/TLI > 0.95 (excellent)
RMSEA/SRMR < 0.08 (good)
RMSEA/SRMR < 0.05 (excellent)

Value

CFI TL RMSEA SRMR
Fit Index

Fig. 2. Comparison of the main model fit indices for the second-order cyber resilience model across
the training (exploratory) and test (confirmatory) datasets

Source: Authors’ own compilation.

In conclusion, the model demonstrated an acceptable fit on the training data. The
slight degradation in fit during cross-validation may suggest minor overfitting, but the
stable and low error indices indicate that the model’s fundamental structure is robust
and generalizable. These results provide cautious but substantial support for the valid-
ity of the seven-factor, second-order structure of the personal cyber resilience scale.

4.3 Identification of cyber resilience profiles

To identify distinct cyber resilience profiles based on the seven factors revealed
by the PCRS, a K-means cluster analysis was performed. The standardised Z-scores
of the seven factors were used as input variables to ensure that each dimension con-

tributed equally to the clustering process.
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The optimal number of clusters was determined using the elbow method. As shown
in Figure 3, clear inflection points are visible at k=2, k=3, and k=4. After the k=4 point,
the decrease in within-cluster variance (inertia) slows considerably, indicating that
adding more clusters would not yield significant improvements in homogeneity. Based
on theoretical considerations and the presumed complexity of youth online behaviour,
the four-cluster solution was deemed the most interpretable and informative.

Elbow Method for Optimal Cluster Number

32500 A

30000 A

27500 1

25000 -

22500 1

Inertia

20000 A

17500 4

15000 1

12500 1

1 2 3 4 -] 6 7 8 9 10
Number of Clusters (k)

Fig. 3. Determining the optimal number of clusters using the elbow method
Source: Authors’ own compilation.

The cluster analysis resulted in four distinct cyber resilience profiles. Figure 4 visu-
alizes the mean Z-scores of the four clusters across the seven factors, while Table 3
provides the precise values.

Table 3. Average Z-scores for the four cyber resilience clusters by factor

Cluster Factorl Factor2 Factor3 Factor4 Factor5 Factor6 Factor7

0 -0.116 —0.854 -0.283 0.108 0.228 —-0.765 0.188
1 0.300 0.316 0.001 0.171 —0.358 0.439 —0.666
2 -1.529 —0.629 —0.873 —-1.505 —-0.932 —0.404 —0.535
3 0.565 0.604 0.651 0.527 0.690 0.299 0.829

Note: Negative factor values for individual clusters are indicated in italics.

The profiles are characterized by their unique strengths and vulnerabilities
as follows:

High-risk, vulnerable individuals (Cluster 2, N = 521, 15.9%): This group rep-
resents the most vulnerable profile, exhibiting low cyber resilience across nearly all
dimensions. They have particularly severe deficiencies in proactive data and access
protection (Z =-1.53) and cyber threat detection (Z =-1.51), indicating a combined
lack of technical, psychological and behavioural protective factors.
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Passive problem-solvers with mental vulnerabilities (Cluster 0, N = 712,
21.7%): This group presents a paradoxical profile. While their practical skills like
cyber threat detection (Z = 0.11) and online problem-solving (Z = 0.23) are average,
these are overshadowed by extremely low scores in mental strength and self-control
(Z =-0.85) and offline well-being (Z = —-0.77). These are users who may recognize
threats but lack the psychological resources to cope with stress effectively.

Cautious navigators (Cluster 1, N= 1036, 31.6%): This group displays a balanced
profile characterized by a low trust in digital systems. They scored above average on
proactive data protection (Z = 0.30), mental strength (Z = 0.32), and offline well-being
(Z=0.44), indicating stable internal and behavioural resources. However, their Trust
in online data storage (Z=-0.67) is exceptionally low, suggesting the use of defensive
online strategies.

Highly resilient, proactive, and aware individuals (Cluster 3, N = 1006,
30.7%): This group exhibits the highest level of complex cyber resilience. They per-
form above average on every factor, with outstandingly high scores in proactive
data protection (Z = 0.57), mental strength (Z =0.60), and trust in online data storage
(Z =0.83). This profile describes a conscious, proactive, and confident group of users
with a combination of technical, psychological, and behavioural protective factors.

Factor Scores by Cluster (Z-Score Based)

ZKRfaktor3 —— Cluster 0
—— Cluster 1
——— Cluster 2
—— Cluster 3

ZKRfaktor2

ZKRfaktor?

ZKRfaktor6

Fig. 4. Comparison of the four cyber resilience profiles along the seven factors based on average Z-scores
Source: Authors’ own compilation.
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4.4 Generational and gender differences in cyber resilience

An analysis of the demographic background of the cyber resilience profiles
revealed significant differences for both generation and gender. A chi-square test
showed that the distribution of profiles differed significantly between generations
(#*(3) = 11.07, p = .011) and even more markedly between genders (y*(3) = 57.64,
p < .001). Females were significantly overrepresented in the “Passive Problem-
Solvers with Mental Vulnerabilities” cluster (Cluster 0), whereas males were over-
represented among the “Highly Resilient, Proactive, and Aware” (Cluster 3).

Amore detailed investigation using a two-way analysis of variance (ANOVA) on the
seven sub-dimensions further clarified these differences. Regarding gender, males
scored significantly higher on mental strength and self-control (F(7, 3271) = 49.47,
p <.001), active technical defence (F(7, 3271)=10.30, p =.001), and Offline Well-being
(F(1, 3271) = 11.89, p < .001). In contrast, females scored significantly higher on the
Cyber Threat Detection dimension (F(1, 3271) = 14.36, p <.001). This suggests a polar-
ization where males are stronger in internal resources and technical confidence,
while females are stronger in recognizing external threats.

The main effect of generation was also significant across several factors. Members
of Generation Z demonstrated higher levels of mental Strength (p = .005), offline
well-being (p =.007), and online problem-solving (p < .001). Conversely, Generation
Alpha was characterized by significantly higher Trust in Online Data Storage
(p <.001), which may indicate a greater, possibly naiver, trust in digital systems.

An interaction effect between the two demographic variables was only margin-
ally significant for the Mental Strength factor (p =.063), suggesting a trend where the
gender gap in this area is more pronounced among the older Gen Z cohort.

4.5 Qualitative explanation of the profiles and differences

To gain a deeper understanding of the quantitative profiles, a thematic analysis
of the focus group interviews was conducted. The analysis aimed to uncover the
lived experiences, attitudes, and strategies that explain the characteristic patterns
of each cluster. The following sections illustrate how the four identified profiles are
reflected in the qualitative data.

The high-risk, vulnerable profile (Cluster 2) is characterised by a lack of spe-
cific knowledge and a resulting passive, risk-taking behaviour. Low scores on the
Proactive Protection and Threat Detection factors are explained by a deficient under-
standing of defence strategies, as seen in responses to identifying fake websites:
“Well, 'm not good at recognising these. Neither emails nor websites like that. That’s it”.
(#42_male_7). This knowledge gap is also evident in poor password hygiene, a pri-
mary source of their vulnerability: “I usually use the same password for everything, so
I only have to remember one password”. (#19_female_Alpha) or “Well, I'm very care-
less in this respect because I have one password for everything, so if they figure that
out, I'm done for ... Since I've had Facebook, for about 10 years, it’s been the same.”
(#47_male_7). This lack of knowledge is coupled with a passive attitude where nega-
tive consequences, even financial loss, are normalised rather than treated as learn-
ing experiences: “Yes, I always click on the links I receive”. (#47_male_7) and “All my
accounts have been hacked many times, but it doesn’t bother me. Money was even spent
from some of them. I lost eight thousand from one card and about 20 thousand from
another”. (#17_male_Alpha). For this group, a cycle of knowledge gaps and the nor-
malisation of loss perpetuates their vulnerability.
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The passive problem-solvers with mental vulnerabilities (Cluster 0) exhibit
a “knowing-doing gap” high emotional reactivity, and a lack of control, which sup-
ports their paradoxical statistical profile. Members often consciously override secu-
rity considerations for convenience or immediate rewards: “Actually, if I want to
download something that it won’t let me because of the virus protection, I turn off the
virus protection for a solid 10 minutes and download it”. (#17_male_Alpha) or “Usually
when I'm not paying attention to security sometimes, when I'm lazy”. (#50_male_7).
This profile is also characterized by extremely high emotional reactivity, explain-
ing their low scores on the Mental Strength factor. Negative online interactions
deeply affect them, often triggering panic or intense frustration: “Well, something
like that would affect me quite badly ... So, in these situations, I sometimes start to panic”.
(#33_female_Alpha, on receiving negative comments) or “I lost 5 matches in a row
in a game and threw my phone on the ground”. (#32_female_Alpha). Finally, their low
score on the Offline Well-being factor is linked to a diminished control over their
digital behaviour, characterized by a “fear of missing out” (FOMO) and the experi-
ence of losing control: “Well, I have that regularly. Because I simply can’t stop. I just
keep scrolling. The whole thing sucks you in”. (#47_male_Z, about browsing instead of
sleeping) and “Oh my God. No. I would jump in front of a train ... that’s my biggest night-
mare”. (#1_female_Alpha, on the possibility of being without internet for a few days).
This profile describes a user group whose theoretical knowledge is undermined by
low stress tolerance and diminished self-regulation.

The cautious navigators (Cluster 1) demonstrate a balanced but fundamentally
distrustful profile. Their resilience stems from personal responsibility, conscious
rule-following, and high emotional control. Their sense of security is based on their
own proactive measures, such as using private accounts, rather than on trust in
the platforms: “From that point of view, I feel safe because on every site I'm on [...]
I have a private account”. (#19_female_Alpha) or “Actually, I don’t feel in danger, all
my pages are private, so I feel less exposed to danger.” (#66_female_7). Corresponding
to their high scores on the Proactive Protection factor, this group applies specific,
rule-based defence strategies. They use modern security tools and respond to threats
with automatic, ingrained reactions: “For me, it’s two-step authentication on online
platforms, password and fingerprint on my phone”. (#58_male_7), “I block it immedi-
ately and don’t click on it, so I ignore it”. (#49_male_Z, on suspicious links), and “Well,
I think the font style, grammar and if they really want you to download something and
are rushing you”. (#18_male_Alpha, on identifying fake websites). Their high score
on the Mental Strength factor is explained by their calm, rational responses to nega-
tive online interactions. Instead of overreacting emotionally, they are able to assess
the situation objectively and maintain emotional distance, treating criticism as the
other person’s opinion rather than an attack on their self-worth: “If I get it from a
stranger, then I don’t deal with it.” (#3_female_Alpha) and “Well, if they say something
negative, honestly, I'm not usually interested in other people’s negative opinions. I mean,
okay, they have an opinion about me, but that’s theirs. I'm not going to get offended by it”.
(#21_female_Alpha). This cluster is a conscious, prepared group whose resilience is
based on a healthy scepticism of the digital environment and strong internal psycho-
logical and behavioural control.

The highly resilient, proactive, and aware (Cluster 3) profile emerges in the
qualitative data as a proactive, learning-oriented, and emotionally balanced group.
They not only know but also confidently and consistently apply modern defence
strategies. For them, security is not a burden but an internalized, automatic habit,
and they are able to identify threats based on subtle cues: “I use a strong password.
It has many characters ... I also use two-step authentication or an authenticator key,
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and a VPN”. (#84_male_7). Instead of becoming passive victims or reacting impul-
sively, they view experiences as opportunities for personal growth and conscious
emotional regulation: “I was bullied a lot when I was younger ... Fortunately, I've
learned to handle it now, so if someone says a bad word about me, I just let it go and
move on”. (#57_male_Z) or “I've grown out of that now, I try to handle problems calmly
now, for example, if I can’t connect to the Wi-Fi immediately, I take a deep breath and
then I start trying again. I've learned to control my temper”. (#57_male_Z). For them,
the internet is a tool, not the centre of their lives. They view the possibility of being
offline not with anxiety, but as an opportunity for real-world alternatives: “I would
be happy about it. Because then at least people wouldn’t be calling me and I would have
more time for things I would do otherwise”. (#5_female_Alpha) and “It wouldn’t bother
me that much, there have been regular times when I haven’t used my phone for several
days because I didn’t need to”. (#76_female_Z). This group has successfully integrated
technical knowledge, psychological resources, and conscious behavioural strategies.
They are able to use the digital space confidently and securely while maintaining
control over their online presence and protecting their mental well-being.

5  DISCUSSION

This study pursued two primary objectives: to develop a new instrument for
measuring youth cyber resilience, the PCRS, and to use this tool to identify typical
user profiles and demographic differences. Our results confirm and empirically sup-
port the emerging theoretical framework that cyber resilience is not a monolithic
capability but a multidimensional, complex construct [5], [6]. The seven distinct yet
correlated factors of the PCRS, ranging from proactive behaviours and psychological
coping to technical knowledge, accurately reflect this multifaceted nature.

The study’s most significant theoretical contribution is the identification of four
statistically and qualitatively validated cyber resilience profiles. These profiles move
beyond a simple “resilient vs. non-resilient” dichotomy to offer a more nuanced
typology. While the “Highly Resilient” and “High-Risk” profiles represent the two
ends of the spectrum, the intermediate groups, particularly the paradoxical “Passive
Problem-Solvers with Mental Vulnerabilities”, highlight a key theoretical insight.
The existence of this group illuminates the critical “knowing-doing gap” in the digital
space [10], [27]. Qualitative data clearly showed that these participants often possess
the knowledge to recognise risks but are unable to translate this knowledge into
effective protective behaviour’s. This finding indicates that cybersecurity knowledge
and technical skills alone are insufficient for genuine cyber resilience; psychological
resources such as stress tolerance, emotional regulation, and self-regulation skills
are at least as important, if not more so [4], [5], [6], [10].

The demographic analyses further enrich this picture, revealing that gender and
generational affiliation systematically influence these profiles. The findings, such as
the over-representation of females in the more mentally vulnerable group [4], [16]
or the higher online trust of the Alpha generation [20], align with existing literature
that emphasises the different digital socialisation paths and risk exposures between
genders and generations [4], [9], [10], [16], [20], [28].

The PCRS can serve as a diagnostic tool in education to identify at-risk groups.
The identified profiles enable a move beyond a “one-size-fits-all” approach, allow-
ing for the development of targeted, differentiated interventions. While the “High-
Risk” group requires fundamental knowledge and skill development, the “Passive
Problem-Solvers” would benefit more from programmes focused on mental health,
stress management, and self-regulation.
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This study has limitations, including its sample being confined to a single
Hungarian county, which reduces generalisability, and its cross-sectional data,
which precludes causal inferences. Future longitudinal studies are needed to exam-
ine the temporal stability of these profiles and the familial and school-related factors
underlying their development. Further validation of the PCRS on international sam-
ples and the revision of one item with a low factor loading are also warranted to
strengthen the factor’s internal consistency.

In conclusion, our study provides researchers and practitioners with a new,
reliable tool for measuring youth cyber resilience. Through the identified profiles,
it offers deeper insight into the heterogeneity of online coping strategies among
digital natives.

6  CONCLUSION

This study successfully developed and validated the PCRS, a multidimensional
instrument capable of capturing the complexity of young people’s online coping
capabilities. Through the application of this scale, our research moves beyond the
homogeneous view of “digital natives” by revealing four distinct cyber resilience
profiles that demonstrate varied patterns of vulnerability and strength. The iden-
tification of these profiles—particularly the “Passive Problem-Solvers with Mental
Vulnerabilities”—underscores that cyber resilience is not merely a matter of techni-
cal skill but is deeply intertwined with psychological resources and self-regulation.

The discovery of significant generational and gender differences across these
profiles provides a crucial empirical foundation for moving beyond generic digital
literacy programmes. Instead, our findings advocate for the development of targeted,
data-driven interventions that address the specific needs of different user groups.
Such strategies would involve foundational skill-building for the “High-Risk” profile,
while focusing on mental health and stress management support for the “Passive
Problem-Solvers”.

In conclusion, this study offers a robust methodological tool and a nuanced
empirical framework for both researchers and practitioners. It provides a deeper
understanding of the heterogeneity of online coping strategies and equips stake-
holders with the means to better comprehend and more effectively support the dig-
ital well-being of the youngest generations in an increasingly complex online world.
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