IJEP

PAPER

Online-Journals.org

International Journal of

Engineering Pedagogy

iJEP | eISSN:2192-4880 | Vol. 16 No. 3 (2026) | 8 OPEN ACCESS

https://doi.org/10.3991/ijep.v16i3.61231

Enhancing Social Engineering Awareness through
Intergenerational Mentoring and Gamified Learning
in Engineering Education

Zoltan Marton 2 (<),
Zoltan Rajnai ,
Gyorgy Molnar

Obuda University,
Budapest, Hungary

marton.zoltan@
uni-obuda.hu

ABSTRACT

This study examines the awareness of social engineering (SE) and the need for cybersecurity
education among undergraduate engineering students at Obuda University in Hungary. A total
of 173 participants, primarily from Generation Z and without a formal specialization in cyber-
security, completed a structured questionnaire. The questionnaire assessed familiarity with
the SE concept, exposure to manipulation, confidence in detection, and openness to intergen-
erational mentoring. The results revealed moderate knowledge levels (5.4/10) and high expo-
sure to suspicious messages, primarily through social media and instant messaging platforms.
Most participants (92%) expressed a strong need for further cybersecurity education. The
preferred formats were practice-oriented and included simulations, expert-led sessions, and
hands-on workshops. Students perceived older adults as more vulnerable (61%), yet approxi-
mately one-third reported helping or receiving help from other generations regarding digital
safety. These results underscore the necessity of a contextualized, participatory approach
to cybersecurity education. The study proposes an intergenerational mentoring model that
combines the digital fluency of younger learners with the caution and life experience of
older users. This approach could bolster cybersecurity awareness in engineering and teacher
training programs.
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1  INTRODUCTION

Social engineering (SE) encompasses a range of techniques that exploit psy-
chological manipulation to deceive individuals into revealing confidential infor-
mation or performing unauthorized actions [1], [2]. In cybersecurity, it targets the
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human factoro—ften cited as the most vulnerable element in an organization’s
defenses [1], [3]. Research shows that susceptibility to SE is not limited by demo-
graphics such as age or profession, making virtually all users potential targets [2], [4].

The World Economic Forum reported in 2022 that approximately 95% of cyber-
security incidents involve some form of human error or manipulation, highlighting
that technical safeguards alone are insufficient [3]. The education sector is similarly
at risk: schools and universities have increasingly become targets of phishing, fraud,
and other SE attacks, with documented cases of staff unwittingly disclosing sensitive
data or transferring funds to malicious actors [4].

To the existing discussion on cybersecurity awareness in the education sector,
it is critical to expand the geographical context to ensure relevancy to Central
Europe. Awareness of cybersecurity threats, particularly SE tactics such as phishing,
is a paramount concern across various educational institutions. A recent study from
Poland emphasizes the importance of raising awareness regarding cybersecurity
among university students. In this study, it was revealed that despite the high engage-
ment of students in online activities, their knowledge about cybersecurity risks
was limited, underscoring an urgent need for targeted educational programs [5].
This finding is supported by a comparative evaluation conducted at a university
in England, which assessed the knowledge and awareness of students regarding
cybersecurity threats, revealing strikingly low levels of awareness [6], [37]. The
study highlighted that while students are actively involved in digital environments,
their preparedness to respond to cybersecurity incidents needs significant improve-
ment. Recent studies confirm this vulnerability; for example, 66% of educational
sector respondents in Saudi Arabia lacked prior knowledge of SE, indicating the
urgent need for awareness programs [4]. This is further supported by a large-scale
survey conducted at the University of Sulaimani, which found that both students
and academic staff demonstrated limited awareness of SE threats, including phish-
ing, despite high exposure rates [35].

There is growing interest in how generational differences influence susceptibility
to SE. Individuals across age cohorts (e.g., Baby Boomers, Generation X, Millennials,
and Generation Z) exhibit distinct technological habits and communication pref-
erences that may shape their vulnerability to deception [19], [20]. A widespread
assumption is that older generations, who did not grow up with digital technol-
ogy, are more prone to online fraud. Supporting this view, empirical studies have
shown that older adults are indeed more susceptible to phishing and deception than
younger cohorts, often due to emotional and cognitive factors [21], [22].

However, recent findings complicate this perception. According to a 2023 report
by Deloitte, members of Generation Z were over three times more likely to fall for
online scams than Baby Boomers [7]. While younger users tend to be proficient
with digital platforms, their behavioral patterns—such as frequent social media use
and preference for mobile apps—may expose them to highly tailored scam tech-
niques. Moreover, younger adults often display higher trust in online content; for
example, a Pew Research Center survey noted that adults under 30 are almost as
likely to trust information from social media as from traditional news outlets [23].
In contrast, older individuals may be more vulnerable to scams exploiting emotional
manipulation (such as phone scams involving relatives in distress), yet they typically
approach unfamiliar digital content with greater caution [8]. These intergenera-
tional variations highlight the need for systematic research in educational contexts
where multiple generations of educators and students interact.

Educators occupy a critical position in the SE threat landscape. As individuals,
teachers can be directly targeted via phishing emails or fraud schemes (for instance,
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attackers impersonating school administrators) [9]. As professionals, educators are
also expected to guide students in developing safe digital practices and cybersecu-
rity awareness. This dual responsibility requires teachers to both protect their own
digital assets and serve as role models for younger generations. Despite this pivotal
role, studies indicate many teachers feel insufficiently prepared for cybersecurity
threats. Surveys report that a significant proportion of educators have received min-
imal cybersecurity training and lack confidence in teaching related content [10].
While common threats like phishing are widely recognized (e.g., over 75% of teach-
ers are aware of phishing attacks [11]), more advanced forms of SE—spear phish-
ing, deepfake-based scams, etc,—remain under-recognized by most educators [12].
These findings point to an urgent need for continuous, targeted professional devel-
opment. Generic one-off training is often ineffective; research shows that programs
tailored to user characteristics (age, experience, technical proficiency) are far more
successful in changing security behavior [23], [24]. Empirical studies further confirm
that customized, data-driven training interventions significantly reduce phishing
susceptibility and improve long-term retention of secure digital practices [23], [24].

To address these gaps, the present study explores engineering students’
awareness and preparedness regarding SE in an educational context, with particular
attention to age-related perceptions within a predominantly Generation 7 cohort.
We conducted a questionnaire-based study among university students at two
faculties of Obuda University, Hungary. The participants were engineering and IT
students concurrently enrolled in a pedagogical course related to mentoring, which
provided a unique context to examine mentoring dynamics. The survey assessed
students’ awareness of manipulation strategies, their self-efficacy in digital safety,
and their attitudes toward intergenerational mentorship in cybersecurity.

The aim of this study is to provide an evidence-based analysis of how SE aware-
ness and defense education can be improved in engineering higher education.
Specifically, the study seeks to

1. quantitatively evaluate students’ knowledge, perceptions, and experiences
regarding social engineering;

2. examine age-related differences within the student cohort;

3. relate these findings to previous research on cybersecurity education and men-
toring; and

4. propose pedagogical considerations that integrate intergenerational knowledge
transfer to strengthen cybersecurity awareness.

2  METHODOLOGY

Participants: The sample consisted of N =173 undergraduate students from the
Faculty of Electrical Engineering and the Faculty of Informatics at Obuda University,
Hungary. All participants were enrolled in a pedagogical course on mentoring that
included modules on psychological manipulation in digital environments. The
cohort was predominantly composed of members of Generation Z (born in 1997 or
later), representing the typical age group of Hungarian university students.

A small number of older respondents were present, but their count was too low to
enable separate statistical comparisons; therefore, for analysis we treated the group
as a single cohort with awareness of generational issues. The group was predomi-
nantly male, which aligns with the typical gender distribution in Hungarian engi-
neering education—in Hungary, women account for less than one-third of STEM
graduates [26], [27].
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Most students were majoring in information technology or electrical engineering,
with a few from security sciences or education-related fields. Importantly, none of
the participants were specializing in cybersecurity or safety engineering. Thus, their
perspectives represent technologically skilled but non-specialist users—individuals
who use digital systems frequently but have only basic formal training in cyber-
security. All participation was voluntary and anonymous. Students gave informed
consent and could skip any survey question they found uncomfortable, although the
vast majority completed every item.

Survey Instrument: We developed a structured questionnaire in Hungarian
(with key technical terms also provided in English for clarity). The instrument con-
sisted primarily of closed-ended questions (multiple choice and Likert-scale items),
plus one optional open-ended question. The survey content was informed by pre-
vious cybersecurity awareness questionnaires (for example, the design drew on
elements of the Human Aspects of Information Security Questionnaire (HAISQ) for
baseline ideas [28], as well as custom questions tailored to the context of higher edu-
cation and mentoring. The final questionnaire included five sections:

1. Background and technology use: Collected demographic data (age, gender,
study program) and self-assessed digital proficiency. It also asked about the fre-
quency of using communication platforms (email, social media, and messaging),
as usage habits can influence exposure to manipulation attempts.

2. Knowledge of SE concepts: Assessed awareness of common SE terms and tech-
niques. Students were asked whether they had heard of the term “social engi-
neering” in a cybersecurity context and which specific attack techniques they
recognized from a list (e.g., phishing, baiting, pretexting). A short scenario-based
question described a potential phishing email to test if they could identify it
as malicious. Each correct recognition or response contributed to an overall
knowledge score (maximum 10 points).

3. Personal experience and exposure: Asked whether students had personally
encountered suspicious messages or attempts (such as phishing emails, scam
messages on social media, fraudulent phone calls) and whether they or someone
close to them had ever fallen victim to a SE attack. This section gauged real-world
exposure and incident awareness from personal experience.

4. Attitudes and self-efficacy: Used a series of statements with 5-point Likert
agreement scales (1 = Strongly Disagree to 5 = Strongly Agree) to measure stu-
dents’ confidence in recognizing manipulation and their perceptions of vul-
nerability. Example statements included: “I am confident I can recognize a
phishing attempt,” “I believe older individuals are more easily deceived online
than younger ones,” and “I feel I have received adequate preparation to deal
with SE risks.” These items captured self-efficacy and any perceived generational
differences in susceptibility.

5. Preventive practices and mentoring willingness: Explored what security
precautions students currently take and their openness to intergenerational
knowledge exchange on cybersecurity. Questions asked about practices like using
strong passwords, verifying email sources, or enabling two-factor authentication,
as well as whether the student had ever helped someone from a different genera-
tion (or received help) regarding online safety. Another item asked if they agreed
that mutual mentoring between younger and older people could improve cyber-
security awareness. A final open-ended prompt invited suggestions on how inter-
generational collaboration could be implemented in practice.

International Journal of Engineering Pedagogy (iJEP) iJEP [Vol. 16 No. 3 (2026)


https://online-journals.org/index.php/i-jep

iJEP | Vol. 16 No. 3 (2026)

Enhancing Social Engineering Awareness through Intergenerational Mentoring and Gamified Learning in Engineering Education

The questionnaire was pilot-tested with five students having similar back-
grounds to the target sample to ensure clarity and appropriate terminology. Based on
their feedback, minor wording adjustments were made. The estimated completion
time for the final survey was about 10-15 minutes.

Data analysis: We applied both descriptive and inferential statistics to analyze
the responses. For each closed-ended question, we first calculated frequencies (per-
centages of respondents selecting each option) and computed mean scores where
applicable (e.g., average Likert ratings). An overall SE knowledge score (0-10 scale)
was computed by awarding one point per correct answer on knowledge-based items
(recognizing terms or identifying the phishing scenario). Likewise, a self-efficacy
score was derived by averaging the Likert-scale responses related to confidence
in recognizing and handling SE threats; higher scores indicated greater perceived
competence. The internal consistency of the Likert scale items was acceptable
(Cronbach’s alpha = 0.79).

For inferential analysis, we explored associations between certain background
factors and awareness measures. For example, chi-square tests were used to exam-
ine relationships between categorical variables (such as prior exposure to phish-
ing attempts vs. knowledge of SE concepts), and one-way ANOVAs were conducted
to test differences in scores across groups (e.g., by study discipline or gender).
Statistical significance was set at p < 0.05. Given that the sample was overwhelm-
ingly Generation Z, age-group comparisons could not be meaningfully tested. Any
observed differences by subgroup (for instance, between IT majors and others) are
noted, but overall, the results are interpreted as exploratory rather than confir-
matory. In addition to quantitative analysis, we performed a qualitative review of
the open-ended responses about intergenerational mentoring to contextualize the
statistics with real examples and insights.

3  RESULTS

We present the key findings from the survey, organized into thematic categories
corresponding to our research focus. Table 1 provides an overview of the ques-
tionnaire structure and hypotheses, while subsequent tables summarize detailed
results for selected areas. We focus on students’ general awareness of SE, their
self-confidence and generational perceptions, personal experiences and current
security practices, and their training needs and mentoring attitudes.

Table 1. Research hypotheses and corresponding questionnaire sections

Hypothesis/Focus Survey Items Description
H1: Familiarity with SE concepts Items 1-3 Awareness of the term “social engineering” and
knowledge of common attack types (phishing, etc.)
H2: Confidence in identifying Items 4-6 Self-efficacy in recognizing phishing or other
manipulation attempts SE tactics (Likert-scale statements)
H3: Perceived vulnerability Items 7-10 Beliefs about whether older vs. younger people
across generations are more susceptible to online manipulation
H4: Attitudes toward education Items 11-15 Perceived sufficiency of one’s cybersecurity
and mentoring adequacy training; openness to further training and
intergenerational mentoring.

International Journal of Engineering Pedagogy (iJEP) 39


https://online-journals.org/index.php/i-jep

Marton et al.

40

3.1 Awareness of social engineering

Overall, the survey revealed a moderate level of awareness of core SE con-
cepts among students, with considerable variation across specific terms. About 38%
of respondents said they had heard the term “social engineering” in a cybersecurity
context, indicating that the concept itself was not familiar to the majority. In con-
trast, recognition of the term “phishing” was much higher: as shown in Figure 1,
roughly 75% recognized phishing as a known attack method. Awareness of
more specialized attack techniques was very low—for example, only 15% correctly
recognized the term “pretexting,” and a mere 8% were familiar with “baiting” as a
concept (despite these being common SE tactics). This pattern suggests that students
are aware of the most basic and publicized form of SE (phishing emails) but lack
familiarity with subtler or less-publicized manipulation methods.

When presented with a short realistic phishing scenario (an email asking for
account credentials), about 67% of respondents correctly identified it as suspicious or
malicious. However, 18% were unsure about the email’s legitimacy, and the remain-
ing 15% actually thought the phishing scenario seemed like a legitimate message. In
other words, roughly one in three students failed to confidently recognize a blatant
phishing attempt in the scenario, highlighting a notable gap in applied awareness.

Baiting l
Pretexting -
Social engineering -
phishin |
0% 20% 40% 60% 80%

B Phishing 4 Social engineering @ Pretexting @ Baiting

Fig. 1. Awareness of common SE terms among students [14], [15]

When presented with a short, realistic phishing scenario (an email requesting
account credentials), 67% of respondents correctly identified it as suspicious or mali-
cious, while 18% were uncertain and 15% considered it legitimate. In other words,
nearly one-third of students were unable to confidently recognize a clear phishing
attempt, revealing a notable gap in applied cybersecurity awareness.

To assess factual and applied understanding, we calculated an aggregate cyber-
security knowledge score based on two components: recognition of SE terminol-
ogy and correct identification of the phishing scenario. The mean score was 5.4 out
of 10 (median = 5), indicating that students, on average, answered about half of the
knowledge-related questions correctly. However, the distribution was highly uneven:
some participants—particularly those from IT-related programs—scored between 8
and 10, demonstrating strong conceptual familiarity, whereas about 20% scored 3
or below, exposing significant deficiencies in baseline awareness. This disparity sug-
gests that prior exposure, learning experiences, and personal interest in cybersecu-
rity vary greatly among engineering students, as illustrated in Figure 2.
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Fig. 2. Cybersecurity knowledge score distribution (N = 173)

3.2 Confidence and generational perceptions

Despite the sample being mostly Generation Z students, participants expressed
clear opinions about how age might relate to cybersecurity savvy. A majority
perceived generational differences in vulnerability: 61% of students believed that
older adults are more easily deceived online than younger people. Only 13% felt
that younger individuals (their own age group) might be more at risk, while the
remaining ~26% thought that all age groups are equally vulnerable to SE. These
perceptions mirror common societal stereotypes that associate older age with lower
digital competence. At the same time, many students acknowledged strengths in
other generations—for example, in open-ended comments, some noted that older
adults tend to be “more cautious” and “skeptical about unsolicited messages,”
whereas younger users might be “more impulsive” or overly trusting of social media
content. Participants thus recognized distinct behavioral vulnerabilities across
age groups, even if they tended to overestimate the protective role of being digitally
native. Notably, our data did not include enough older respondents to test actual age-
based differences in awareness; these findings reflect students’ perceptions rather
than a measured generational comparison.

When it came to self-efficacy, students reported moderate-to-high confidence
in their own ability to identify manipulation attempts. For instance, about 68% of
respondents agreed (somewhat or strongly) with the statement “I am confident I can
recognize a phishing attempt,” and similarly 59% agreed they can usually detect if
someone is trying to manipulate them online. On a 5-point scale, the average self-rated
confidence was around 3.7 (with 5 being “Strongly Agree”), indicating a generally
positive self-assessment of their detection skills [36]. However, only 32% of students
agreed that they have received adequate preparation to deal with SE risks, which
points to a recognized shortfall in formal education or training on this topic (despite
their personal confidence). Table 2 illustrates some of these self-assessment results.

Table 2. Self-reported confidence in identifying manipulation attempts (N = 173)

Survey Statement Mean SD Agreement (%)
I am confident I can recognize a phishing attempt. 39 0.8 68%
I can usually detect when someone tries 3,6 0.9 59%
to manipulate me online.
I believe I can protect myself from most 35 0.9 57%
online scams.
I feel T have received adequate preparation 2,8 1.0 32%
to deal with SE risks.
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These results show a mixed picture: students feel somewhat confident in
their personal ability to handle threats, but a large majority admit they have not
been taught enough about these risks. This gap between personal confidence
and formal preparation is important. It suggests that while tech-savvy young
adults trust their instincts (perhaps due to general digital fluency), they also rec-
ognize their education has not fully equipped them for the sophisticated nature of
SE attacks.

3.3 Personal experience and security practices

The survey asked students about their direct experiences with SE attempts.
A striking finding was that exposure is extremely common: about 68% of respon-
dents reported that they had personally received at least one suspicious message
or encountered a likely fraud attempt (such as a phishing email, scam on social
media, or fraudulent phone call). Fortunately, very few students reported suffer-
ing any actual harm or serious consequence from these attempts—most either
ignored or recognized the scams in time. However, a significant minority were
uncertain if they had ever been targeted, which could indicate that some incidents
went unrecognized. These figures confirm that the majority of students have
already faced SE tactics in some form, underlining the relevance of SE aware-
ness for all.

We also evaluated students’ current cybersecurity practices to gauge how
they protect themselves in day-to-day digital life. The results were encouraging in
terms of basic hygiene: for example, 70% of students said they routinely check an
email sender’s address or source before opening links or attachments, and about
65% use strong passwords or a password manager—indicating fairly widespread
adoption of these fundamental precautions. Around half (50%) reported using
two-factor authentication on at least some of their accounts, and 55% said they
regularly update their operating system or antivirus software. These numbers sug-
gest that a solid foundation of protective behaviors is present in the cohort, likely
due to their general tech knowledge. On the other hand, 10% of respondents admit-
ted that they do not follow any deliberate protection strategies (for example, they
might not actively think about security at all). This small but notable subgroup may
represent those at higher risk, as they have a more careless online approach despite
being in a tech field.

Interestingly, differences emerged among subgroups of students. Those in
IT-related majors tended to report slightly better security habits on average (and had
higher knowledge scores) compared to those in other engineering programs—Iikely
reflecting greater exposure to IT concepts. However, these differences were not very
large, and our sample size limited rigorous statistical comparison. Overall, the take-
away is that most engineering students do practice basic online safety, yet a
lack of comprehensive training means some risks (especially sophisticated
ploys) might still catch them off-guard.

Most students have not received substantial formal education or training
in cybersecurity. Only about 28% said they had ever attended any kind of
cybersecurity-related course, lecture, or workshop (even a one-off seminar).
Similarly, just 18% had participated in an institutional awareness program (such
as a campus-organized phishing simulation or security awareness campaign).
Over half of the students (57%) indicated they have had no structured train-
ing or instruction on cybersecurity topics at all—neither in their curriculum
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nor through workplace or extracurricular workshops. This finding reveals a
considerable gap: despite operating daily in digital environments, many future
engineers are essentially self-taught (or not taught) when it comes to security
awareness. Only a small fraction (15%) had even tangentially been involved in
teaching others or peer mentoring about cybersecurity (e.g., through a project or
informally), showing that topics like cybersecurity are not yet embedded in their
educational or mentoring activities.

3.4 Training needs and mentoring attitudes

Encouragingly, students demonstrated a strong desire to learn more and
improve their cybersecurity readiness. When asked if they felt a need for addi-
tional cybersecurity education, 92% of respondents said yes—an overwhelming
majority clearly recognizing that their current knowledge is insufficient. In fact,
95% indicated they would actively attend a cybersecurity awareness training if it
were offered to them, which shows exceptional willingness to engage with this sub-
ject. This level of interest is a critical opportunity for educational institutions (refer
to Table 3).

The survey also probed how students would prefer to learn such material.
There was a clear preference for active, hands-on learning: 85% of students
preferred interactive workshops or expert-led seminars over simply reading
materials or online tutorials. Many also specifically suggested having simulated
phishing exercises or real-case demonstrations; about 40% mentioned these
as desirable training tools, indicating support for gamified or practical learning
formats (refer to Table 3). In short, today’s engineering students favor participa-
tory and experiential learning approaches for cybersecurity—they want to practice
recognizing and handling threats in realistic settings, rather than passively absorb
information.

Another key focus was attitudes toward intergenerational mentoring as a
strategy for cybersecurity awareness. Students largely embraced the idea that dif-
ferent generations can help each other. 88% agreed that intergenerational knowl-
edge exchange (younger and older people learning from one another) could
improve cybersecurity awareness for everyone involved (see Table 3: Mentoring &
Intergenerational Exchange). Importantly, many students have already engaged
in such exchange in their personal lives: nearly one-third (32%) reported that they
have advised an older person (such as a parent, grandparent, or older colleague)
about some digital safety issue or taught them something about staying safe online.
Likewise, about 27% said they have received advice from an older adult about being
cautious online (for example, a parent warning them about scams or an experienced
mentor giving security tips). These numbers show that informal two-way mentor-
ing between generations is already happening to some extent, even if not formally
organized. Students seem to recognize the value of these interactions—younger
individuals can contribute technical know-how, while older individuals contrib-
ute skepticism and experience. The strong support for intergenerational mentoring
signals an untapped resource: structured programs that connect generations
could leverage this mutual learning potential for better cybersecurity out-
comes (refer to Table 3). Table 3 highlights selected metrics from the survey, includ-
ing current behaviors, training exposure, and attitudes. The “%” columns refer to the
percentage of respondents endorsing each item.
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Table 3. Summary of key quantitative results (N = 173)

Category Item/Metric % Key Insight
Protective behaviors | Regularly check email sender’s 70% | High baseline vigilance in verifying
address authenticity sources
Use strong passwords or a password | 65% | The majority follow secure
manager password practices
Use two-factor authentication (2FA) | 50% | Half-implemented multi-factor
on >1 account authentication
Keep the system and antivirus 55% | Moderate adherence to system
up-to-date protection upkeep
No deliberate protective strategies | 10% | Small at-risk group with careless
(none of the above) security habits
Cybersecurity Ever attended any cybersecurity 28% | Formal instruction has reached only
education course/workshop a minority
Exposure & training | Participated in an institutional 18% | Very low institutional
security campaign engagement so far
Any form of prior cybersecurity 43% | Over half have no prior training
training (formal or informal) experience (57% none)
Aware of an official university 20% | Institutional policies not widely
cybersecurity policy known (if they exist)
Receive IT security bulletins/alerts | 44% | Some organizational
from university communication, but not universal
Training needs & Feel the need for additional 92% | Very strong demand for more
preferences cybersecurity education learning opportunities
Would attend cybersecurity training | 95% | Nearly all are willing to participate
if offered In training
Prefer interactive workshops 85% | Clear preference for participatory,
or seminars (vs. reading) hands-on learning
Suggest simulated phishing 40% | Many explicitly support gamified/
or real-case demos practical exercises
Mentoring & Have advised an older person 32% | Informal “reverse mentoring”
Intergenerational on digital safety (young — old) already common
exchange
8 Have received advice from an older | 27% | Many have learned from older
person about online caution adults’ experience
Agree that cross-generational 88% | Strong belief in the value of two-
mentoring can help security way intergenerational learning
Overall indicators Mean knowledge score (0-10 scale) | 5.4 | Moderate conceptual knowledge
(on average ~50% correct)
Mean self-efficacy score (1-5 scale) | 3.7 | Moderate confidence in ability to
handle threats
Personally encountered phishing/ | 68% | High exposure—the majority have

fraud attempt (yes)

faced scams firsthand

Note: Some percentages may not sum to 100% due to questions allowing multiple selections

or due to rounding.
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4  DISCUSSION

The findings of this study provide empirical evidence that complements exist-
ing research on SE awareness and human factors in cybersecurity. Prior studies
have often focused on working adults or cross-sector populations; by examining
engineering students in higher education, our research offers new insights into how
future professionals understand and approach SE risks. The results also contribute
to the emerging field of cybersecurity pedagogy, which integrates technical train-
ing with behavioral awareness, critical thinking, and mentoring. In particular,
the observed openness to intergenerational knowledge sharing suggests that univer-
sities can serve as key environments for cultivating mutual learning, digital respon-
sibility, and resilience across age groups.

Below, we discuss the implications of our results in three thematic areas: (1) gen-
erational perceptions and behavioral susceptibility, (2) gaps in students’ recognition
of SE threats, and (3) strategies for education and mentoring to strengthen cyberse-
curity awareness.

4.1 Generational perceptions and vulnerabilities: Myth vs. Reality

Our study illustrates that perceptions of generational vulnerability are prevalent
among young engineering students, yet the actual patterns of risk are more nuanced
than simple age-based stereotypes. As noted, most participants (61%) viewed older
individuals as more susceptible to online manipulation, and very few thought their
own generation might be at higher risk. This perspective reflects a common narra-
tive that equates older age with lower digital competence. However, our data and
existing evidence suggest that age alone is not a determinant of vulnerability—
instead, different age groups face different types of challenges.

Despite their high digital familiarity, many of our Gen Z respondents recounted
close calls with phishing or scam messages, implying that technical fluency does not
guarantee immunity to deception. This is consistent with reports in the literature that
heavy engagement with online platforms can actually increase exposure to tailored
scams [7]. Younger users who spend a lot of time on social media or mobile apps may
encounter more frequent and more convincing SE lures (e.g., personalized scam
messages) and, due to fast-paced online interactions, might rely on habit and visual
cues rather than careful verification. Prior research has shown that individuals who
constantly multitask across digital channels often develop automated behavioral
responses that reduce critical scrutiny when something unusual (yet superficially
plausible) appears [28]-[30]. In our sample, even some tech-savvy students admitted
being almost fooled by scam emails, underscoring that overconfidence or habitual
clicking can be dangerous.

Conversely, older adults—though often presumed less tech-savvy—might
approach digital interactions with more caution. Life experience and a higher skep-
ticism of “too good to be true” offers can make older users pause and double-check,
even if they are not as fluent with technology. Students’ comments highlighted
this: they observed that their parents or elder mentors tend to “trust but verify”
and avoid impulsive clicking, which can be a protective behavior. On the flip side,
younger people’s comfort with technology might lead to lower risk perception;
for example, they might trust familiar app interfaces or common communication
formats without suspecting something could be amiss.
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Taken together, our findings support a balanced view: no generation has an
absolute advantage against SE. Younger users’ overconfidence and exposure
can be as risky as older users’ lower technical knowledge. Each group has distinct
vulnerabilities—impulsivity and high exposure for the young vs. potential lack of
technical understanding (and susceptibility to certain emotional scams) for the old.
Therefore, educational interventions should avoid reinforcing simplistic genera-
tional stereotypes. Instead, training should emphasize that everyone is at risk in
different ways and focus on fostering awareness of one’s own behaviors and blind
spots. Encouraging students to reflect on their personal habits (e.g., “Do I click too
quickly? Do I verify sources?”) can help them recognize that being young and tech-
savvy doesn’t exempt them from mistakes. As future mentors and professionals, if
students develop this kind of reflective mindset, they will be better equipped to both
protect themselves and guide others without bias.

4.2 Recognition gaps in SR awareness

Although most students demonstrated a basic awareness of common SE tech-
niques, we identified significant recognition gaps in their knowledge. Many
participants struggled with less obvious manipulation tactics: terms like pretexting
and baiting were unfamiliar to the vast majority. Additionally, about one-third of
students failed to recognize a straightforward phishing scenario, either by misjudg-
ing it as legitimate or being unsure. These gaps indicate that conceptual knowl-
edge does not always translate into practical recognition. Even digitally skilled
students can miss cues if they have not seen examples of certain scams before.

These recognition challenges likely stem from the contextual and psychological
nature of SE attacks, rather than purely technical difficulty. University students
operate in fast-paced digital environments—juggling learning management systems,
university emails, messaging apps, and social networks—which normalize constant
communication and quick responses. This habitual rapid interaction can desensi-
tize them to warning signs. For instance, when students are used to clicking links
in automated emails from campus services, they might not scrutinize a fake email
that closely mimics those routines. Indeed, several respondents remarked that some
phishing emails they’ve seen “looked just like an official university email”—
blending into the stream of legitimate communications. Such ambiguity between
academic or administrative messages and malicious ones makes it harder to tell
them apart.

From an educational standpoint, the results highlight the importance of expe-
riential and scenario-based learning in improving students’ ability to recognize
SE threats. Merely teaching terminology or enumerating types of attacks in lec-
tures is insufficient; students need hands-on practice to identify manipulation in
context. Interactive exercises such as mock phishing campaigns (sending simu-
lated phishing emails to evaluate recognition) and game-based learning activi-
ties that require identifying red flags in realistic digital scenarios can strengthen
applied detection skills [36]. This approach aligns with principles of gamification
and active learning, where engagement in authentic, problem-oriented situa-
tions helps students internalize cybersecurity awareness. These pedagogical strat-
egies can be conceptualized within a layered intervention model, as illustrated
in Figure 3.
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Fig. 3. Layered educational intervention model for enhancing cybersecurity awareness
through experiential learning

Furthermore, integrating discussions of real-life examples into regular course-
work (not just in a standalone security class) can reinforce critical evaluation habits.
If professors occasionally show a suspicious email or a case study in any course and
ask students, “Is this legitimate or a scam?” it helps address the gaps that students
have not previously filled through formal education, thereby making vigilance a
normalized and integrated part of their overall learning process.

It is also important to highlight that recognition is not purely technical—
it involves critical thinking and skepticism. Students should be encouraged to slow
down and analyze communications, especially when requests involve personal data
or urgent actions. Training that improves these cognitive skills (like verifying iden-
tities, cross-checking information, and noticing inconsistencies) is as crucial as any
technical advice.

Our findings reveal a paradox in engineering education: students in technology-
related fields exhibit relatively strong digital literacy and personal safety habits, yet
formal cybersecurity education in their curriculum is sparse. Most have never
had a dedicated lesson on SE or cybersecurity basics, even as they progress toward
careers where they will inevitably encounter such issues. This gap suggests that uni-
versities cannot assume technical familiarity equates to security competence. Being
good at programming or electronics, for example, does not automatically teach some-
one how to recognize a socially engineered scam email. Therefore, higher education
institutions should adopt a more structured and integrated approach to developing
cybersecurity awareness among first-year students, ensuring that fundamental dig-
ital safety competencies are systematically built from the beginning of their studies.

One immediate implication is that institutions should incorporate cybersecurity
topics into general engineering education and teacher training programs. This
could mean adding modules on cybersecurity awareness into freshman orientation
courses, professional ethics classes, or IT fundamentals courses that all students
take. These modules should stress the human factor, including SE defense, not
just network security or cryptography (which might be taught only to specialists).
Interdisciplinary collaboration can be helpful here: faculty in computer science/
cybersecurity could work with engineering education faculty to create engaging
content for non-specialists, ensuring it’s accessible and relevant.

The strong student demand for training (over 90% want more, and almost
everyone is willing to attend a workshop) is a mandate for universities to act. Schools
should leverage this enthusiasm by offering interactive workshops, simulations, and
even elective courses focused on cybersecurity awareness. Our data show students
prefer these to be hands-on; thus, a workshop might involve live demonstrations of
phishing techniques, group challenges to detect fake websites, or role-playing exer-
cises where students practice being “penetration testers” of human vulnerabilities.
Such participatory formats align with modern pedagogical trends that emphasize
learning by doing, and they have been shown to improve long-term retention and
behavioral change in learners [32]-[34].
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Another promising strategy is to formalize intergenerational mentoring within
cybersecurity education. Given that many students are already informally exchang-
ing knowledge with family members of different ages, universities could organize
programs that pair students with older adults (such as alumni, retired faculty,
or community members) for mutual learning sessions. For instance, a workshop on
online safety could invite both students and older adults to attend together, creat-
ing a dialogue where each group shares their perspective and tips. Younger partic-
ipants might help older ones set up a password manager or recognize a phishing
email, while older participants might share cautionary tales or strategies they use
to verify information. This two-way mentorship can reinforce the idea that every-
one has something to learn and something to teach regarding cybersecurity. It also
humanizes the training process—turning it into a collaborative activity rather than
a top-down lecture.

In addition, intergenerational collaboration can be integrated into project-based
learning. For example, an assignment in an engineering course could involve stu-
dents designing a mini “awareness campaign” for a specific demographic (like senior
citizens), which would require them to research that demographic’s challenges and
perhaps pilot their materials with an older relative or mentor. Such projects encour-
age students to apply their knowledge creatively and consider the user’s perspective,
thereby deepening their own understanding.

Ultimately, promoting a culture of cross-generational cooperation in cyberse-
curity aligns well with broader educational goals of inclusivity and lifelong learn-
ing. It shifts the narrative from “young people are good with tech, old people are
bad” to “each generation has strengths; combining them makes everyone safer.”
This approach is human-centered, emphasizing trust, communication, and shared
responsibility. In engineering and IT education, implementing these ideas could
involve creating mentorship roles (e.g., “cybersecurity student ambassadors” who
run peer and cross-age workshops), incorporating real-world security scenarios into
capstone projects, or even leveraging gamified learning platforms that multiple age
groups can use together.

By integrating practical cybersecurity modules and intergenerational mentoring
opportunities into the engineering curriculum, we can transform students’ aware-
ness from a passive understanding into active competence. This not only prepares
the students themselves to be more resilient digital citizens but also empowers
them as future mentors who can spread cybersecurity awareness in their families,
workplaces, and communities.

5 CONCLUSION

In an era where digital threats pervade every sector, the education field must not
overlook the growing risk posed by SE. This study—focusing on engineering students
and viewed through a generational lens—shows that psychological manipulation
tactics impact all age groups, and effective countermeasures require nuanced
understanding as well as collaborative learning approaches.

Our findings highlight several key points. First, younger university students
(Generation Z) tend to display greater familiarity with technical cybersecu-
rity concepts and tools, likely due to their digital upbringing and exposure in their
studies. However, they can also exhibit overconfidence and habits (like rapid multi-
tasking) that expose them to manipulation in new ways. In contrast, when consider-
ing older generations, students acknowledged valuable traits such as skepticism and
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cautious behavior developed through life experience. Participants overwhelmingly
agreed that no generation is immune: all age groups can be targets of SE, albeit
through different channels and weaknesses. This underscores that cybersecurity
awareness programs should address behavioral factors and avoid one-size-fits-all
assumptions based on age.

Second, overall awareness of SE among these future engineers is not as
high as it should be. Even digitally skilled students failed to recognize certain
attack types and fell for basic deception in scenarios. There remains a critical knowl-
edge gap around less common tactics and a need to strengthen practical detection
skills. Traditional curricula in engineering currently do little to cover these human-
centric security topics, meaning students are entering the professional world under-
prepared for threats that they will likely face.

Third, the study demonstrates a strong enthusiasm among students to improve
their cybersecurity knowledge and to engage in active learning methods.
Students don’t just want more lectures—they want workshops, simulations, and real
interactions that make the learning tangible. This is a call to action for educational
institutions to invest in more dynamic cybersecurity education interventions. It is also
noteworthy that students are very open to intergenerational collaboration. They
see value in learning from older, experienced individuals and likewise are willing to
mentor others on digital topics. This two-way mentoring could be a highly effective and
innovative tool in cybersecurity education, leveraging the strengths of each generation.

In practical terms, our research suggests that universities should consider
implementing intergenerational mentorship programs, gamified learning
exercises, and integrated curriculum enhancements to boost security
awareness. For example, existing project-based courses could incorporate a cyberse-
curity challenge that teams of mixed-age participants solve together. By doing so, not
only do students refine their technical and social understanding of security, but they
also contribute to a culture of shared responsibility and vigilance that can extend
beyond the campus.

Future work: This study was exploratory in nature and focused on a single insti-
tution’s cohort, predominantly young engineering students. Future research should
test the proposed educational approaches (such as intergenerational mentoring
and gamified training) in practice and evaluate their impact on behavior change. It
would also be valuable to include a broader range of age groups and cultural con-
texts to see how generalizable these findings are. Finally, longitudinal studies could
examine how students’ attitudes and skills evolve as they receive more training or
mentoring and whether they carry those lessons into their professional careers.

By investing in students’ cybersecurity awareness now—and fostering cooper-
ation across generations—educational institutions can build a more resilient aca-
demic community. This recommendation aligns with recent findings showing that
gamified, intergenerational reverse mentorship models significantly enhance digital
literacy and learning motivation among older adults [35]. In doing so, they empower
not only their students and staff to protect themselves but also enable these future
engineers and educators to impart critical digital safety skills to others in an increas-
ingly deceptive online world.
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