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Abstract—This paper presents the first developments of an
industrial network laboratory prototype. In the Automation
Laboratory several kits have been implemented for local
and remote control tests. The approach includes the design
and implementation of an industrial network where the
common communications protocols can be tested: the
Automation Network Locker (ANL). To facilitate the moni-
toring and control of the network, WALC (Web Assisted
Laboratory for Control Engineering on-line Education)
interface platform was developed. This allows the remote
monitoring and control of the pedagogic kits to complement
the teaching/learning automation to undergraduate engi-
neering students. The security of network access is also
taken into account in order to limit and control the number
of users that can access it. An on-line questionnaire accessed
at the end of each semester, allows an actualization and to
follow the students’ feedback.

Index Terms—Control Engineering, e-lab, Industrial Auto-
mation Systems, PLC network, Remote access.

I. INTRODUCTION

Remote laboratories and virtual animations are exam-
ples of interactive case-studies to be developed and used
as learning environments in Process Control and Automa-
tion.

A simple search based on one or more keywords as
“Virtual”, “Remote”, “Control”, independent of the search
tool used, gives, approximately, more than twenty thou-
sand web pages that contains those words. This gives an
idea of the multiple applications and the growing use of
these resources in the Control teaching/learning: from
Chemical Engineering to Medicine areas of applications
[1-4]. In most of these works, the authors demonstrate the
importance and the interest shown by students using these
tools in their Control learning process [5].

In fact, the teaching/learning process has been under a
detailed analysis, and severe changes have been slowly
implemented. Above all, the attitude towards the educa-
tion changed. The process is now centralized in the stu-
dent. This implies not only a precise definition of objec-
tives and capabilities to be acquired, but also strategies
and teaching methodologies reformulation. The student is
the main actor in the learning/teaching arena; he/she
should be engaged in doing something besides listening to
a lecturer and taking notes.

It is well known that students retain better what is
taught if they are able to practice [6]. It comes into sight
the concept “Learning by doing”, particularly important
for engineering students. Laboratories are then of utmost
importance. Nevertheless, sometimes, it is difficult to have
and maintain several working places as the devices are
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expensive, there is not enough laboratorial space and
qualified personnel are not sufficient. With the use of the
Internet as a vehicle of knowledge transmission and the
availability of the wireless in the University campus, the
Web laboratories can fill this gap, by optimizing re-
sources, space and time.

So, executing laboratory experiments via the Internet,
with the possibility of being performed anytime, any-
where, is of great interest for the emerging e-learning
scenarios. The student can also have an immediate feed-
back, allowing him/her to work at his/her own pace, pro-
viding the opportunity to practice when and where he/she
pleases.

In Engineering courses there are several Web Laborato-
ries available: some works stand in a virtual environment
with simulators, animations and videos [7]-[15] and are
centered on electronics problems, process control and
biomedical systems. Simulators are a compromise be-
tween dismissing hardware expenses of real experiences
and a virtual perception of the problem. Nevertheless, we
think that a clear observation of the real system is still
needed. Several remote laboratories are available in the
Internet [16]-[21] with applications, again, in electronics
problems and process control but there is still a gap in
what concerns automation subject. For example, there are
not Programmable Logical Controllers (PLC) remotely
available for students to test their real-world control pro-
grams, implementing different Ladder diagrams.

This paper describes the developments made by a mul-
tidisciplinary team of university investigators, from differ-
ent backgrounds of engineering (mechanical, electronics,
information systems and production and systems), and an
industrial company of automation equipments and com-
ponents, in the implementation of a web laboratory with
remote control of experiments using diverse communica-
tions tools.

In order to achieve the main goals proposed on this pa-
per, the paper is organized as follows: Section 1 presents
the challenge of the work. In sections 2 and 3 it is pre-
sented a Description and Design of the ANL and the
server communication used. Further, in section 4, it is
presented the Educational Goal of the project. Finally, in
section 5 there are listed the main conclusions of this
study and some guidelines for the future work.

II. DESCRIPTION AND DESIGN OF THE ANL

In order to fulfill the main objective of implementing an
industrial controllers’ network, it is firstly necessary to
define and to design the network functionality. This net-
work integrates several prototypes that will be tested and
includes also scalable models, such as car parks, 'home
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automation' kits, greenhouses, among others. The platform
will allow not only the local communication and the con-
nection of multiple devices to control and monitoring the
prototypes but also it will allow the remote monitoring
and control of the network.

A locker or electrical switchboard was designed to be
used as the core of the network process control: Automa-
tion Network Locker (ANL) (Fig. 1). This locker contains
a set of Programmable Logic Controller (PLC) that can be
accessed through various communications tools: RS232,
RS485, Mechatrolink, Profibus, DeviceNet and via
Ethernet [22, 23]. The communication via Ethernet is
considered the most important network communication
since it is through this that the access to the PLCs pro-
gramming and to the network control and to the several
equipment’s connections is performed [24, 25].

In Fig. 2 the ANL network is illustrated where different
communication protocols are implemented, signaled by
different colors.

The green line represents the DeviceNet communica-
tion and corresponding functions: exchange of data be-
tween control devices (Programmable Logic Controller,
PLC), pro-visions of security devices and control in-
puts/outputs. The purple line represents the RS485 com-
munication, containing two PLCs with different sensors.
The orange is representing Mechatrolink communication
to control the servomotor widely used for the transmission
of power units. The Profibus, in blue/green line, links the
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Figure 1. Automation Network Locker (ANL) prototype

inverter and a control device inputs/outputs. And finally
the Ethernet network, blue line, contains the ANL network
attached to two PLCs, a control device inputs/outputs and
a vision system. It is the Ethernet network that takes the
lead role of the network, since it allows the user (student)
to remotely access between the networks.
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Figure 2. ANL network communications implemented
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After the definition of the ANL network, each commu-
nication points between PLCs with IP address, the net-
work is ready to be used either locally or remotely, and
prepared to receive and send information from different
PLCs in this network. The different equipment that consti-
tutes the network, Ethernet, DeviceNet, Mechatrolink,
Profibus, RS485 and RS232, will be described.

A. Ethernet

Ethernet is a technology for interconnecting local area
networks. Local Area Networks (LAN) that is based on
sending packets. Ethernet communication is linked to
three of the four automata (Fig. 3).

B. DeviceNet network

The DeviceNet network is represented in Fig. 4, where
the fourth PLC is integrated (considered as the most im-
portant PLC in this network) and connected to the second
controller described in the network. As already mentioned,
this communication is composed by the equipment used to
control security devices [26].

C. Mechatrolink

Mechatrolink is a network system of industrial commu-
nication for the control of motion. Mechatrolink-has a
transmission speed of 10 Mbps.

The communication control is established in the first
PLC in Fig. 5, using the module CJ1IM-MCH?72 connected
to the servomotor.

D. Profibus network

Profibus is the communication protocol extensively
used in the market for the automation industry. Profibus is
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Figure 6. Profibus network

a standard open field network and independent, where the
interface between them allows a wide application. Actu-
ally, the users can submit to an international standard
protocol, which seeks to reduce development costs, flexi-
bility, and diverse applications.

In the ANL network, the Profibus is connected to PLC
1, which has a master module. Connected to the module is
a control device inputs / outputs and an inverter (Fig. 6).

E.  RS485 network

The RS485 network, also known as EIA485, is a com-
munication protocol widely used in electronic devices.
The data sending on the RS485 network is based on send-
ing packets that switch between the "Master" and
"Slaves". An RS485 network can be up to 32 knots, 12
meters supports communication at a maximum of 10M
bps and the limit of distance supports a statement of
100Kbps (100x1000 bits per second) at a distance of 1333
meters.

This network is very similar to the Profibus regarding
devices connection. But while the Profibus protocol al-
lows synchronization between manufacturers and it is
possible to communicate with devices within different
manufacturers, in RS485 communication it is difficult to
connect devices from different manufacturers, due to the
lack of RS485 communication protocol.

The RS485 network is connected to the PLC 4 (Fig. 7),
consisting of a PLC with 30 points and display module
I/O analog and various sensors (optic fiber, photoelectric,
among others).
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F. RS232 network

The network RS232, also known as EIA232, is a proto-
col where characters are sent in asynchronous mode, bit
by bit, being necessary to send 10 bits to send a character.

This protocol contains an RS232 input, almost for con-
nection to a computer for programming the equipment.
The RS232 communication network used contains a touch
screen console and a controlled temperature packer which
in turn will be connected to PLC 2 (Fig. 8).

G. Network control and monitoring

The control and monitoring of networks have been
growing due to the importance of this industry in the
world. The management of monitoring and control of a
network allows data acquisition in real time, the traffic
characteristics, the diagnosis of faults and network con-
figuration. Monitoring provides this information playing
an important role in network management.

To monitor and control the ANL network, the Host
Link and FINS protocols were used. These protocols give
the necessary tool to get an effective network monitoring
and control.

The monitoring and control centralization in a single
point has been the main reason for the importance of in-
novation of PLC network, allowing a better management
of the network. The development of a program for the
network management gives to the user greater efficiency
production.

To build this program was used the graphical program-
ming language LabView®. A prototype was developed in
LabView with the ability to monitoring one or more PLCs
(Fig. 9). With this prototype the user is able to select be-

24

Figure 9. Interface front panel
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tween the two types of protocols available: Host Link and
FINS (Factory Interface Network Service) protocols [27].

III. CLIENT/SERVER COMMUNICATION

The TCP/IP protocol is used on the Internet for sending
and receiving user/student information when the access is
made remotely. This system has been designed to accept
several connected clients at the same time. Several diffi-
culties in the communication emerge, especially in the
recognition of data sent between the various clients and
the server. The server response is directed to all the cli-
ents, as shown in Fig. 10, it was necessary to create a
frame aimed at controlling the data flow. When there is
only one client to access the server, there is no problem in
terms of communication because there is only one user on
the system.

Before the communication to the server is established,
the client/student must first identify himself/herself, by
giving name, course and e-mail. The server program,
developed in LabView, manages all these specifications.
After receiving a request from a client, the server must
reply. The server response is then sent to all users, but in
the client software, a comparison is performed between
the frame and the client identification. If the comparison is
true, the client executes the rest of the program. Other-
wise, the user does not receive the information from the
server.

IV. EDUCATIONAL GOALS

The ANL where the controller devices, relays and
power supplies are centralized in a common space and
dedicated case-study kits is linked to each PLC for real-
world control tests. Moreover, the ANL can be easily
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transported to the classroom or exhibition for local control
demonstrations.

To facilitate the remote process, monitoring and con-
trol, an interface, WALC (Web Assisted Laboratory for
Control Engineering on-line Education) platform, was
developed. Several practical control engineering problems
and the control type implemented were implemented and
available (Fig. 11). The available real-world problems are
a DC Motor Control, the Temperature Control of a Class-
room, BakSim (Baker’s yeast Simulation), LabSim (Simu-
lation Laboratory), Bar Control [28]. The first two practi-
cal cases are remote accessed real-world experiences,
where the user can test a digital controller algorithm in
motor velocity and in room temperature control. Both
interfaces were developed in LabView from National
Instruments. The last three, are virtual experiences, devel-
oped in Java and in LabView, This platform had included
a reserved pass to the laboratory, managing a queue access
list. By doing this, the student is able to access the ANL
anytime and anywhere, testing his/her control program in
a real-world case-study.

To obtain the feedback from students on the case-study
kits implemented in the remote laboratory, an on-line
questionnaire was prepared and set available on-line al-
lowing that, each end of semester, the teacher and student
can evaluate the practice performed. The questionnaire
allows to understand and to analyze the students’ reaction
to the use of this tool in their learning process in Automa-
tion and Control. It is divided into six main parts: (1)
student characterization, (2) work environment identifica-
tion (operating system and browsers identification), (3)
didactics kits motivation, (4) didactics kits technical skills,
(5) didactic kits soft skills and (6) students habits and
attitude characterization during the project.

The developed Control experiences were introduced as
a learning tool in the Digital Control course on the 3rd
year of the Industrial Electronics Engineering undergradu-
ate course and in the Process Control course on the 2nd
Industrial Informatics undergraduate course.

It could be pointed out some interesting conclusions ob-
tained from a one year experience carried out. Neverthe-
less some difficulties in communications were identified:
94.1% of students mentioned that it was the first time that
they participated in this type of experience. The Univer-
sity is the place by excellence to access the platform dur-
ing the lunch period (12H-14H), being the afternoon pe-
riod (14H-18H) the most used. This gives to the teacher an
idea of the study hours that students prefer. The students
share the access between the University and home.

The students’ degree of concordance concerning their
motivation in using the didactics kits as an appropriate
tool on their Control and Automation learning process was
very positive and must be continued. To follow the stu-
dents’ opinion, it is authors’ believe to carry on this meth-
odology implementing new kits developed by students for
students.

At this moment, the interface communication was
tested in a laboratory environment to remote monitoring
and control a “small intelligent house” (Fig. 12).

With this interface several functionalities of the “small
intelligent house” could be monitored and controlled,
namely the alarm control, the temperature control, the
entrance door open and closed and the illumination con-
trol.
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Figure 12. “small intelligent house” case-study for the ANL test

V. FINAL COMMENTS

An ANL is being developed and implemented for
teaching/learning automation and control subjects, either
locally, in class, either remotely, through internet booked
access. This last functionality will be implemented under
WALC platform, the Automation Portal at Minho Univer-
sity. Among other benefits, the ANL allows the teaching
of all Automation domains concerning all the Departments
of School of Engineering of Minho University: this im-
plies a rational use of human and physical resources.

The ANL includes the controller and the power supplies
devices in a common closed space. Each real-world case-
study (mounted in a portable suitcase) is physical con-
nected to the ANL for performing the tests.

It is the team’ believe that with WALC, the user/student
will be able to identify and follow their learning course in
Automation and Control, by interacting with the interface
parameters, testing system performance, defining inputs
and analyzing results.
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