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Abstract—Modern technological paradigms of learning give educators an
ability to support the development of highly professional human resources. For
this reason, teachers of higher educational institutions find advanced
technologies more and more useful. Rapid introduction of cloud computing into
pedagogical practice creates a professional need to study the technological
capabilities of cloud-based learning services to select the best educational
solutions among available variants. In view of this, the current article provides a
theoretical overview of e-learning cloud architecture layers and models of its
deployment in the education system. In order to test the adaptability of learning
management systems (LMSs) to a collaborative distance learning model,
research among educators of 1.M. Sechenov First Moscow State Medical
University (Russia), Prydniprovska State Academy of Civil Engineering and
Architecture (Ukraine) and Wuxi Institute of Technology (China) was carried
out using the Blackboard Learn LMS as a case study. This study involved 100
individuals who tested the Blackboard Learn teaching capabilities. The
conducted investigation allowed outlining the main advantages of the use of
computer-based e-learning applications in the process of organizing and
supporting the educational process. Among them are convenient means of
processing educational content, effective educational process organization,
effective tools for knowledge monitoring, and effective security and
confidentiality system. The present work also shed light on the benefits of
introducing cloud-based e-learning in higher educational institutions, as
producers of an integrated educational product. The study confirmed that the
introduction of cloud computing in education results in the advancement of the
training content and can considerably improve students’ academic results due to
updated learning technologies, concepts, and tools.
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architecture
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1 Introduction

In modern society, proper education is vital for business and socio-economic
growth [1]. The pervasive adoption of various Internet services, especially social
networks, has increased the digital literacy of the world population. Therefore, mod-
ern technological paradigms of learning, such as mobile learning, are becoming more
popular [2]. Worldwide trends in the digital economy development have resulted in
further technological complexity and disappearance of many traditional professions
owing to the automation of human actions and the emergence of new personnel re-
quirements. Now, the virtual environment covers a large portion of labor relations and
even segments of employment. As a consequence, the formation of new competencies
and restructuring of the whole education system becomes necessary [3].

With the rapid rise in popularity of the Internet in educational practices, curriculum
delivery has moved from local desktops to online applications. Recent technological
advances have led universities to introduce innovative educational methods. New
technologies provide higher education institutions with many interesting tools that can
be used to improve the educational process [4]. The widespread use of technology,
constantly updated information, the need for students to access information every-
where and the personalization of education have led to the emergence of distance
learning, e-learning and mobile learning. Wireless technologies and mobile devices
play an important role in popularizing these concepts [5].

A significant trend in universities has been the introduction of so-called Learning
Management Systems (LMS), which are used as a common platform on which stu-
dents and teachers can interact digitally [6]. LMS not only provides academic institu-
tions with effective learning tools, but also enables the efficient organization and
sharing of academic knowledge [4].

Cloud computing is among the emerging technological innovations that can dra-
matically influence the education by applying dynamic scalability and resource effi-
ciency. The cloud-based e-learning model has a scale efficiency mechanism that
transfers the role of constructing the e-learning system to cloud computing vendors.
This gives providers and users the possibility to build an advantageous relationship.
For education, such a model becomes an instrument that can save a considerable share
of expenses for providing an innovative educational process. Partnerships and cost-
effectiveness continue to be a privilege of cloud-based e-learning because educational
institutions are responsible only for the learning process, content management, and
knowledge delivery, while the vendor deals with construction, maintenance, devel-
opment, and management of the educational system. The cloud-based environment
can run on a wide range of hardware devices and support the creation of next-
generation e-learning systems. Modern users do not require any special knowledge
about cloud computing to connect their PCs or laptops to the server [7].

The National Institute of Standards and Technology (NIST) defines cloud compu-
ting as a model for providing networked access on demand to servers, network stor-
age, applications or services that are delivered with minimal management effort and
interactions with service providers [8]. Cloud computing enables moving the pro-
cessing work from the local devices to data centers. The software is referred to as a
service. The applications and data are stored on various servers that can be accessed
through any device connected. The transparency of the cloud infrastructure provides a
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user-centric interface. Applications are placed in scalable data centers where compu-
ting resources can be dynamically allocated and shared to achieve a meaningful econ-
omy of the needed scale [9]. The use of cloud services can lead to huge cost savings
when purchasing and maintaining technical infrastructure and software (servers, data
transmission lines, uninterruptible power supplies), lower the need of computer
maintenance specialists, solve technical problems, and eliminate troubles in the engi-
neering [10].

Cloud computing provides a unique possibility to expand the availability of educa-
tion. Along with the emergence and application of advanced technologies, cloud
computing provides an excellent opportunity to develop e-learning. Today, students
and teachers can get a prompt access to numerous application platforms and web-
based educational resources through the Internet. An educational institution does not
need to worry about creating a software and hardware environment for online educa-
tion or investing considerable amounts of money and human and material resources in
designing an e-learning system. All these functions can be outsourced to e-learning
cloud service providers. The cloud-based e-learning model provides a high level of
data security through distribution of data storage, centralized management and visual-
ization of the data service [11].

Various educational organizations are expanding the presence of e-learning in edu-
cational practices. Since the e-learning system usually requires the purposeful use of
networked technologies in educational processes, cloud computing is an excellent
alternative for academic institutions that have less funds to host and operate their
online learning systems. The benefits of cloud computing in education, especially in
e-learning, are attracting the attention of many developers and software vendors [12].

Recently, many colleges, universities, and even schools are applying cloud-based
e-learning applications in their educational process. However, many of them apply
them as support to their main learning management systems (LMS) [13]. The intro-
duction of cloud computing into higher educational institutions’ pedagogical practice
creates a professional need to study the technological capabilities of cloud services in
order to select optimal educational solutions among analogs. In this regard, the pre-
sent research was aimed at testing the adaptability of cloud computing applications for
e-learning and identifying the benefits of using systems in ensuring a quality educa-
tional process. The achievement of this goal was possible after the solution of the
following tasks:

o Perform a theoretical review of the layers of e-learning cloud architecture and
models of its deployment in the educational segment.

o Test the capabilities of the Blackboard Learn cloud platform for providing interac-
tive e-learning, creating online communities and sharing knowledge in a virtual
environment.

e Analyze the adaptability of the Blackboard Learn for the collaborative distance
learning model.

o |dentify the main advantages of using the Blackboard Learn in the training process
and during its organization.

o |dentify benefits from the introduction of computer-based e-learning for higher
educational institutions, as producers of an integrated educational product.
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2 Methods

In this day and age, cloud computing has become the predominant technology that
can propose unlimited computing for different social or business applications [14]. At
the present stage of the educational segment development, cloud computing technolo-
gies are cost-effective services that enable the generation of the learning quality [15].
E-learning cloud represents a shift of innovative cloud computing technology to the e-
learning area, which thereby forms educational infrastructure with all the necessary
hardware and software computing resources [7].

E-learning cloud architecture can be conventionally divided into several layers. In-
frastructure layer of e-learning is located in the lowest level of cloud service middle-
ware and consists of information infrastructure and teaching resources. Information
infrastructure includes system software, information management system, and univer-
sal software and hardware. Educational resources are formed from training materials
developed in the traditional teaching model and are distributed throughout the educa-
tional structure. Through the use of the cloud-based e-learning model, physical server,
storage, and network form a virtualization group — a pool of physical hosts. Software
resource layer is formed by the operating system and middleware. Here, a variety of
software resources are integrated to provide a unified interface for e-learning software
developers. Specialized applications are developed based on software resources and
embedded in the cloud, making them available for users. Resource management layer
is the key to achieve the interaction between software and hardware resources. Ser-
vice layer has three levels of cloud computing services defined as SaaS (Software as a
Service), PaaS (Platform as a Service), laaS (Infrastructure as a Service).

2.1  SaaS (Software as a Service)

Saas is a software licensing and delivery model that provides software products to
customers by request [16]. Its services are hosted by a cloud computing provider and
are composed of software applications [17]. SaaS delivers such services as e-mail,
conferencing software, and various business applications like Enterprise Resource
Planning, Customer Relationship Management, and Supply Chain Management [18].
A single application is run on the server-side, accessed by one or more runs on the
cloud services and multiple end-users or client organizations. The most widely known
SaaS examples are salesforce.com, Google Apps, Dropbox, MailChimp, ZenDesk,
DocusSign, Slack, Hubspot [19]. SaaS is also considered a basic service model used to
access the software through the cloud [20]. Artificial intelligence (Al) in SaaS is rep-
resented in the form of machine learning (ML), which is involved in Machine-To-
Human workflows [21]. The presence of Al in SaaS takes the form of hyper-
personalization. It represents custom educational content that emerged after the user
collaborated with ML [22].

Cloud computing users do not affect the quality, integrity, and availability of data.
They have to rely on security measures adopted by cloud providers [23]. Thus, cloud
service vendors’ reputation mainly depends on the fulfillment of the Service Level
Agreement, which they perform during operational activities. To provide the best
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services, large organizations have a propensity to take multiple cloud application
services, which is called the Hazy Cloud process. As a result of these actions, cloud
service vendors are forced to lock their services sometimes, and users should simulta-
neously move from one service to another. In any case, access to services is always
supplemented by the advent of vendor-user relationships, and both should try to im-
prove mutual security [19]. SaaS platforms provide a limited approach at the client
end, making the server end much resourceful. In such a manner, it provides minimal
integrated control for service-based functionality to end-users of the client [24].

2.2 PaaS (Platform as a Service)

PaaS offers the consumer an electronic environment for deploying cloud infrastruc-
ture using platform-level and software-level resources such as operating systems and
application platforms. PaaS services are mainly used because of less optimal solutions
or results of laaS or due to the specifications of the involved in the network IT appli-
cations [25]. In PaaS, Al acts as an accelerator in relationships between the ecosystem
and the user [26].

2.3 laaS (Infrastructure as a Service)

In laaS cloud service vendor shares a pay-as-you-go facility to access the several
features of network servers, computational applications, and storage over the Internet
[27]. 1aaS is an architecture that balances the number of resources allocated to service
with actual users’ needs. For this reason, laaS uses a load balancer, PHP, and MySQL
servers [28].

In the early stages of building a cloud architecture, cloud services were offered on-
ly in three fundamental modes, i.e., SaaS, PaaS, and laaS. Though, later emerged such
domain-specific services as BPaaS - business process as a service [29]. In BPaa$, the
role of Al is connected with the relationship between Education 4.0 and Cloud-based
e-learning [28].

The last one, application layer, operates based on applications that integrate educa-
tional resources into the cloud-computing model and facilitate the development of
interactive courses and distribution of learning resources. This process consists of
content development and delivery, educational goals’ formation, and knowledge as-
sessment and management. Distribution of educational resources includes teaching
material and information resources in digital libraries and information centers [7]

(Fig. 1).
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There are four common examples of cloud deployment models. All of them are
presented in Fig. 2.
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Fig. 2. Cloud deployment models

*Developed by the authors based on [19]

Cloud-based e-learning provides user-centric adaptive hardware resources, compu-
ting environment, and software services. In the cloud, users can access digital services
transparently at any time and from any place [9]. Often e-learning cloud systems take
into account the requirements of educational institutions concerning training re-
sources’ virtualization, centralized data storage, low operating costs, scalability, flexi-
bility, and e-learning systems’ availability. Therefore, the cloud-based e-learning
architecture includes the cloud management system, hardware and software compu-
ting resources and services offered by the cloud [22,30].
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Most software vendors present their services on cloud platforms. Blackboard
Learning — is one of the brightest examples of cloud-based LMSs that deliver online
education services. In a similar vein, open-source e-learning solutions are also hosted
on various cloud platforms like MoodleCloud [2].

Since the introduction of advanced technologies and training standards based on
learning management systems (LMS) can provide a qualitatively new level of dis-
tance learning organization, in 2019-2020, among educators of .M. Sechenov First
Moscow State Medical University (Russia), Prydniprovska State Academy of Civil
Engineering and Architecture (Ukraine) and Wuxi Institute of Technology (China)
experimental study was carried out. The goal of this investigation was to test the
adaptability of LMSs to a collaborative distance learning model on the example of
Blackboard LMS. For this purpose, the study involved 100 educators who were re-
quired to examine the capabilities of Blackboard Learn in the teaching process.

3 Results and Discussion

Blackboard Learn is an open, cloud-based education platform focused on improv-
ing the learning experience by providing online training opportunities in synchronous
and asynchronous environments. In a synchronous environment, students and teachers
are given the ability to interact in real time. A famous example of a synchronous tool
is Blackboard Collaborate, where one can organize study sessions, have impromptu
discussions, and host guest speakers. In an asynchronous environment, students can
take advantage of the hourly generated schedule of reminders about upcoming events
[31].

Blackboard Learn proposes learners to undergo three types of courses: fully online,
hybrid or blended, and a traditional with added web components (Fig. 3).

~
- interact, and collab online;
3 - Course materials are provided in electronic format
Fully online 5 .
Y - Communication is performed with online tools.
Student’s work is assessed online.
J
N Participants still meet for classes or laboratory work at the appointed
% < time, but classes’ duration is reduced:
o N Hybrid or blended a
- Organization of face-to-face and interactive classes that reinforce,
R complement, and support each other;
2 Combination of the best features of in-class and online courses:
~ Students meet with the teacher regularly, taking advantage of the
flexibility of interactive learning. Y,

Participants meet in the
classroom for scheduled lessons,
but teaching materials are given
online;
Supplementary materials, such as
a course syllabus, homework
assignments, and optional
discussions, are provided online
Online service components are
designed to supplement rather
than replace face-to-face work in
the classroom

Fig. 3. Types of online courses in Blackboard Learn

*Developed by the authors based on [32]
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Using the Blackboard learning platform, students can check on course changes,
complete assignments and tests, participate in discussions, launch collaborative ses-
sions, and view grades. The Blackboard Instructor mobile app allows teachers to view
the course content, grade assignments, undergo discussions with students, and work
with their student groups [31].

The conducted research on approbation of e-learning based on the Blackboard
Learn platform revealed the following central advantages of its use in the process of
organization and provision of the educational process:

Convenient means of processing educational content: Blackboard Learn allows
using ready-made educational course design templates, adding and editing text docu-
ments of any format, embedding formulas in any part of the text, uploading personal
and YouTube videos, and supports all modern image file formats, as well as flash.

Effective educational process organization: This distance learning system has no
restrictions concerning its use in various courses. It provides the possibility of group
communication via video chat, student forums, shared calendars, text chats, boards,
etc. In addition, learning management algorithms of Blackboard Learn can be edited
and, by setting specific parameters and sequences of courses, one can create an auto-
matic management system.

Effective tools for knowledge monitoring: Blackboard Learn provides catalogs of
individual and group test items and course questions. It enables tailoring the learning
course to a particular student by collecting statistics on a variety of conducted tests.
Furthermore, Blackboard Learn has a built-in tool for checking educational work for
plagiarism.

Effective security and confidentiality system: Blackboard Learn has a password
system, and each user must log in to the system to access the course.

The introduction of cloud-based e-learning provides the following advantages for a
higher education institution as a producer of an integrated educational product [33]:

o Users can run applications with a minimum internet connection configuration.

o Absence of performance-related issues in the process of functioning of users’ com-
puters (or mobile devices) since the prevailing part of applications and processes
are reserved in the cloud.

o Automatical update of the software.

o Compatibility with different file and font formats.

o Benefits for learners — the entire learning process is online, including taking cours-
es, passing exams, getting feedback from teachers, as well as assigning and receiv-
ing projects and tasks.

o Benefits for educators — methodological support of the educational process is car-
ried out online (preparation of tests; composition of course material; management
of the learning content; assessment of completed tests, homework, and projects;
sending feedback to students; and communication with learners on the forums).

Higher educational institutions should adopt digital technologies in teaching and
learning to enable learners to acquire digital competence necessary to stimulate inno-
vation and employment. The educational process management in universities and
colleges should include the use of advanced interactive teaching methods based on
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innovative digital software [3]. A more adaptive knowledge management system
based on cloud services, if implemented, contributes to the improvement of education
quality. Apart from this, the application of cloud computing technologies is relevant
for the realization of the lifelong learning principle [15]. However, given the rapid
and global deployment of next-generation mobile networks (4G, 5G, 6G), the popu-
larity of cloud computing in the educational segment will be enhanced.

Even though e-learning is based on innovative digital technologies, it will not re-
place traditional teaching methods. At the same time, it can significantly increase the
effectiveness of education through the application of advanced technologies, con-
cepts, and tools that provide new content, models, and teaching methods. The main
advantages of using cloud servers in the educational process include powerful compu-
ting capabilities, high-capacity data storage, virtualization, and high availability and
security of cloud services. The cloud-based e-learning architecture provides powerful
computing power and a huge data storage space by locating the computing and data in
a large number of distributed computers. In the cloud computing model, administra-
tors ensure the security of user data and, to the greatest extent possible, manage uni-
fied data, allocate resources, balance load, deploy the software, and do the reliable
real-time monitoring [7].

Currently, due to lower enrollment rates and less physical presence of students in
classes, various colleges and universities give the possibility to undergo certain cours-
es in a distance mode. Research on the adaptability of cloud-based e-learning in Ma-
laysian universities has revealed that the decision to implement this model is mainly
influenced by the need and perceived usefulness of the technology. In the meantime,
innovation is not significant in the intention to implement cloud-based e-learning
Cloud computing has become appealing to many educational institutions because it
has numerous benefits, in particular, geographic distribution and effective cost alloca-
tion related to automated systems and open-source software. The systemic communi-
cation between learners and teachers in different geographic settings enables the crea-
tion of lively and interactive learning platforms, allows active group work, and im-
plements more effective teaching methods [33].

Despite the rapid introduction of cloud technologies in university educational prac-
tices, there are concerns about whether these technologies are used as effective teach-
ing tools or simply as a repository of electronic documents [6,34]. Results from vari-
ous researchers indicate that although many university staff around the world use
LMS to varying degrees, the vast majority cannot take advantage of the potential
pedagogical benefits offered by the full functionality of the software [6].

The cloud computing paradigm has revolutionized the computer science horizon
and has attracted significant attention from academia, industry, and government agen-
cies. Recent technological developments such as the Internet of Things, Serverless
Computing, Software-Defined Networking, and edge processing have created new
opportunities for cloud computing and formed the basis for the development of the
digital economy. However, they have also created a need for new research strategies
to reevaluate and improve approaches to scalability, elasticity, reliability, security and
resilience [35].
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With the introduction of cloud computing technology in higher education, a num-
ber of challenges connected with security, privacy, inadequate professionalism, and
slow Internet connection emerge. According to a study carried out in Bangladesh [36],
several key factors that drastically influenced the introduction of cloud computing at
the University of Dhaka are lack of adequate infrastructure, service availability, and
utility in education. Studies of the prospects for the use of cloud computing in higher
education in Sudan also raise the issue of privacy and security [37].

The decision to introduce cloud computing into university practice is related not
only to technological readiness but also to cultural aspects. Research towards a com-
parison between the Middle East and Europe in terms of the implementation of cloud
computing into the educational process has explicated that European nations have a
higher tendency to adopt advanced technologies, while the Middle East still prefer
traditional ways of learning. As regards security issues that are yet to be solved, Eu-
rope already has special centers for this aim, while Middle Eastern countries, particu-
larly Oman and Qatar, are still dealing with security problems. In addition to that,
cloud-based education in the Middle East is only going through its initial phase, while
many European universities are actively introducing advanced educational technolo-
gies [38]. The decision to implement cloud-based e-learning in a particular country is
influenced by several important factors. Among them are perceived usefulness, ease
of use, trust, security, need, and intention to study in such a mode [11].

4 Conclusion

Modern technological paradigms of learning are becoming more and more popular
among teachers of higher educational institutions, whose activities are aimed at train-
ing highly professional personnel of the digital age. Cloud computing has a significant
impact on the teaching and learning environment by leveraging dynamic scalability
and resource efficiency, thereby expanding the boundaries of educational opportuni-
ties and ensuring the availability of educational services. The introduction of ad-
vanced technologies and training standards based on cloud computing establishes a
new level of distance education organization. The present work provides a theoretical
overview of the e-learning cloud architecture layers and models of its deployment in
the education segment. In order to test the adaptability of LMSs to a collaborative
distance learning model, in 2019-2020, among educators of 1.M. Sechenov First Mos-
cow State Medical University (Russia), Prydniprovska State Academy of Civil Engi-
neering and Architecture (Ukraine) and Wuxi Institute of Technology (China) exper-
imental study was carried out using the Blackboard Learn application for interactive
e-learning, creation of online communities, and virtual knowledge exchange. This
research enrolled 100 educators who were supposed to test the teaching capabilities of
the Blackboard LMS. Within the investigation, the main advantages of the use of
Blackboard Learn in the process of organizing and supporting the educational process
were outlined, namely, convenient means of processing educational content, effective
educational process organization, effective tools for knowledge monitoring, and effec-
tive security and confidentiality system. Furthermore, the current article presented the
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advantages of introducing cloud-based e-learning in higher educational institutions.
The study proves that the introduction of cloud computing into the educational pro-
cess leads to positive changes in the quality of the educational content and can con-
siderably increase the efficiency of training due to updated learning technologies,
concepts, and tools that render new teaching content, models, and methods.

4.1 Scientific value

Demonstrated cloud computing architecture and cloud deployment models expand
the scientific understanding of the e-learning paradigm based on cloud-based technol-
ogy solutions.

4.2 Practical value

The implemented innovative solutions in the operational activities of educational
institutions affect the quality component of the integrated educational product, there-
by providing of its competitive advantage. Since cloud computing forms the basis of
the modern educational paradigm, the results of testing the Blackboard Learn platform
open up new horizons for technological modernization and improvement of educa-
tional practice, being professionally interesting for the teaching and management staff
of modern universities.

4.3 Research limitations

The Blackboard Learn cloud platform was tested only in the direction of exploring
the benefits of the system in the context of educational content creation and educa-
tional practice tooling. Which is insufficient to assess the impact of using the platform
on the quality of the educational process. Evaluation of the quality of e-learning based
on cloud platforms requires studying the student's experience of interacting with the
educational resource, teacher and study group in the context of the platform organiza-
tion of the educational process. Therefore, the study has demonstrated only the ad-
vantages of cloud solutions in the provision of the educational process in order to
identify progressive innovative opportunities to improve the educational experience.
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