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Abstract—In this study, it is aimed to determine the cyber security problems
and awareness training to university students. The research was carried out in the
fall semester of 2021-2022. The study, which was carried out with the participa-
tion of 410 university education and psychology students, was carried out using
the survey model. In the research, 4-week cyber security and cyberattack training
was given online to university students. The cyber security measurement tool
was developed and used by the researchers in order to collect data in the study.
The data collection tool used in the research was delivered and collected by the
online method. The analysis of the data was made using the SPSS programme,
frequency analysis and #-test. The results were added to the research in the form
of tables. As a result of the research, it was concluded that university cyber secu-
rity and cyberattack training was designed and they were good in this field.
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1 Introduction

With the widespread use of the Internet all over the world, information and com-
munication technologies have developed and this development has brought along
easy accessibility [1,31]. The Internet has become an important need for society, as
it makes daily tasks, such as access to information, information sharing, communica-
tion and shopping, easy and fast [2]. In the process of meeting these needs, a new and
extremely important security area has emerged for Internet users. Along with the need
for cyber security, the necessity for all Internet users to be aware of cyber security has
emerged [32].
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1.1  Theoretical and conceptual framework

The concept of cyber threat is seen as a concept that has become increasingly
important in recent years and researches have been conducted on it. Cyber threats are
generally expressed as obtaining confidential information belonging to other people
by taking advantage of the vulnerabilities of the systems through programmes writ-
ten by malicious people for the purpose of committing cybercrime [3]. Cyberattacks
aimed at obtaining important information for individuals and societies are expressed as
the systematic and coordinated attacks on the information systems or communication
infrastructures of the targeted persons, companies, institutions and organisations, for
commercial, political or military purposes [4]. Cyber warfare, on the other hand, covers
infiltration activities carried out by one country to damage another country’s Internet
and information networks or to prevent it from working temporarily [5].

The concept of cyber security was first used by computer engineers in the 1990s to
express security problems related to networked computers. Cyber security covers the
whole of tools, policies, security concepts, guidelines, risk management approaches,
activities, trainings, applications and technologies used to protect the assets of institu-
tions, organisations and users in the cyber environment [6]. It is of great importance
to draw attention to the issue of cyber security in order to prevent cybercrimes that
are becoming more and more widespread in the Internet age we live in and not to be
exposed to the possible consequences of these crimes [7]. In the literature, it is stated
that human-induced errors have an important role behind exposure to cyberattacks and
the negative consequences of these attacks by achieving their goals [8].

Goodrich and Tamassio [9] evaluated the provision of cyber security in three dimen-
sions as ‘confidentiality, integrity and availability’. Confidentiality means that the
information can only be accessed by the owner or related persons. Integrity is expressed
as the preservation of the existing structure of information without being altered, cor-
rupted or destroyed. Availability, on the other hand, means that the information is
accessible to the relevant people when necessary. The three aforementioned features
are considered to be antecedents of cyber security.

Negative situations in cyber space and the increase in cyber threats day by day affect
all countries of the world negatively. In order to minimise the negativities experienced,
the need for qualified personnel must be met. For this purpose, many countries in vari-
ous regions of the world provide cyber security training within universities [10].

1.2 Related research

Aksakall1 [11] analysed the type and size of attacks on the cloud system in his
research. In the research, the security problems in the cloud system were determined by
scanning the literature. Then, cyber security threats and cyberattacks are classified. As a
result of the research, it was emphasised that urgent measures should be taken to solve
the cyber security problems in the cloud system.

Halevi et al. [12] evaluated the cultural and psychological dimensions of cyber secu-
rity in their research aimed at increasing cyber security. In the research, it is stated that
the importance to be taken in the field of cyber security is increasing day by day. This
research was carried out in four countries: United States of America, India, United
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Arab Emirates and Ghana. As a result of the research, it was determined that different
countries of cross-cultural research have similar concerns and difficulties regarding
cyber security. It is also stated that technology-based measures can be taken by taking
advantage of the power of technology in providing cyber security, and it is also stated
that cyber security awareness should be given to people for cyber security [13].

Agamba and Keengwe [14], in their study; investigated the pre-service teachers’ pre-
cautionary behaviours to prevent cybercrime. In the research, the views of pre-service
teachers on cybercrime awareness and prevention of cybercrime were taken. As a result
of the research, it was determined that the pre-service teachers’ cybercrime knowledge
and awareness of using software related to cyber security were at a high level. How-
ever, it has been emphasised that teacher candidates are insufficient to take the neces-
sary precautions to prevent cybercrime.

Pusey and Sadera [15] evaluated pre-service teachers’ competencies in cyber secu-
rity and informatics ethics. The competencies of teacher candidates to provide edu-
cation in the field of cyber security were determined in line with the opinions of the
teachers. As a result of the research, it has been revealed that teacher candidates have
insufficient knowledge about information security and ethics and they are not qualified
to provide training on this subject.

Taha and Dahabiyeh [16], on the other hand, stated in their research on cyber secu-
rity that individuals’ information security awareness is lacking and this deficiency
opens the door to cyber security attacks. In addition, when the studies in the literature
are examined, there are also studies emphasising the importance of running training
programmes to improve the information security awareness of individuals in institu-
tions or organisations [17-19].

1.3 Purpose of the research

The purpose of this research is to identify cyber security problems for university
students and to provide online awareness training. In this direction, answers to the fol-
lowing questions were sought:

1. What are the cyber security scale scores of university students before and after
online cyber security and cyberattack awareness training?

2. How are the cyber security perceptions of university students according to gender
variable before and after online cyber security and cyberattack awareness training?

3. What are the cyber security perceptions of university students according to the class
variable before and after online cyber security and cyberattack awareness training?

2 Method and materials

This section includes information about the method used in the research, the data
collection tool, the study group from which the data will be collected and how the data
will be evaluated.
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2.1 Research method

The descriptive survey method, one of the quantitative research models, was used
in the study. King and He [20] describe the descriptive survey method as a quantita-
tive approach. Descriptive surveys are studies in which the views of groups on any
phenomenon or subject are described. Therefore, in this study, the descriptive survey
method was preferred in order to describe the cyber security and cyberattack awareness
of university students participating in the research.

2.2 Participants

In the literature, there are different evaluations for determining the sample size in
quantitative studies. In this study, the evaluation of at least 100—150 samples, which is
the sample size determined by Ding et al. [21], was taken into consideration. Accord-
ingly, 223 students were selected for the pilot application of the cyber security scale
developed to collect research data, and 410 students were selected for the final appli-
cation. The students participating in the research consisted of students studying in the
field of education and psychology in the 2021-2022 academic year at various univer-
sities in Kazakhstan, who agreed to participate voluntarily in the research. Information
on the demographic distribution of the students is given in Tables 1 and 2 in the findings
section of the study.

2.3 Data collection tools

Research data were collected with the cyber security scale developed by the research-
ers. The measurement tool was applied twice, before and after the online cyber security
and cyberattack awareness training was given to the students.

Cyber security scale. Certain steps were followed during the development of the
scale. These steps are creation of the item pool and receiving expert opinion, conducting
content and face validity studies, conducting a pilot application and obtaining data,
analysing the obtained data, conducting validity and reliability studies and finally
creating the final version of the scale with expert opinions. In the first stage, a literature
review on cyber security was conducted, and an item pool of 96 items was created
considering the education level of the students. In the second stage, item content validity
analysis was carried out using the Lawshe technique [22,23]. In order to determine the
comprehensive validity of 96 items in the item pool, the opinions of nine experts were
consulted. In line with expert opinions, 23 items with a content validity index above
0.90 were determined to be used in the scale. In the third stage, 223 students studying
in psychology departments at universities were selected for the pilot application of the
scale. 147 female and 76 male students participated in the pilot application.

In the fourth stage, SPSS 20.0 and SPSS Amos 25.0 programmes were used in the
analysis of the data obtained as a result of the pilot application. The cyber security scale
prepared for the pilot application was prepared in a 5-point Likert type. ‘Always’ was
evaluated as 5 points, ‘Often’ as 4 points, ‘Sometimes’ as 3 points, ‘Rarely’ as 2 points
and ‘Never’ as 1 point. Considering the item score ranges to be equal, 5.00—4.20 is
always, 4.19-3.40 is often, 3.39-2.60 is sometimes, 2.59—1.80 is rarely and 1.79—1.00
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is rated as never. In the fifth stage, the Kaiser—Meyer—Olkin (KMO) coefficient and
Bartlett sphericity test were calculated before the exploratory and confirmatory factor
analyses. The KMO value was found to be 0.812 and Bartlett’s test was found to be
below P < 0.05 (P = 0.000), and it was understood that the data set was suitable for
factor analysis. Then, exploratory factor analysis was carried out. The eigenvalue and
variance ratios of the scale were examined and two factors with eigenvalues greater
than 1 were found. The variance rate explained by the factors was 92.6%.

According to the scree plot, the item factor load was found to be over 30, and two
items loading a different factor were removed from the scale. After the exploratory
factor analysis, confirmatory factor analysis was carried out. The goodness-of-fit index
of the scale was y*/df = 1.887, GFI = 0.992, CFI = 0.965, NFI-TLI = 0.927-0.953
and RMSEA = 0.051. The goodness-of-fit index of the scale was found to be high.
The reliability study of the scale consists of 2 sub-dimensions and 21 items. The first
sub-dimension is ‘cyber security measures’ and the second sub-dimension is ‘cyberat-
tack awareness’. There are 12 items in the first sub-dimension and 9 items in the second
sub-dimension. The Cronbach alpha internal consistency coefficient of the scale was
found to be 0.83. The results of exploratory and confirmatory factor analyses reveal
that the Cyber Security Scale is a reliable measurement tool. In the sixth stage, the final
version of the scale was converted into a form by taking expert opinion again, making
it ready for application. The cyber security scale is given in Appendix 1.

Online cyber security and cyber attack awareness training. The 4-week online
cyber security and cyberattack awareness training is programmed to be online for
2 hours, 2 days a week, for a total of 16 hours. The content of the training includes
cyber threat, cyberattack, cyber warfare and cyber security. It is aimed to teach the
students during the education by supporting the conceptual dimension of the subject
with examples. In this direction, weekly gains were determined.

Week 1: Comprehending the concepts of cyber security and comprehending possi-
ble types of cyber threats. Week 2: Comprehending cyberattacks related to malicious
software, cyber hackers, network and system weaknesses, having knowledge about the
causes of cyber wars and how they are done. Week 3: Understanding the importance of
cyber security and understanding cyber security applications. Week 4: Knowing what
personal rights are in the field of cyber security and learning the crime dimension and
legal processes in cyberattacks.

In order to ensure student gains, students were expected to show sensitivity about
participation in the programme.

2.4  Data collection process

The data of the research were collected over a period of approximately 2 months due
to the application of the cyber security scale twice and the provision of online cyber
security and cyber awareness training between the two applications.
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2.5  Data collection analysis

SPSS 20.0 programme was used in the analysis of the research data. The Cyber
Security Scale was applied to the study group of the research twice, before and after
the 4-week online cyber security and cyberattack awareness training. According to the
Kolmogorov—Smirnov normality test results, since P > .05 was found, it was deter-
mined that the data showed normal distribution. For this reason, the answers given by
the students to the items in the scale were converted into findings by applying paramet-
ric tests. In the findings, frequency, percentage, standard deviation, weighted average
calculations and #-test results are given in tables.

3 Results

In this study, the findings regarding the ‘cyber security measures’ and ‘cyberattack
awareness’ of university students were tested with the Cyber Security Scale.

Demographic information regarding the gender distribution of university students
participating in the research is given in Table 1.

Table 1. Distribution of students by gender

Gender F %
Female 236 57.6
Male 174 42.4
Sum 410 100

Demographic information regarding the gender distribution of university students
participating in the research is given in Table 1. 57.6% of the students participating in
the research were female and 42.4% were male. A total of 410 students, 236 women and
174 men, participated in the study.

In Table 2, demographic information about the class distribution of the university
students participating in the research is given.

Table 2. Class distribution of students

Class F %
1. Class 94 22.9
2. Class 106 25.9
3. Class 112 273
4. Class 98 239
Sum 410 100

In Table 2, the distribution of the university students participating in the research
according to the class variable is given. 22.9% of the students are 1st grade, 25.9% 2nd
grade, 27.3% 3rd grade and 23.9% 4th grade.

Before online cyber security and cyberattack awareness training. In Table 3,
the online cyber security scale, cyber awareness measures, cyberattack awareness
sub-dimensions and the overall mean and standard deviation of the scale are given.
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Table 3. Cyber security scale and its sub-dimensions

X SS
Cyber security measures sub-dimension 2.19 0.889
Cyberattack awareness sub-dimension 2.28 0.675
Cyber Security Scale 2.21 0.719

When Table 3 is examined, it is seen that university students participating in the
research have a low level of awareness in the cyber security measures sub-dimension
(X' =2.19) and in the cyberattack awareness sub-dimension (X = 2.28). In general, it
was concluded that the cyber security awareness of university students (X =2.21) is at
a low level in the cyber security scale.

In Table 4, the cyber security perceptions of the students participating in the research
before the online cyber security and cyberattack awareness training are given according
to the gender variable.

Table 4. The ¢-test results of students’ cyber security perceptions by gender variable before
online cyber security and cyberattack awareness training

Gender N X SS F P
Female 236 1.93 0.466 19.613 .000
Male 174 2.61 0.588

When Table 4 is examined, it is seen that there is a significant difference (F =19.613,
P < .05) between university students’ cyber security awareness before online cyber
security and cyberattack awareness training according to gender variable. According to
the 7-test results, it was determined that the awareness of male students was higher than
that of female students.

In Table 5, the cyber security perceptions of the students participating in the research
before the online cyber security and cyberattack awareness training are given according
to the class variable.

Table 5. The #-test results of students’ cyber security perceptions by class variable before online
cyber security and cyberattack awareness training

Class N X SS F P
1. Class 94 227 0.568 6.715 516
2. Class 106 2.23 0.597
3. Class 112 2.19 0.601
4. Class 98 2.16 0.577

In Table 5, the cyber security awareness of university students was evaluated before
the online cyber security and cyberattack awareness training according to the grade
level they are studying. According to the table, X = 2.27 for 1st grade, X = 2.23 for 2nd
grade, X = 2.19 for 3rd grade and X = 2.16 for 4th grade. It has been determined that
there is no significant difference between the cyber security awareness of university
students according to the class variables they are studying.
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After online cyber security and cyberattack awareness training. In Table 6, the
cyber security scale, cyber awareness measures, cyberattack awareness sub-dimensions
and the overall mean and standard deviation of the scale are given.

Table 6. Cyber security scale and its sub-dimensions

X SS
Cyber security measures sub-dimension 3.56 0.926
Cyberattack awareness sub-dimension 3.63 0.915
Cyber Security Scale 3.59 0.881

When Table 6 is examined, it is seen that university students participating in the
research have a high level of awareness in the cyber security measures sub-dimension
(X =3.56) and in the cyberattack awareness sub-dimension (X = 3.63). In general, it
was concluded that the cyber security awareness of university students (X = 3.59) is at
a high level in the cyber security scale.

In Table 7, the cyber security perceptions of the students participating in the research
after the online cyber security and cyberattack awareness training are given according
to the gender variable.

Table 7. The #-test results of students’ cyber security perceptions by gender variable after online
cyber security and cyberattack awareness training

Gender N X SS F P
Female 236 3.58 0.710 11.442 265
Male 174 3.61 0.792

When Table 7 is examined, it is seen that there is no significant difference between
university students’ cyber security awareness according to gender after online cyber
security and cyberattack awareness training (F = 11.442, P > .05).

In Table 8, the cyber security perceptions of the students participating in the research
after the online cyber security and cyberattack awareness training are given according
to the class variable.

Table 8. The ¢-test results of students’ cyber security perceptions by class variable after online

cyber security and cyberattack awareness training

Class N X SS F P
1. Class 94 3.56 0.466 19.215 425
2. Class 106 3.59 0.514
3. Class 112 3.61 0.409
4. Class 98 3.60 0.489
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In Table 8, cyber security awareness of university students was evaluated after
online cyber security and cyberattack awareness training according to their grade level.
According to the table, X = 3.56 is for 1st grade, X = 3.59 for 2nd grade, X = 3.61 for
3rd grade and X = 3.60 for 4th grade. It has been determined that there is no significant
difference between the cyber security awareness of university students according to the
class variable they are studying.

4 Discussion

University students participating in the research were given online cyber security
and cyberattack awareness training. It was determined that the cyber security aware-
ness of the students was low before the training and at a high level after the training. In
their study, Zhang and Li [24] based the increase in the number of cyber security attack
victims on a low level of information security awareness. Allam et al. [25] stated that
the design and implementation of cyber security awareness programmes have become
important. Bada et al. [17] showed cyber security awareness programmes as one of
the effective tools in raising cyber security awareness and improving cyber security
practices.

It is seen that there is a significant difference between the awareness of the univer-
sity students participating in the research according to the gender variable before the
online cyber security and cyberattack awareness training. It has been determined that
the cyber security awareness of male students is higher than that of male students. After
the online cyber security awareness training, it was determined that there was no sig-
nificant difference between the cyber security awareness of female and male students.
Makhabbat and Giilsegen [26] evaluated students’ cyber security awareness in their
study and found that male students had more cyber security awareness than female
students. This study reveals similar findings with the awareness levels of the students
before the online cyber security and cyberattack awareness training of the research.
Harrington et al. [27], on the other hand, found that gender did not have a significant
effect on cyber security attitudes and behaviours. This finding supports the results that
emerged after the online cyber security and cyber awareness training in the research.
Laato et al. [28] also examined the effects of variables, such as age and gender, on cyber
security knowledge. At the end of the research, it was revealed that male students were
more knowledgeable than female students.

It has been determined that there is no significant difference according to the grade
level of the university students participating in the research before and after the online
cyber security and cyberattack awareness training. Karaci et al. [29] also revealed in
their research, in parallel with the results of this research, that there is no significant dif-
ference between the cyber security behaviours of students studying in different classes.
As cyber threats continue to increase exponentially, the educational need to raise infor-
mation security conscious individuals should extend far beyond Information Technolo-
gies subjects in the curriculum of universities [30].
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5 Conclusion

In the age of technology we live in, the Internet has become an indispensable part
of our daily life. With the development of information and communication technolo-
gies, information security has become an important subject area, and user behaviour
has become increasingly important. Concepts such as cyber security, cyber threat,
cyber war and cyberattack have become problem areas of information communication
technologies. Therefore, in this research, it is aimed to identify online cyber security
problems and to provide awareness training for university students. As a result of the
research, it is revealed that the low level of cyber security awareness of university stu-
dents increased after online cyber security and cyberattack awareness training. Before
the online cyber security and cyberattack awareness training of the university students
participating in the research, a significant difference was determined in favour of male
students according to the gender variable, but it was determined that the difference dis-
appeared after the training. In addition, it was determined that there was no significant
difference according to the grade level of the university students participating in the
research before and after the online cyber security and cyberattack awareness training.

6 Recommendations

The results obtained from the research reveal that university students need cyber
security and cyberattack awareness training. If students are educated, their awareness
of cyber security will increase. Universities need to ensure that students are aware of
general security threats and protection procedures. In addition, new types of attacks and
new security measures that may occur due to technological developments in universi-
ties should be given to students regularly through awareness programmes.
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Appendix 1. Cyber Security Scale

E
Cyber Security Scale Never | Rarely | Sometimes | Often T‘i]:e}:’
Cyber security measures

1 I check security links (https://) and certificates
on web pages

2 I keep anti-virus software on my computer

3 I do not share my personal information (TC
No. Date of Birth. Telephone No. etc.) on the
Internet.

4 1 do not prefer easy and memorable passwords

5 I do not respect e-mails (requests for card
number, password etc.) from sites such as
banks, online shopping sites.

6 I do not download files from sites I do not trust

7 1 do not shop through advertisements on social
networks

8 I clean web history

9 I do not share my personal information on
social networking sites.

10 | I'log out when I’m done with accounts such as
social network, e-mail

11 | I make sure that my information is not left on
the computers I use other than my personal
computer.

12 | I do not respond to authentication messages
(requests for username, password etc.)
Cyberattack awareness

13 | Irealise that I have been hacked

14 | Ifile a criminal complaint when I’'m
cyberattacked

15 | I'm afraid of being hacked

16 | I believe that cybersecurity measures reduce
the likelihood of being hacked.

17 | I raise awareness of people around me about
cyberattacks

18 | Iinvestigate my legal responsibilities in the
face of cyberattacks

19 | Iresearch the measures that can be taken
against cyberattacks

20 | Itake precautions regarding types of
cyberattacks

21 | I heed the warnings about cyberattacks
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