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Abstract—When delivering digitalization of educational services, a specific 
administration plan should be established, designed for maximum access, quick 
recovery from failure, and lowering the length of time it is unavailable, all while 
guaranteeing good security performance. It should include responsibilities such 
as providing dedicated servers for digitizing educational services, increasing 
security by using encryption and security-compliant network protocols, and 
database administration. To speed up the digitization of educational services, it 
is recommended that all databases be placed on a single server that will serve as 
the publisher, and that separate databases be distributed to three different servers 
that will act as the subscribers.
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1	 Introduction

Faced with widespread digitalization in educational services, every organization 
must strive to meet modern-day quality and security standards for information and 
other assets. Simultaneously, improving the utilization of available resources such as 
data, application systems, technologies, employees, and material resources is one of 
management’s primary responsibilities. The growing number of educational services 
available via the Internet, as well as the digitalization of educational services, increases 
the role and importance of information systems. Educational institutions must provide 
and seek out opportunities to improve the efficiency of their systems on a regular basis.

To increase accessibility and productivity, the digitalization of educational services 
requires special attention. Online applications can serve many users, and it is difficult 
to predict the frequency and intensity of requests. In this regard, a special strategy for 
the administration of this system should be developed, which should allow maximum 
access, provide opportunities for rapid recovery from failure, and reduce the time it is 
unavailable, all while maintaining good security performance.
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The system administration strategy should include activities such as providing 
dedicated servers for the digitalization of educational services, increasing security by 
adding encryption, additional operating system settings, and network protocols that 
adhere to security standards, and database administration.

The following main components (concepts) can be considered the primary directions 
in database system administration:

1.	 Identifying the content, structure, and integrity control of databases.
2.	 Managing database security through authentication modes, login accounts, roles, 

and permissions, as well as their management.
3.	 Database backup and restore – manage database backup and restore. Virus failure, 

unauthorized access, electrical failure, and database damage are all possibilities. To 
avoid fatal consequences from these adverse situations, strategies for archiving and 
restoring databases, as well as replacing damaged devices, are implemented.

4.	 Database performance observations and the development of visions for changes to 
improve productivity. Many routine database administration tasks, the majority of 
which are maintenance activities, can be automated. Automation necessitates a spe-
cial server configuration that allows for the monitoring of user processes and actions, 
error checking, and warning when certain events occur. The tasks that are performed 
can be set to be performed only once or on a regular basis.

2	 System administration strategy for availability and speed

To achieve good performance in many cases and to increase database accessibility, 
we propose combining two concepts in MS SQL Server that have previously been used 
separately – replication and database mirroring [1, 2].

Replication is a type of data transfer in which multiple copies of the same data are 
created and maintained. The data is distributed among the various countries, giving 
them greater autonomy, and providing necessary updates over time. There are several 
advantages to replication:

–	 Allows for the operation of stand-alone servers that do not need to be connected all 
the time.

–	 Allows for the maintenance of separate servers and systems, as working on the same 
device causes problems.

It is necessary to choose the roles to be performed by the servers, as well as the 
replication topology, in order to create an effective replication scheme in the digitaliza-
tion of educational services. Different replication topologies can be developed because 
each SQL Server installation can be a publisher, distributor, subscriber, or any combi-
nation of the three – publishers create and modify data, resellers store data for one or 
more publishers, and subscribers receive the data.

To increase the speed of digitalization of educational services, we recommended to 
install all databases on one central master server which take the role of “publisher”, 
and different databases replication to be sent on three different servers which taking the 
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role of “subscribers”. For the type of replication, it is advisable to choose the one with 
the best speed – transactional replication. In this way, only changes to the publisher’s 
databases will be sent, which will reduce network traffic and system load.

The data packets received from subscribers are referred to as publications, and their 
transmission is initiated whenever the publisher server changes. Publications include 
one or more articles, which can be part or all in one table or another database object. The 
replication mechanism also allows for horizontal (restriction of the rows it contains) or 
vertical (restriction of the columns it contains) filtering of the articles.

These replication characteristics allow precise load distribution and, accordingly, 
the required information on different servers, possibly located in different physical 
locations. Given the fact that the application can be accessed by geographically remote 
users, we recommend grouping data for audited organizations with close coordinates 
and placing them on the same server subscriber. This would further reduce the time 
required to retrieve information. This architecture provides good performance but is 
extremely difficult to maintain and in the event of a failure to recover information and 
return to normal operation is difficult.

We offer the creation of mirror copies of databases to improve the system’s resil-
ience. You’ll need two SQL Server installations to implement a mirror strategy, and it’s 
highly recommended that they be on different physical servers [3, 4]. The databases 
are accessed on one server, and all completed transactions are received on the other. 
If the master server fails, the roles can be reversed, with the mirror server taking over as 
master until the problem is resolved. As a result of this technology, the amount of time 
the system is unavailable is reduced.

To combine the above two technologies, consider the agents, serving the replication 
process. The replication process used by SQL Server includes other agents [5, 6] that 
are not relevant to the statement and will thus be omitted. Each one runs on the server, 
which serves as a distributor and performs a specific function:

–	 Snapshot Agent synchronizes the databases of the various servers for the first time.
–	 The Log Reader Agent connects to the publisher server and retrieves transactions 

marked for replication in the reseller.
–	 Distribution Agent – establishes contact with subscribers and transmits the necessary 

transactions.

The success of database mirroring and replication is solely dependent on selecting 
the appropriate database and, more specifically, the role played by the server on which 
it is installed. The information stored on subscriber servers can be retrieved at any time 
from the publisher server via the distributor. The distributor server, on the other hand, 
does not store data that cannot be retrieved at a loss, so creating a mirror is pointless. 
As a result, the server publisher remains the architecture’s weak point.

To successfully implement the proposed topology, the Log Reader Agent must be 
properly configured. It reads information from the main publisher server during normal 
server operation. Simultaneously, the process of creating a mirror copy of the databases 
ensures that all changes made to the main server publisher are replicated in its mirror. If 
the main server crashes, the Log Reader Agent continues to retrieve information about 
the reseller, but this time from a mirror image of the server. The process can be repeated 
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until the main server is fully restored, at which point the publishing servers can resume 
their original roles.

This scheme enables different types of data to be sent to subscriber servers to serve 
individual audited companies. The load is reduced by distributing the database across 
multiple servers and creating a mirror image of the publisher server allows for auto-
matic response in the event of a failure. Companies will have constant access to various 
forms and reports containing audit information, and changes to the database will be sent 
to the publisher server.

3	 System administration strategy for backup and restoration

A unique database architecture necessitates a unique backup and recovery strategy. 
The database’s operation is critical to the organization’s survival; in the event of a 
system failure, some of the data may be damaged or lost. To address issues related to 
database corruption, an archiving strategy must be developed.

A successful archiving strategy ensures the following [7, 8, 9]: 

–	 minimizing data loss;
–	 recovering lost data;
–	 recovering data with minimal production time costs.

The topology of the system has a significant impact on the archiving strategy in this 
case. It’s redundant to create backup databases on subscriber servers and the reseller, 
and the primary publisher server keeps a mirror image of its databases on another server 
ready to take over the role. To avoid a scenario in which both publisher servers fail, 
archives of the databases on one of them must be created. The archives must be run 
to the server that receives the database mirrors and then stored in a different location 
because the load on the server that receives the database mirrors is lower. In most cases 
we consider it will be sufficient to run periodic full archives and transaction logs because 
both servers are less likely to crash when they are in different physical locations.

When running full archives, which are usually time consuming, the database will still 
be available, and transaction log archives will have no effect on server performance.

The proposed administration strategy for the digitalization of educational services 
creates preconditions for ensuring the quickest possible access and offers opportunities 
for quick recovery from failure and reducing the time it is unavailable. Adherence to 
the above security management principles, as well as regular inspections, will improve 
the resilience of educational services to malicious external factors.

The loading speed of websites has always been a significant factor in determining 
their quality [10, 11], alongside multilingual support and the use of standards. It is 
dependent on several factors, including the server’s hardware and software, the caching 
of static information, the server’s Internet connection, and the availability of multime-
dia content [12, 13]. Even with strict monitoring of each of these factors, a situation 
may arise in which server resources are insufficient to service the requests in appropriate 
time frame in applications with too many users. Unwanted delays may occur at higher 
loads or when the maximum number of turns permitted is reached at the same time. For 
example, if there are 100 active database calls at the same time and the limit is only 30, 
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the remaining 70 will be queued while the server processes the previous ones. Dynamic 
caching is one of the mechanisms used to address this issue.

In essence, caching is a record of the outcome of an operation (database query 
or formatted output), typically in the form of a file, and its visualization in a subse-
quent request to retrieve the same result. In the presence of a large number of users, 
information caching is primarily used. The required information is downloaded and 
saved only once with dynamic caching. At each new execution of the script that outputs 
the data, a check is made for the presence of cached information to be visualized; if 
there is none, a request to the database is made and a new cache copy of the result is 
saved.

Not only is there a significant advantage in data retrieval, but also in the speed with 
which the output is visualized. The reason for this is that it is not necessary to re-run all 
the development tools in order to generate the output of a given page; instead, it is only 
necessary to display its last saved copy. This takes a fraction of the time it takes for the 
system to regenerate everything.

We propose to use one of the most common approaches for dynamic data caching in 
web application development systems, which is to save the results of SELECT queries 
as serialized arrays in files. It is much faster to read a file and deserialize arrays than 
to run a complex SELECT query with many tables. This cuts server access and data 
retrieval time in half.

As each system’s functionality grows, so do the chances of unexpected flaws. The 
error events generated by the described development tools must be closely moni-
tored. In most development environments, the module is referred to as Error Handler. 
This component is essential for system maintenance and monitoring. It enables rapid 
response and the elimination of errors in its operation. In general, this component pro-
vides all necessary information in the form of an e-mail, which is sent to the developer 
who created the functionality with each error. The error generated by the server is 
included, as well as the name and full path to the file where the error occurred, the line 
number in the code, and all subsequent files and libraries affected by the error files and 
libraries with the corresponding lines and paths, all the way to the operation’s end. A list 
is used to organize and grade all the data.

In the event of an error, an additional benefit of using this approach is the provision 
of specific information that can be seen by ordinary users of the system. As a result, in 
addition to the purely aesthetic effect, valuable system information is protected from 
leakage. This includes file names, databases, and tables, which improves security and 
lowers the risk of hacking.

4	 System administration strategy for security

When developing a security strategy, we must consider the system’s topology, which 
is hidden from the end users. On several levels, the security system can be implemented:

–	 Physical security as well as network protocol security.
–	 The safety of the operating system.
–	 Database protection.
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Given the sensitive nature of the data, all connections in the system must be 
encrypted, both between users and the database and between individual servers. The 
analysis of possible solutions reveals that the widely used SSL/TSL protocol provides a 
high level of security [14]. It ensures that the information sent remains unchanged and 
sends it only to the intended server, encrypting it with an asymmetric algorithm and a 
public key. It is supported by almost all modern browsers, client-server applications, 
and a wide range of communication devices [15]. In case of VPNs the possible use 
and impact of other well-established protocols such as IPSec which can provide strong 
authentication should be considered.

Physical access to the servers must be restricted, and they must be housed in facilities 
that meet current security standards. After ensuring physical security, special attention 
must be paid to operating system security. The servers on which the systems for dig-
italization of educational services will be installed must have the following technical 
control mechanisms:

–	 limited access rights, created and maintained in accordance with educational service 
needs. 

–	 risk assessment, vulnerability, prevention, and detection, as well as continuous 
monitoring.

–	 conducting breakthrough tests on a regular basis.
–	 the existence of a change management process to ensure that changes and refine-

ments to system software, educational services software, network components, and 
data are made in a controlled manner.

The database management system’s security is limited to creating accounts to restrict 
access to the database server. Each of these accounts must have no more than the bare 
minimum of rights. To keep their number manageable, we propose the establishment 
of a common account for all employees in audited companies and separate accounts 
for members of audited companies’ management as well as all employees in auditing 
companies.

The administrator should only allow authorized updates based on the database con-
nections. If users are permitted to use web forms, the administrator must include mech-
anisms in the databases to validate all updates to ensure their authorization and security.

Controlling table access is difficult to design and implement, so it is frequently over-
looked. Effective collaboration between system users, including the developer and data-
base administrator, is required for success. It is necessary to conduct regular database 
security audits to achieve a good result. They’re usually related to the transactions that 
have been recorded in the transaction log. Its use in most organizations is limited to a 
tool that provides information after a security issue is reported.

We recommend recording and analyzing the following activities for successful 
administration: 

–	 Successful and unsuccessful login attempts.
–	 Successful and failed attempts to gain access to security-critical sites, such as 

creating, opening, closing, modifying, and deleting.
–	 Modifications to user authentication data.
–	 Blocking users based on which ports are blocked and why.
–	 Access denial because of too many failed login attempts.

iJET ‒ Vol. 17, No. 20, 2022 279



Short Paper—Database Administration Practical Aspects in Providing Digitalization of Educational…

Procedures related to the analysis of potential problems can be performed using 
both specially written scripts and commonly available finished products, such 
as: Nmap (https://nmap.org/), Nessus (https://www.tenable.com/products/nessus), 
LanGuard (https://www.gfi.com/products-and-solutions/network-security-solutions/
gfi-languard), AIDA64/Everest (http://www.lavalys.com/) and others.

Nmap is a free tool that lets you create a complete network map, including computers, 
servers, services provided by each machine, and open ports [16, 17].

Nessus is a free program for personal use only; it cannot be used for commercial 
purposes. Allows you to scan network devices and set a specific policy to comply with 
during the scanning process [18]. When the results are received, the program iden-
tifies potential security breaches, influencing factors, and appropriate solutions. The 
application can also be used for continuous network monitoring to detect improper soft-
ware use, monitor the use of USB devices, and detect changes in server configuration.

Network scanning, checking for availability and installing the latest updates, 
monitoring the use of USB devices, remote access, and verification of compliance with 
the password management policy are all services offered by Languard [19, 20], which 
are like Nessus. The program can be used for no more than two computers for free.

AIDA64/Everest (the new product name is AIDA64) provides detailed information 
on each installed hardware component of the computer (processor, hard disk, video 
card, and so on), performs comparative tests, and includes diagnostic and productivity 
reporting tools [21].

5	 Conclusion

An archiving strategy must be established to handle database corruption issues. 
The operation of the database is important to the organization’s sustainability. Backup 
databases are created redundantly on subscriber and reseller servers, and the princi-
pal publisher server maintains a mirror image of its databases on another server. To 
eliminate the possibility of both publisher servers failing, archives of the databases on 
one of them must be generated. The archives must be run to the server that receives the 
database mirrors and then saved somewhere else. One of the strategies used to alleviate 
this issue is dynamic caching. At each new execution of the script that outputs the data, 
the presence of cached information is checked.

When establishing a security plan, we must examine the topology of the system. All 
system connections, both between users and the database and between specific servers, 
must be secured. The servers’ physical access must be controlled, and they must be kept 
in facilities that fulfill contemporary security standards. The security of the database 
management system is limited to creating accounts to restrict access to the database 
server. Each of these accounts should just have the bare minimum of rights. Procedures 
for analyzing possible problems can be carried out utilizing both specially generated 
scripts and commercially available final products.
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