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Abstract—Nowadays the threat of cyber-attacks is increasing as more orga-
nizations undergo digital transformation. Therefore, organizations need to take
proactive measures to mitigate the cyber threat to avoid a further loss to their
business. To mitigate cyber risk effectively, organizations need to employ com-
petent people in the IT security team to implement effective security controls.
But there is a shortage of cyber security talent or professionals in the job market
and to produce talents in the cyber security field requires extensive effort in edu-
cation and training. A good cyber security education program should have to date
curriculum and provide practical experience. To achieve this, the program must
be supported by a cyber security lab equipped with various software, equipment,
and tools used by a real professional in the industry. Therefore, this paper pro-
posed a model of a cyber security lab equipped with honeypot and SIEM systems
to enhance the quality of cyber security education. The cyber security lab based
on the model was deployed at Universiti Teknologi MARA (UiTM) and used for
teaching and learning activities. The honeypot will provide student experience
analyzing the behavior of hackers while the SIEM system will aggregate the logs
data of the Campus Network Firewall in real-time. To evaluate the effectiveness
of the proposed lab model, a functional test and a survey was conducted. The
survey result shows that majority of the respondent agreed that the cyber secu-
rity lab improve their teaching and learning experience while taking the cyber
security subject.
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1 Introduction

As more organization undergo digital transformation, the threat of cyber-attacks also
increases as the attack surface become bigger. Cyber-attacks on an organization’s IT
infrastructure will lead to a data breach, and financial and reputation loss. A survey con-
ducted by IBM [1] states that the cost of a data breach in an organization increase from
$3.86 million in 2020 to $4.24 million in 2021. The survey also states that the financial
loss is higher for an organization with a less mature security posture. Meanwhile in
Malaysia, the reported cyber incidents such as Denial-of-service (DoS) attacks, system
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intrusion and malware infection are rising from 2,429 in 2016 to 3,787 in 2019 [2].
Therefore, organizations need to take proactive measures to mitigate the cyber threat to
avoid a further loss to their business.

For the organization to have effective cyber security control, it must employ talents in
cyber security as part of the IT security team. A competent security team will implement
effective security controls, formulate the right security policy and be able to respond
to incidents correctly. This will result in more prudent cyber security measures for the
organization. But nowadays there is a shortage in IT talent [3] and specifically a cyber
security talent which will impact the recruitment of competent staff. A report published
in the year 2020 highlighted that 64% of the organization reported cyber security staff
shortages while 22% reported significant cyber security staff shortages [4]. To fill up
the shortage in the workforce, cyber security education and training need to be given to
the student or reskilling the existing workforce.

To produce talents in the cyber security field requires extensive effort in educa-
tion, training, and certification to develop and nurture the required skillset. Besides,
the cyber security education and training given must adhere to certain qualities so that
prospective student skillset is in line with industry and job market requirements. Cyber
security education which did not adhere to certain qualities will produce incompetent
graduates in the workforce. A study [5] conducted in a developing country such as
Ecuador regarding cyber security education shows that most universities do not have
labs or equipment to deliver cyber security education, only 11% of respondents have a
lab. This may impact the quality of students.

Besides a competent instructor, a good cyber security education program should
have to date curriculum and practical exercises such as the “Capture the Flag” event
and simulation of real-world security threats and breaches [6]. To achieve this, the
program must be supported by a cyber security lab equipped with various software,
equipment, and tools used by real professionals in the industry just as vocational school
providing student with a hands-on maker space to nurture practical skills [7]. This will
provide valuable experience to the students and instill confidence in the organization to
recruit the student into their workforce.

Several works have been done in using software, hardware, or tools to aid cyber
security education. The work of [8] proposed the use of augmented reality (AR) during
cyber security training activities. The AR system visualized the implementation of a
cyber-physical system and focused on the implementation of data acquisition, storage
and processing platform for new sensor networks and instruments. But the contents are
only limited to a cyber-physical system and did not provide the student with practical
experience such as analyzing traffic data or analyzing appliance logs. The work of
[9] introduces a game called HackLearn for cyber security education. The game was
developed based on the COFELET framework and the student will be presented with
interactive content related to information security via a GUI interface. This paper [10]
also proposed a game for cyber security education called Sherlocked, it uses a puz-
zle approach to enhance student understanding of a concept in information security.
Although game-based learning helps the student to understand the fundamental theory
and hands-on skills with common tools such as Nmap or Metasploit, it lacks the expe-
rience in analyzing the threat on a real system.
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Besides that, the cyber security educational experience can be enhanced using cyber
range has been proposed by [11] [12]. By having a cyber range, students can sharpen
their penetration skills in a virtual or simulated environment. But cyber range only
provides practical experience from the Red-Team perspective. There is a need for the
student to also sharpen their Blue-Team skillset if the organization needs to hire the
student as an analyst for their Security Operation Centre (SOC). Meanwhile, the work
of [13] acknowledges the need for the student to sharpen their Blue-Team skillset as
security analysts in SOC. The work proposed a concept of a digital twin-based cyber
range for SOC analysts equipped with a security information and event management
(SIEM) system which displays real-time log data. However, the concept lacks the com-
ponent to sharpen the Red-Team skillset such as penetration testing.

Based on the review of the previous work. Lack of work has been done to provide
cyber security students with tools which able to improve both Blue-Team (Threat Anal-
ysis) and Red-Team (Penetration Test) skillset with real system experience. Therefore,
to address the gap which has been identified, this paper proposed a model of a cyber
security lab equipped with Honeypot and SIEM systems to enhance the quality of cyber
security in education. The honeypot will simulate a real vulnerable system such as a
web server and student can sharpen their penetration skill on the honeypot and can
also analyze the behavior of external hackers attempting to penetrate the honeypot.
Meanwhile, the SIEM will aggregate the logs data of the Campus Network Firewall and
display it in real-time to the student. Using the correlated threat data from the SIEM,
students were able to sharpen their Blue-Team skills by analyzing the threat data. The
cyber security lab based on the model was deployed at Universiti Teknologi MARA
(UiTM) which is the largest public university in Malaysia. The deployment was eval-
uated by surveying students and lecturers. The lab has benefited many students taking
information security subjects for their undergraduate or postgraduate studies.

2 Literature review

This section will review topics related to cyber security education, honeypot deploy-
ment and SIEM technology. All the topics are fundamental for the proposed cyber secu-
rity lab model.

2.1  Cyber security education

As society is transforming into a digital society, many human daily tasks depend
on a digital system. This will increase the individual digital footprint and vulnerability
to cyber-attack. Therefore, cyber security education is becoming more important not
only to create awareness in society but also to produce potential cyber security profes-
sionals in the future. Due to the lack of cyber security education, we can see the rise
of cyber-crime, online fraud, and cyber-bully in society [14]. Many recent works and
research have been done to improve the quality of delivering cyber security education.
Some proposed a gamification [15] [16] [17] of cyber security content for education,
multimedia tools [18] [19] and simulation such as cyber range [20] [21]. The work of
[15] proposes a framework for information security awareness and training programs
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called as Cyber-Hero, but the framework only focuses on raising awareness of human
weakness and social engineering and left out other technical skills in cyber security.
There are also authors [16] who proposed gamification of cyber security education
via Facebook messenger to increase cyber security knowledge, but the proposal only
provides awareness and did not provide any practical knowledge and skill. There is
also a security awareness program [17] being proposed to improve company employee
awareness of social engineering attacks, but the delivery of content is via embedded
video and games and did not provide the employee with real-world experience.

Meanwhile, the work of [18] develops a multimedia curriculum to teach about online
privacy but it lacks other cyber security topics and more focus on public education. The
work of [19] introduces ADA which is an open-source robot tool that provides cyber
security information interactively, it can read the Twitter feed, RSS feed and show
articles related to cyber security, but it does provide any mechanism to help students
in sharpening their practical skill. For the simulated environment, the work of [20]
proposes CyExec*, a cyber range setup which able to randomize the scenario using
containerized environment. Although it is a good platform for student to develop their
pen testing skill, it lacks the mechanism to sharpen their blue team skillset. The work of
[21] presents a model for implementation of a hybrid cyber-range based on the model
of a real water supply system, but the work is conceptual and did not demonstrate work-
able implementation of the cyber range. It will be interesting to see the development of
augmented reality learning such as [22] being applied for cyber security education to
make it more immersive to the students.

A finding from a study [23] indicates that the best outcome for cyber security edu-
cation is when the structured simulated environment is paired with live competitive
activities. Therefore, the model proposed by this research used live traffic from the
campus network firewall to provide the student with live real threat data to enhance
their experience.

2.2  Honeypot deployment

Honeypot is a vulnerable system which often used by the administrator to detect,
deflect, and counteract unauthorized access to the IT infrastructure. The honeypot sys-
tem is purposely made to be vulnerable, and it will emulate various real services. The
honeypot can be deployed on a bare-metal machine, in a virtual machine such as in [24]
or in a more recent trend deployed in a container [25]. Besides that, a honeypot can be
divided into three low interaction levels, medium, and high interaction.

A low interaction refers to a honeypot that provides limited interaction to the hacker
and only emulates a certain part of the operating system or the protocol. An example
of the implementation of low interaction honeypot is Honeyd [26]. A high interaction
refers to a real system (non-production) that is used as a honeypot to provide hackers
interaction with a real system making it harder for them to guess, whether they are
being observed or diverted. The work of [27] implements a high interaction honeypot
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for SQL injection analysis. Lastly, medium interaction refers to honeypot which can
provide a more advanced response to hackers compared to low interaction honeypot.
It can emulate certain aspect of the system and provide some depth in the interaction;
example of a medium interaction honeypot is [28] which implement a honeypot for the
internet of things target. This research project proposed to use a medium to high inter-
action honeypot to provide the student with a platform to improve their red team skills.

2.3  SIEM technology

Security Information and Event Management System or often abbreviated as SIEM
is often deployed by an organization at their SOC, Figure 1 shows an example of SIEM
being deployed at the company security operation center (SOC).

Fig. 1. SIEM in Security Operation Center (SOC) [29]

SIEM system is responsible for performing real-time analysis, correlation and visu-
alization of security alerts generated by the network or security appliances. Many SIEM
systems have been developed either commercial or open source. An example commer-
cial SIEM solution is QRadar developed by IBM, Splunk and Data dog. Meanwhile,
an example of open source SIEM is AlienVault OSSIM and ELK stack. In the recent
development of SIEM technology, there is an emerging trend to apply big data tech-
nologies to enhance SIEM data processing such as [30] which integrates Apache Spark
to the SIEM. Besides that, there is also a recent trend to apply artificial intelligence
elements to the SIEM to improve the accuracy in detecting threats such as the AI-SIEM
system developed by [31].

3 Methodology

This section will discuss the methodology used in this research to achieve its aim
which is to propose and deploy the model of a cyber security lab for cyber security
education and training. Figure 2 shows the methodology of the research.
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Fig. 2. Research flowchart

Based on Figure 2, the research activity starts with a background study and literature
review. This is to obtain the current state-of-art of cyber security education especially
on teaching aid tools and identify the gap in current practice. Besides, at this stage,
feedback from lecturers, instructors and students of information security subjects was
also gathered. Based on information gathered during background study and literature
review, this research project designs the proposed model for the cyber security lab.
After that, the research project begins the deployment of honeypot and SIEM devices.
The honeypot will be deployed on a Virtual Machine (VM) and will be placed inside
the DMZ subnet, meanwhile, the SIEM will be developed to process real-time logs
from the UiTM gateway firewall and from the Honeypot. After the deployment phase,
the functional test was conducted to determine whether the honeypot and SIEM are
functioning as been designed in the model. If the deployment did not satisfy the require-
ment, it will be undergoing fine-tuning and re-deployed.

After the deployment phase is done, the model which includes the honeypot and
SIEM was evaluated quantitatively via a survey. The cyber security lab which is set
up based on the proposed model will be used for teaching and learning activities at
UiTM. After the activities has concluded, a survey was conducted on the lecturer and
the student. After that, the survey result was analyzed and after that, the research proj-
ect provides a conclusion and recommendation. The next section will discuss in more
detail the proposed cyber security lab model.
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3.1 Proposed cyber security lab model

The model proposed by the research project was designed based on information
gathered from literature and feedback from lecturers and students taking information
security subjects in UiTM. Figure 3 shows the proposed cyber security lab model.
Based on the model, the SIEM and honeypot devices were deployed inside a cyber
lab subnet which also resides inside the UiTM campus network. The UiTM’s campus
network provides connectivity and internet access to staff workstations, Wi-Fi network
and the production server of the data center. All inbound or outbound traffic of the cam-
pus network will pass through the gateway firewall at the network border. The gateway
firewall was equipped with Fortinet Unified Threat Management (UTM), therefore
most of the threats passing through the firewall will be filtered and logged based on
the up-to-date signature. The logs which are generated by the firewall will be sent to
the SIEM in real-time for further analysis via the Syslog protocol. This will provide the
student with a wealth of threat data for their learning activities.
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Fig. 3. Proposed cyber security lab model

Meanwhile, the cyber security lab subnet will be connected to the campus network
via an internal firewall. The purpose of the internal firewall is to filter traffic and perform
layer 3 routing to route traffic from different VLANSs and port forwarding. The VLAN
was used to separate the traffic of the DMZ subnet and the SIEM subnet. The DMZ
subnet will host the physical server which hosts the honeypot software. The honeypot
software will be hosted in the virtual machine to ensure privileges separation if hack-
ers able to break out of the honeypot environment. The DMZ subnet will be assigned
with public IPs to expose the honeypot services to external hackers. The student can
also access the DMZ subnet to practice their system penetration skills. The server log
generated by the honeypot during operation will be forwarded to the SIEM via Syslog
for correlation and visualization of threat data.

The SIEM subnet in a separate VLAN will host the SIEM device, Smart TV, and
computer lab workstation. The SIEM device will be assigned with private IP which is
reachable by the gateway firewall and the honeypot in the DMZ. The SIEM devices will
process and correlate the raw log and visualized the threat data on the dashboard. The
dashboard will then be displayed on the smart TV screen to provide real-time threat data
for teaching and learning activities. Students can also further inspect the threat data by
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accessing the SIEM system using the workstation available at the lab. The next section
will discuss the SIEM tools and the process they undertake to process the threat data.

3.2 SIEM tools

The purpose of the SIEM tool is to process, correlate and display the threat data
received from the gateway firewall and honeypot. The processed threat data is then dis-
played on the dashboard to enhance the learning experience of the student. The SIEM
tools were developed in partnership with the Techforte MSSguard platform [32]. The
platform was further refined and customized based on the proposed model and UiTM
training requirements. Figure 4 shows the SIEM data processing flowchart.
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Fig. 4. SIEM data processing flowchart

Based on Figure 4, the SIEM process starts with collecting raw log data via the
Syslog protocol (UDP 514). The raw log received at the network interface is first put
in a queue and segregated into different directories based on source device type and IP.
After the raw log has been stored in its respective directory, it will undergo a log pre-
processing process. The purpose of pre-processing is to filter out any error in the format
and prepare it for primary processing. During pre-processing the system will check
whether the received log follows the format defined in RFC 5424 [33], if the format is
malformed, it may indicate an error during log transmission. The pre-processing also
helps the system identify the log timestamp, device ID, facility code, severity level,
message number and message text. If required, the timestamp will be converted from
the UTC zone to Malaysia (GMT+8) time zone.

After pre-processing the system will conduct data normalization, features extraction
and selection. The normalization will process the log into the readable and structured
format of the SIEM system. After that, the system will select and extract features in
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the log message. The message will contain information such as protocol type, port
number, attack type, source IP, destination IP, URL, signature information, and other
information regarding the attack. For example, if the firewall detects malicious traf-
fic from Mirai Botnet, it will block the traffic and generate logs about the event. The
logs will contain information about Mirai Botnet traffic such as using the HTTP pro-
tocol to relay malicious information, using either port 80 or 8080, the IP of the slave
and the command-and-control center. The message will also contain the hash value of
the malicious payload. After the data has been processed, normalized, and undergone
features selection and extraction, the information will be stored in a database as an
event. The information will then be used for further analysis and correlation for attack
pattern detection.

The next process is about data analysis and correlation. This is the phase where the
SIEM connects the dots and correlates events from different sources to identify attack
patterns. The analysis and correlation will be made based on rules being defined for a
specific sequence of events that could be indicative of a breach in security. For exam-
ple, the rules may state that if the number of requests sent from certain IPs and ports
exceeds the threshold value, it may indicate an ongoing denial of service attack. After
analyzing and correlating the data, the SIEM will visualize the threat or ongoing attack
on the dashboard in the form of a chart and graph. This will improve situational aware-
ness and allows a security analyst to easily view the data. This will provide the student
with real-life experience of working in a SOC environment. If needed, the SIEM can
also send an alert to the administrator and generate a report regarding the security threat
event. The next section will discuss the honeypot deployment setup.

3.3  Honeypot deployment

The honeypot was deployed inside virtual machines hosted by a physical server in
the DMZ subnet. This allows a different type of honeypot service and environment
to be hosted on a physical host. Moreover, running a honeypot service inside a VM
increase privilege separation as any breakout from any of the honeypot environment
will only be confined inside a VM. Table 1 shows the list of the simulated protocol in
the honeypot deployment.

Table 1. Honeypot simulated protocol

No Simulated Protocol Software Description
1 Secure Shell (SSH) Cowrie [34] A Medium to High interaction honeypot
B Telnet which simulates a remote Linux Shell.
3 HTTP Wordpot [35] A Medium interaction honeypot that
simulates a WordPress-based website.

Based on Table 1, the honeypot deployment simulates three common protocols
which are SSH, Telnet and HTTP Protocol. Both SSH and Telnet are simulated using
Cowrie which is a medium to high interaction honeypot developed using Python. It was
designed to log brute force attacks and the shell interaction performed by the attacker.
Cowrie can emulate the UNIX shell and act as SSH and telnet proxy. Meanwhile, the
HTTP protocol is simulated using word pot software which is medium interaction.
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It emulates WordPress based site and detects probes for plugins, themes and other com-
mon files used to fingerprint a WordPress installation. The logs generated by both cow-
rie and wordpot are sent to SIEM. The next section will discuss how the deployment
was tested and evaluated.

3.4  Testing and evaluation

After the proposed model has been deployed in the cyber security lab, it will be
tested and evaluated. After deployment, a functional test was carried out to ensure the
SIEM tool and the honeypot met the proposed model requirement. During the func-
tional test, the SIEM will be tested to whether able to correlate and visualized the threat
correctly. Meanwhile, the honeypot was tested to see whether it’s able to attract hacking
attempts from the internet and generate the necessary log. The functional test result will
be presented in the next section.

Once the deployment of SIEM and honeypot passed the functional test, the cyber
security lab was used to conduct an information security class for one semester at UiTM.
At the end of the semester, a survey was conducted on the students and lecturers to
quantitatively evaluate the experience using the cyber security lab. The questions used
during the survey are listed in Table 2 and the survey was conducted using the Google
form platform. The result of the survey will be discussed further in the next section.

Table 2. Evaluation survey question

No Question Answer Option
1 | Please enter your role in University Teknologi MARA 1. Lecturer
2. Student
3. Staff
4. Others
2 | What is your education level? 1. High school
2. Undergraduate
3. Postgraduate
4. No Formal Education
3 | Did you teach or enroll in a subject related to cyber 1. Yes
or network security in UiTM? 2. No
3. Unsure
4 | Did the FSKM SOC setup help you when studying 1. Yes
Cyber or Network Security related subjects? 2. No
3. Unsure
5 | Did FSKM SOC provide exposure to real-life 1. Yes
Cyber Threat Data? 2. No
3. Unsure
6 | Did FSKM SOC able to visualize cyber threat data? 1. Yes
2. No
3. Unsure
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4 Result and discussion

This section discusses the result collected after the deployment of the proposed
model in a cyber security lab. The section will discuss further the Honeypot and SIEM
functional test and the evaluation survey result.

4.1 Honeypot functional test

This section will present the functional test result for the Cowrie and Wordpot
honeypot.

Cowrie data. As been stated carlier in the methodology section, the Cowrie hon-
eypot simulates SSH and Telnet protocol to provide remote access to the UNIX shell.
Every attempt to connect to the SSH and Telnet will be logged, Figure 5 shows an
example of Cowrie’s raw log. The Figure 5 shows that the raw log contains much use-
ful information such as the hacker’s IP, username, and password they used during the
attempt and the command that they used when they were able to access the shell. To
determine whether the cowrie honeypot is functional, we observed and visualized the
log generated by the honeypot.
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Fig. 5. Example of Cowrie Honeypot raw log

When the hacker’s IP is visualized using SIEM in the form of a graph as shown in
Figure 6, it shows there are multiple hacking attempts from a different external net-
work. The graph shows that the highest attempts are from Petersburg Internet Network
Ltd ASN, and the second-highest attempts are from Skynet Ltd ASN. This shows that
the honeypot setup is working and able to attract hacking attempts from various net-
works on the Internet. Besides that, this project also visualized the common password
and command used by the hackers into a word cloud as shown in Figures 7 and 8.
The figure shows that the most common password used during the attempts are root
and admin while the shell command is echo and uname command. This information
provides lecturers and students which involve in information security subjects with
valuable experience in a real-world scenario.
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Fig. 6. Top honeypot attacker IP ASN

123456

kivi23 '

"admin

ssh_password.keyword: Descending - Count

uname -s -V -n - -m

sh

bin/busybox WLRKH

command.keyword: Descending - Count

Fig. 8. Common shell command executed by honeypot attacker

Wordpot data. To simulate HTTP protocol or web service, this project uses wordpot
honeypot to emulate a real WordPress site. Figure 9 shows the functional website com-
plete with an admin panel which is emulated by the honeypot. Every attempt by hackers
to conduct an SQL injection attack or brute force attack on a guest the admin password
will be recorded to a log. Figure 10 shows the raw log generated by the wordpot honey-
pot. The raw log contains valuable information such as the hacker’s IP address, URL path,
username, and password that hackers attempt to login to the admin panel. This indicates
that the honeypot is running as intended and able to gather valuable threat data.
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qwerqw and password qwerewq

Fig. 10. Example of wordpot honeypot raw log

4.2 SIEM functional test

After the SIEM has been deployed at the lab in UiTM, it needs to undergo functional
testing to ensure it can process and correlate threat data received from the UiTM gate-
way firewall and the honeypot. This section will discuss the ability of the SIEM system
to visualize the outbound and inbound attacks.

The first thing that the SIEM system will display on its dashboard is the Top
Ten 10 attack event. Figure 11 shows SIEM Dashboard visualizing the Top 10 attacks.
The Figure 11 shows that the highest type of attack is the EternalBlue Downloader
Botnet, followed by Andromeda Botnet and Sinkhole botnet. This may indicate that a
lot of hosts inside the campus network have been compromised with malware.
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Fig. 11. SIEM dashboard visualizing top 10 attack

Outbound attack. Outbound attack refers to an attack that originates from the host
inside the campus network and targets the host on the Internet. In the scenario of this
project, most of the outbound attacks were originated from the host inside the campus
network which had been compromised with botnet malware. This indicates that the
compromised host has become a botnet slave and is either communicating with the
command and control (C&C) host on the external network or performing an attack on
behalf of the botnet master. Figure 12 shows the IP address of the Internal host which
the attack or malicious traffic originated from.

Legend

600

400

Number of Hits

200

Attacker Host

Fig. 12. Top internal attacker IP
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Based on Figure 12, the highest number of malicious traffic came from 10.150.14.173
IP addresses and the second highest came from 10.100.38.27. The SIEM system was
able to further show the type of attack of malicious traffic coming from the top internal
attacker IP. Figure 13 shows the Attack Type from the top Internal Attacker. Based
on the figure shows that the malicious traffic is HTTP based and the destination IP is
173.231.189.15 and the traffic is using TCP as the transport protocol.

Attacks From Internal Source 10.150.14.173

o 2 3 4 5 6 7 8

SOURCEHOST  DESTINATIONHOST  URL REFERENCE *DIRECTION PROTOCOL SERVICE LOG STATUS

173.231.189.15 http://veww.fortinet.com/ids/VID47783 Outbound tcp

10.150.14.173  173.231.189.15 http://www.fortinet.com/ids/VID4778 Outbound  tecp HTTP detected

3 173.231.189.15 http://www.fortinet.com/ids/VID4778 Outbound  tcp iTTP fetected

Fig. 13. Attack type from internal attacker

Moreover, the SIEM can perform a detailed inspection of threat events. Figure 14
shows further inspection of the threat event from an internal attacker. The Figure 14
shows that the traffic matches the Fortinet signature of Mirai Botnet, and the destination
port is 80. This shows that the SIEM system can successfully process and correlate the
event of an outbound attack. This will provide the student with experience in inspecting
real botnet traffic.
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VIEW EVENT ANALYSIS K

Rawlog:

<185=date=2021-05-01 time=12:00:55 devname="KVDC-FW01" devid="FEKF50T018900100" slot=1 logid="0419016384" type="utm" subtype="ips"
eventtype="signature" level="alert" vd="root" eventtime=1619841655 saverity="high" srcip=45.229.54.100 srccountry="Brazil" dstip=10.50.1.31
srcintf="port27" srcintfrole="undefined" dstintf="port28" dstintfrole="undefined" sessionid=2066000239 action="dropped” proto=6

policyid=33 attack="Mirai.Botnet" srcport=28252 dstport=80 hostname="202.58.91.154" url="/shellzcd+/tmp;rm+
/45.229.54.100:38591/Mozi.a;chmod+777+Mozi.a;/tmp/Mozi.a+jaws" direction="outgoing" attackid=43191 pn g-default”
rel p:/fwww.fortinet.com/ids/V1D43191" incidentserialno=1604166162 msg="backdeor: Mirai.Botnet,” crscore=30 crlevel="high"

Normalized :

Fields Value

URL Reference hitp://www.fortinet.com/ids/VID43191

Attack D 43191

Destination Port 80

DT Entry 2021-05-01 12:00:55

Syslog Severity Alert

Facility ID i

Message backdoor: Mirai.Botnet, -

Fig. 14. Further inspection of Mirai Botnet log from internal attacker

Inbound attack. Inbound attack refers to an attack that originates from an external
host or Internet and targets the host inside the campus network. The external hackers
often targeted hosts inside the campus network which are assigned with public IPs.
Figure 15 shows the top external attacker IP being correlated by the SIEM system.

20 Legend
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=
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z
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5
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0 S » ~ I~ k)
L & & v 3 4
" o
& K o K v &
~ & g g
Attacker Host

Fig. 15. Top external attacker IP

Based on Figure 15, the inbound attack comes from multiple public IPs on the
Internet and the highest number of attacks came from 218.76.223.50 and follows by
45.155.205.181. Meanwhile, Figure 16 shows the top internal host which became the
top target from the external host.
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30

25

20

Number of Hils

10.50.1.31

10.162.239.153 10.162.239.155

Target

Fig. 16. Top internal target IP

Legend

Based on Figure 16 shows that 10.50.1.31 become the most targeted host inside the
campus network. Upon further inspection, the host is a University production server
serving a web service. Figure 17 shows different attack types from the external attacker
to the top internal target. Figure 17 shows that different type of web-based attacks such
as PHP remote code execution and SQL Injection has been attempted on the host. The
results shows that the SIEM system can successfully process and correlate the event of
an inbound attack.

“PROCESSED TIME

2021-05-17
15:27:25

2021-05-17
15:27:21

2021-05-17

12:53:34

2021-05-17
12:53:33

2021-05-17

12:53:33

2021-05-17
12:53:32

2021-05-17
12:53:32

ATTACKID

32416

49427

41512

41851

48872

47291

Attacks To Internal Target 10.50.1.31

MESSAGE

applications3: Generic.XXE.Detection,

web_server: PHPUnit.Eval-stdin.PHP.Remote.Code.Execution,
applications3:
vBulletin.tabbedcontainer.Template.Remote.PHP.Code.Execution,
web_misc: HTTP.Header.SQL.Injection,

web_app3: Joomla!.Core.Session.Remote.Code.Execution,

applications3:

Tongda.Office Anywhere.Unauthorized.File.Upload,

web_app3:

ThinkPHP.Controller.Parameter.Remote.Code.Execution,

SOURCE HOST

45.155.205.181

45.155.205.181

218.76.223.50

218.76.223.50

218.76.223.50

218.76.223.50

Fig. 17. Attack type from external attacker to internal target
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DESTINATION HOST

10.50.1.31
10.50.1.31

10.50.1.31
10.50.1.31

10.50.1.31

10.50.1.31
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4.3  Evaluation survey result

After the functional test, a survey has been conducted to evaluate the effectiveness
of the proposed model during teaching and learning activities. The survey was con-
ducted at the end of a semester at UiTM after the lab has been used for teaching and
learning activities in an information security class. A survey has been sent to a group of
50 individuals and 27 provide their responses.

The first three questions that have been asked are about knowing the respondent’s
background. Figure 18 shows the result of question 1 which ask about the respondent’s
role, Figure 19 shows the result of question 2 which asks respondent’s education level
and Figure 20 shows the result of question 3 which ask whether the respondent teaches
or enrolls in cyber security subject at UiTM.

Based on Figure 18, shows that most of the respondents (92.6%) are a student and
minority are the lecturer (7.4%). Figure 19 shows the majority (59.35%) of the respon-
dents are undergraduate students while the rest are postgraduate (40.7%). Meanwhile,
Figure 20 shows that all respondents are either teach or enroll in cyber security sub-
jects. Based on the result of questions 1, 2 and 3 shows that the survey is targeting the
right respondent and the feedback they gave regarding the model and lab in the next set
of questions are relevant.

Please enter your role in University Teknologi MARA

27 responses

@ Lecturer
@ Student
® staff

@ Others

~

Fig. 18. Question 1 survey result
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What is your education level

27 responses

@ High School

@ Undergraduate

@ Postgraduate

@ No Formal Education

Fig. 19. Question 2 survey result

Did you teach or enroll in subject related to cyber or network security in UiTM?

27 responses

@ Yes
@ No
@ Unsure

Fig. 20. Question 3 survey result

Meanwhile, the last three questions are asking about the respondent’s experiences
and opinions using the cyber security lab. Figure 21 shows the result of question 4
which ask whether the SOC lab helped with their study, Figure 22 shows the result of
question 5 which ask the respondent whether they agree the SOC lab provide exposure
to real-life threat data and Figure 23 shows the result of question 6 which ask whether
respondent agree that the SOC lab was able to visualize the threat data.

Based on Figure 21, shows that most of the respondents (77.8%) agreed that the lab
setup helps them when studying cyber security subjects, and only 22.2% of respondents
are unsure. Figure 22 shows that the majority (81.5%) of the respondents agree that the
lab able to provide exposure to threat data in a real environment. Meanwhile, Figure 23
shows that the majority (81.5%) of the respondent agree that the lab can be visualized
cyber threat data. Based on the result of questions 4,5 and 6, most of the respondents
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feel that the deployed cyber security lab can improve their teaching and learning expe-
rience on cyber security subjects. It shows that the proposed cyber security lab model
is effective in enhancing the experience in cyber security education.

Did FSKM SOC setup help you when studying Cyber or Network Security related
subject?

27 responses

@ ves
® No
@ Unsure

Fig. 21. Question 4 survey result

Did FSKM SOC provide exposure to real-life Cyber Threat Data?

27 responses

® Yes

® No
n @ Unsure

Fig. 22. Question 5 survey result
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Did FSKM SOC able to visualized cyber threat data?

27 responses

® Yes
® No
@ Unsure

Fig. 23. Question 6 survey result

5 Conclusion

In conclusion, to address the gap in cyber security education which has been iden-
tified, this research project proposed a model of cyber security lab which incorporates
the SIEM tools and honeypot to enhance the teaching and learning experience in cyber
security. The lab was deployed at Universiti Teknologi MARA (UiTM) and used for
teaching and learning activities on information security subjects. To evaluate the effec-
tiveness of the proposed lab model, a functional test and a survey was conducted. The
functional test results show that the honeypot can attract hacking attempts and can
gather useful threat data. Meanwhile, the functional test for the SIEM system shows
that it was able to effectively process and correlate the threat data coming from out-
bound and inbound attacks. Moreover, the survey result shows that majority of the
respondent agreed that the cyber security lab improve their teaching and learning expe-
rience while taking the cyber security subject. For future work, the research project can
be expanded by including threat data sources from a variety of security appliances such
as web application firewalls and email gateways and different types of servers.
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