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Abstract—Through the sharing of high-quality educational resources in 
colleges and universities, various colleges and universities have carried out 
active and effective exchanges in teaching resources, avoiding the duplication 
of larger educational resources, and improving the academic and career develop-
ment of teachers and students. The construction of a blockchain-based regional 
higher education information resource sharing model can solve the problems of 
scattered teaching resources and duplicate construction of teaching resources, 
difficulties to ensure the security of digital education resources, high operat-
ing costs of platforms, and urgent protection of intellectual property rights of 
resources. Most of the existing solutions rely on third-party certificate issuing 
centers or use a single key to encrypt the data flow of education information 
resources, which has hidden dangers of leakage of privacy information such as 
intellectual property rights, copyrights, confidential information of resources, 
other key information, and operation records. Therefore, this paper studies the 
regional higher education information resource sharing model based on block-
chain and designs the data protection protocol of higher education information 
resources and its resource transaction relationship protection scheme. It intro-
duces the blockchain-based regional higher education information resource shar-
ing model mainly from three aspects: blinding the identity of authorized resource 
recipients, resource initiators publishing resource transactions, and authorized 
resource recipients publishing resource transactions. Experimental results verify 
the effectiveness of the proposed model.

Keywords—blockchain, regional higher education, education information 
resource sharing

1	 Introduction

With the advancement of education informatization in China, it is necessary to build 
a digital education resource service system to achieve a balanced distribution of educa-
tional resources in colleges and universities of different regions and strengths, and truly 
realize educational equity [1–4]. Strengthening the sharing of high-quality educational 
resources in colleges and universities is of great significance to building a high-quality 
digital educational resource service system [5–9]. Through the sharing of high-quality 
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educational resources in colleges and universities, various colleges and universities 
have carried out active and effective exchanges in teaching resources, avoiding the 
duplication of larger educational resources, and improving the academic and career 
development of teachers and students [10, 11].

The sharing of higher education information resources is of great significance to 
the society as well as teachers and students, but at present, there are mainly problems 
in four aspects: scattered teaching resources and duplicate construction of teach-
ing resources, difficulties to ensure the security of digital education resources, high 
operating costs of platforms, and urgent protection of intellectual property rights of 
resources [12–17]. Combined with the advantages of blockchain, the construction of 
a blockchain-based regional higher education information resource sharing model can 
solve the above problems in a targeted manner. Carrying out relevant research not only 
plays a positive role in the promotion of China’s education informatization, but also 
expands the application and development of blockchain in the field of higher education.

The rapid development of information technology has promoted the moderniza-
tion of cross-language educational resource sharing. The educational resource shar-
ing platform is the platform foundation for carrying out distance education activities, 
which is of great significance to the development of modern distance education. 
Yu and Jiang [18] carries out the hardware design of the cross-language education 
resource sharing platform, and designs the MCU controller in combination with the 
FPGA system to play a powerful control function. The design enables hardware con-
nectivity based on resource reconfiguration ports and external input ports. Then, it 
designs the software of the cross-language education resource sharing platform, opti-
mizes the resource sharing algorithm based on Hadoop framework, and enhances the 
multi-line sharing capability of the resource sharing algorithm. The development of the 
Internet of Things has brought convenience to people’s lives, but the Internet of Things 
is facing severe challenges in the field of internal data sharing and educational informa-
tion cache sharing. Wang [19] mainly studies the education information center network 
integrated resource cache sharing system based on the Internet of Things. Based on the 
school teaching management system and the lifelong education public service platform 
and combined with the actual situation of student information, the data management 
system of the online education information center analyzes the problems existing in the 
current workflow, then uses computer technology to standardize and convert the work-
flow, realizes the information of built-in resources in data management, and solves the 
problems of data cache sharing and data statistics in the management of the education 
information center. Zhu et al. [20] analyzes the problems existing in the co-construction 
and sharing of digital education resources in colleges and universities. Then, through 
the network structure of the blockchain, the model is built from an educational per-
spective. Building a university education resource sharing model based on blockchain 
technology can not only increase the sharing scope of educational resources, improve 
the quality of educational resources, but also protect the intellectual property rights 
of uploaders. In order to realize the unified organization and management of learn-
ing resources and improve the utilization rate of resources, Li et al. [21] proposes a 
design of mobile online education resource sharing system from the perspective of 
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human-computer collaboration. It analyzes the main body and scope of collaboration, 
and builds a human-computer collaboration resource sharing model with large-scale 
human-computer collaboration as the main mode; defines system design principles, 
comprehensively considers the software layering idea and user usage, and determines 
the overall framework including the client, presentation layer and business logic layer; 
divides resource sharing into three stages: production, registration, review and release, 
and adopts “centralized management” to protect the intellectual property rights of dis-
tance education resources.

Although the existing blockchain-based regional higher education information 
resource sharing scheme improves the security of education information resource 
records and education information resource data storage in the regional higher educa-
tion environment to a certain extent, most of the existing schemes rely on third-party 
certificate issuing centers or use a single key to encrypt the flow of education informa-
tion resources, which has hidden dangers of leakage of privacy information such as 
intellectual property rights, copyrights, resource confidential information, other key 
information, and operation records. In addition, the problem of privacy information 
leakage brought about by the use of blockchain technology to implement access control 
has not been solved. Therefore, this paper studies the regional higher education infor-
mation resource sharing model based on blockchain. In Chapter 2, this paper designs 
the higher education information resource data protection protocol and its resource 
transaction relationship protection scheme. In Chapter 3, this paper introduces the 
blockchain-based regional higher education information resource sharing model, which 
mainly includes three aspects: blinding the identity of authorized resource recipients, 
resource initiators publishing resource transactions, and authorized resource recipients 
publishing resource transactions. Experimental results verify the effectiveness of the 
proposed model.

2	 Higher education information resources data privacy 
information protection scheme

In order to realize the sharing of higher education information resources, if the higher 
education information resource data is directly stored on the chain for sharing, any node 
in the network can obtain the higher education information resource data, and there is a 
greater risk of exposure to privacy data such as intellectual property rights, copyright, 
resource confidential information, other key information, and operation records. When 
the higher education information resource data is recorded through block resource 
transactions, there is still a risk of exposing private data if the relationship between the 
initiator and receiver of higher education information resource sharing in the resource 
transaction is not damaged. At the same time, higher education information resources 
have a large amount of data content and volume, so it is necessary to design a sharing 
scheme with higher security and less storage pressure. This paper designs the higher 
education information resource data protection protocol and its resource transaction 
relationship protection scheme.
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Fig. 1. Data privacy information protection process for education information resources

Figure 1 shows the process of protecting education information resources, data pri-
vacy, and information. In the higher education information resource data protection 
protocol, node X on the blockchain chain sends a message to node Y on the block-
chain chain, which is represented by X→Y, the resource receiver is represented by 
YS, the resource initiator is represented by BR, the sharing system is represented by 
GT, the interstellar file system is represented by XT, the higher education information 
resource data generated by the resource receiver for the resource initiator is represented 
by BS, the information about the identity of the resource initiator is represented by 
BX, the public key of the resource initiator is represented by olo, the symmetric key 
of the resource initiator is represented by l, the identity of the initiator of obtaining 
resources and related keys are represented by HM, the ring signature created by the 
node of the academic affairs department of colleges and universities is represented by 
QM, the upload method of higher education information resource BS is represented 
by SF, the symmetric encryption method of higher education information resource BS 
is represented by DJ, the creation ring signature is represented by CQ, and the method 
of creating resource transaction is represented by CJ.

The specific protocol design is as follows:

1)	YS→BR:HM(BX, olo, l )// The resource recipient requests the identity and key from 
the resource initiator;

2)	YS:DJ (BS, l )// The resource receiver uses the symmetric key of the resource initia-
tor to encrypt the higher education information resource data to obtain the encrypted 
data TBL;

3)	YS→GT:SF(TBL)// The resource recipient uploads the higher education information 
resource data encrypted by the resource initiator to the sharing system;
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4)	GT→XT:SF(TBL)// The sharing system uploads the encrypted higher education infor-
mation resource data to the interstellar file system;

5)	GT→XT:{UT, UE}// After the higher education information resource data is suc-
cessfully uploaded, the corresponding interstellar file system address and storage 
status are returned to the sharing system;

6)	GT:CQ (olC)// The sharing system uses the public key of the academic affairs depart-
ment of colleges and universities node to create a ring signature and record it in the 
resource transaction;

7)	GT:CJ(QM, olo, DW}// The sharing system creates a resource transaction based on 
the ring signature, the initiator’s public key, and other auxiliary information and 
stores it in the resource transaction pool.

Since the initiator of the resource transaction needs to perform signature verification 
on the resource transaction in the resource transaction structure, the nodes participating 
in the signature generation mainly include signature nodes and ring member nodes. 
Therefore, combined with the ring signature, the resource transaction address of the 
node of the academic affairs department of colleges and universities that generates 
the resource transaction can be anonymized, thereby destroying the correspondence 
between the resource initiator and the academic affairs department of colleges and uni-
versities in the resource transaction and protecting the privacy of the resource initiator.

It’s assumed that the message to be signed is represented by n, the public key of 
the node or resource initiator i is represented by ol/oli, the private key of the node or 
resource initiator i is represented by rl/rli, the set of signer public keys signed by the 
ring is represented by OL, the order corresponding to the base point of the elliptic curve 
is represented by H, the function of calculating the hash using the sha256 algorithm 
is represented by QR(), the ring signature calculation random number of the node or 
resource initiator i is represented by si, and the ring signature calculation scalar of the 
node or resource initiator i is represented by di. The set of random numbers of the ring 
signature is represented by S, the random number of the ring signature is represented 
by l, and the generated ring signature is represented by HQ. The following designs the 
initialization stage, signature generation stage, and signature verification stage of the 
algorithm.

In the initialization stage of the algorithm, when building the consortium chain, the 
consortium chain management node invites all academic affairs department of colleges 
and universities nodes to join the chain, and assigns key pairs (rl, ol) to all academic 
affairs department of colleges and universities nodes, wherein:

	 ol rlH= 	 (1)

The consortium chain management node transmits the key to the nodes of the aca-
demic affairs department of colleges and universities. When the resource initiator forms 
a new higher education information resource, the resource recipient can browse and 
download the higher education information resource and upload its behavior record, 
and when the behavior record is successfully uploaded to create a new resource trans-
action, the resource transaction initiator needs to be processed, the correspondence 
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between the resource transaction initiator and the receiver is destroyed, and the sharing 
system enters the stage to generate signatures.

In the signature generation stage of the algorithm, it’s assumed that the number of 
ring signature members is represented by M, the message to be signed is represented 
by n, and the key pair of the initiator of the resource transaction is represented by 
(rli, oli). When initiating a resource transaction, the sharing system randomly selects 
M–1 voting nodes as ring members for the initiator FQ of the resource transaction 
(usually the academic affairs department of colleges and universities), then the public 
keys of all ring members can be represented by oli(  jT [I,M ]), and the signer’s public 
key oli is also included therein, forming the signer’s public key set OL as shown in the 
following equation:

	 OL ol ol ol ol ol ol ol oli i i i m m� � �� � � �1 2 1 1 1 1, ,..., , , , ,..., , 	 (2)

At the same time, the sharing system generates M random numbers for the construc-
tion ring signature:

	 S s s s s s si i m m� � � �{ , ,..., , ,..., , }1 2 1 1 1 	 (3)

Assuming the signer’s public key is represented by oli, other public keys in the 
signer’s public key set other than oli correspond one-to-one with each random number. 
Assuming there is a random number l and a scalar di, then:

	 lH s H d oli i i� � 	 (4)

Assuming that the public key in the signer’s public key set is represented by ola, and 
both da and l are known, the ring signature recursive given by the following equation 
can be constructed:

	 d QR n s H a ola a a a� �� � �( , )1 1 1 	 (5)

Recursive of the results of da based on the above equation is:

	 d QR n s H d oli i i i� � �1 ( , ) 	 (6)

After the calculation is completed, the ring signature QM = {di,OL, S, n} can be gen-
erated based on d, OL, and S.

In the verification signature stage of the algorithm, when the validity of 
QM = {di,OL, S, n} needs to be verified, the ring signature can be queried according to 
the resource transactions on the block, and verified based on the recursive verification 
equation shown in the following equation:

	 � � � �
�d QR n s H d oli i i i1 ( , ) 	 (7)

If di is equal to ′di , the signature is considered valid.

78 http://www.i-jet.org



Paper—Higher Educational Information Resource Sharing Model Based on Blockchain

3	 Construction of regional higher education information 
resource sharing model based on blockchain

Next, this paper introduces the blockchain-based regional higher education informa-
tion resource sharing model, which mainly includes three aspects: blinding the identity 
of authorized resource recipients, resource initiators publishing resource transactions, 
and authorized resource recipients publishing resource transactions. Figure 2 shows the 
regional higher education information resource sharing process.

Fig. 2. Regional higher education information resource sharing process

In order to avoid the leakage of the privacy information of the resource initiator due 
to the transparency of the blockchain. In this paper, the public key of the authorized 
resource receiver is blinded, and the resource receiver is authorized to use the blinded 
public key to publish resource transactions, and the blinded private key then generates 
the signature information in the on-chain resource transaction. This paper divides the 
public key blinding process into the following five steps:

1)	Let the O-order prime addition cyclic group be represented by H, and the generator 
of H be represented by h, and choose the hash function F:(0,1)→co. The resource 
initiator announces global parameters represented by GP = {H, h, O, F(.)}. The pub-
lic and private keys of the resource initiator are represented by (OLRI, RLRI), and 
the public and private keys of the authorized resource recipients are represented by 
(OLRR, RLRR}. The public key of the authorized resource recipients can be expressed 
as OLRR = h·RLRR.

2)	Determine the blinding factor, represented by s, and the resource initiator is  
randomly selected.

3)	Set the blinded public key, represented by OLRR′ , as follows:

	 OL OL s h RL h s h s RL hRR RR RR RR
� � � � � � � � � � �( ) 	 (8)

4)	The resource initiator randomly selects s', s' ∈Co. The ciphertext D1 and D2 is gener-
ated through Elgamal encryption, and D1 and D2 are sent to the authorized resource 
recipient.

iJET ‒ Vol. 18, No. 07, 2023 79



Paper—Higher Educational Information Resource Sharing Model Based on Blockchain

	 D s h1 � � � 	 (9)

	 D s s OLRR2 � � � � 	 (10)

5)	After the authorized resource recipient receives D1 and D2, it combines its own 
private key to calculate s by the following equation:

	 D RL D s s OL RL s h s s OL s OL sRR RR RR RR RR2 1� � � � � � � � � � � � � � � � � �( ) 	 (11)

Substituting the calculated s into Equation 8 to obtain the blinded public key OLRR′  
and the blinded private key � � �R s RLRR RR( ). The authorized resource receiver can issue 
resource transactions based on OLRR′ , and RLRR′  is used to generate signature information.

In the process of sharing education information resource data, the resource initiator 
will publish two types of resource transactions to the blockchain, namely the resource 
transaction recording the hash value of encrypted education information resource data 
and signature information, which is represented by eaSJ , and the resource transaction 
used to realize the sharing of education information resource data and the authorization 
and revocation of the resource recipient, which is represented by eaSH . Assuming that 
the identity used to identify the resource initiator is represented by OLRI , the time-
stamp information of the published resource transaction is represented by eaSJ , and the 
hash value of the encrypted education information resource data is represented by JK, 
stipulating that for every 10 pieces of education information resource data encrypted, 
the resource initiator publishes an eaSJ on the blockchain, that’s, JK includes {hashi+1, 
hashi+2, ..., hashi+10}. The hash value of the resource initiator’s identity OLRI , timestamp 
information eaSJ , and encrypted education information resource data is represented by 
ZDSJ , the signature information is represented by JK, and the hash value of all fields 
in eaSJ is represented by WR. At the same time, WR is used to establish the correlation 
between eaSJ and resource transaction eaRU , and the WR included in eaRU is used to 
represent the basis on which authorized resource recipients can browse and download 
resource data. The eaSJ content is given by:

	 ea OL er JK ZD WRSJ RI SJ SJ= { , , , , }

where,

	 ZD RL F OL er JK WR F OL er JK ZDSJ RI user SJ RI SJ SJ= ={ , ( )} ( ), 	 (12)

The resource initiator publishes education information resource data sharing resource 
transaction eaSH on the blockchain to realize the sharing of education information 
resource data and the revocation and authorization of the resource recipient. Assuming 
that the identity of the resource initiator is represented by OLRI , the timestamp infor-
mation that publishes this resource transaction is represented by erSH , the shared key 
that decrypts TE(KESH , SHLI ) is represented by KESH , the ciphertext obtained by the 
resource initiator using the blinded public key OLRR′  of the authorized resource receiver 
to encrypt TE (KESH , SHLI ) is represented by TERR, and the authorized resource recipient 
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can decrypt TERR with its blinded private key RLRR′  to obtain TE(KESH , SHLI ). Then and 
the authorized resource recipient decrypts the TE(KESH , SHLI ) by using the shared key 
KESH in the education information resource data sharing resource transaction eaSH , so 
as to obtain the token stored in the shared list SHLI to the authorized resource receiver. 
The authorized resource recipient then calculates the corresponding key based on the 
token, decrypts it, and then views the education information resource data shared by 
the resource initiator and makes a diagnosis. The identity OLRI of the resource initiator 
in eaSH , the timestamp information erSH , the shared secret KESH , and the signature infor-
mation of TERR are represented by ZDSH , and the hash values of all fields in eaSH are 
represented by WT. The eaSH content is given by the following equation:

	 er OL er KE TE ZD WTSH RR SH SH RR SH= { , , , , , }

where,

TE TE OL TE KE SHLI ZD RL F OL er KE TRR RI SH SH RR user SH SH� � � �{ , ( , )}, { , ( EE

WT F OL er KE TE ZD
RR

RI SH SH RR SH

)}

( )�
	 (13)

The resource initiator implements authorization and revocation of the resource 
receiver by updating the blinded public key OLRR′  of the authorized resource receiver.

Before browsing and downloading resources, the authorized resource recipient 
needs to verify the signature information in eaSJ and eaSH to ensure that both eaSJ and 
eaSH are published by the resource initiator himself. The authorized resource receiver 
then decrypts the TERR using RLRR′  and KESH to obtain a shared list SHLI that stores the 
token. According to the token, the corresponding key stream fragment is obtained, and 
then the corresponding encrypted education information resource data is obtained from 
the cloud, and the hash value of the encrypted education information resource data is 
calculated and compared with the hash value stored in eaSJ . If the hash values of the two 
parties are the same, it means that the education information resource data stored in the 
cloud has not been tampered with.

Finally, the authorized resource recipient uses the key stream fragment calculated 
by the token to decrypt and view the education information resource data shared by 
the resource initiator, and browse and download the resource. After that, the autho-
rized resource receiver uploads the behavior record information to the cloud using 
key KERU encryption, and adds its corresponding hash value to the resource transac-
tion eaRU published by the authorized resource receiver. It’s assumed that the blinded 
public key OLRR′  of the authorized resource recipient is used to identify the authorized 
resource recipient, and erRU is the timestamp information of publishing the transaction 
of this resource. PLG is the hash value of encrypted resource browsing and download-
ing behavior information, and the digital envelope formed by the authorized resource 
receiver to use the key KERU encrypted with public key OLRI of the resource initiator is 
represented by TERI, and ZDRU is the signature information of OLRR′ , erRU , PLG, KERU , 
TERI and WR. The hash values of all fields in eaRU are represented by WE. Then the eaRU 
content published by the authorized resource recipient is given as follows:
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	 ea OL er WR PLG TE ZD WERU RR RU RI RU� �{ , , , , , , }

where,

	
TE TE OL KE ZD RL F OL er WR PLG TE

W
RI RI RU RU RR RR RU RI� � � �( , ), { , ( , , , , )}

EE F OL er WR PLG TE ZDRR RU RI RU� �( )
	 (14)

Figure 3 shows the system interaction diagram of the blockchain-based regional 
higher education information resource sharing model.

Fig. 3. System interaction diagram

4	 Experimental results and analysis

The higher education information resource data privacy information protection 
scheme improves the fault tolerance rate of the higher education information resource 
sharing model by introducing signature verification of resource transactions. The vot-
ing nodes with the proportion g are randomly selected as ring members to construct the 
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consensus group, which indicates that the remaining (1 – g)M nodes do not participate 
in the signature generation process, so the fault tolerance rate of the higher education 
information resource sharing model is increased to (gM − 1)/3 + (1 − g)M. The experi-
ment compares the fault tolerance rate of the consortium chain when g is 1, 0.9 and 0.8, 
that’s, 100%, 90% and 80% of the voting nodes participate in the signature generation 
process, and the smaller the value of g is, the greater the fault tolerance rate of the 
consortium chain is. The comparison results of node fault tolerance rate of the higher 
education information resource sharing model are shown in Figure 4.

Fig. 4. Node fault tolerance rate of education information resource sharing model

Fig. 5. Throughput of different models
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In this paper, the Caliper test tool is used to compare the throughput of the shared 
model using the signature verification scheme of this paper when the number of nodes is 
10, 20, 30, 40, 50, and 60 with the shared model using the BLS batch signature verifica-
tion scheme (Reference 1) and the ECDSA signature verification scheme (Reference 2). 
The throughput of the three models is shown in Figure 5. It can be seen from the figure 
that the throughput rate of the sharing model shows an overall downward trend with 
the increasing number of nodes in the consortium chain. Among them, the throughput 
of the shared models using BLS batch signature verification scheme (Reference 1) and 
ECDSA signature verification scheme (Reference 2) decreases rapidly. Therefore, the 
shared model using the signature verification scheme in this paper is more suitable for 
scenarios with high throughput requirements than the other two reference models.

In order to verify the security of the higher education information resource sharing 
model proposed herein, this paper compares the proposed scheme with five reference 
schemes. A comparison is given in Table 1.

Table 1. Comparison of higher education information resource sharing schemes

Blockchain Data Storage 
Location

Consortium 
Chain

Signature 
Verification

Lead-in 
Edge

Blind 
Public key

Reference 1 √ Cloud-based √ × × ×

Reference 2 √ Private chain-based √ × × ×

Reference 3 √ Local server-based √ × × ×

Reference 4 √ Cloud-based √ × √ ×

Reference 5 × Cloud-based × × × ×

The Model √ Local server-based/
Edge server

√ √ √ √

Through comparison, it is found that the higher education information resource 
sharing model constructed herein has more advantages in data privacy protection and 
data security. Firstly, based on the higher education information resource data privacy 
information protection scheme, it ensures the integrity of data and private data such as 
intellectual property rights, copyrights, resource confidential information, other key 
information and operation records, and anonymizes the resource transaction address 
of the node of the academic affairs department of colleges and universities that gen-
erates the resource transaction, thereby destroying the correspondence between the 
resource initiator and the academic affairs department of colleges and universities in the 
resource transaction. Second, it blinds the public key of the authorized resource recipi-
ent to avoid the disclosure of the private information of the resource initiator due to the 
transparency of the blockchain. With the introduction of edge storage, the system can 
respond faster to requests from resource recipients. Finally, each access record such as 
browsing and downloading of the resource recipient is stored in the consortium chain. 
By establishing an authorization mechanism, it guarantees the privacy and integrity of 
resource data in the sharing process.
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Fig. 6. Consensus time consumption

The time consumption of the higher education information resource sharing model 
proposed herein is compared with the sharing models using PoA consensus algorithm 
(Reference 1) and PBFT consensus algorithm (Reference 2). The experimental results 
are given in Figure 6. It can be seen from the figure that the time required for model 
nodes to reach consensus increases with the increasing number of consensus nodes. 
Since the communication overhead of node consensus of the higher education informa-
tion resource sharing model proposed herein is smaller than that of PoA consensus algo-
rithm and PBFT consensus algorithm, the consensus efficiency of this model is higher.

Fig. 7. Comparison of higher education information resource reading delay experiment
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Taking the number of resource sharing transactions as variables, it compares the 
data reading latency of the six access situations of higher education information 
resource sharing (cross-regional local sharing, cross-regional non-local sharing, non- 
cross-regional local sharing, non-cross-regional non-local sharing, no cloud chain 
combination, and cloud chain combination) of this model with the comparison results 
shown in Figure 7. As can be seen from the figure, the resource data sharing delay 
increases with the increasing number of transactions. The proposed model encrypts 
and stores higher education information resource data in the cloud by combining cloud 
chain, which can achieve faster response to resource recipients’ requests and obtain 
shorter data transmission time.

Table 2. The time cost of each stage of the consensus model herein

Encryption Authentication Consortium 
Chain Search Re-encryption Decryption 1 Decryption 2

7.54 0.45 6.62 6.75 7.13 10.34

Table 2 counts the time cost of each stage of the consensus model. Decryption 1 and 
decryption 2 represent DO and DU decryption of the re-encrypted ciphertext, respec-
tively. In addition to the time cost of DU decryption exceeding 10ms, the operating cost 
of other stages such as encryption and authentication does not exceed 8ms.

5	 Conclusion

This paper studies the regional higher education information resource sharing model 
based on blockchain and designs the data protection protocol of higher education infor-
mation resources and its resource transaction relationship protection scheme. It intro-
duces the blockchain-based regional higher education information resource sharing 
model mainly from three aspects: blinding the identity of authorized resource recipients, 
resource initiators publishing resource transactions, and authorized resource recipients 
publishing resource transactions. Combined with the experiments, it develops the com-
parison results of node fault tolerance rate of the higher education information resource 
sharing model, and the throughput of the sharing model using the signature verification 
scheme in this paper and the sharing models using the BLS batch signature verification 
scheme (Reference 1) and the ECDSA signature verification scheme (Reference 2). It is 
verified that the sharing model using the signature verification scheme in this paper is 
more suitable for scenarios with high throughput requirements than the other two refer-
ence models. By comparing this scheme with the five reference schemes, it is found that 
the higher education information resource sharing model constructed herein has more 
advantages in data privacy protection and data security. The time consumption of the 
higher education information resource sharing model proposed herein is compared with 
the sharing models using PoA consensus algorithm (Reference 1) and PBFT consensus 
algorithm (Reference 2), which verifies that the consensus efficiency of this model is 
higher. The comparison results of higher education information resource reading delay 
experiment verify that the proposed model can achieve faster response to resource 
receivers’ requests and obtain shorter data transmission time.
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