Paper—A High Security Distance Education Platform Infrastructure Based on Private Cloud

A High Security Distance Education Platform
Infrastructure Based on Private Cloud

https://doi.org/10.3991/ijet.v13i10.9450

Jingtai Ran, Kepeng Hou®™), Kegang Li
Kunming University of Science and Technology, Yunnan, Kunming, China.
2764403681@gg.com

Niya Dai
Yunnan Metropolitan Construction Investment Group Co., Ltd, Yunnan, Kunming, China.

Abstract—This paper aims to avoid the tampering or leakage of sensitive data
in a distance education platform. To this end, an intelligent identity authentication
model was proposed to realize continuous user authentication, and high security
infrastructure was designed for distance education platform based on the pro-
posed model. The experimental evaluation shows that the proposed infrastructure
based on private cloud can greatly improve the security of distance education
platform. Suffice it to say that the research findings provide new insights into the
security of distance education.
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1 Introduction

Distance education refers to the education of students not physically present in a
classroom [1-2]. The delivery of distance education has been greatly facilitated by the
proliferation of computers and the Internet. Now, virtual reality technology has enabled
many schools to provide all their curricula online [3].

The benefits of distance education include extending education opportunities to gen-
eral populace and businesses, expanding the communication channels in education, and
enabling disabled or sick students to receive education at home. Nevertheless, the effect
of distance education is still restricted by issues like information security.

The openness of distance education systems both brings about high accessibility and
numerous anomalous logons, adding to the difficulty in user identification. In this case,
the course teaching will be slowed down and the education effect will be impacted.
Hence, user authentication has become a hot topic in the research on distance education.
Some biometrics technologies like fingerprint identification have been proposed for
user authentication, but they have been proved privacy-intrusive [4]. Based on the In-
ternet of Things (IoT), hardware authentication methods can guarantee the security of
distance education systems. However, the same protocol applies to the communication
between all systems, making it easy to impersonate the users.
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In this paper, a user authentication model was developed for distance education plat-
form based on private cloud, aiming to avoid the tampering or leakage of sensitive data.
The model was created with the public key infrastructure (PKI) security mechanism [5]
and private cloud technology [6]. Following our model, the high-security infrastructure
can verify student identities for the safety of the entire system.

The rest of this paper is organized as follows: Section 2 reviews the existing litera-
ture on distance education; Section 3 presents the distance education platform based on
private cloud; Section 4 creates the distance education intelligent identity model; Sec-
tion 5 introduces the continuous user authentication method based on face recognition
and biometric traits; Section 6 applies the proposed model in experiments and analyses
the experimental results; Section 7 wraps up this research with some meaningful con-
clusions.

2 Literature review

The security vulnerabilities [7] of distance education system give attackers the
chance to hack into the system. Miguel et al. suggested that the traditional security
methods cannot fulfil the security requirements of distance education platform [8]. Yee
et al. argued that distance education platform must be adequately protected from unau-
thorized use [9]. So far, some PKI solutions [10-11] have been developed to provide a
reliable guarantee to distance education platform.

Many scholars agree that it is necessary to verify student identities for distance edu-
cation platform. For this purpose, education data mining [12] was proposed as an inno-
vative way for identity verification. Since its birth, education data mining has been the
focal point of education research. For instance, Caballe et al. put forward a novel
method to extract useful knowledge from the data generated from distance education
platform [13], laying the basis for some innovative user authentication strategies. Santi
et al. developed a method to verify the actual student identities in distance education
[14].

The cloud computing, an immensely popular technology, has been introduced to en-
hance the security of distance education platform. Based on cloud computing, Dong et
al. fabricated physical machines to realize security on-demand for distance education
platform [15]. Cayirci et al. designed a highly private and secure military cloud system
which ensures the security at multiple levels [16].

To sum up, the existing security mechanisms mainly rely on a single measure (e.g.
two-step verification) to ensure the safety of distance education platform. Nonetheless,
the identity verification in distance education platform should not stop at the login pro-
cess, but go on as long as the student is connected to the platform. Therefore, the author
designed highly-secure infrastructure for distance education platform, capable of veri-
fication through the user’s active period on the platform.
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3 Distance education platform based on private cloud
architecture

The main objective of the private cloud is to establish on-demand infrastructure for
distance education applications, seeking to relieve the increasing pressure on distance
education programs and modules. Figure 1 illustrates the hardware of the private cloud
architecture.
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Fig. 1. Private cloud architecture

The architecture consists of three computer pools, each of which is managed by the
cloud management system (Figure 2).
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2. Cloud management system

The cloud management system was divided into several layers, which work together
to ensure the security of services and user data. The user interface layer provides dif-
ferent access points to the cloud system; the business layer regulates resource supply
and demand; the system layer monitors the daily operation; the resource interface layer

deals with the hardware.

This section only focuses on the security components designed to meet the student
needs. Among them, Shibboleth is a component based on the single sign-on solution. It
is responsible for authenticating the access to the cloud platform and distance education
services. Figure 3 displays the flowchart of Shibboleth-based authentication.

| -y

Cloud

I < admin

P

1. request to
start service

2. start VM

3. set certificate

4. config shibboleth
5. start service

user

8. authenticate

7. use service

IdP
customer

Relying Party:
URL IdP customer

Y

6. transfer metadata
from IdP to SP1 and
vice versa

Relying Party:

Fig. 3. Shibboleth-based single sign-on solution for cloud computing
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The following steps must be covered for a student to use the web service: (1) the
admin requests to start a web service on the cloud platform; (2) a virtual machine in-
stalled with the web service is started; (3) the relevant certificate is copied to the virtual
machine; (4) the Shibboleth is configured; (5) the web service is started; (6) Shibboleth
exchanges the meta data; (7) it is the first time for the student to call them service; (8)
the student identity is authenticated.
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Fig. 4. Automatic creation of virtual machine

Hereinto, the key step lies in the automatic creation of the virtual machine. The com-
ponents involved in this step are presented in Figure 4.

Once started, the virtual machine can be reserved by the student. To access the vir-
tual machine, the student has to log in the web portal (Figure 5). After authentication,
he/she will be able to use resources deployed on the cloud platform.
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Fig. 5. The process of accessing the resources deployed on the cloud platform

4 Distance education intelligent identity model

This section introduces the student authentication model for distance education plat-
form based on a multi-fold security approach. In the distance education platform, it is
essential to verify student identities during course teaching and assessment activities.
To this end, a PKI-based security module was designed and named as intelligent iden-
tity agent. The module integrates many authentication methods for distance education
platform. Figure 6 gives an example of our model.

In the example, the authentication levels of a new course can be created by the au-
thentication level designer module, and the most suitable authentication methods can
be selected from the authentication methods repository. For instance, the designer may
select the two-step verification and biometrics. The former refers to login with pass-
word and SMS verification (login+SMS), while the latter stands for biometric methods
like fingerprint identification.

The authentication methods repository contains both classical methods and biologi-
cal/behavioural validation methods, namely, email verification (user-password), two-
step verification (login + SMS), tuning test (Captcha), face recognition, fingerprint
identification, speech recognition and keystroke recognition [17].

In the above method, face recognition is the most popular one, and can be used in
conjunction with speech recognition. The combined recognition method goes as fol-
lows. First, the user profile must be created in advance by the camera and the micro-
phone. Facing the camera, the user should read the alphabet letter by letter to the mi-
crophone. Then, the system will find the pattern of the phonetic alphabet with artificial
intelligence algorithm, and set up an ID record for the user. When a person authenticates
himself/herselfto the system, the sound intensity and body features (e.g. face and mouth
gestures) will be compared to the ID record. The whole process is illustrated in Figure
7.
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Fig. 6. Intelligent identity model

Fig. 7. The critical technologies of the face recognition-speech recognition coupling method

5 Continuous user authentication method based on face
recognition and biometric traits

This section presents the continuous authentication method that continuously moni-
tors and authenticates the user as long as he/she is connected to the distance education
platform. The block diagram of the method is given in Figure 8.
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Fig. 8. The framework of the continuous user authentication method

As shown in Figure 8, the initial login authentication (Model I) contains the follow-
ing steps: 1) password authentication; 2) face detection; 3) localization of body with
face; 4) template enrolment. The continuous authentication (Mode II) starts right after
Mode I. This mode authenticates the user by the enrolment templates in Model I through
1) face and body identification; 2) face recognition; 3) similarity computation. If the
similarity falls below the given threshold, enrolment template update (Mode III) should
be initiated. Mode III has two steps: 1) illumination change detection, 2) updating en-
rolment templates. For re-login authentication (Model IV), the first three steps are the
same as steps 2)~4) in Mode III, and step 4) is the re-authentication of the user using
both soft and hard biometrics. The flowchart of the continuous user authentication is
shown in Figure 9.
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Fig. 9. The flowchart of proposed continuous user authentication
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The continuous user authentication method hinges on face recognition and biometric
traits technology. The biometric traits [18] are the prominent features that distinguish
between any two persons. Although it cannot identify a user, the biometric traits tech-
nology can monitor if the user currently using the system is the one who logged in the
system.

Letz,”, Z:I Tand z¢ denote the set of soft-face biometrics, the set of hard-face bio-
metrics, and the set of clothes colours. Then, the similarity for the three kinds of bio-
metric information can be calculated as:

f

Ssoftface = S(Z:flzgf) (1)
h h

Shardface = S(Zt f' ZOf) (2)

Sclothing = S(ZtC,ZS) (3)

Thus, the total biometric score can be calculated as follows:

Scont = stoftface + (1 - w)'sclothing (4)

where w is the weighted value of the combined biometric traits of face and clothes.
If S ont 1s greater than the threshold ¢, , the user is proved genuine.
The similarity of the hard face biometrics Sparaface Only applies to the re-login au-

thentication:
Sre—login = F(Tcur - Treject)scont

where F (At) is the time decay function; Tt is the current time when Spq,aface €X-
ceeds the threshold; Ty jec; is the time when a user is rejected by the continuous au-
thentication.

The following three conditions must be satisfied for re-login authentication:

Shardface P thardface (5)
Tcur - Treject < tdelay (6)
Sre—login P tre—login (7)

where tgeiqy and tye_joqim are threshold values.

6 Experiments and analysis

The client of the high security distance education platform (Figure 10) involves a
laptop and a webcam.
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Fig. 10. The client of the high security distance education platform

Twenty students were invited to use the distance education platform, and several
threshold values were employed for the authentication. The relationship between the
similarity and student action in front of the webcam is recorded in Figure 11.
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Fig. 11. The variation in similarity

As shown in Figure 11, the similarity score varies from 0 to 1. The higher the score,
the better the similarity between the user being authenticated and the user who has
logged in the platform. The similarities S¢io¢hing> Ssoftface> and Scone remained high
regardless of student posture, but plunged once the student walked away from the client.
By contrast, the hard face similarity Spqrdface Was not very stable.

Then, an experiment was conducted to detect illumination changes, and thus verify
the robustness of the proposed method. Figure 12 shows the temporal-variation in sim-
ilarities with or without updating enrolment templates.
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Fig. 12. The similarity score with and without updating enrolment templates (a) Without updat-
ing enrolment templates; (b) With updating enrolment templates

In Figure 12(a), the similarity score decreased rapidly once an illumination change
was detected. On the contrary, the score remained high despite the illumination change
(Figure 12 (b)).

7 Conclusions

The student authentication is one of the greatest barriers to further development of
the popular distance education platform. To solve the problem, this paper develops an
intelligent identity authentication model based on private cloud. Considering the fea-
tures of distance education, the model provides an authentication methods repository,
which is flexible enough to ensure the safety of course and student. Compared with the
existing methods, our method can realize continuous authentication, i.e. denying the
access of imposter until the initial user logs out. Although it provides more security
than existing methods, the proposed method faces constraints of network bandwidth
and computer hardware. In the future, the author will consider introducing two cameras
to capture depth information and evaluating the whole platform in routine operating
environments.
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