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Abstract—The mobile IP communication protocol is a flexible system for
mobile connection that is designed to allow the device to be moved between
networks while maintaining a permanent IP address. IP datagrams using mobile
IP can be routed to a specific mobile station (MS) regardless of its current inter-
net location. However, to facilitate such routable characteristics, the communi-
cation with an MS that is visiting a foreign network is intermediate with com-
munication between the home agent (HA) and the foreign agent (FA) which in-
crease the total delay and harms the communication performance, especially
when the MS continuously moves from a network to another. Accordingly, to
handle the delay issue, this paper proposes a new approach for mobile IP direct
routing, based on the “follow-me” principle. The proposed approach depends on
sending a new temporary care-of-address (CoA) for the previously visited net-
work as the MS moves to another to keep a reliable tracking—like process with
the HA. Accordingly, the agents of all the visited networks play the same prin-
ciples as the HA role whenever the MS moves from a network to another. The
proposed approach influences the delay and the speed of the delivery of internet
packets. The simulation showed that the proposed method decreases the delay
by up to 50% compared to the direct routing approach.
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1 Introduction

Mobile IP technology has been developed to ensure that a user of any mobile de-
vice can move from one network to another while maintaining a permanent IP address
[1]. As a location independent, using mobile IP allows the IP datagrams to be routed
by identifying each mobile station (MS) with a home address regardless of its current
internet location. Accordingly, if the MS is positioned away from the home network,
it is associated with a particular address, known as the care-of-address (CoA), which
identifies its current location using the endpoint [2]. Generally, mobile IP is responsi-
ble for the registration of the MS with the home agent (HA) and routing the datagrams
via the tunnel to the MS. The mobile IP usually maintains the TCP connection be-
tween the static and the mobile hosts and reduces the effects that are resulted from the
mobility of the device; therefore, it helps to keep the TCP connection intact [10]. As
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such, mobile IP is often regarded as a communication protocol that is controlled and
standardized by the Internet Engineering Task Force (IETF).

MS is associated with two addresses, the care-of-address (CoA) and the permanent
home address. For the implementation of the Mobile IP, two main entities play critical
roles in the network connectivity; these are Home Agent (HA) and Foreign Agent
(FA). HA stores the information concerning the MSs [3], maintains the entries of the
MS location in the directory and acts as a router within the home network of the MS.
Accordingly, HA ensures the delivery of datagrams through the tunneling technique
to the MS. FA stores the information about all the mobile devices that are visiting the
network and advertises the CoA [1]. The FA communicate with the MS to deliver and
de-tunnel datagrams, which are then tunneled through the HA by the mobile host. In
the absence of FA in the host network, the mobile device has to take over the respon-
sibility of advertising and to address itself. In this case, the FA is usually apprehended
as a router that offers a routing service and operates within the network that may be
visited by various MSs [4]. This mechanism forms a unique architecture for the mo-
bile IP as illustrated in Figure 1.

Mobility management provides seamless connectivity and session continuity be-
tween an MS and the network during its movement. HA is a central entity that tracks
the movement of the IP address to keep MS connected and anchoring traffic from
source to destination through point-to-point tunnels. The mobility challenge in mobile
IP technology is growing with the rapid growth of mobile communication over IP,
and the traffic in mobile IP technology will exceed wired communication in terms of
the traffic load [5]. According to Cisco [6], the traffic load of the mobile data will be
increased by a factor of 11 from 2013 to 2018, and 61% of the IP traffic will be dedi-
cated to the routable devices. Accordingly, reducing the unnecessary traffic generated
by changing the MS location is necessary to improve the performance of the network
and reduce the total delay. Generally, the traffic is duplicated by the routing process in
the mobile IP, in which both HA and FA intermediate the communication of a visited
MS to facilitate its connectivity.

Mobile node visiting Mobile node
foreign network at home
N Internet y
Foreign Home
Network Foreign Agent Home Agent Network
Foreign

Network .
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Fig. 1. Mobile IP Network Architecture
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Two approaches are used to facilitate the mobile IP routing process; these are di-
rect and indirect. These routing approaches showed robust features in routing the IP
datagrams from a correspondent (CN) and MS, yet, each of which has its scalability
limitations with routing via the anchor point. This limitation affects the performance
of the network in general in terms of delay and transmission rate. Although the an-
chorless alternative is not possible due to the architecture of the Mobile IP technolo-
gy, an enhanced anchor-based approach can be implemented by reliable tracking—like
process with the HA in order to reduce the communication overhead while the MH is
moving from a network to another.

This paper proposes a new approach, referred to as “follow me” approach that de-
creases the delay and increase the speed of the data transmission by sending a new
temporary IP address (CoA) for the previously visited network as the MS moves from
one network to another. The proposed approach keep the HA updated with the MS
address by sending a temporary CoA continuously. Although updating the HA with
MS routing required extra traffic load, it is trivial compared to the extra traffic load
added by both the direct and indirect approach via the anchor point. Accordingly, the
proposed approach decreases the load and total delay. Moreover, the proposed ap-
proach depends on ease the dependence on the anchor point to save the bandwidth.
The detail of the proposed approach will be discussed in the following sections. The
rest of the paper is organized as follows: Section 2, presents an overview of the direct
and indirect routing approaches. Section 3 discusses the related work on mobility
management in mobile IP technology. Section 4 presents the proposed work and dis-
cusses the technical details of the “follow me” approach. The experimental simulation
results are presented in Section 5. Finally, the conclusion is presented in Section 6.

2 Mobile IP Routing: Overview

In the Mobile IP indirect routing approach, the CN sends a packet addressed by an
MS’s permanent address to the home network. Accordingly, there is no difference in
the routing process in case that the MS is located in its home network or is visiting a
foreign network. Thus, mobility is entirely transparent to the CN. In the transmission
process, the packet is first forwarded as usual, to the MS’s home network. Then, the
HA interacts with an FA to trace the mobile station’s CoA, as illustrated in Figure 2.
The HA also looks out for packet arrival that is addressed to the MS whose home
network is that of the HA, but that is currently located in a foreign network. The HA
receives these IP packets and then forwards them to a mobile station in a two-step
process [7]. First, the packet is forwarded to the FA, using the MS’s CoA. Second, the
packet is forwarded from the FA to the mobile station [8]. The HA needs to address
the packet using the MS’s CoA so that the network layer will route the datagram to
the external network using the traditional routing algorithms. HA always encapsulates
the CN’s original datagram with a new larger datagram, which is addressed and deliv-
ered to the MS’s CoA. The FA, who owns the CoA, will receive and de-capsulate the
packet and extract the correspondent’s original packet from the larger encapsulating
packet [3, 9] before forwarding the packet into the MS.
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Fig. 2. Mobile IP Indirect Routing

The indirect routing approach suffers from an inefficiency known as the triangle
routing problem because the datagrams addressed to the MS must be routed first to
the HA and then to the FA. Direct routing of mobile IP is a process in which a corre-
spondent sends the IP packet(s) to an MS without passing through the HA. The route
that is adopted by the packet for traveling is called direct route, and the process im-
plemented by such route is called direct routing. In the mobile IP direct routing ap-
proach, a CN sends a request to an HA for the address of the MS. After receiving the
permanent mobile address or the current CoA of the requested MS, the CN directly
forward the packet(s) to the network where the MS is currently located, as illustrated
in Figure 3 [10].

Accordingly, the direct approach reduces the dependency of the HA in forwarding
the transmitted packets to the moving device, yet, the CN has to request for the ad-
dress from the MH while transmitting the first packet. While this is small communica-
tion overhead, the significant communication overhead results when an MS keep
moving from a network to another as packets are addressed to it, leading to another
situation that is similar to the indirect approach. A comparison between the direct and
indirect approaches based on the responsibility of the involved nodes is given in Table
1[11, 12].

Mobile node

visiting foreign £y Mobile node
2
network Qe at home
Correspondent “Q,
Internet

Foreign Home

Network Foreign Agent Home Agent Network

Foreign

Network Foreign Agent

Fig. 3. Mobile IP Direct Routing
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Table 1. Comparison between Direct and Indirect Approach

Indirect Direct
Receives all the transmitted packets and Receives the first transmitted packet and trans-
\HA transfers them to the FA. fers it to the FA. Receives and provides the
CoA.
Receives all the transmitted packets and Receives the first transmitted packet and trans-
\FA transfers them to the MS. fers it to the FA. Registers CoA to the visiting
[Traces the CoA of the visiting MS. MS.
\MS Registers CoA with the FA Registers CoA with the FA
Sends all the transmitted packets to the HA. |Sends the first transmitted packet to the HA and
CN : . .
communicates directly with the MS.

3 Related Work

The mobile IP routing approach allows users to move between networks and con-
tinue receiving the incoming session requests and support sessions in progress [13].
The previously discussed approaches for routing the mobile IP have disadvantages
that have been addressed in the literature. Wong and Leung [14] compared between
the performance of the direct and indirect approaches and conclude that “careful de-
sign is necessary in order to reduce the signaling and processing overhead for location
update.” Ho and Akyildiz [15] and Li et al. [16] provided an estimation of cost for the
mobility of the mobile nodes across networks. Based on the conclusion of the cost
estimation, various approaches for minimizing the communication overhead in mobile
IP routing have been proposed. The researches for improving the mobility manage-
ment have taken different directions, which can be summarized as follows: Estimation
nodes’ location for cost reduction, decentralization the communication using agents
other than the network agent (i.e., HA and FA) for overhead reduction and estimating
the closest agent for overhead reduction.

Choi and Tekinay [17] minimize the overhead of the location management process
adaptively by predicting the mobility pattern. The adaptive estimation of the mobile
location that is moving is only possible if the speed and path information is available
and the mobility is taken place at a certain speed on a directed path. Adaptive estima-
tion cannot be used to locate a randomly moving station. Thus, before the location is
estimated, the history of the mobile movements are used to determine whether the
location can be automatically estimated or not. Accordingly, adaptive estimation elim-
inates the need for further communication to locate the moving device. Similarly,
Taheri and Zomaya [18] proposed an approach based on data clustering algorithm in
order to estimate the location of the moving devices. The history of a device move-
ment is used to predict the future movement of the node. The clustering algorithm is
used to discover the network topology and automatically determine the routing path.

Zheng et al. [19] proposed an approach that allows the visiting node to use a tem-
porary agent in the visited network. Accordingly, communication is intermediate with
dynamic HA (DHA) to reduce the risk of a single point of failure and provide a flexi-
ble system. DHA assigns a temporary home address to the visiting node to shorten the
distance between the visiting node and the HA, which in turn reduce the handoff la-
tency.
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Yen et al. [20] proposed a Global Dynamic Home Agent Discovery (GDHAD) that
allows the visiting node to use the nearest HA through anycast protocol that discovers
the closest HA to every node. This approach reduces the cost and delay of registration
with the original HA. Cuevas et al. [21] proposed another distributed HA-based ap-
proach to reduce cost and latency. The proposed approach is based on peer-to-peer
HA discovery. The proposed approach depends on overlay peer-to-peer networks
formed by multiple HAs. Each HA has information about the location of the other
HAs. An MS sends its current location to the current HA continuously and the current
HA lunches a discovery process to find the closest HA to the MH. The current HA
sends the MH the IP addresses of the closest HAs, who in turn connect to one of these
HAs. Motoyoshi et al. [22] proposed a similar approach for locating the closest HA.
The MH sends a registration request to the current HA, who maintains the path and
history information of the MH and the distributed HA. The current HA finds the most
suitable HA based on the history maintained and starts the delegation procedure with
the selected HA. The current HA sends an acknowledgment to the HA as the delega-
tion completed. Chen et al. [23] propose a mobility management approach to reduce
the cost of communication using a Markov process that analyzes the tracking cost of
the device mobility. A mobile subscriber (MS) grouping and equivalent quadrangular
area are used to reduce the communication overhead with the stations. A summary of
the reviewed literature is given in Table 2.

Table 2. Comparison between Mobile IP Routing Enhancement Approaches

Approach Goal Approach Description
Choi and Tekinay |Estimation nodes’ location for  [Adaptively predicting the mobility pattern to deter-
[17] cost reduction. mine the location.

Taheri and Zoma- |Estimation nodes’ location for  |Estimates the location of the moving devices using
lya [18] cost reduction. network topology analysis.

Decentralization communication |Allows the visiting node to use a temporary HA in

Zheng etal. [19] lusing agents other than HA. the visited network.

|Allows the visiting node to use the nearest HA

Yen et al. [20] Estimating the closest HA ihrough anycast protocol.

The proposed approach is based on peer-to-peer HA

Cuevas et al. [21] |Estimating the closest HA . .
discovery in overlay peer-to-peer networks.

Motoyoshi et al.
[22]

HA maintains the path and history information of the
MH and the distributed HA to find the suitable HA.
[Uses a Markov process that analyzes the tracking
cost of the device mobility and finds the best HA.

Estimating the closest HA

Chen et al. [23]  |Estimating the closest HA

Although the existing literature addressed the problem of delay and communication
overhead by locating and communicating with the HA of the visited network, the
solution to the cost of registration and intermediate communication are still challeng-
ing the mobile IP technology. Accordingly, a new approach for mobile IP routing is
required to solve this problem, which will be addressed in this paper.
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4 The Proposed Approach

A new approach called Follow me is proposed by improving the commonly utilized
direct routing approach for mobile IP. The proposed approach depends on sending a
new temporary IP address (CoA) for the previously visited network as the MS moves
to another network. Besides, the mobile node also registers its new CoA in its home
network to keep a reliable tracking—like process with the home agent (HA).

4.1  The “Follow me” CoA registration process

A mobile station (MS) in mobile IP can be moved from a network to another. Ac-
cordingly, a mechanism for CoA registration is required with the HA and FA. In fol-
low me approach, when the MS moves from its home network to any foreign network,
the foreign agent (FA) of a host network immediately sends a new temporary IP ad-
dress (CoA) for the visiting MS. The MS then registers its new CoA in its home net-
work. Then, when the MS leaves the visiting network and moves to another, the pre-
vious CoA will be discarded, and a new CoA from the current network’s FA will be
received and registered with the HA and the previously visiting network’s HA. Ac-
cordingly, if no transmission process is being implemented while the MS moves, a
correspondent will ignore the old CoA immediately after receiving the new CoA.
However, if a transmission process is implemented while MS moves, the agent of the
previously visiting network will receive the packets and transmitted them to the MS
based on the recently received CoA. Then, after the internet session between MS and
a CN is terminated using the TCP 3-way handshaking, the CN will use only the MS
permanent IP address for the future connection with the underlying MS. To explain
the process of CoA registration for the proposed system, an example of an autono-
mous network system is illustrated in Figure 4.

As given in Figure 4, the MS left the home network and moved towards a foreign
network (FNi). After a while, the MS moves to FN2, FN3, FN7 and finally to FNn.
Each time it moves, the MS receives a temporary address, which is then registered
with the home network of the MS and is sent directly to the previous FN. Assume that
the MS receives CoA1 from FNi for Ti period when it moves to the first foreign net-
work, where T is the time the MS will remain in the network associated with FNi. A
session was in progress with a particular CN when MS moves from HN to FNi. The
MS sends its new temporary address CoAi to the HA and to the CN to ensure the
internet session remains in use. Then, when the MS leaves FN; and moves towards
FN:, it will lose CoA1 and receive a new temporary IP address CoAz from FN:. The
MS will send CoAz to the FN; and the HA. During the mobility of MS, when it will
move through FN3, the same process of CoA registration will be repeated using CoAs
from FN;then CoA4 from FN7 followed by CoAs from FN,. Accordingly, the MS
always sends the new CoA to the previously visited network to notify it about its
current address. Thus, if a packet is being transmitted while the MS is moving, the
notified FA will direct the packet into the address that is sent by the moving MS. In
such a way, re-transmission is avoided in all cases, which reduce the delay and en-
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hance performance. The process of registering and distribution of the MS for the ex-
ample that is given in Figure 4 is illustrated in Figure 5.

Correspondent

Fig. 4. Example of a Mobile station Mobility process
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Fig. 5. Mobile IP “follow me” Direct Routing CoA Registration

4.2  The “Follow me” packet delivery mechanism

Packet delivery mechanism in the proposed follow me approach is implemented
based on the location of the MS. The first scenario occurs when the MS is located
within the home network. In this case, the CN will directly send a packet to the HA
using the traditional internet routing techniques, taking into consideration the fact that
the destination IP address of the packet is the mobile’s permanent address. As the
mobile is located within the home network scope, the packets will be directly for-
warded to the desired MS. The MS then receives the packet and gives the required
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responses as requested. While when the MS is located within a foreign network, the
MS will have a temporary address that was obtained from the foreign network and
registered with the network agent(s). The CN transmits a packet to the MS, based on
the CoA according to the following scenarios:

e The CN directly sends the first IP packet to the HA who will encapsulate the pack-
et and forward it to the last visited network. After that, HA sends a particular ser-
vice packet that contains the CoA to the CN that enable CN to send packets direct-
ly to MS without referring back to HA.

e The CN sends a request to the HA to inquire whether the current IP address of the
MS is MA or CoA. After receiving the address, the corresponding network for-
wards the packet directly to the MS that is located in a visiting network.

e The CN sends a request to the HA to inquire whether the current IP address of the
MS is MA or CoA. After receiving the address, the corresponding network for-
wards the first packet directly to the MS that is located in a visiting network.

The most critical scenario occurs when CN is transmission packets while the MS is
moving to another network while. The previous FA forwards the packet from CN to
the first network, and the previous FN will inform the CN about the new CoA for the
MS. Accordingly, using the proposed packet delivery mechanism, the end to end
delay will be enhanced, and the reliability of the transmission will be improved
through the prevention of packet loss that may occur due to the movement of the mo-
bile station in the visiting networks. The proposed mechanism minimizes the commu-
nication with the HA, as the correspondent refers to the HA only if the transmission is
failed. Moreover, the FA will also have less overhead as the MS is responsible for
acquiring the CoA once.

Example of the packet delivery mechanism in the proposed follow me approach
compared to the traditional direct approach is illustrated in Figure 6. Assume that the
CN sends the first packet directly to the MS that is located in R12. The MS moves to
R9, and the packet from CN to R12 is not delivered. In the traditional direct approach,
the CN will contact the HA for new CoA for the moving device then the packet will
be sent again from the CN to R9. In this case, the total delay will be the end-to-end
delay plus the encapsulation and de-capsulation process time for the two transmission
attempts. While in the proposed follow me approach, R12 will inform for the CN
about the new CoA for the moving device and the packet will be forwarded from R12
to R9. Accordingly, the time consuming double transmission will be eliminated using
the follow me approach.
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Traditional Approach

Fig. 6. Packet Delivery Process in Follow me and the Traditional Direct Routing

5 Comparison, Simulation, and Results

Numerical analysis and simulation are conducted to evaluate the performance of
the proposed approach. Accordingly, six scenarios are implemented for the mobility
of the devices, and the total delay at each scenario is calculated. A summary of the
scenarios is given in Table 3.

Accordingly, there are three different delays in any of these scenarios; these are
transmission delay (Ds), Encapsulation and de-encapsulation delay (Den) and CoA
transmission delay (DCoA). These different forms of delay based on the depicted
scenario will be evaluated using numerical simulation and mobile simulation. In the
numerical analysis, without loss of generality, we assume that the transmission delay
is identical regardless of the identity of the sender and the receiver nodes. According-
ly, we also assume that the transmission delay and the CoA transmission delay are
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identical. Accordingly, the delay of each of the depicted scenario is calculated as
given in Table 4.

Table 3. Comparison between the Direct Approach and Follow me Approach

Scenario Direct Approach | Proposed Approach
Located Node in  [First Packet
the Home Net-
work

S1: Total delay is equal to the transmission delay as the packet is sent
Other Packets (directly.

S2: Total delay is equal to the transmission delay from CN to HA and

First Packet HA to MS plus the encapsulation delay.

Located Node in a

Foreign Network S3: Total delay is equal to delay of sending a particular service packet

Other Packets |that contains the CoA to the CN after the first packet and the transmis-
sion delay from CN to MS plus the encapsulation delay.

S4: Total delay is equal to the
transmission delay from CN to
HA and HA to departed network
and the encapsulation delay.

First Packet Besides, the delay of encapsula-
Relocated Visiting tion and re-transmission delay n-
Node times, to n-networks that are
visited by the MS while the packet
is transmitted.

S5: Total delay is equal to the
transmission delay from CN to HA
and HA to departed network and the
encapsulation delay. Besides, the
delay of re-transmission delay
between n-times, to n-networks that
are visited by the MS while the
packet is transmitted.

S6: Total delay is equal to delay of sending a particular service packet
Other Packets |that contains the CoA to the CN after the first packet and the transmis-
sion delay from CN to MS plus the encapsulation delay.

Table 4. Representation of the Total Delay in the Direct Approach and Follow Me Approach

Scenario Equation Unity Measure
s1 Diotr = Ds 1
$2 Deotar = DSen—to-na + DSya-to-ra + Den 3
S3 Deotar = DSen—to-na + DSpa-to-ra + Den + Deoa 4

n n
54 Deotar = DSen-to-sa + ( E D)+ (). Deoai) +Den 42
, i=1
i=1
n
S5 D, = DS¢n—to—na + Z Ds; + D.oai n+2
i=1
86 Dtotar = DSen-to-na + DSha—to-ra + Den + Deoa 4

Accordingly, the apparent delay occurs when the MS is moving continuously from
a network to another forming the first-packet scenario repeatedly. Accordingly, if the
relocating of the MS occurred with each packet transmission with a probability of 1,
the direct approach delay will be almost double the delay in the follow me approach.
The variation in delay between the two approaches decreases as the probability is
decreased till the variation reach zero with moving probability of 0.

A mobile IP system was simulated using Java with four types of agents; these are
HA, FA, MS, and CN. A set of functionalities with various frame types were devel-
oped to facilitate communication within the simulated environment. The mobile node
can send a message, register with HA and deregister with FA. CN listen to incoming
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messages are reply accordingly. The HA initiate a communication with the CN and
with the FA to send messages to MS. The HA inform CN about the newly registered
nodes and communicate messages with nodes and FA. The FA register MS nodes and
communicate with CN. According to the simulated system, the direct approach and
the follow-me approach were simulated based on different relocated probability which
creates different scenarios according to the discussion above with different packet
numbers and the total delay in a millisecond was captured and compared as illustrated
in Figure 7.

As the results illustrate, the total delay of the follow me approach is less than the
delay of the direct approach. The resulting gap is increasing when the relocating prob-
ability increase, in which the number of relocating of MS occurred more often. In the
probability of 1.0, the total delay of the direct approach is almost double for the fol-
low me approach. As noted in the results, the total delay variations are increased
among the compared methods as the number of communicated packets increases,
which clearly illustrates the benefits of using the proposed approach in reducing the
total delay in real communication, in which the number of transmitted packets are
substantially huge.
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Fig. 7. The total Delay of the Direct Approach and Follow me Approach with different Reloca-
tion Probability and Packet Number

6 Conclusion

The mobile IP direct routing approach has become a popular method for mobile
routing. However, it suffers from the problem of re-transmission as the mobile agent
relocated from that network to another. Accordingly, in this paper, a new approach,
which is referred to as ‘follow me”, is proposed to manage the direct routing of mo-
bile IP. The proposed method depends on informing and allowing the agent of the
previously visiting network to transmitted packets to the MS based on the received
CoA. Accordingly, the proposed approach minimizes the communication with the
HA, as the correspondent refers to the HA only if the transmission is failed. Moreo-
ver, the FA will also have less overhead as the MS is responsible for acquiring the
CoA once. The simulation results showed that the total delay could be reduced up to
the half in the case with a probability of mobile relocating of one.
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