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Abstract—This study aims to reveal students' profile of digital ethics in Su-
rakarta City, Indonesia. Current technological trends generate significant impli-
cations for the technological digitalizations to all parts of human lives. Infor-
mation and Communication Technology (ICT) is increasingly integrated in so-
ciety. This condition at least triggers the emergence of an era of disruption due
to changes in the order and lifestyle of the younger generation who prefer the
use of various digital technologies in their daily life activities. In recent years, a
lot of discussion about the risks and opportunities of digital technology on teen-
agers have been many found. From several studies conclude that the highest
students' communication activities have been majorly done through online. In-
ternet at risk use engages students’ live activities, among others, expressing per-
sonal data, bullying, hoaxes, and hate speech to accessing the pornographic con-
tents. Digital ethics is one of the components in digital citizenship from which
the users must adhere to. Netiquette, a hybrid word combining "network" and
"etiquette," essentially referring to the social code of the Internet. As netiquette
includes how we communicate, treat others, describe and protect ourselves
online related to ethical issues. This study was designed with a quantitative-
descriptive research model that applies the survey method. The survey was con-
ducted in three schools, each of which was the high school, the state vocational
school and private vocational high school in the Surakarta residency area. The
study subjects involved as many as 210 students, from ages 15 to 17 years par-
ticipating in the survey. The questionnaire consisted of 16 statements applying
Likert's point of scale one to five. The results showed that students’ digital eth-
ics with having fewer categories had the highest percentage of 35.23%. While
those with enough category reached 32.85% and those with good category was
31.90%. One of the effective ways to strengthening students' digital ethics can
be realized through humanistic literacy, which is integrated into Civics Educa-
tion subject at schools.
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1 Introduction

Current technological trend introduced to society has led the presence of digitaliza-
tion in all sectors of modern human life society. Information and Communication
Technology (ICT) is increasingly integrated at the heart of society. The rapid devel-
opment of mobile technology and communication computing in the past few years has
provided opportunities for social communication to penetrate geographical boundaries
[28]. The Ministry of Information and Communication revealed that the survey results
from eMarketer.com showed that the number of internet users around the world
would reach 3 billion in 2015. Moreover, in 2018, as many as 3.6 billion people on
earth have been predicted to access the internet at least once every month. Affordable
mobile phones and mobile broadband connections are driving growth in internet ac-
cess in countries that cannot rely on the fixed line, either because of infrastructure
problems or costs, according to senior eMarketer analyst Monica Peart. Almost every
resident of the regions in the archipelago is connected via the internet. Indonesia is
ranked sixth most internet users in the world. This expanding connectivity is associat-
ed with what many consider to be the peak of cellular communication technology.
Sophisticated Smartphone that integrates various functions in one hand [8].

A number of communication tools such as computers, notebooks, smartphones and
access to the internet are mostly received directly by young citizens in many countries
[26]. It is unsurprisingly to say that this condition changes the lifestyle of citizens who
are easily adapted to technology in addition to being a major challenge especially for
students of modern times [7].Among the reasons for students use of internet have
been means of communication, surfing media to find sources of learning, entertain-
ment and self-expression. Including those that significantly affect these activities
where the digital environment has been adapted and transformed into applied media in
a variety of basic activities in schools such as reading, writing and interpersonal
communication skills of students [20].This condition has at least succeeded in trigger-
ing an era of disruption due to changes in the order and lifestyle of the younger gener-
ation who prefer to use various digital technologies in their life activities. The ease of
accessing information, changes in communication patterns, and how to obtain
knowledge through digital media is a feature of the era of disruption [17].

In recent years, there has been much discussion about the risks and opportunities
for digital technology in the lives of young people [24]. The introduction of the inter-
net has made children and young people increasingly facilitated and get more oppor-
tunities to get learning resources from various sources. This may show the positive
side of the proven era of disruption where the internet has contributed to supporting
students' academic development, creativity, and social networking which ultimately
can sustain their life quality. However, all these given opportunities brought on by the
internet may not last without risk. The Ministry of Education and Culture argues that
the disruption era has an impact on the character of Indonesia's young generation,
including low tolerance among religious people, the use of illegal drugs, pornography
that has penetrated children and adolescents. Meanwhile the Minister of Women's
Empowerment and Child Protection or Pemberdayaan Perempuan dan Perlindungan
Anak (PPPA) cited in nstionalkompas.com revealed that there are 25,000 Indonesian
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child pornography activities. In January 2019, a whatsapp group was used to coordi-
nate ditching together by vocational students in Solo.

These cases are the abusive attitudes of using ICT among teenage students or popu-
larly known as digital native. That is, an individual born after the adoption of digital
technology [22]. The use of social media such as Facebook, Twitter, Instagram, and
Path is a new vehicle for students to express and share ideas. In fact, not infrequently
this media is called as a means in the search and recognition of the identity of teenag-
ers, trade, exchange of ideas, and other significant impacts [3]. Even ironically, these
activities actually trigger negative and dangerous things such as expressions of hate
speech, online fraud, hoaxes, and the like [21]. This shows that technological progress
has been a trigger for the decline of students' ethics. This study aims to find out how
the digital ethics profile of students in the era of disruption in terms of internet use is
at risk. This research contributes as the efforts in strengthening students' digital ethics.

2 Review of Related Literature

2.1  Digital ethics as a digital civics component

The term digital citizenship is a concept that describes the ideal characteristics of
smart and good digital citizens. Cogan and Dericot [29] suggest the meaning of citi-
zenship as a set of characteristics as citizens. Digital citizenship is defined as norms,
and attitudes are responsible for the use of ICT. This refers to citizens who can regu-
larly and effectively use the internet. Digital citizenship is perceived as a concept of
citizens who are reliable in digital technology and adhere to ethics in the use of tech-
nology, this reflects the character of a good citizen. Digital citizenship is more than
just a tool for teaching; however, it is a way of preparing students or users of technol-
ogy to enter the life of a technology-dependent society. Digital citizenship as ethics
refers to how to use the internet appropriately, safely, ethically, and responsibly in
internet activities [5].

Digital ethics is a part of digital citizenship where everyone needs to obey, which
this is further coined as netiquette. Netiquette, a hybrid word combining "network"
and "etiquette," essentially referring to the social code of the Internet. As netiquette
includes how we communicate, treat others, describe ourselves, and protect ourselves
online related to ethical issues. Ethics, or moral philosophy, generally refers to how
groups and individuals determine moral actions. Ethics refers to the way groups and
individuals relate to, treat, and solve problems one another; digital ethics then in-
cludes how users and participants in the online environment interact each other and
the technology and platforms used to engage [16]. Digital ethics or information ethics
in a broader sense are related to the impact of using digital Information and Commu-
nication Technology (ICT) on social and environmental societies in general. In a nar-
rower sense, information ethics (or digital media ethics) provides answers to ethical
questions related to the internet and the media of internet communication and infor-
mation such as cell phones and navigation services [4]. Digital ethics is the concept of
norm attitude which is deemed appropriate and responsible in terms of using technol-
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ogy media. In line with this, a worrying issue that needs to be highly notified in this
regard is whether students are capable of effectively developing their respective skills
in this kind of environment. Some other things that might happen are students are
capable of taking a great advantage through online transactions or even avoid them-
selves from the negative risks of online activities, such as dealing with strangers and
committing cyber bullying [24] .This is highly important to provide security and com-
fort to other fellow digital citizens. The digital citizenship ethics are essentially im-
portant for all people who engage themselves in digital technology, which cover the
use of language in expressing verbal opinions and ideas on social media, thus not
offending others, providing relevant information instead of hoaxes, not involved in
expressing typical hate speeches of SARA (Tribe, Religion, Race, and Intergroup),
and other actions that potentially lead into negative or risky impacts.

2.2 Students use of internet: the opportunities

Children and adolescents as a digital native is inseparable from the internet use in
their lives. This is as revealed in the UNICEF data that the number of children and
adolescents who are internet users is greater, even reaching more than 30 million
users. Furthermore, according to results of the study, these children and adolescents
used the internet mostly for three main purposes; the first is to find out information
related to school assignments and learning materials, second is for friendship, and
third for entertainment. According to Livingstone & Helsper [13] indicated there are
at least six common opportunities for people to engage in online activities such as

Information
Communication
Entertainment
Participation
Creativity
Self-expression

Many studies show that the youth activities in using ICT have been used as the
means of communication. In line with a research conducted in Malaysia [19] the most
popular use that involves a number of school children including communication me-
dia such as Facebook (78%), instant messaging (75%), Email (41%) Twitter (38%),
Chatroom (29%) and Skype (23%). Although some of them use it as a medium of
help in doing school work (86%), and entertainment activities by downloading songs
or music (25%). Opportunities for use in the categories of participation, creativity and
expression, according to researchers, are found to be less popular with teenage stu-
dents in Malaysia, for most of them are rarely or have never involved in such activi-
ties. A research conducted in Korea [9] found that a lower percentage of online partic-
ipation was the children. Online participation concern the writings posted on blogs or
personal sites, which are intended to (29.7%) post articles on group sites (28.8%);
express opinions about social problems (28.4%); link useful information to their blog
(21.7%); useful information recommended for other users (21.6%); answer questions
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posted by other users (29.0%); comment on other users' posts (34.3%) and write
comments regarding the products they bought (19.1%). The survey results in Indone-
sia by the Association of Indonesian Internet Organizing Services (APJII) in 2017
revealed that the most dominant activities in the internet were for online-mediated
communication (chat) of (89.35%), social media (87.13%), search engines (74.84%),
for the sake of entertainment such as downloading songs, pictures, videos (67.35%),
other activities such as selling / buying goods, and registration (8.91%).

Based on the data above, it was concluded that the opportunity for students to use
internet was most dominantly used as a medium of communication via chat and mail
(online mediated-communication), as well as social media and blogs, these are the
typical of online participation.

2.3 Potential risks of internet use

Online risk comes through internet mediated communication activities [13]. This is
one of the effects of changes in communication patterns or interactions from online to
online. Besides the benefits of increasing inter-community socialization, interpersonal
communication and sustaining the learning opportunities for students, the use of so-
cial media enables other specific risks, including cyber bullying, sexting, sending
obscene photos, public sharing locations, spreading mocking memes / jokes and dan-
gerous games [3], [2]. Therefore, understanding the basic set of norms and values
where people should adhere to on accessing information and interacting both verbally
and visually through online is highly important to do. There are a number of potential-
ly risk classifications for internet use.

Table 1. Opportunities and Risks of Using the Internet [14]

Conduct Perpetrator or
victim in peer-topper ex-
change

Content Receiving Contact Participating in (adult-
mass-produced content initiated) online activity

Aggressive [Violent / gory content Harassment, stalking Bullying, hostile peer activity

‘Grooming’, sexual abuse or

Sexual Pornographic content o Sexual harassment, ‘sexting’
exploitation
Values Racist / hateful content  |Ideological persuasion Potentially harmful user gener-
ated content
Commercial [Embedded marketing Personal data misuse (Gambling, copyright infringe-

ment

According to Dowel [30] categorized the attitudes of using internet at risk on ado-
lescents, among others:

To express personal information

To insult others through online mediated-communication (harassment and cyber
bullying)

To communicate and build relationship with the strangers

To access pornographic contents.
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Meanwhile, a research to European people on the internet security and risk identi-
fied several internet attitudes at risk for teenagers including:

Pornography

Bullying

Sexting

Offline contact online meetings [14].

Indonesia as one of the countries with the largest number of internet users in the
world is inevitable from the risk of such use. UNICEF describes some of the risks
associated with young internet users in Indonesia, including;

Pornography and sexual exploitation

Communicating and meeting foreigners through the internet
Trafficking

Software piracy

Spreading extremist missions (by terrorist groups).

Based on a number of research sources discussed above, conclusion can be derived
that attitudes towards the use of the internet at risk were specified for;

o Expressing individual’s personal information
¢ Bullying / expressing hate speech

e Accepting the hoaxes

e Accessing the pornographic contents.

2.4  Transformation in the era of disruption

The implementation of industry 4.0 has inflicted fundamental changes in various
part of people's lives. These occuring fundamental changes due to industry 4.0 were
then referred to as the disruption era. With regard to disruption caused by industry
4.0, (Schwab, 2017) suggest that the impact of industry 4.0 was divided into five
clusters, namely:

e Economic sector namely with economic growth, and the nature of work

o Business life with new innovations and the latest operating models

o National-Global Relationship through the highest level of international standard
security

o Society related to attitudes of inequality and the emergence of new communities

e Individuals, a great influence to individual’s morals and ethics, in addition to man-
aging public and private information.

The disruption era has at least entered a new phase in the direction of the develop-
ment of science and technological advances where the education sector is inevitable
from these changes. The stakeholders in the education environment are expected to be
able to respond positively to the changes in this revolutionary era 4.0 [6]. In the Era of
Industrial Revolution 4.0, both the government and individuals need to develop new
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model of literacy. The new model of literacy typically includes data literacy, digital
literacy and humanistic literacy. Data literacy includes the ability of the community to
read, analyze and make thinking conclusions based on the data and information (big
data) obtained. Digital literacy concerns the ability of individuals or communities to
understand the workings of digital machines, the application of technology and work
based on technology products aimed at producing maximum performance. Humanistic
literacy is related to the ability of communication, collaboration, creative thinking,
innovative and critical. Therefore, among the successful ways of facing transfor-
mation in the era of disruption, in addition to the need for related parties to develop
students' digital literacy skills, they need to maintain a humanistic literacy balance.

3 Methods

This research applies quantitative research design using survey methods. The sur-
vey was given to three schools, each of which is a high school, public vocational high
school and private vocational high school in the residency area of Surakarta. A total
of 210 students from the age of 15 to 17 years participated as subjects using survey
method. The questionnaire consisted of 16 statements referring to Likert's scale point
of one to five. In this study, the considered sample criteria for students who involved
were those who used new media such as using e-mail, social networking sites, games
or online chat. In this case, the students and class-managed survey technique to collect
data, they were recommended and decided by the teacher class of their schools. Stu-
dents were freely asked questions for further clarification. The data of students’ digi-
tal ethics were classified according to the three categories that adhere to standard
deviation. The group boundary categories illustrated as follows:

Table 2. The Measuring Scale of Students' digital ethics

Range Categories
X =+ S=54,60 Good
X S =46,68 <X <+ S = 56,60 Enough
X< - S=46,68 Less
Attitudes towards the internet use at risk Categories
Attitudes towards the internet use at risk with never intensity Good
Attitudes towards the internet use at risk with infrequently intensity Enough
Attitudes towards the internet use at risk with frequently intensity Less

4 Results and Discussion
The research data obtained from the survey results on the students' digital ethics

analyzed refers to their relevance to risky internet use. The data obtained in the field
are then analyzed and presented in the description as illustrated in table 4.
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Table 3. Descriptive Statistics of Internet use at risk

Variables Mean % Standard Deviation
Expressing about personal information 17,40 34,8 2,61
Bullying/ hate speeches 7,58 15,18 3,07
Accepting the hoaxes 11,73 23,49 5,05
Accessing pornographicic contents 13,20 26,43 4,06

The data in table 3 shows that the use of the internet has the potential risk for stu-
dents at the lowest average score in the variable bullying or hate speech, 7, and 58.
Accepting the hoaxes news is with average of 11.73 and pornographic content / access
with average 13.20. Meanwhile, expressing personal information shows the highest
average score of 17.40. Therefore, the data in this study indicate that the internet use
at risk for students have been much on the attitudes of bullying at the highest frequen-
cy, while expressing personal information is at the lowest frequency or even infre-
quently done by average students. Cyber bullying refers to the conflict triggering
attitudes, which is realized intentionally through digital technology [10]. The availa-
bility of digital technology access through Smartphone, tablets, and smart portable
devices trigger cyber bullying attitudes. Many international studies have argued that
schools as a context for cyber bullying situations frequently occur [33]. This creates a
new challenge for both the school and parents who have at least tried to prevent and
resolve the problem. Students' attitudes of bullying in the context of digital environ-
ment in this study are classifiable into several disrespecting attitudes including show-
ing negative comments on other people's posts on social networks, bullying friends on
whatsapp groups, although it was aimed to joke, write statuses with the hope that the
targeted person's faults are publicly known in addition to virtually undermine other
people. In addition to the previously explained data, as for internet at opportunities for
students, students are indicated to frequently receive hoaxes news which shows a high
percentage. Hoax or fake news defined in many ways, such as recurring problems
used intentionally in the political arena. The spread of hoaxes can be either intentional
or accidental. Irrelevant truths (post truth) deliberately spread information about
falsehood. In addition, baseless information is defined as out of truth or irrelevant
information [23]. The students in this study tend not to be able to classify which news
items reflect the elements of hoaxes and not. In general, their interest in a news story
is based on the title. Even without feeling the need to read the entire contents of a
news article, immediately share the article link. This has at least become a common
thread in the phenomenon of hoax news dissemination, where in the case of their
students they do not know the truth underlying the published contents. The students’
ability to access pornographic content needs more attention by the government,
schools and those closest to them. Almost all respondents have accessed pornographic
content either intentionally or not. Students see sexual content or pornography
through the internet as a source of access to pornography including television, films
and videos [14] Among the students' online activities discussed in this study include
the way they are accessing pornographic nuanced content intentionally, sharing por-
nographic nuanced content on social networks and accessing telephones and sex chat.
The results of this study reveal that students' digital ethics are categorized as follows:
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Table 4. The Students' Digital Ethics Categories

Digital Ethics Frequency %
Good 67 31,90
Enough 69 32,85
Less 74 35,23

The results of the research in the data above show that students' digital ethics with
less categories have the highest percentage of 35.23%. While 32.85% for the enough
category and 31.90 for the good category. Digital ethics concerns the use of the inter-
net or digital media properly and correctly, so that students' digital ethics become
measurable based on their internet use at risk. Students who uphold digital ethics are
well-suited to accessing the internet in digitally searching for things that do not con-
flict with the norms and rules of the digital community. There is no definite way in
terms of codes of ethics about how users communicate or interact virtually. However,
there are several conventions that need to be considered. Considering ethics as the
"right" foundation in attitude and interacting with others in certain environments [16].

Digital ethics concerns the use of the internet or digital media properly and correct-
ly, thus, students' digital ethics become measurable if examined from their internet use
at risk. Students who are categorized as having digital ethics are well-suited to access-
ing the internet to digitally search for things that do not conflict with the norms and
rules of the digital community. There is no definite way in terms of codes of ethics
about how users communicate or interact virtually. However, there are several con-
ventions that need to be considered. Considering ethics as the "right" foundation in
attitude and interacting with others in certain environments [4]. Thus, digital ethics is
inevitable for users, especially among students. There needs to be a strategy in
strengthening digital ethics, especially for students as a digital native that is insepara-
ble from the sophistication of ICT.

4.1 Humanistic literacy as an effort to strengthen digital ethics

In confronting the transformation of the disruption era, new literacy is needed
which cover the data literacy, digital literacy and human literacy [11]. The application
of humanistic literacy is a fundamental important thing in the current era of disrup-
tion. This is important to implement, given the importance of the role of humans to be
a good role model for other fellow human beings in addition to understand the interac-
tion properly among other users. Various virtual interactions include the interests of
the educational realm more specifically in the school environment. For this reason, the
task of education today through the learning process that not only emphasizes the
strengthening of old literacy competencies, but simultaneously reinforces and sup-
ports new literacy that is relevant to the real life of today's students.

The digital age is currently leading us to a new era of character education, where
both students and instructors are wisely required to accept the opportunities and over-
come challenges in living a digital lifestyle [18].With regard to humanistic literacy,
UNESCO suggested that literacy skills have become the right of every person and is
considered the basis for lifelong learning. Literacy skills enable both individuals,
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families, and communities to empower and improve their life qualities. Given the
"multiple effects" or can provide effects in a very broad domain, literacy capabilities
contribute significantly to eradicating poverty, reducing child mortality, population
growth, and ensuring sustainable development, and supporting the realization of
peace. Whereas illiteracy, however, is a human obstacle in realizing a better quality of
life. Thus, it is important to note that the idea that the digital era requires us to bring
new nuances to character education, where its existence triggers the opening of oppor-
tunities and challenges in the digital lifestyle of modern humans. The role of the
school environment as one of the realization of humanistic literacy today remains in
seeking its form through the learning process. Learning in schools through the 2013
curriculum explicitly establishes learning methods that are part of the constructivists
themselves. Thus, these results further emphasize the importance of humanistic litera-
cy where in this era of disruption has become a trend in dealing with the industrial
revolution 4.0 [25].

Pancasila and Civics Education share strategic roles in fostering the character of
students in Indonesia. This is in line with the opinion of Sapriya [23] that one of the
roles of the Civics Education is as a vehicle for national character education, in addi-
tion to values and moral education. One of these efforts was realized through the Val-
ue Clarification Technique learning model. The value clarification technique ap-
proach, more popularly known as VCT, is a value education approach where partici-
pants are trained in finding, choosing, analyzing, deciding, and taking attitudes indi-
vidually towards the values of life they are fighting for [1]. VCT facilitates direction
for students to strive to assess their own feelings and actions, while increasing their
individual awareness about the values in themselves. The teacher(s) consider that the
current traditional moral education method is considered not functioning effectively.
A research conducted in Romania revealed that teachers were able to master the Val-
ue Clarification Technique and succeeded in applying it in the classroom. They value
the training programs they take and are willing to obtain new information and skills
about moral education. They are a real source of implementing programs to make
moral education more effective. Both teachers and students agreed that the use of
VCT significantly contributed to the creation of a more motivating and enjoyable
learning environment [12]. This allows students to be trained in determining their own
attitudes so that all violations of digital ethics can be avoided both during the lesson
and in the context of personal accessing online.

5 Conclusion

Technological advances in the era of disruption become unavoidable for most
modern societies, especially in Indonesia of today. It is a significant orientation to
prepare citizens who are sensitive to the digital world and adaptable to positively
engage in it. The results of this research indicate that students’ level of digital ethics
as part of the digital citizenship only reaches 35.23% categorized as less. The varia-
bles of both bullying and news hoax show the highest frequency found in students’
internet use, which concludes that students are urgently vulnerable to such activities,
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that mostly they were less capable of avoiding themselves over the use of technology
in their everyday lives. To cope with that problem, we need a learning innovation, one
of which is through Civics Education Learning. The education unit needs to develop
new literacy that students should have, including data literacy, digital literacy and
humanistic literacy. Civics Education holds a significant role as a vehicle for national
character, values and moral education. Civics Education enables the humanistic litera-
cy be applied through the Value Clarification Technique learning model. This re-
search emphasizes the importance of humanistic literacy to strengthen students’ digi-
tal ethics in dealing with the technological advancement in the era of disruption.
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