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Abstract—Long Term Evolution (LTE) of (Universal Mobile Telecommuni-
cation System) is one of the modern steps in series of mobile telecommunications
systems. That appears to be a strong technology that meets the requirements of
fourth-generation (4G) mobile networks and supports authentication and encryp-
tion mechanisms between User Equipment (UE) and Message Management
Entity (MME). This paper provides an overview of the three most important algo-
rithms that are considered the heart of LTE cryptographic algorithms (SNOW3G,
AES, and ZUC) and a comparison between cipher key length and initial vector
length to generate keystream depending on the structure used for each algorithm
as each algorithm has a time of complexity and space of complexity that differs
from the other security algorithm.
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1 Introduction

Mobile networks are considered among the technologies of rapid development
in “modern communication systems” as the number of subscribers exceeded all
expectations, The term “mobile network” refers to a technology that allows for wireless
voice and data network communication through radio transmission. Mobile network
applications include cell phones, laptops, and tablets. The cell phone is the most
well-known application of mobile networking. In the past, wireless communications
circuit switching was used to load voice over the network; nowadays, both data and
voice are loaded over the network are entities that are sent over both packet and
circuit-switched networks. To meet the demand for real-time data transport over open
networks, communication security becomes more critical, according to Nodaway [1].
In our new life, we use the Universal Mobile Telecommunication System (UMTIS) [2]
for all of our daily interactions and transactions. Long-Term Evolution (LTE) is a term
used to describe the process of evolution and the developed standards for LTE are the
three-generation and four-generation mobile networks that can mobile transmigrations
of internet applications like “voice over IP (VoIP)”, video streaming, mobile TV, music.
Long-term evolution (LTE) and LTE-Advanced networks support highly sophisticated
authentication and encryption mechanisms.
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2 4G network security

The fourth-generation (4G) has many benefits, which can be summarized as follows:

e 1-4G services must be [P-based, combining elements of mobile, wireless, and fixed
networks in a unified, user-friendly architecture.

e 2- For smartphone phones, the target data speeds must be 100 Mbps, and for travel-
ers, 1 Gbps.

e 3- It is essential to fight for a worldwide common spectrum and accessible global
standards.

LTE Security’s goal is to provide strong protection against various types of Internet
threats. Access, confidentiality, and integrity are provided by LTE’s protection mea-
sures, which include an advanced framework for authentication, authorization, and
encryption [3-5], as show Figure (1).

Authentication

Access

Confidentiality Integrity

Authorization Encryption
Fig. 1. Security technique in LTE [3]

Authentication and Access: In a typical scenario where A and B interact over a
channel, they would both want to begin by introducing themselves. Authentication is
the method of determining whether or not they are capable of establishing a relationship.

Authorization and confidentiality: Authorization determines who has access to
what form of data and prevents various users from accessing all data.

Encryption and integrity: If all messages sent by Party A are similar to those
received by Party B, and vice versa, the message is not modified reroute, and the com-
munication’s integrity is maintained, which cannot be accomplished without the use of
encryption algorithms [3].

2.1  Stream cipher

The maximum different side between a block cipher and a stream cipher is that the
block cipher is the fixed-size cipher of data input. T. On the other hand, the coding
stream encodes in bit or byte [5, 6]
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e Block cipher:

The typical cipher block size is 64 bits, 128 bits, or larger, and the larger the block
size has, the secure the data [7, 8].

e Stream cipher:

The stream cipher produces the mainstream with a key rather than dealing with
block data. Often a basic stream is implementing XOR in plaintext and the results can
be used to do encryption [9].

2.2 LFSR and stream cipher

Linear Feedback Shift Registers are applied in many applications of cryptography,
however, the main uses generally are in (stream ciphers and (pseudo-random
number generators) PRNG). LFSR is used to produce output bit “at a time
“to encrypt plaintext bitstream or generate one bit of a (random) number. The cyclic
and predictable properties of (LFSR) cause single (LFSR) not to be used for gener-
ating a stream cipher. Single LFSR can be easily broken, the big mistake is to use
only one LFSR. Therefore, multiple LFSRs can be used together in a parallel design
to produce the system for each clock only, one bit is produced as output so internal
information is kept [7].

3 4G security algorithms

LTE security algorithm, it can be said that the integrity and confidentiality algo-
rithm are the two powerful flow algorithms that resist many different attacks and have
the flexibility to do optimization to get higher performance and higher productivity
than previous work Moreover, there are still some weaknesses in the secure algorithm
and need improvement. This issue needs more research in the future to resist any new
attack on mobile security. LTE such as its ancestry is threatened by several types of
attacks like eavesdropping, fraudsters, viruses, and different attacker [7]. The search
for a high degree of security continues. Two joint algorithms are as long as to guaran-
tee data confidentiality and integrity by an air interface called” EEA (EPS Encryption
Algorithm) and EIA (EPS Integration Algorithm)”. These two algorithms were devel-
oped for LTE technology [10]. A showed up. The first is 128-EEA1/128-EIA1, which
is based on the SNOW 3G algorithms, followed by 128-EEA2/128-EIA2, which is
based on the AES algorithm, and finally, 128 EEA3/128-EIA3, which is based on ZUC.
As a result, this paper aims to perform a review study based on various factors of all
basic LTE encryption algorithms such as SNOW 3G, ZUC, and AES to provide higher
security [11-15].

3.1 SNOWS3G algorithm

During the European Telecommunications Standards Institute (ETSI)/SAGE assess-
ment, “Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 &
UIA2. Document 2: SNOW 3G Specification” (2006) [13, 16, 17]. SNOW 2.0 has been
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improved to increase its resistance to forced attacks, and a new architecture, which is at
the heart of both the confidentiality and honesty algorithms, UEA2 and UIA2, has been
implemented. Because of its reliability when incorporated in smartphones, it allows
for high-speed data speeds in mobile phones. SNOW3G is a cipher stream that uses a
128-bit cipher key to create a 32-bit word keystream. (0, S1, ..., 15). The second is the
FSM layer which consists of three registers (1, 2, and 3) of 32 bits each. Figure (2)
shows the detailed structure of “SNOW-3G” flow coding, where represents a monomeric
XOR process and [ is an adder arithmetic operator [13, 18].

e P—9
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FSM
> D

Fig. 2. SNOW 3G Generator [17]

Alex Biryukov, Deike Priemuth-Schmid, and Bin Zhang, proposal the Differ-
ential Resynchronization Attacks on Reduced Round SNOW 3G® (2010) [19]. In
this work exchange the two modulo additions in SNOW 3G by xors, to get SNOW
3G® [20]. The attacks on SNOW 3G® that are known to use IV and selection IV
resynchronization. If there is no input from FSM to LFSR, it can attack spot sev-
eral key/IV order rounds of SNOW 3G®. The display key recovery attacks on up
to 16 rounds of initialization and only a few keystream terms are possible with this
input. According to the findings, roughly half of the attack’s initialization rounds will
detect a large number of key/IV setup rounds [21]. The long-term security margin,
however, is significant, and thus these attacks pose no threat to SNOW 3G’s security.
Alex Biryukov, Deike Priemuth-Schmid, and Bin Zhang, proposal Multiset Collision
Attacks on miniature-Round SNOW 3G and SNOW, in the same year (2010) [22]
in this work showed chosen IV resynchronization attacks on SNOW3G and SNOW
3G® show full key-recovery attacks on up to 18 out of 33 initialization rounds of
SNOW 3G using a multiset collision idea. The remaining security margin, however,
is quite significant and thus these attacks pose no threat to the security of SNOW 3G,
as shown in Table 1.
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Table 1. 3G® result and SNOW 3G result [19]

Cipher Round Data Time Type
SNOW 3G 13 28 28 Distinguisher
sNow 3G® 14 28 28 Distinguisher
SNOW 3G® 14 212! 27 Full key recovery
SNOw 3G® 15 2% 2324 Partial state recovery
SNOW 362 18 2% 2% Full key recovery

J. Molina-Gill, P. Caballero-Gil, C. Caballero-Gil, and Amparo Fuster-Sabater,
proposal Analysis and Implementation of the SNOW 3G generators Used in 4G/LTE
Systems (2014) [22]. In this work includes theoretical study and practical analysis
of SNOW 3G generator, included in this is a standard to protect confidentiality and
integrity [23, 24]. By evaluating implementation and performance in mobile devices,
many conclusions are obtained on how much to get better their efficiency.

Several studies have been conducted on the iPhone 3GS which are described in
Table 2 main characteristics.

Table 2. The device used for the evaluation [22]

iPhone 3GS
Architecture CPU Frequency Cache L1I/L1D/L2 RAM
Armv7-A 600 MHz 16 Kb/16 Kb/256 Kb 256 MB

Muhammad Arif Ali Wasi and Susila Windarta, the proposal “Modified SNOW 3G:
Stream cipher algorithm using piecewise linear chaotic map” (2016) [24]. In this paper,
the chaos function is used to modify the SNOW 3G stream cipher. Because of its prop-
erties including ergodicity, mixing, and sensitivity to initial conditions, the disorder is
used in functions [24]. Modified SNOW 3G is supposed to be an asynchronous stream
cipher with the addition of the PLCM function at the main initialization mode and a
keystream generation mode when using the function, as shown in the Figure. (3). Since
this is a basic chaos system that uses simple operations like multiplication, division,
addition, and comparison in any chaos digital system iteration, a linear multiple defini-
tion function algorithm and a Chaos Map (PLCM) function are used.

Fig. 3. (a) Modified key initialization method in SNOW 3G
(b) Modified keystream generation method in SNOW 3G [24]
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Mahdi Madani, Ilyas Benkhaddra, Camel Tanougast, Salim Chitroub, and Loic
Sieler, proposal Digital Implementation of an Improved LTE Stream Cipher Snow-3G
Based on Hyperchaotic PRNG(2017) [25]. This work proposed to enhance the
SNOW-3G cipher stream [26, 27] by using HCPRNG (Hyperchaotic Pseudo-Random
Number Generator). The goal is to improve the complexity and randomness of the
normal SNOW-3G encoding stream that is twice its initialization mode resulting in a
fail based on the short key flow data set in the NIST test [28—30]. The digital disruption
LFSR (Linear Feedback Shift Register) sequences and the digital production of the
SNOW-3G uniform cipher element over one hyperchaotic generator used as a PRNG
are depicted in figure (4) below to illustrate the proposed architecture (Pseudo- Random
Number Generator).
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Fig. 4. The keystream architecture of our hyperchaotic SNOW-3G cipher stream method [25]

The results of the security and statistical tests show that the proposed stream cipher
is more stable than the commonly used SNOW-3G encryption, assuming it passes all
of the tests in this proposal. In this study SNOW-3G, a new hyperchaotic model was
proposed. Digital stream encoding architecture that could be used as the foundation for
honesty and confidentiality algorithms in UMTS and LTE networks. The proposed port
architecture on the Virtex-5 FPGA uses a small amount of logical area while providing
922.88 Mbps throughput. Finally, the technology performs admirably and can be scaled
up to 4G security by combining plain text The LTE 128-EEA1 confidentiality algorithm
is combined with the EIA1-128 integrity control algorithm. N. B. Hulle, Prathiba B,
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Sarika R. Khope, K. Anuradha, Yogini Borole, D. Kotambkar, proposal Optimized
for SNOW 3G(2021) [15, 30], In this work to progress the showing of the SNOW
3G algorithm. By using the architecture novel Modulo CLA more than 232 to reduce
the publishing delay in the Federated States of Micronesia, which makes the deci-
sion decisive the algorithm of delay [15, 31-33] and the use of the novel architecture
S Box. The offered research work uses two architectures for the achievement of the
S-box. The primary architecture is shown in Figure (5) takes up less resource only
is advantageous for least frequency application. The secondary architecture shown
in Figure (6) consumes fewer resources compared to the standing architectures but
requires more resources compared to the Novel S-box-1 architecture.
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Fig. 5. New S-Box architecturel [30]

These designs save 6 KB of memory as compared to existing designs. 6KB of mem-
ory is provided by Architecture-1 to s-box at the expense of extra hardware (two (4)
I/p transmitters, one 2-bit counter, and four 32-bit latches). This architecture is four
times slower than conventional architectures, making it suitable for applications with
low frequency. The second architecture can be used at both low and high levels of
complexity.
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The optimization of SNOW 3G architecture is designed as shown in Figure (7) using
the architecture new CLA and the S-Box architecture.
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3.2 ZUC algorithm

The “ZUC” cipher stream is used in the output algorithms (128 EEA3 and 128
EIA3), which is named after Zhou Zhongzhi, a famous Chinese historian. ZUC is a
stream cipher that is word-oriented [33]. It takes a 128-bit primary key and a 128-bit
primary vector as input and outputs a key flow of 32-bit words for usual (encryption
and decryption), as shown in Figure (8).
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There are two phases in ZUC implementation: the initiation phase and the work
phase. In the first phase of the ZUC, it performs the procedure/“IV initialization key”,
it is registered and ciphered, but no output is generated. The working stage is the second
stage, and with each clock pulse, the algorithm generates a 32-bit output word for each
loop of the working stage [34].
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Fig. 8. Architecture by ZUC algorithm [34]

The ZUC specification According [34, 35], There are three logic layers in ZUC.
The top layer is a 16-stage linear shift register (LFSR), the middle layer is a bit
reorganization procedure (BR), and the bottom layer is a nonlinear function’s
Faction.

Shri Ramtej Kondamuri, Nitish Kumar Gupta, and Rakesh Sharma, the proposal
“Modified EEA3 Algorithm with Improved Throughput Performance” (2014) [35].
In this work in a thorough investigation of the LTE EEA3 confidentiality algorithm
based on ZUC flow coding was carried out. The time and space complexity of the
EEA3 algorithm are both linear, according to analytical evaluation [36]. Then, a
modified coding algorithm is proposed that uses a simple change in the EEA3 algo-
rithm to reduce the space complexity from linear to static. Furthermore, the adjustment
encryption algorithm takes less time to encrypt and has better throughput efficiency
than the EEA3 algorithm; there is no need to generate L blocks of z. Furthermore, the
modified encryption algorithm’s defense. Zongbin Liu, Qinglong Zhang, Cunqing
Ma, Changting Li, and Jiwu Jing, proposed a High-throughput Pipeline Architecture
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of ZUC in Hardware (2016) [37]. This work is included in the security file of 3GPP
LTE Advanced. The scheme with the highest productivity single carries out the stage
of work of the ZUC [38-40]. Schemes realization ZUC fully ability single realize
a lot of lower throughput, ago the self-feedback loop in the high path significantly
reduces the operating frequency. The design is a two-phase pipeline mixed structure
that not only completely implements ZUC, but also greatly increases productivity.
FPGAs platform, when compared to newer businesses, the new architecture boosts
productivity by 45 percent, particularly since it also saves about 12 percent on hard-
ware resources. The latest design’s throughput in 65 nm ASIC technology will hit
80 Gbps, which is 2.7 times faster than the fastest in the literature, and it saves no less
than 40% of hardware resources [41-43]. “Dr. R. Latha, Dr. C. Thiripura Sundari,
V. Agalya, D. Sandhiya, P. Sankari, proposal Efficient VLSI architecture for 4G
cryptoprocessor using MILENAGE and ZUC Algorithm is proposed based on two
main cryptographic algorithms: MILENAGE algorithm and ZUC algorithm”(2019)
[44]. This work shows that the 4G LTE security architecture encryption processors
consist of an on-demand cryptographic algorithm that is set up new design basics.
The cipher processor reduces wrapped area and increases speed best other encryp-
tion processors. The new design techniques and reviews imposed in building wizard
security have proven to be very beneficial. Not only does this proposal obtain higher
execution and perfection in the throughput/lag area, but it is also one of the most
advanced designs in terms of uniting the S-BOX of a “4G” encryption processor at
just one as well as being able to simulate complex operations Left shift bitstream
in-circuit ready.

3.3  AES algorithm

NIST recommended standard for encryptions is AES. “4G LTE wireless network
uses 128-bit Advanced Encryption Standard (AES) and SNOW3G algorithms” to pro-
tect safety [45—48]. Since it has been subjected to closed surveillance In a 4G LTE
wireless network, the 128-bit AES algorithm is the preferred choice [49]. In LTE-SAE
safe, EEA2 (or EIA2) is used. Many researchers are forced been concerned about
combining AES with encryption algorithms [50]. Its ability to be considered a catalyst
moreover improvement of AES. “Prerana Choudhari, Vikas Kaul, S K Narayankhed-
kar, proposal An Enhanced Encryption Algorithm for 4G Networks” (2014) [51], This
paper discusses the improved encryption algorithm for 4G networks, as well as its
styling and valuation. The S-box modification of the AES algorithm improves the per-
formance, and the complication is increased by using AES in a Round structure. The
cipher key transforms a static S-box into a dynamic one. As shown in the diagram, the
reverse S-box is also updated (Figure 9). The AWGN channel was used to create a 4G
simulation model.
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“Vikas Kaula, Bhushan Nemadeb, Dr. Vinayak Bharadic, Dr. S. K. Narayan khedkard,
proposal Next Generation Encryption using Security Enhancement Algorithms for End
to End Data Transmission in 3G/4G Networks” (2016) [52], This work presents an
evaluation of the performance of choice symmetric cipher algorithms. The time spent
for optimized AES with clutter and dynamic box in Performance evaluation appears
that is roughly the selfsame classic, the AES created is a good alternative to traditional
AES, but it adds to the mystery. Although incorporating AES into the round architecture
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increases uptime for several rounds, it also increases coding complexity. Increased
complexity makes the machine less likely to attack [53], and the number of rounds in
the hull can be restricting in applications where time is a factor. As result, the encryp-
tion key must be highly sensitive for a good encryption scheme to work, and even
minor changes in the key cause significant changes in the performance. Change key
results in huge blocks of ciphertext or a single bit change in plain text in an improved
framework. When the two technologies are compared, the result obtained for AES with
dynamic S-BOX is better, and the circuit structure with Dynamic is better.

4 Comparison on the 4G security algorithms

After reviewing the 4G (LTE) cryptographic algorithms which included three algo-
rithms (SNOW3G, AES, and ZUC). These algorithms achieved confidentiality and
integrity despite their different implementation of time complexity, space complexity,
and data complexity. The constant denotes the best running condition for the algorithm,
while the exponential denotes the worst running condition [38]. The values will first
show the complexity of LTE-based algorithms, and then slice the complexity of each
category provided in Table 3 and Table 4 separately.

Table 3. LTE algorithms to space and time complexity [38]

LTE Type Key Size Memory Time
algorithm Complexity Complexity
SNOW3G Stream 128 bits o(1) O(n)
Cipher Constant Linear
AES Block 128,192,256 o(1) o(1)
Cipher Constant Constant
ZUucC Stream 128 bits O(1) O(n)
Cipher Constant Linear
Table 4. Comparison of LTE security algorithms
LTE | Based on Security Type Key Initial Key Space Time
Alg. Goal Size Vector | Stream | Complexity | Complexity
EIA1 | SNOWS3G | Integrity Stream | 128 bits | 128 bits | 32 bits | O(n) Linear | O(1)
Cipher Constant
EEA1 | SNOW3G | Confidentiality | Stream | 128 bits | 128 bits | 32 bits | O(n) Linear | O(n)
Cipher Linear
EIA2 | AES Integrity Block | 128 bits | 128 bits | 128 bits | O(n) Linear | O(n)
Cipher Linear
EEA2 | AES Confidentiality | Block | 128 bits | 128 bits | 128 bits | O(n) Linear | O(1)
Cipher Constant
EIA3 |ZUC Integrity Stream | 128 bits | 128 bits | 32 bits | O(n) Linear | O(n) Linear
Cipher
EEA3 | ZUC Confidentiality | Stream | 128 bits | 128 bits | 32 bits | O(n) Linear | O(1)
Cipher constant
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5 Conclusion

The most important algorithms that depend on it for the fourth generation (SNOW3G,
AES, and ZUC) have been presented, where work has been made on a comparison
between them in terms of cipher key length and initial vector length to generate key-
stream of the time and space complexity, and developments were proposed to them in
order to increase security and prevent the attack and provide fast and safe service to
users. Work is still in place to develop these algorithms and there are many ideas to
provide a fast and safe service in Mobile networks.
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