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Abstract—In recent years, the need to develop encryption algorithms has led
to an increase in the working and efficiency of algorithms to protect the trans-
mission and reception of information from any security breach. The RC5 type
encryption algorithm is the most common and closest to perfection and symmetry
algorithms, knowing that it faces many problems in which data collection was
limited because it occurs only twice by working on its also, the algorithm is used
for only 1 function (XOR) through the encryption process. A research report on
digital image development by developing the RCS algorithm makes that algo-
rithm more secure by adding a new security level (using two keys) and thus in-
creasing the key space. The encryption and decryption process can be done by
substituting the XOR operation applied to Sixteen rounds of the algorithm with
the new operation (#) based on the use of 2 keys, each of it consisting of 4 states
(0,1,2,3) instead of using the traditional key that uses two states (0,1). This de-
velopment of the RCS algorithm increases the security and robustness of the
hacking methods.

Keywords—RCS5 algorithm, 4- state operation, modify RCS5 algorithm, encryp-
tion and decryption operation, multi-level keys

1 Introduction

to the tremendous progress in electronic technologies and networks in recent years,
there have been great developments in communication. Anonymity and image protec-
tion are becoming increasingly important. In recent years, image protection has
emerged as a critical issue. One of the most important images authentication techniques
is image encryption. The data relating to image protection is critical, particularly in
medical, military, and industrial sectors. As a result, applying encryption algorithms to
electronic data must be to protect it from attackers [1-5]. Generally, cryptography can
be categorized into two main fields: asymmetric-key and symmetric-key cryptography.
The symmetric key can be classified into stream and block ciphers. Block ciphers en-
crypt a block of plaintext bits at a time using the same key but encrypt stream ciphers
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each bit individually by adding part of the mainstream to a plaintext bit [6-8]. Symmet-
ric-key cryptography refers to encryption methods that use the same key for both the
sender and the receiver. Symmetric-key cryptography also recognized as public-key
cryptography was using two different keys which are related mathematically. To ensure
the system's secrecy, each security system contains a set of security functions [9-11].
This set of functions is commonly referred to as the security system's goals. These goals
can be characterized into three types (confidentiality, authentication, and integrity).
Block cipher should be based on the Feistel network, Horst Feistel invented the Feistel
network, which was used in various designs of a block cipher. Feistel network's primary
function is to combine rounds number which is required to repeat the same operations
[9, 12-14]. The proposed system focuses on the Feistel network implemented in RCS
which is a fast symmetric block cipher and was designed by Ronald Rivest in 1994 [7]."
Rivest Cipher" (RC) or "Ron’s Code" (RC). This algorithm is designed to be suitable
for both hardware and software implementation. To increase the confidentiality and
authentication of employees working in the departments, we can use the proposed sys-
tem because the image placed in the ID will be encrypted and cannot be subject to
alteration or forgery alteration [15, 16]. The study remainder is organized as those
items: Section 2 discusses relevant work in the RCS algorithm and the 4-state operation
literature. Section 3 describes the RC5 algorithm and how it can be used with text and
images. Section 4 represents the enhanced RC5 algorithm by using the 4-states opera-
tion. Section 5 discusses the Experimental Results. Finally, the proposal's conclusion is
presented in section 6.

2 Related work

With the growing demand for image encryption, this paper provides an overview of
the relevant literature on modifying the Block cipher algorithm to include image en-
cryption [2, 17]. In 2017 [18], researchers presented their findings by proposing a new
modification to DES; that would increase the algorithm's security by extending the siz-
ing of bits from 64 -128 bits of each key size and plaintext. This is accrued by multi-
plying function size, keys, and tables by a factor of two. The "algorithm" will be more
resistant to a brute-force attack. In 2010 [19], improve the performance of the DES
algorithm, the researchers proposed a new method. The optimization is demonstrated
using a two-key operation instead of the predefined XOR operation used by 16 rounds
of the standard Feistel algorithm. Instead of the usual two-state keys (0 and 1), the
combination of the four states (0,1,2,3) which are using different truth tables is the con-
tents of each key. To determine which of the four tables is used the first key is used,
while for encrypt of the algorithm the second key is used. By increasing the algorithm
complexity, such replacement will add to counter attackers a new level of security. This
proposal was developed by the DES algorithm and more time is required for encryption
and decryption. In 2011 [20], the work was presented by the researchers using the RCS
algorithm. First, the contiguous pixels in the RC5 encrypted image are highly corre-
lated. Second, we examined the vulnerability to differential attacks using the pixel ex-
change rate (NPCR) and unified change intensity (UACI). In 2014 [21], the authors
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present their findings by proposing a new RC5 modification. Instead of rounds, the F-
functions quadrature design will be used in RCS5. In order to guarantee better encryption
performance, especially for the low entropy images. In 2019 [22], the proposed algo-
rithm by the authors shuffles the video frames alongside the audio, and then RCS is
used to selectively encrypt the sensitive video code word. The video block is first di-
vided into frames in the encryption system, and then these frames are encrypted using
block ciphering techniques such as RC5. This method prevents unauthorized viewing
of the video file; thus such an algorithm provides a high-security level.

3 RCS algorithm

In 1994, Ronald Rivest created RCS, a fast symmetric block cipher [23]. RC is an
abbreviation for "Rivest Cipher," as opposed to "Ron's Code." This algorithm is in-
tended for both hardware and software implementation. The extensive use of data-de-
pendent rotation in RCS is a novel feature. It is the algorithm parameterized with the
variable block size, rounds number, and the length key. That allows for a great deal of
flexibility in terms of two characteristics of performance and security. The RC5- w/r/b
algorithm is a specific RC5 algorithm. The bits number in a word, w, RCS5 is structure
repetition with an inconstant rounds number. However, the round number, r, is the sec-
ond parameter of RCS. a secret key will be used by RC5 with a variable-length, b.
Below is a summary of these parameters [22, 23]:

w: The word bit size. 32 bits is a standard value, while the other values such as 64;
32; & 16 are also acceptable. RC5 encrypts 2-word blocks, thus the plaintext and ci-
phertext were both two words long [12].

r: The rounds number. Furthermore, allowable r values are (0, 1, 2..., 255), and the
table of key expanded of S includes t = 2[24] words.

b: Specify the number of bytes for the secret key. K. b values range from 0 - 255. K:
b - byte secrete key; K {0}sa, K {1} ... K {b 1}. simplicity is one of the RC5 design
features, It makes it easy to implement. The other RC5 encryption distinguishing fea-
ture is its data-dependent rotation extensive use. The usefulness of this feature in pre-
venting both linear cryptanalysis and differential analysis [3]. The following three prim-
itive operations will be used by these algorithms:

1. Adding the complementary words of the two, represented by the "+" sign, adding to
the words modulo 2w.

2. Bitwise- XOR (Words).

3. <<< SYMBOL OF ROTATION (ROTATION ON LEFT): CYCLIC ROTATION
OF WORD X LEFT BY Y BITS IS DENOTED X <<<Y.

RCS5 consists of three elements:
a) Key Expansion [23]

Algorithm Key expansion, expands a user key K to populate the expanded key table
S, so that S represents an array of random binary words t =2 {r +1} defined by K. It
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uses 2- words {magic constants size}, Qw, & Pw which are defined for any w, as shown
below [6]:

Pw = 0dd {(e — 2)2w} (1)
Ow = 0dd {(p — 1)2w} ©)

where the constants are:

@ = {1 +V5}/2 =1. 61803.. (golden ratio).

e =2.71828 ... {Natural logarithms base}.

0dd(x) is the odd integer nearest to x.

The steps expansion algorithm key is [19]:

Step 1: Convert the key secrete from bytes- to words. The key secret K {0 ... b-1} is
copied into an array L {0...c-1} and the value of c={b/u} words, where u = w/8 repre-
sents a number of bytes / word.

Step 2: This step expansion key involves initializing the array (S) into fixed pseudo-
random bit pattern (key independent) using the 2w arithmetic progression criterion de-
fined by magic Pw and Qw. Since Qw is an odd number, the progression calculation
has a period of 2w.

Step 3: The secret key users are shuffled in 3 passes over the arrays (S) & (L) in this
step. Because of possible size differences between (S) & (L), the larger array will be
processed three times, while the other array can be processed three times more.

b) Encryption and Decryption [21, 22]

The encryption process begins with plain text and ends with ciphertext. The key
expansion process should have been completed prior to this process. The process of
decryption accepts cipher text as the input & returns plaintext as the output. Generally,
when the same key is used, the same plaintext block will always be encrypted to a same
ciphertext in a block of cipher, while the same plaintext is encrypted to different cipher-
text in the stream cipher. Figure 1 depicts the RC5 traditional architecture.
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Fig. 1. (A) RCS algorithm encryption structure & (B) RCS algorithm decryption structure
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4 Proposed 4-states operation to enhance RCS algorithm

The proposed work presents an image encryption method. A good encryption algo-
rithm should resist attacks that try to hack the system, such as fixed, differential, and
brute force attacks. Since attack resistance is a good measure of a system's crypto-
graphic performance, it is often used to evaluate those systems. The method proposed
in this section is to encrypt digital images using multi-level keys of the RCS5 algorithm
after modifying the RCS5 algorithm by replacing XOR operation with a 4-state opera-
tion. Our proposed technology increases the efficiency of the encryption technology
and reduces the encryption time due to image encryption. Moreover, a new method for
generating multi-keys has been developed. The proposed RC5 modification work is
divided into two sections.

4.1  4-States # operation (multi-level keys)

When the key space and the security are increased, so is making more double the en-
cryption algorithms to intruders, the new manipulation bit process is added using the
manipulated bit process variable truth table, which operates on four states {0, 1, 2, 3},
whereas the old traditional binary operation {XOR} works only on {0, 1} bits. The
symbol (#) was used to indicate the performing of the operator, this operation using the
4-state truth tables as shown in Figure 2 [25, 26].

#0 0 1 2 3 #1 0 1 2 3
0 3 2 1 0 0 0 1 2 3
1 2 3 0 1 1 1 0 3 2
2 1 0 3 2 2 2 3 0 1
3 0 1 2 3 3 3 2 1 0
#2 0 1 2 3 #3 0 1 2 3
0 2 3 0 1 0 1 0 3 2
1 3 2 1 0 1 0 1 2 3
2 0 1 2 3 2 3 2 1 0
3 1 0 3 2 3 2 3 0 1

Fig. 2. A 4- States tables for (#) operator [20]

The operation of 4-states requires (3) inputs. The first to specify the number of the
tables that must be used to calculate the score between the (4) tables. The other (2)
entries specify the column & row number of table that has been given, where the result
is provided by crossing point between them. Figure 3 illustrates this. The examples
below demonstrate how to implement a 4-state table depended on block bits and select
one of them.

Let:

— Input I(table no.) :(011100001001100111) ===Convert to decimal no. =
(130021213)
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— Input 2(row no.): (101110000110010101)=== Convert to decimal no. =>

(232012111)

— Input 3(col. no.): (000100011010111001) === Convert to decimal no.

>(010122321)

— Result  :(231210031)=== Convert to Binary no. = (101101100100001101)

Input2(32 bits)

Translate to 16 digit

Input1(32 bits) ,

- ‘

Translate to Input3(32 bits)
16 digit Translate to
16 digit
16 Digits Result
from Table(#)
Reconvert to
32 bits

Fig. 3. Proposed of # operation in RC5 algorithm

4.2  Proposed RCS algorithm

This paper proposed a new RC5 algorithm improvement. The proposed improve-
ment uses the new, predefined process (description of 4-states operation). The operation
(#) will be used during the original RC5 algorithm in each round. When another key is
required to perform this operation, it can be in binary form then converted to a 4-state

key, as shown in Figure 4.
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Fig. 4. Proposed of RC5 flowchart

As a result, each round of the original RCS algorithm will use multiple inputs. The
first input to the # operation in equation (2.3) is the value of A, the second input is B,
and the third input is A, and the same operation is used in equation (2.4).in Figure §,
three 32-bit inputs are fed into the # operation, and the output is also 32 bits. These
three inputs should first be converted from 32 bits to 16 digits, with each two bits con-
verted to their decimal digit equivalents. Following that, the # operation would be used
to generate the new 16-digit value which are must be reconverted to the 32 bits before
being input into the second round. Figure 5 depicts the modified RC5 algorithm.
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Input: Image(Original)
Output: image Encryption

Step 1: Begin
Step 2: read image
Step 3: Divided the input to two blocks: A(32 bits) and B(32 bits)
Step 4: Generate the key (section 2.1)
Step 5: Convert each blocks (A and B) from 32 bits to blocks of 2 bits (4-stses) by:
If 00 then O
If 01 then 1
If 10 then 2
If 11 then 3
Step 6: Initial the value of A and B by :- A= A+S[0]
B=B+S[1]
Step 7: for i=1 to 12 do the following Begin
A=(A#B#B) <<<B)+S[2*i]// used # operation table
B=(B#A#A) <<<A)+S[2*i+1]//used # operation table End
Step 8: Brows the image encryption
Step 9: End

A)

Input: Image Encryption
Output: Image(Original)

Step 1: Begin
Step 2: Read image
Step 3: Divided the input (cipher image) to two blocks:A(32 bits) and B (32 bits)
Step 4: Generate the key (section 2.1)
Step 5: Convert each blocks (A and B) from 32 bits to blocks of 2 bits (4-stses) by:
If 00 then 0
If 01 then 1
If 10 then 2
If 11 then 3
Step 6: Initial the value of A and B by :-A= A+S[0]
B=B+S[1]

Step 7: for i=12 down to 1 do the following Begin

B=((B-S[2*i+1])>>>A) #A#A// # operation

A=((A-S[2*i])>>>B) #B#B// # operation =~ End
B=B-S[1]
A=A-S[0]
Step 8: Brows the image
Step 9: End

B)

Fig. 5. The proposed RC5 algorithm: (A) Encryption operation and (B) Description operation
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5 Result of experimental

Through the proposed method, color images of any size or type can be encoded. The
proposed technique was applied to four samples of color images, as shown in Figure 6.
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Fig. 6. The result of four sample of images; (a) the original image, (b) the encryption image,
(c) the decryption image, (d)Histogram of original image, (¢) Histogram of encryption
(f), Histogram of decryption, (g) Correlation of original image, (h) Correlation of en-

cryption image (i), Correlation of decryption image

Many metrics are used to evaluate the performance of the proposed RCS5 algorithm,
including correlation of adjacent pixels in equation 1, time of encryption for color im-
ages, Peak Signal to Noise Ratio (PSNR) as defined by equation (8) [27], and the Equa-

tion of Entropy Coefficient as defined in (9) [28].

__cov(xy)

D(x){/D(Y)

Rxy
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Where:
E() =1/N 3, x(k) (4)
D(x) =Tk (xk — E(0))"2 (5)
cov(xy) = 1/N Y. (xi - E())(¥i — E(y)) ©)

The Peak Signal to Noise Ratio (PSNR) and Entropy can be calculated using the
following formulas:

MSE =1/p Y7 (Yi—Y'i)? (7

Where: P is number of squared error, Yi is observed value and Y'i is predicated val-
ues.

PSNR10 x logl0[M x N2552Sm —1M Y |f (m,n) — [d(m,n)|N2n1] (8)
Where: f{m, n}: Original image & fd{m, n}: Decrypted image.

Entropy = Y{p()) (log 1 p(i)} ©

Where: P{i}: represent the prob. of a count of an i" value of image gray.

Table 1 displays a correlation of adjacent pixels, encryption time, PSNR, MSE, for
Encryption & Decryption images, & entropy value of different image encryption vari-
ances samples.

Table 1. Display time of encryption, correlation value, value of entropy, MSE value, and value
of PSNR for encryption and decryption

Encryption Entropy MSE (Im- PSNR (Im-| PSNR (Im-
. Correla- age
Samples of Images |Time Full Im-| (Encrypted age En- age
tion value Encryp- . .
age(second) Image) tion) cryption) | Decryption)
1.075 -0.000367 7.995 64.7 19.2 96.6
2411 -0.0013 7.97 65.4 21.1 90 .8
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3315 -0.000635 7.9942 67.5 19.7 95.74

5.100 -0.0051 7.9903 70.50 20.2 98.3

6 Conclusion

Individual privacy protection is a topic in the security and surveillance fields. En-
cryption of Colour images becomes important. Increasing security using RC5 encryp-
tion to encrypt images is the purpose of this paper. This paper shows that until very
recently RCS is one of the most popular encryption algorithms used, and because of its
many weaknesses, RC5 is considered unsafe for many applications. However, for ex-
ample, these weaknesses include 1- single function, 2-length of key, 3- having fewer
randomness, etc. Therefore, to increase the security level of this algorithm, it is neces-
sary to add multiple levels of security to mentioned algorithm. Where an additional key
has been added, the old XOR has been replaced by a new process known as "4-state of
# operation," and more truth tables has been used also. Modifying the RCS5 algorithm
made this paper more robust against any attack type, using keys of multi-level instead
of a single key to increase the reliability per round which increases the security algo-
rithm. However, this would reduce the possibilities of penetration versus differential
analysis from brute force attacks and increase encryption efficiency. The result of the
encryption was more efficient and secure. Table 1 shows that a proposed algorithm has
a very effective in increasing the value of security and decreasing the time of encryp-
tion, also more accurate through increasing the complexity of key computation while
saving time and achieving lower PSNR and time between the original and encrypted
images.
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