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Abstract—The rate of smartphone purchases is rising daily, and mobile
payments are now frequently accepted in various areas. It is essential to transfer
money completely safe as well as quick. The encrypted distributed ledgers
function provides verified real-time transaction confirmation without the
necessity for intermediaries like banks and clearinghouses; blockchain provide
quick, secure, decentralized, and inexpensive transaction services. Blockchain
technology makes money transfer simpler with transparency and financial data
security. Through these capabilities, blockchain has attracted interest from
around the world. However, some challenges arise while completing some
financial security needs. This work proposes a framework for secure mobile
payments based on blockchain technology. The advantages of blockchain are
discussed and how blockchain technology provides multi-level authentication to
secure mobile based financial transactions. Due to the increased safety and
confidentiality of users on mobile payment apps, the suggested system takes into
account the need of developing a safe application for the mobile transactions. We
have also addressed the security related challenges of blockchain based payment
applications and provided potential solutions.
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Introduction

Mobile electronic payment has become the suggested way of payment for several
people’s day-to-day purchasing as mobile communication networks have quickly
gained popularity. Mobile payment employs smart phones to send and receive the
amount, which is demanding in developing countries where the maximum number of
people just has access to the internet via their phones. The majority of existing mobile
payment systems, which rely on a centralized party, such as banks or carriers faces the
following challenges [1]: i) The poor penetration rate of financial services is the main
impediment to consumers in these locations completely utilizing the benefits of mobile
payment. ii) For those who can have a bank account, using a bank to process
transactions is not cheap. Financing companies and banks charge a fee for processing
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payments. iii) The use of bank-based mobile payments also exposes users to potential
inflation risks. This is especially acute in developing and underdeveloped countries [2].

Most internet transactions are performed through applications like PayPal and other
mobile payment apps, which let consumers wait while a centralized server verifies their
identities. PayPal and other online payment services charge users for online transactions
and security issues also arise. For safe and quick mobile payment transactions,
blockchain is introduced by many online payment service providers [3]. Unlike typical
online payment methods using mobile apps, which require permission and
authentication from service providers including networks, payment application service
providers, and banks, blockchain work on decentralized servers [4] and doesn’t require
permission from any additional service providers. A simple architecture of blockchain
is shown in Figure 1.

Through the use of the blockchain payment gateway, the blockchain system may
carry out a decentralized authentication on a ledger that records agreements and
transactions between participating nodes. In order to guarantee transaction integrity and
nonrepudiation amongst participating nodes, a blockchain payment system has been
developed [5]. A blockchain, which is a continuously growing collection of archives
maintained by a peer-to-peer (P2P) system, is broadly used in conjunction with artificial
intelligence, cloud computing, big data, mobile banking, and other pieces of machinery
in a variety of technological contexts [6].
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Fig. 1. Blockchain Structure

Blockchain systems are built using network users and protocols like proof of work
that are hashed with digital signatures. As seen in Figure 1, each block contains a set of
transactions that are digitally signed by the owner and confirmed by the reset users
before being added to the block. By utilizing all of the blockchain features and
characteristics: a decentralized, digital ledger that is cryptographically secured,
unreliable, time-stamped, irreversible, auditable, dispersed, credible, and verifiable—it
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removes any central authority or third person between a financial domain and a data
exchange [7,8].

2 Advantages of Blockchain in payments

Utilizing distributed ledgers with encryption that provide reliable real-time
authorization of transactions without the necessity of mediators like correspondent
banks and clearinghouses, blockchain makes it possible to process international
payments (and other transactions) quickly, securely, and affordably. Blockchain
technology is currently being investigated for a number of non-Bitcoin uses after being
initially used to secure the digital currency Bitcoin. Additionally, it provides the
following key advantages [9]:

2.1 Automation with smart contracts

For organizations and industrial people, automation with smart contracts is an
excellent advantage. Smart contracts can cut the processing time of payment, aid in
facilitating immediate payments, and flow payments automatically. One must include
all the requirements for payment transactions while designing smart contracts. The
involved person is automatically paid once the necessary qualifications are satisfied.

2.2 Eliminates intermediaries

With the present payment structure, mediators and intermediaries are required. For
transactions, a person must go through several authorizations and facilitators, such as
the payment platform, transfer medium, provider, etc. For ensuring the legitimacy of
payments, intermediaries are also responsible, they are charging for transaction service
and transaction time is high.

Whereas, blockchain systems do the following: easier transaction settlement,
maintain the transactions’ validity without the need for middlemen facilitating peer-to-
peer payments, securely store the transactional information, create a wallet for
cryptocurrencies quickly and use it to make transfers [10].

2.3  Safe and quick cross-border payment

Cross-border payment happens when the sender and receiver reside in various
countries. Making this transaction has been difficult for a very long time, and it faces
many limitations, like many intermediaries, prolonged processing time, expensive
commissions, etc. But with blockchain, cross-border payment can be done quickly. It
reduces the processing time of payment, removes intermediaries, and ensures the safety
of payment and data.

iJIM — Vol. 17, No. 04, 2023 39



Paper—Intelligent Blockchain-Based Secure Framework for Transaction in Mobile Electronic Payment...

2.4  Transparency

Transparency is the most important benefit. The details of all transactions are stored
in the blockchain, fixed, and everyone can access. Users no need to save any record,
the details are automatically stored in the blockchain and are kept safe.

The advantages of blockchain based payments are shown in Figure 2.

Automation with Eliminates
Smart Contracts Intermediaries

Advantages of
Blockchain
in Payments

Safe and Quick
Cross-Border
Payment

Transparency

Fig. 2. Advantages of Blockchain

3 Proposed methodology

The block diagram illustrates how blockchain is being used in mobile payments.
Each transaction is transformed into a data structure in the diagram, and the data is then
separated into blocks. Each block is recognized by a special code, which is confirmed
at the time of the transaction. The simple block diagram of the proposed blockchain
based payment system is shown in Figure 3.
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Data for into Block to transaction from
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Fig. 3. Block Diagram of the Proposed Blockchain Payment System
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Every mobile payment app has a unique blockchain portfolio, which is managed only
by the particular app owner. The user of account A (i.e, sender) needs to enter receiver
details in the app first, then the payment data is transferred into block structure; these
converted blocks should be broadcast to distributed nodes. Data block will be verified
from nodes after the acceptance of the transaction request. In the final step, the amount
is transferred to Account B (receiver).

4 Addressing challenges of Blockchain in payment system

A few challenges of blockchain in payment systems can be addressed by taking some
measures. The four simple ways to deal with the challenges of blockchain in payments
in listed in Figure 4.

Seslfety fmd Technical
ecurity Standard
\ /
Addressing Challenges of
Blockchain in Payments
Regulation Governance

Fig. 4. Addressing Challenges

4.1  Safety and security

As the blockchain method is transparent, it is a concern to a user who doesn’t like to
share their payment details with everyone. To address this concern, one should set up
strong security standards, Users should be made aware of the need to keep their login
information safe, check bugs regularly and scan, and apply and adhere to all legal
requirements [11].

4.2 Technical standard

Interoperability is essential to ensuring that blockchain payments are effortlessly
integrated into existing systems. It is crucial to focus a lot of emphasis on the following
components in order to tackle this issue: common technological standards for the
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development of interoperability, enhancing network performance across all sizes,
implementing a common communication protocol [12], testing to ensure reasonable
speed, scalability, and conformity to local requirements.

4.3  Regulation & governance

To ensure full compliance with regulations, one can: Look up all necessary
regulatory requirements by geographic region.

To make sure it complies with the requirements, evaluate the technical architecture
of its blockchain payment system, and regularly update their blockchain payment
system in accordance with the rules established by the relevant government. Provide
users with regular updates on the various actions being taken and the laws being
observed.

If you notice any violations of the rules, act right away.

Transactions that are not reversible, payment cancellation not possible and
accountability of the data-storage ledger on the blockchain challenges can be addressed
by establishing governance guidelines to address all issues and creating and
implementing methods to enable payment cancellation and reversal.

5 Result & discussion

The payment security, throughput, verification time, and attacks probability result
analysis are represented in Figure 5, Figure 6, Figure 7 & Figure 8 respectively. The
accuracy of the suggested work (blockchain payment) is compared with previous
mobile payment applications such as Googlepay, Phonepay, and Paytm. The result
graph analysis shows that the proposed payment system provides the highest accuracy
than other base models.
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Fig. 5. Payment Security Analysis

than a compared technique. The quantity of transactions requests for mobile payments
are satisfied by linked participants is referred to as throughput. The following graphic
compares the throughput of the proposed design to the fundamental paradigm.
Compared to the fundamental model, the throughput has increased.
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Time overhead is defined as the time it consumes to finish all verification process.
The basic model takes a long time to validate than the proposed model because the
previous system needs numerous re-authentication procedures. The proposed design
has innovative authentication mechanisms for users, participants, and other personnel,
as a result, transmission is quick and effective.
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Fig. 7. Verification Period Analysis

The time required to verify each transaction is shown in Figure 7 that clearly shows
the blockchain based technique verifies in less time. Each design must take into account
security requirements like availability, authenticity, and privacy. Therefore, they must
be taken into account in the proposed model for a distributed mobile electronic payment
system. Only legal users and stakeholders will have access to the client data on the
blockchain, thanks to privacy. Transactions sent to electronic payment management
that has not been altered are responsible for the authenticity.
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Fig. 8. Attacks Probability Analysis

Figure 8 shows the potential of a connected user to be attacked. The base model and
the proposed model are compared during iterations, and the proposed structure has a
higher rate of attack detection than the compared model. Attack is very less in
blockchain technique as compared to Google pay.

The results shows that the blockchain based payment framework enable secured
transaction in a quick manner.

6 Conclusion

Blockchain enabled mobile payments to demonstrate that they can be made digitally
quickly, easily, and securely compared to more conventional methods. Blockchain
technology has transformed the payments business and continues to deliver
improvements. Blockchain based safe mobile payment system is explained in this
paper. The proposed blockchain based payment system is compared with various
existing payment model and the result shows that the proposed system provides high
accuracy, improved throughput, reduced attacks and a minimal verification period.
Mobile payment via blockchain is more efficient and convenient for digital payments
without additional authorizations, as well as more secure than traditional methods.
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