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Abstract—Although it was first developed and studied in the late 1970s and
early 1977s, the Data Encryption Standard (DES) algorithm has grown in popu-
larity. There are two causes for this occurrence. First, the DES algorithm's
complex mathematical structure allows it to serve as the theoretical foundation
for a wide variety of applications. Second, the encryption technique works quite
well in practice for a variety of applications when implemented correctly. In
this paper, we undertake a thorough and practical review of the theoretical as-
pects of this sort of encryption algorithm and demonstrate how they have been
implemented by executing multiple encryption configurations.
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1 Introduction

The Data Encryption Standard (DES) is a standard technique for securing comput-
er and telecommunication data. The National Bureau of Standards (now the National
Institute of Standards and Technology) first adopted this standard in 1977 as FIPS
Pub 46 [1, 2]. DES is a block cipher of the Feistel type that operates on 64-bit data
blocks with a 56-bit key [3, 4].Feistel ciphers use numerous rounds to decipher a
block of bits by independently processing its left and right halves. To be invertible, a
Feistel cipher just requires that the function (f) used to operate on the half-blocks of
data bits be invertible, which is an intriguing property in and of itself. Because it exe-
cutes both substitutions and permutations, the function f in the Data Encryption Algo-
rithm is a product cipher.The Data Encryption Standard (DES) is an example of a
symmetric block cipher [5, 6]. Each 64-bit block of plaintext is converted into cipher-
text using a 56-bit key.The 56-bit key used to encipher the text is the same key used
to decrypt it. The only variation between encryption and decryption is in the for-
mation of sub-keys, therefore the key and algorithm are the same in both cases. Per-
mutations, initial and inverse initial, and 16 comparable rounds of permutations,
summing, and bit-wise manipulations are used in DES's processing of input blocks.
The initial permutation merely passes input bits to different processing locations. The
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second bit, for example, is routed to location 33, and bit 55 is routed to place two.
This rerouting is clearly explained in FIPS Pub-46. The inverse initial permutation is
simply the opposite of the initial permutation. The block is processed in 16 iterations
between the initial and inverse initial permutations. The DES algorithm's block dia-
gram is presented in Figure 1 [5, 7-9].

This paper is structured as follows. In Section 2 we review the theory of DES algo-
rithm with simple example. In section 3 illustrates the evaluation of the DES algo-
rithm. Section 4 concludes the conclusion.
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Fig. 1. Block diagram of DES algorithm

2 DES Processes — Example

The DES algorithm encrypts messages in blocks of 64 bits, which is equivalent to
16 hexadecimal digits. The "keys" that DES employs to encrypt data are reportedly 16
hexadecimal digits long, or 64 bits. The DES algorithm uses a 56-bit key, but discards
every eighth bit as noise. In any event, 64-bits (i.e., 16 Hexadecimal digits) is the
round number based on which DES is structured. DES algorithm is based on the fun-
damental parts: Subkeys generation and encryption process[10, 11].These parts are
explained in the following subsections bellow.
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2.1  Sub keys generator

This phase make a 16 sub-keys, each with a length of 48-bits. The Sub-key genera-
tion process based on sequential steps:
Let K be the Hexadecimal key K = 133457799BBCDFF1.

1. Convert the K to the binary key based on Figure 2 as illustrated in Table 1 and Fig-
ure 3.

Table 1. Key representation - Binary

Range Group HEX Binary
[1-2] 1 13 00010011
[3-4] 2 34 00110100
[5-6] 3 57 01010111
[7-8] 4 79 01111001
[9-10] 5 9B 10011011
[11-12] 6 BC 10111100
[13-14] 7 DF 11011111
[15-16] 8 F1 11110001

my_hexdata = "1

scale = 16 ## equals to hexadecimal

num_of bits = 8

bin(int(my_hexdata, scale))[2:].zfill(num_of bits)

Fig. 2. Convert key to binary sequence

Key =0001001100110100010101110111100110011011101111001101111111110001
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Fig. 3. 64-Bits key length

2. Key permutation to 56-Bits length

The 64-bit key is permuted according to the Table 2 to generate a 56-Bit. As the
first number in the table, "57" indicates that the 57th bit of the original key is the new
starting point for the permuted key. The second bit of the permuted key is the original
key's 49th bit. Bit 4 of the original key is now the final bit of the permuted key. Re-
member that the permuted key only contains 56-bits of the original key as shown in
Figure 4.
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Fig. 4. 56-Bits permuted key
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Table 2. Index permutation
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3. Split the permuted key into 2 blocks (i.e., Cop and Do), each block 28-Bits as shown

in Figure 5.
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Fig. 5. 28-Bits each block

4. Shift each block based on the shift left value to generate 16-Subkeys as shown in

Figure 6 and 7.
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Fig. 6. Result of the shift left operation -Right block
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Fig. 7. Result of the shift left operation - Left block

5. Recombine C, and D, to generate 16- Sub keys each sub key size is 56-Bits as

shown in Figure 8.
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6. Key permutation to 48-Bits length
The 56-bit key is permuted according to the Table 3 to generate a 48-bit as shown
in Figure 9.

Table 3. Index permutation to 48-bits length

14 17 11 24 1
3 28 15 ] 21
23 19 12 4 26
16 7 27 20 13
41 52 31 37 47
30 40 51 45 33
44 49 39 36 34
46 42 50 36 29
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Fig. 9. 16-Sub keys — 48-Bits key length for each sub key
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As soon as this phase is completed, we have generated the sub keys K,, for
1<n<16, by applying the permutation structure based on Table 3 to each of the joined
C.Dy pairs. Now let's take a look at the actual message (i.e., Plaintext) by applying the
second phase (i.e., Encryption process).

2.2 Encryption process

Now let's take a look at the actual message (i.e., plaintext) by applying the second
phase (i.e., Encryption process). The encryption process based on sequential steps:
Let plaintext be the Hexadecimal M = 0123456789ABCDEEF.

1. Convert the Plaintext to the binary key based on Figure 10 as illustrated in Table 4
and Figure 11.

Table 4. Key binary representation

Range Group HEX Binary
[1-2] 1 01 00000001
[3-4] 3 23 00100011
[5-6] 5 45 01000101
[7-8] 7 67 01100111
[9-10] 9 89 10001001
[11-12] 11 AB 10101011
[13-14] 13 CD 11001101
[15-16] 15 EF 11101111

my_hexdata "e1
scale = 16 ## equals to hexadecimal

num_of bits = 8

bin(int(my_hexdata, scale))[2:].zfill(num_of_bits)

Fig. 10. Convert message to binary sequence

Message is 0000000100100011010001010110011110001001101010111100110111101111

35 [ 3433 [ 323130 29[ 28 [ 27 [ 26 | 25 [ 24 [ 23 [ 22 [21 [ 20| 10 [ 18 [ 17 [ 16 [ 15 [ 14 [ 13 [12 [ 11 [ 10 ]9 g 7 |6 3[4 [3 [2 1
0 [0 [t [1 [t [t]o o [t [1 o]t o1 ]o] o] o] [t ][o][1[1] oo e |1 ]o[o]|1] o] e o] o] o]o0]o0
) ) 64 63 | 62| 61 | 60| 59 | 58 | 57 | 56 | 55| 54 | 53 | 52 | 51| 50 | 49| 48 | 47| 46 | 45 | 44 | 43 | 42 [ 41 [ 40| 39 | 38| 37 | 36
Plaintext - 64-Bits T 1 [ [1 [0 1 11 1 Jo[t 1o o]t 11 1] o ]t]o]1]o][l][1]o]o]1]o

Fig. 11. Plaintext- 64-Bits length

2. Plain-text initial permutation

Initially, the 6-bits that make up the message data M are shuffled around. Each en-
try in Table 5 indicates how the bits have been rearranged from their original order.
M's 58th bit is now the first bit. As a result, bit 50 of M is now bit 2. As for M, the
seventh bit is the very last one as shown in Figure 12.
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Table S. Initial permutation

58 ) 50 | 42 | 34 | 26 18 | 10 2

60 | 52 | 44 | 36 | 28 [ 20 | 12 4

62 | 54 | 46 | 38 | 30 [ 22| 14 ]

64 | 56 | 48 | 40 | 32 [ 24 | 16 8

57 ] 49 | 41 33 | 25 17 9 1

58 | 51 | 43 35 27 19 | 11 3

61 | 53 | 45 3T 029 | 21 13 5

63 | 55 | 47 | 39 | 31 23 15 7
35[34[33[32[31[30]29] 28272625 [24[ 2322 [21]20 [1s [18[17[16 |15 [14 |13 [12 11105 [8 [7 [6 |5 [4 [3 [2 [t
41|49 [ 578 |16 24|32 |40 | 48 |56 |64 |6 |14 |22 [30 ]38 |46 |54 |62 |4 |12 |20 [ 28 | 36 |44 |53 |60 2 |10 [ 18 [ 26 | 34 [ 42 | 50 | 58
T[1 [t [ [t [t[1]1 T[1JoJol[i[t]JoJo[t[t1]loJoJoe[of[o[oJo[ol[o[o[t|[1]o]o][1]1
64 | 63 | 62 | 61 | 60 | 59| 58 | 57 [ 56 | 55 | 54 | 53 | 52 | 51 | 50 | 49 | 48 | 47 | 46 | 45 | 44 | 43 | 42 | 41 | 40 | 39 | 38 | 37 | 36
Permutated Plaintext-64-Bits | 7 | 15 | 23 | 31 [ 30 | 47| 55 [ 63 | 5 | 13 | 21 | 20 [ 37 [ 45 | 53 [ 61 | 3 | 11 [ 10 | 27 |35 |43 [51 [ 50 | 1 | 0 |17 | 25 [33
T]ol1]oliJoltJoJloJoJo it i]tlofliloltlolt]oltlofoJolo][l1l

Fig. 12. Result of the initial permutation

3. Lyand R,
Here, DES split the permuted message (See Figure 12) into two halves, each of
which consists of 32-bits (i.e., Left and Right) as shown in Figure 13.

1 [ 213 [ 4[5 678 o 1011121314 ]15][16]17 181020 [21 22232425 [26]27 282 [30]31]32] Lot
| 58 [ 50 [ 42 [ 34|26 [ 18 [ 10| 2 [ 60 |52 | 44 [36 | 28 [20 [ 12 | 4 [ 62 [ 54 |46 |38 [ 30 [ 22 [ 14 | 6 |64 |56 | 48 [40 [ 32 [24 [ 16 | 8 | L“
[T [ifofoft]tfofofololololoelofofo[i[i[of]alt [oTo it T la[i]t] ™
(T [ 2[3[a]5 6] I o [10[ 1t [12 13 [14 [15 [16 [ 17 [ 18 [ 19 [ 20 [ 21 [ 22 | \24|23\2|z\2x\29\30\31|32\mh
| 57 |49 |41 [33 | 25 [ 17 [ o | 1 [ 50 [ &1 |43 [35 [ 27 [ 10 | 11 | 3 |61 | 53 | 45 [ 37 | 20 [ 21 | |5 |63 |55 [ 47 [30 |31 |23 [15 | 7 | qu'
LilifiTifofofololilolilolirlolitfolifiTililolololofilTolilolifolilol

Now, perform DES structure to generate Lo to Lis and Ry to Rjs based on the fol-
lowing formula:

Ln:Rn-l

Ry=Ly.1 XOR F(Ry.1, Ky)

L, LI=R;, L=Ry

R Ri=L;; XOR F(R;., K)) R1=L, XOR F(Ry, K;)
L, L=Ry, L=R,

R, R;=L,.; XOR F(Ry.1, K;) R,=L; XOR F(Ry, K3)

L; Ls=Rs, L;=R,

R; Ri;=L;,; XOR F(R3.;, K3) R;=L, XOR F(R,, K3)
Lis Li5=Rys. Lis=Ri4

Ris Ri5=Lis5.1 XOR F(Ris.1, Kis) Ris=Lis XOR F(Ri4, Kis)
Lis Li=Ri6.1 Li=Ris

Ris Ri6=Li6.1 XOR F(Ri6.1, Ki¢) Rj=Lis XOR F(Rys, Ky¢)

The Implementation process for 2-rounds to generate L; and R; as follow:

iJIM - Vol. 17, No. 14, 2023 133



Paper—Analytical Approach for Data Encryption Standard Algorithm

Figure 14 displayed L;. To find R1, we get RO = 32-Bits and K1 = 48- Bits. DES
algorithm expands RO to be 48-Bits based on Table 6 (i.e., Bit-selection). Table 6,
repeats some of the bits in R,,.; to expand 32-bit to 48-bits as shown in Figure 15.

23 TeT5Te 7890 it [12[13[1415[16[17 [ 18192 [21[2 [23]24[25[26[27[28[29[30[31[3] ‘
I i fofofo o T [o [T [o[t[o[tlof[ 1|t [t [T [ofJofJofo[t]o[tlo[T][o[T[o]
Fig. 14. L, 32-bits length
Table 6. Bit-selection
32 1 2 3 4 5
8 5 6 7 8 9

8 g 10 11 12 13

12 | 13 14 15 16 17

16 | 17 18 19 20 21

20 21 22 23 24 25

24 ] 25 26 27 28 29

28 | 29 30 31 32 1
1 2 3 4 5 6 7 8 9 10 (11|12 ) 13 [ 14 (15 ) 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24
321 2 3 4 5 8 5 6 7 9 8 9 [10 11|12 | 13|12 13| 14|15 16| 17
0 1 1 1 1 0 1 0 0 0 0 1 0 1 0 1 0 1 0 1 0 1 0 1 Expanded (R0)
25 | 26 | 27 [ 28 | 29 | 30 | 31| 32| 33 | 34 [ 35 | 36 | 37 39 | 40 | 41 | 42| 43 | 44 | 45| 46 | 47 | 48 48-Bits
16 | 17 | 18 20 |21 2021|2223 )|24]25]|24 26 | 27 | 28 | 29 |28 |29 | 30| 31 (32 1
0 1 1 1 1 0 1 0 4] 0 0 1 0 1 4] 1 0 1 0 1 0 1 0 1

Fig. 15. Expanded Ro to 48-bits length

In Figure 16, the expanded RO is XORed with the Sub key No.1 (See Figure 9)

T[2[3[4[5 6] 7[8[0 (0[N [D[B[U[5[6][7][8]| 0 [0][A][2][B[A
3 1] 2|3 4|5 8|56 78|98 10|12 13[12|13]14]15] 16|17

o (1] 1 [t [1 o[t JoJololol 1 o[ 1ol t]o]tlo 1 o101l Expanded (R0)
25 [ 26 [ 27 |28 [29 [ 30 | 31| 32 | 33 [ 34 [ 35 [ 36 [ 37 39 [ 40 | 41 B[4 [ 45 4641 a8 48 Bits

16 | 17 | 18 | 10 |20 | 21 | 20 | 21 | 22 | 23 | 24 | 25 | 24 | 35 |26 | 27 | 28 | 29| 28 | 20 | 30 | 31 | 32 | 1

o [ 1] 1] 1101 ]o0]o]o] o101 o] 10 i]o 1 o] 1]0]1

TT2 (345 [ 67 [8[s [0 [ N[ R B[E[G B[] BB [0][a][2[25]HA

oo o 1101 [t1]olo]olololo]1 o] 1] 11 o] 1]1]1]1 Key 1

35 [ 26 | 27 |28 |29 |30 | 31 [ 37 [ 33 [ 34 [ 35 [ 36 | 37 | 58 |39 | 40 | 41 [ 42 [ 45 [ 44 | 45 | 46 [ 47| 48 48 Bits

T 111 T]o0]o o 1 [T i1]o]0o]o]o]o]i]1]i]o]o]i[oD

T2 (345 [6]7[8 [0 [0 [ D[ B[ &[5 [6]17][E]0[0]0]2][B]H

o[ 11000 o1 0o |01 111|101 [T 1010 [EXPR;“’)“I‘: ®RO)
35 | 26 | 27 | 28 | 20 | 30 | 31| 32 | 33 | 34 | 35 [ 36 | 37 | 38 |39 | 40 | 41 [ 42 [ 43 | 44 | 45 | 46 | 47 | 48 )
T]o0]oJo]o0 [t ][1]o]o]1[1]o o[t ]o]t]o]o]t]o6 o] ] 1]1 ’

Fig. 16. Result of XOR operation

As can be seen in Figure 17, the XORed data has been partitioned into 8 groups,
each of which consists of 6-bits.

1 [ 2] 3[4][5[6 ] 7] 8[9[10[11][12]13]14[15]16][17 [ 18] 1920 21 22 [ 23 [ 24
o[ 11 JoJoJoolaJoJole|r o1 111 ]Jor a1 [otr]o

Group No. 1 Group No. 2 Group No. 3 Group No. 4 Groups Selection
25 [ 26 [ 27 [28 [29 30 [ 31 [ 3233 |34 [35] 36 | 37 [ 38 [30 [ 40 [ 41 [ 42 [ 43 [ 44 [ 45 [ 46 | 47 | 48
1[oJoJofJoJaraJoJol T iJoJo[1[o1[ofJo[a ool [1]T1

Group No. 5 Group No. 6 Group No. 7 Group No. §

Fig. 17. Group selection
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DES uses six-bit groups as addresses in "S-boxes" as shown in Figure 18. Each
six-bit group gives an S-box address. A 4-bit number is at that address. This 4-bit
number replaces 6 bits. The eight groups of 6-bits are turned into eight groups of 4-
bits (S-box outputs) for 32 bits. S-box value is determined as shown in Table 7.

No. | 0 1 2 3 4 5 6 7 8 9 10 11 12 | 13 14 15
0 14 | 4 13 1 2 15 | 11 g 3 10 6 12 5 9 0 7
1 0 15 4 14 2 13 1 10 6 12 11 9 5 3 g
2 4 1 14 | & 13 6 2 11 | 15 | 12 9 7 3 10 ] 0
3 15 |12 ] 8 2 4 9 1 7 5 11 3 14 10 0 6 13

51-Box— Group No. 1

No. | 0 1 2 3 4 5 6 7 8 9 10 11 12 [ 13 14 15
0 15 1 g 14 6 11 3 4 9 7 2 13 12 0 3 1
1 3 13 4 7 15 2 g 14 | 13 0 10 6 il 11 5
2 4| 7 11 | 10| 4 13 1 5 g 12 6 3 2 15
3 13 g 10 1 3 13 4 2 11 6 7 12 5 14 9

32-Box — Group No. 2

No. | 0 1 2 3 4 5 6 7 8 9 10 11 12 [ 13 14 15
0 0] 0 9 14 6 3 15 | 5 1 13 | 12 7 4 2 g
1 13 7 0 9 3 4 6 10 2 g 5 14 12 | 11 15 1
2 13 6 4 el g 13 3 0 11 1 2 12 5 10 | 14 7
3 1 10 | 13 0 6 9 8 7 4 15 [ 14 11 5 2 12

53-Box— Group No. 3

No. | 0 1 2 3 4 5 6 7 8 9 10 11 13 14 15
0 7 13 | 14 | 3 0 6 9 10 1 2 3 3 12 4 13
1 13 8 5 6 15 0 4 7 2 12 1 10 | 14 ol
2 10| 6 0 12 | 11 7 13 | 15 1 3 14 5 2 8 4
3 3 15 | 0 6 10 1 13 5 9 3 11 12 7 2 14

34-Box— Group No. 4

No. | 0 1 2 3 4 5 6 i 8 9 10 | 11 12 | 13 14 15
0 2 12 | 4 1 7 10| 11 6 8 5 3 15 13 0 14 9
1 14 2 12 | 4 7 13 1 5 0 15 | 10 3 9 5 &
2 4 2 1 10 | 13 7 8 13 9 12 3 6 3 0 14
3 11 3 12 1 14 2 13 6 13 0 9 10 4 5 3

35-Box— Group No. 3

No. [ O 1 2 3 4 5 6 7 g 10 11 12 13 14 15
0 1 10 | 15 9 2 6 g 0 | 13 3 4 14 7 5
1 5] 4 2 7 12 0 5 6 1 13 [ 141 0 11 3
2 9 15 5 2 8 |12 3 7 0 4 10 1 13 11 6
3 4 3 2|12 9 3 [13[10]11] 14 1 7 6 0 2 13

36-Box— Group No. 6
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No. 0 1 2 3 4 3 6 7 g Q 10 11 12 13 14 15

0 4 11 2 14 | 15 0 g 13 3 12 9 7 3 10 6 1

1 13 0 11 7 4 9 1 10 | 14 3 5 12 2 5 g 6

2 1 4 11 | 13 | 12 3 7 14 | 10 | 13 6 8 0 5 9 2

3 6 11 | 13 g 1 4 10 7 9 5 0 15 14 2 3 12

37-Box— Group No. 7
No. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 13 2 g 4 6 15 | 11 1 10 9 3 141 3 0 12 | 7

1 1 13 ] 13 g 10 3 7 4 12 3 ] 11 0 14 9 2

2 7 11 4 1 9 21 14 2 0 6 10 13 13 3 5

3 2 1 14 7 4 g 13 [ 15 | 12 9 0 3 5 6 11

38-Box— Group No. §
Fig. 18. S-Box for each group
Table 7. S-box utilization
Group No. Binary Representation | Binar Decimal S-Box S-Box
p No. y Rep y Intersection

Group No.1 011000 (See Figure 18)
Row First & Last-Bit (2-Bits) 00 0 5 S1 — Box-Group
Column In Between (4-Bits) 1100 12 No. 1
Group No.2 010001 (See Figure 18)
Row First & Last-Bit (2-Bits) 01 1 12 S2 — Box-Group
Column In Between (4-Bits) 1000 8 No.2
Group No.3 011110 (See Figure 16)S3
Row First & Last-Bit (2-Bits) 00 0 8 — Box-Group No.
Column In Between (4-Bits) 111 15 3
Group No.4 111010 (See Figure 18)
Row First & Last-Bit (2-Bits) 10 2 2 S4 — Box-Group
Column In Between (4-Bits) 1101 13 No. 4
Group No.5 100001 (See Figure 18)
Row First & Last-Bit (2-Bits) 11 3 11 S5 — Box-Group
Column In Between (4-Bits) 0000 0 No. 5
Group No.6 100110 (See Figure 18)
Row First & Last-Bit (2-Bits) 10 2 5 S6 — Box-Group
Column In Between (4-Bits) 0011 3 No. 6
Group No.7 010100 (See Figure 18)
Row First & Last-Bit (2-Bits) 00 0 9 S7— Box-Group
Column In Between (4-Bits) 1010 10 No.7
Group No.8 100111 (See Figure 18)
Row First & Last-Bit (2-Bits) 11 3 7 S8 — Box-Group
Column In Between (4-Bits) 0011 3 No. 8

Figure 19 displays the result derived from the preceding table (Table 7).
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Decimal [ 5

8

5] T z T 11 T 5 B T 7 |
Binary (4-bits) | 0101 | 1100 | 1000 | 0010 | 1011 | 0101 | 1001 | 0111 |
1 [ 23 [ 456 789 [10[1L[12]13][14 1516 [17 [18 [19 |20 |21 [ 22 [ 23 | 24 [ 25 [ 26 | 27 | 28 [ 29 [ 30 [ 31 | 32 |
o [t ]o[1t[1]1]Joloel[1[olole]oloe|t]le[t]of[1]t]ol[1][of]t]r]olol1t]oltt][1t]1]

4. Function (f)

Fig. 19. Binary representation of the obtained result

The final step in calculating f is to permute the S-box output using Table § to
achieve the final value of f as shown in Figure 20.

Table 8. Index permutation

16 7 20 21

29 12 28 17

1 15 23 26

5 18 31 10

2 8 24 14

32 27 3 9

19 13 30 ]

22 11 4 25
(1T [ 2[5 [4]5]6][7[&[o [1o] 111215141516 |17 [ 18] 15 [ 20 |21 [ 22 [25 [ 24 [ 25 [ 26 [ 27 [ 28 [ 26 | 30 [ 31 [ 32 |
|16 | 7 |20 [ 21|20 |12 [ 28|17 [ 1 |15 |23 |26 | 5 |18 |31 |10 | 2 | 8 |24 |14 |32 [27 | 3 | 9 |19 |13 [ 30 | 6 |22 |11 | 4 |25 |
[0 o1 loJolo 1]t ot e o ] s ol olt1]ol1 el ]o]olt]t]olt]t]t]ol1]1]

Fig. 20. F(Ro, K1)
Ri=Lo XOR F(Ry, K;), we got the result in Figure 21 to represent R;.
[TT2T73T4T75[67[8[09 1011 [12[13][14][15 [16]17][18][19 [20 21 [22 23 [24]25[26]27 [28[29]30]31[32]
N N S O IS T e ]
[T T2T3[475076 788 [10[11][12][15]14 15161718 16 [ 20 ] 21 [ 22 [ 25 [ 24 [ 25 [ 26 | 27 | 28 [ 26 [ 30 | 51 | 32 | N ‘
LilrfololrlifoelofoloJofoJofolofola[rilofolr[ifolols vt lrlt]a] o
[T T2T3[475076 788 [10[11][12][15]14 15161718 16 [ 20 ] 21 [ 22 [ 25 [ 24 [ 25 [ 26 | 27 | 28 [ 26 [ 30 | 51 | 32 | N ‘
[Tl il Jolalir]afJola1Jololt ot ]olo 11 Jofolt o]t o]t ]oloe]ol1]o]o] 2

Fig. 21. Ry

Repeating the preceding steps yields Li¢ and Rjsas indicated in Figure 22.
[T[2 5[ 56 7 8 o [0 [ [B[I5[16] 17 1815 202 [n[23]2a[2 2 27[8[29[30][31 2] | ‘
[elTrJofofofofrfrJo]JtJoJoJoJoJi]o] TlifofJofifoJofor[r[ot[ofo] ™
[T[2[3 456789 [10]1i[12][i3] 14151617 [18 19 [20 ] 21 [22 |25 [ 24 [ 25 [ 26 [27 [28 [ 25 [30 [ 31 [32]
[oJoJofJoftfofrfofJoftJoJoJt[t]JoJo]t [oftltJoJoft]JtJoJoftJoftrloft] R“"

Fig. 22. Lis and Ris

5. Re-combine Li¢ and Ry
We have the blocks Lis and Ry¢ at the end of the sixteenth round. The two blocks
are then reversed into the 64-bit block (i.e., RisLis) as shown in Figure 23.

35 [ 34 33 [ 32 [ 51 [ 50 [ 26 [ 28 [ 27 [ 26 [ 25 [ 24 [ 25 [ 22 [ 21 [20 [ 19 [ I8 [ 17 [ 16 [ 15 [ 14 [ 15 [ 13 [11 [106[5 [8 [7 [6 [5 [& [3 [2 [1
o [T ]oJi]o]1 [ 1 0 0 1 1 0 0 1 1 0 1 1 [ 0 1 1 0 0 1 0 0 1 0 1 0 [ 0 0
64|63 | 62| 61 | 60| 59 | S8 57 (56| 55|54 | 53|52 |51 [50[49)|48 | 47|46 | 45[44[43]42 41|40 39| 38| 37|36

Rielas [] 0 1 0 1 1 0 0 [ 1 0 0 1 1 0 0 0 1 0 0 0 0 1 0 1 1 [ 0 0

iJIM — Vol. 17, No. 14, 2023
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Finally, utilize Table 9's for final Permutation as shown in Table 9 and Figure 24.

Table 9. Initial permutation - Inverse

40 | 8 48 | 16 | 36 | 24 | 64 | 32

39 | 7 47 | 15 | 55| 23 | 64 | 31

38 | 6 46 | 14 | 34 | 22 | 62 | 30

37 | 5 45 | 13 | 53 | 21 | 61 | 29

36 | 4 44 | 12 | 52 [ 20 | 60 | 28

35 | 3 43 | 11 | 51 | 19 | 3% | 27

34 | 2 42 | 10 | 50 | 18 | 58 | 26

33 |1 41 | 9 49 | 17 | 57 | 25
35 [ 3433 [ 32 [ 31|30 29[ 28 [ 27 [ 26 [ 25 [ 24 [ 23 [ 22 [21 [20 [ 10 [ 18 [ 17 [ 16 [ 15 [ 14 [ 13 [ 12 [ I 10 9 $ 7 [ 5 4 3 2 1
44 436 [ 29[ 61 | 21 | 53 | 13 | 45 5 37 [ 30 | 62 | 22 [ 54 [ 14 | 46 6 | 38 [ 31 | 63 | 23 [ 55 [ 15 | 47 7 [ 39 [32 ] 64 [ 24|56 [ 16 [ 48 E] 40
ojofofoJo[tlol1 oftlol1[t[oJo[t][ofJoflo o]o e[t ot [t[t[t]o[T[o]oJolo][1
64| 65 | 62| 61 | 60| 59 | 58| 57 | 56 | 55| 54 | 53 | 52 | 51| 50 | 49 | 48 | 47| 46 | 45 | 44 | 43 | 42 | 41| 4039 | 38| 37| 36
Cipher text-64-Bits 25|57 1749 9 [ 41| 1 |33 26|58 18|50 10| 42| 2 | 34|27 59| 19| 51|11 |43| 3 [ 35| 28| 60 | 20| 52 [ 12
T[0T [0[0[0]0[0 [0 0[T[0[T[T]0 [T [0][T]0[T[0]0][0]0[1|T[T[T1]0

Fig. 24.Binary representation of the Cipher text -64-Bits

If we express the result as a Hexadecimal, we get the value as shown in Table 10
for both plain and cipher texts.

Table 10. HEX data representation for Plain and Cipher texts

DATA HEXADECIMAL Number SIZE
Plaintext 0123456789 ABCDEF 16 * 4 = 64- Bits
Cipher text 85E813540F0ABA405 16 * 4 = 64- Bits

To make it clear, we have outlined how DES algorithm operates to convert plain
text to cipher text in Figures 25, 26, and 27.

16 — Rounds — For each round See Figure 23

Plaintext - 64-Bits
M=0123456780ABCDEF

Cipher text — 64-Bits
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Key - 64-Bits
K =133457790BBCDFF1
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! Key Generators — 16 Sub key
| 48-Bits length for each Sub key !
(See Section 2.1) 1

Fig. 25. Steps of DES algorithm
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I Permuted Message of 64 Bits |
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| ren-32-Bits | | Rignt-32-Bits |
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| Lem-32-Bits | | Right-32-Bits |

Fig. 26. DES-For each round

RO - 32 - Bits

‘ S-Box ‘ é K1- 48 Bits

:Sl: T i T

32- Bits

i

Fig. 27. Function F(Ra-1, Kn)

3 Evaluation

Data Encryption Standard (i.e., DES) is an obsolete symmetric key encryption
technique[12]. It was implemented by government entities in 1977 to safeguard sensi-
tive information and was officially decommissioned in 2005 [13, 14].The initial speci-
fication was developed by IBM's researchers in the early 1970s. Afterwards, in 1977,
it became an official Federal Information Processing Standard (i.e., FIPS) for the
encryption of commercial and sensitive but unclassified government computer data by
the U.S. National Bureau of Standards, now known as the National Institute of Stand-
ards and Technology, or NIST[6, 15, 16].The United States government first allowed
the public release of DES, an encryption algorithm. In doing so, it secured its rapid
adoption by sectors like the financial sector, which required robust encryption. Due to
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its ease of use, DES was also implemented in many embedded devices, such as smart
cards, SIM cards, modems, and routers [17-19].

Brute-force attacks, in which each possible key is tried in turn until the correct one
is discovered, are the most fundamental way to break any cipher[20]. The number of
potential keys, and hence the viability of this form of attack, is directly proportional to
the key length as shown in Table 11 [7, 16, 21].A maximum of 256 or nearly 72 quad-
rillion, attempts would be needed to find the correct key, given that the effective DES
key length is 56 bits. This is insufficient to prevent modern computers from breaking
through DES-protected data using brute force[22]. Through the early to middle 1990s,
DES was still the de facto standard for secure data transmission. While this may seem
like a long time, in 1998, a computer created by the Electronic Frontier Foundation
(i.e., EFF) deciphered a DES-encoded communication in just 56 hours. The next year,
EFF reduced the decryption time to 22 hours by harnessing the power of thousands of
networked computers. The extended version of DES, known as Triple-DES (i.e.,
TDES or 3-DES), will be used in government and finance for many years to come.
The differences and similarities between DES and Triple-DES are shown in Table 12
[14, 23-29].

Table 11. Total Key-Search Time: an Average Estimate

Key size - Bits

Quantity of alternate keys

Decryption time - 1 /ps

168 2168=37x10% 21675 = 5.9 x 10% years
128 2128 =3 4x10% 21275 = 5.4 x10* years
56 2%=72x10'" 2%ps = 1142 years
32 232=43x10° 231us = 35.8minutes
Table 12. DES and Triple-DES - Comparison

Feature DES Triple-DES
Created by / Year IBM - 1975 IBM - 1978
Key size 56 - Bits (168 or 112) - Bits
Number of rounds 16 48
Number of Sub keys 16 48
Key generations Permute Shift Permute Shift
Block size 64 — Bits 64 — Bits

Mathematical operations

S-Boxes- Fixed, XOR

S-Boxes- Fixed, XOR

Cipher type

Block cipher - Symmetric

Block cipher - Symmetric

Attack

Broken in 1998 - Brute-force

No known Attack

Security level

Not Secure Enough

Adequate Security

Speed

Slow

Very Slow

4 Conclusion

In this paper we have attempted to present the theory of Data Encryption Standard
(i.e., DES) algorithm from the simplest to the most sophisticated concept. It has been
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our purposes to focus on the practical explanation of the basic mathematics and how
DES algorithm it could be implemented in practice in real world system because a
correct comprehension of the encryption algorithm leads to an understanding of the
pros and cons, which allows for modernization and the development of a new encryp-
tion algorithm that operates more efficiently.
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