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ABSTRACT

Cloud computing (CC) refers to the transmission, storage, and processing of any type of information
at a location that is not owned or controlled by the information owner. This information can be
stored and accessed anytime, from anywhere, and using any device. However, several challenges
threaten the deployment of cloud computing technology within organizations, including user
privacy, data integrity, and managing the retention of the vast amount of data that will be stored
and analyzed in this environment. In recent years, various data integrity checking systems and
data storage mechanisms have been proposed to address these diverse challenges. Nevertheless,
some protocols do not guarantee data confidentiality against auditors during the auditing pro-
cess, while others do not provide batch auditing. Additionally, the majority of these protocols do
not support the deduplication technique. Therefore, in this research work, the security features
of blockchain technology and those of multi-agent systems (MAS) have prompted us to propose
models that enable both data deduplication, saving storage space, and data integrity auditing,
efficiently verifying the accuracy of data outsourced to CC environments. Implementation find-
ings indicate that the suggested system is highly feasible and applicable in real-world scenarios.

KEYWORDS
cloud computing (CC), security, data integrity, deduplication, MHT, blockchain, multi-agent
systems (MAS)

1  INTRODUCTION

Many companies store massive amounts of data locally, which leads to several
challenges, such as processing, security concerns, and the need to invest in hardware
and human resources. The key is to externalize the data to the cloud.

Cloud computing (CC) refers to the use of networks of remotely located serv-
ers, commonly accessible via the Internet, to provide data storage, management,
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and processing. For clients, CC provides access to numerous technologies while
reducing barriers to entry, such as technical expertise and cost. In general, the cloud
services market is categorized into three main service models: infrastructure, plat-
forms, and software. According to business needs and security concerns, cloud cli-
ents can choose between private, public, or hybrid cloud deployment models.

In 2021, four billion users were connected to the cloud compared to 2.4 billion in
2013 [1]. Thus, CC generated nearly US $400 billion in revenue in 2021 [2].

Besides, 60% of businesses use cloud infrastructure to store confidential data.
While 84% of IT professionals were concerned about the security of the cloud during
the widespread telecommuting in 2020 due to the COVID-19 pandemic [2]. In addi-
tion, approximately 75% of our digital universe is a replica; in other words, only
25% is unique. This presents an opportunity for cost-saving technologies such as
data compression and deduplication.

Once data is stored on cloud storage servers, the owner forfeits control of it. While
this technology provides many benefits, it also poses security concerns, particularly
those related to data integrity. To safeguard the authenticity of the externalized data,
the owner must activate audit processes. Furthermore, due to the evolution of vast
amounts of data, much of which is redundant, storage efficiency is another crucial
requirement that must be ensured through technologies like deduplication. To this end,
we have proposed a model that aims to implement a new blockchain-based architec-
ture ensuring data integrity verification and deduplication in the cloud environment.

Nevertheless, implementing this technique on the cloud side is complex because
large amounts of data must be deduplicated quickly before being stored on the
cloud servers. To address these concerns, we propose a new system that utilizes a
multi-agent system, where multiple intelligent agents collaborate to establish a flex-
ible server-side deduplication system. In this study, we will specifically explore the
deduplication technique and data integrity as crucial aspects for cloud adoption. The
organization of this paper is as follows: Section II outlines the convergence of cloud
computing and blockchain. The various related works are discussed in Section IIL
Section IV depicts the deduplication technique and the multi-agent system. Section V
describes our proposed system. Section VI includes performance evaluation and
result analysis. Finally, a conclusion is presented in Section VII.

2  CONVERGENCE OF CLOUD COMPUTING AND BLOCKCHAIN
2.1 Blockchain: Definition and types

Blockchain technology is an innovative digital ledger system that operates in a dis-
tributed and decentralized manner. It enables secure, transparent, and immutable
recording of transactions without the need for intermediaries. In a blockchain network,
transactions are sequentially logged and organized into a chain of blocks. Each block
contains a cryptographic hash of the preceding block, creating an unbreakable chain
of blocks. This feature makes it difficult for any unauthorized modification of the data
stored on the blockchain because any change made to one block would require consen-
sus from the entire network. This creates a high level of trust and transparency, making
it anideal technology for various applications, including supply chain management, vot-
ing systems, and financial transactions [3]. Blockchain is classified into three main types:

e Public blockchain: Anyone could verify the operation and also contribute to

the consensus-building process. Ethereum and Bitcoin are both public block-
chains [4].
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e Private blockchain: Direct access to data is strictly limited and restricted to a spe-
cificlist of entities. The private blockchain is often utilized by companies or groups of
people who prefer not to make their payment information available to everyone [4].

e Consortium blockchain: Also known as federated blockchain, this innovative sys-
tem caters to the requirements of companies that need both public and private block-
chain functionality. Hyperledger and R3CEV are both consortium blockchains [5].

2.2 Applications of blockchain

Many fields and industries are already using blockchain technology or plan to do
so in the coming years. Among these sectors are insurance, banking, logistics, energy,
real estate, aeronautics, health, and education. Table 1 shows a variety of application
areas and examples of applications in which blockchain has been used [6].

Table 1. Applications of blockchain

Field of Application Application Examples

Identity management — Public key management [7]
— Public DNS [8]
— Pretty Good Privacy (PGP) [9]
Authorization — Fair Access [10]
Storage System — A software solution for decentralized file storage, utilizing
blockchain technology “Meta disk” [11]
Financial and Commercial Services — Fintech [12]
Government services — Kudos [13]
Other fields — Energy saving [14]

— Software license [15]
— Security: an anti-malware [16]

Blockchain technology is utilized in various industries, which is not surprising
given its wide array of functions, including transparency, high resistance to fail-
ures, tamper-proof systems, auditability, and self-regulation. Blockchain is able to
effectively guarantee data integrity, authenticity, and auditability, compared to other
privacy-enhancing technologies (PET).

2.3 Decentralizing cloud data via blockchain

Data integrity threats are of paramount importance because as data tampering
can maliciously impact critical business decisions. This problem is particularly com-
mon in CC environments, where data owners cannot control basic features such
as physical data storage and access control. Blockchain has recently emerged as
an intriguing technology that, among other things, offers compelling data integ-
rity properties. Using blockchain to address data integrity threats seems to be an
effective choice. The authors in [17] highlight the need to transition to a decentralized
architecture to ensure the sustainability of storage, retrieval, and file sharing on a
decentralized network. In addition, the authors in [18] demonstrate the effectiveness
of using a blockchain-based database to maintain data integrity in CC environments.

In this study, we propose an elegant model that will maintain data integrity and
provide data deduplication through the use of blockchain databases in a transparent
and secure manner. Figure 1 illustrates the benefits that arise from the adoption of
blockchain in cloud computing [19].
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Fig. 1. The benefits of using blockchain with CC

In the previous paragraphs, we have outlined the threats and obligations associated
with security measures for CC systems, as well as the requirements for storage efficiency
to ensure a reliable and secure system. In this research work, we do not address all the
defined challenges. Instead, we focus on two specific requirements that are crucial in
the context of our research: data integrity and deduplication techniques. However, it
should be noted that our model could be extended to support any proposed improve-
ment. We support this statement by the fact that our proposed blockchain-based solu-
tion enhances data storage while preserving the integrity of the stored data.

3  RELATED WORKS

Recently, data integrity and deduplication have garnered significant attention,
leading to the proposal of various approaches and protocols. Tian et al. [20] utilized
a dynamic hash table (DHT) protocol that enables both public and dynamic auditing
functionalities. Lee KM et al. [21] introduced a novel system for verifying the integrity
of remotely stored data. M. Shaik Saleem and M. Murali [22] proposed a method for con-
ducting public audits of data integrity in the cloud while preserving privacy. Y. Yannan
LiY, Yong Yu et al. [23] proposed a data integrity auditing method based on fuzzy iden-
tities aimed at enhancing reliability in cloud storage systems. Zhu H. et al. [24] proposed
an integrity verification scheme that is secure and efficient for cloud-IoT environments,
utilizing short signature techniques. Zhao M. et al. [25] proposed a scheme that ensures
privacy while auditing remote data integrity in cloud environments, with the assis-
tance of third-party auditors (TPASs). Yu et al. [26] introduced a novel scheme for veri-
fying the integrity of cloud data in secure outsourced storage through attribute-based
mechanisms. Tong W. et al. [27] suggested a new method for ensuring privacy while
verifying data integrity in secure mobile edge storage environments. Ji Y. et al. [28]
proposed a privacy-preserving approach for flexible remote data integrity checking in
cloud storage using identity-based mechanisms. Yang C., Song B. et al. [29] proposed a
streamlined approach to data integrity auditing that allows for verifiable data updates
in secure cloud storage systems. Wang et al. [30] have proposed a scheme aimed at
ensuring both security and efficiency when auditing the integrity of data stored in cloud
storage. These works explore various techniques, protocols, and algorithms to ensure
the integrity of data externalized to CC environments and provide auditing mecha-
nisms to detect any tampering or unauthorized modifications. The major disadvantage
of the listed protocols mentioned above is that they do not support data deduplication.

Li et al. [31] suggested a secure storage scheme with deduplication that can
support keyword search by using the converged encryption technique to encrypt
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data before outsourcing. Miao et al. [32] proposed a secure deduplication protocol
assisted by multiple servers in the CC. Zhang et al. [33] introduced a scheme for
content-defined asymmetric extremum segmentation in backup storage systems to
facilitate data deduplication. Fan Y., Lin X,, et al. [34] proposed a scheme that ensures
secure privacy while enabling deduplication in a cloud environment.

The strength of this work lies in its thorough exploration of various techniques
and protocols to ensure data integrity in CC environments. The authors have com-
piled a diverse set of approaches, ranging from dynamic hash table protocols to
privacy-preserving methods, to address the critical issue of data integrity. The inclu-
sion of these works highlights a broad spectrum of research efforts, providing read-
ers with a comprehensive understanding of the state of the art.

However, the absence of support for data deduplication in the listed protocols is a
significant weakness. While the papers discuss various methods to ensure data integ-
rity, they do not address the increasingly important aspect of data deduplication in cloud
storage systems. This limitation could influence the overall efficiency and optimization
of storage resources in cloud environments. The latter part of the literature introduces
works specifically focused on data deduplication, providing a more balanced perspec-
tive. Nevertheless, the absence of an integrated approach that seamlessly combines data
integrity and deduplication remains a gap. This research paper could strive to bridge
this divide and offer a comprehensive solution that addresses both aspects cohesively,
ensuring a more robust and holistic approach to data management in cloud computing.

4  DEDUPLICATION TECHNIQUE AND MULTI-AGENT SYSTEM
4.1 Deduplication process

Deduplication is a great solution that ensures data storage efficiency. This implies
that there are no multiple copies of the same data being stored. This technique can
be applied at the file or file block level (a chunk of a file).

Deduplication allows for:

e Minimize storage space by storing only unique data.

e Avoid the need to invest in specialized storage equipment (reducing infrastruc-
ture costs).

e Minimizing network loading by transferring less data can free up more band-
width for other tasks.

4.2 Chunking algorithms

Chunking is a challenging technique and a key aspect of the deduplication
procedure. It can be achieved using various algorithms:

e File-level chunking (FLC): The process involves dividing the file into chunks and
calculating the hash value of each chunk. When a duplicate is identified, only one
version of the file is retained; otherwise, the file is treated as new data [35].

e Fixed-size chunking (FSC): To ensure consistent handling of data, it is necessary
to divide all files into fixed-sized blocks, such as 8 KB, using a hash function to
compute a unique hash value for each block. When comparing hashes, if an
identical hash is discovered, the file block is identified as redundant and treated
accordingly. Conversely, if no matching hash is found, the chunk along with its
corresponding hash value will be stored.
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e Variable-size chunking (VSC): The data can be fragmented into multiple chunks
of different sizes, which are determined based on the content of the files. This
approach solves the problems associated with fixed block sizes.

e Content-aware chunking (CAC): If the chunking approach includes the file data
stream (file format), the deduplication method in this case saves more space. This
algorithm defines boundaries more naturally than other algorithms, leading to
increased efficiency.

The VSC algorithm and the CAC algorithm essentially consume more CPU
resources [36]. In our proposed model, we utilize the FSC algorithm, where the file
is divided into blocks of equal size. Therefore, the FSC algorithm outperforms other
algorithms in terms of the speed of executing the deduplication process, making it
extensively utilized in various storage system:s.

4.3 Multi-agent system

A multi-agent system (MAS) is a collection of intelligent agents that utilize
resources and knowledge to interact with each other or their environment in order
to solve a problem or achieve a goal.

The agent enjoys the following features [37]:

e Autonomy: The agent is able to act independently without any human or other
intervention; it controls the possible actions to be taken;

¢ Reactivity: The agent perceives its environment and reacts rapidly to changes;

e Proactivity: The agent is able to demonstrate proactive behavior by taking
initiatives.

e Social: The agent has the capability to engage in communication with other
agents [38].

Recently, many authors have suggested the utilization of MAS in CC platforms,
incorporating knowledge repositories to effectively handle the data storage of cloud
clients. The main challenges that introduce complexity into CC include managing
cloud resources, communication, and accounting for resource and/or service usage
by each user [39].

5  DESCRIPTION OF THE PROPOSED SYSTEM

Our proposed model leverages blockchain technology to ensure data integrity
and deduplication. With reference to the requirements described in Section 2, this
section presents how our proposal successfully addresses them. We call our proposed
system B-DID for blockchain-based data integrity and deduplication. Therefore,
we aim to achieve the following objectives in our proposal:

e Server-side deduplication eliminates duplicate data on the cloud service provider
(CSP) side, thereby reducing the amount of stored data.

¢ Confidentiality ensures the privacy of the data maintained by the auditor during
the auditing process.

e Public auditing allows an external auditor to verify the integrity of data.

e Batch auditing ensures that the auditor can run multiple auditing tasks simulta-
neously, submitted by different users with unique profiles.

e Data integrity ensures that the CSP cannot manipulate or bypass the audit pro-
cess while maintaining the data unchanged.
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5.1 Storage phase (B-DID)

Whenever a client attempts to upload a file, the cloud provider verifies whether
the complete file or specific chunks of it exist on the cloud storage server. The goal
is to minimize the amount of stored data through deduplication techniques. Each
block in our method’s blockchain structure contains metadata about a user’s file.
The block comprises the following information: user ID (U, ), file ID (F,), version
number (v), number of file blocks (N), timestamp, Merkle root, and the hash of the
preceding block. Figure 2 illustrates the structure of our proposed system.

Cloud Service Provider

~MRDB
Nory {Uiays Ujaz .}
Cloud 1
- nor3 {Uigs» -}

F1| AB-CD 3 T

Cloud user 2 e T HDB
o asco | g <----- I » Deduplication i ' ha)hie) hio),

i server h(D), h{E), h(F)

F3 erac |8<""'E_” | \ '
v
) | B «'f,

Serverl Server2 Server3

Storage Servers

Fig. 2. Architecture of the proposed system

The fixed-size chunking (FSC) module and the MD5 hash algorithm are used to
facilitate the deduplication process. The hashes of chunks and the Merkle root are
calculated and then compared with those stored in a local Merkle root database
(MRDB) and a hash database (HDB), which were generated in the preceding oper-
ations, to identify duplicate files or chunks. The deduplication process consists of
two steps:

Case 1. In the event that the generated Merkle root, denoted as n, does not match
any existing root stored in the MRDB, the new root is stored locally in the MRDB
along with the user’s UID for use in subsequent storage operations. Afterward, the
generated hashes are compared with those stored in the HDB. This comparison
of hashes will require less time than comparing file blocks. Two possibilities are
available: If there are no matching chunk hashes, the calculated hashes of all chunks
will be stored in the HDB. Subsequently, all chunks will be externalized to the cloud
storage servers. Otherwise, if there are identical hashes, they will be ignored, and
only the unique chunk hashes will be stored in the HDB. Only the unique chunks
will be externalized to the CSS, reducing storage space usage. Subsequently, a new
block is created in the blockchain, and the respective user retains a reference to the
block linked to their file.

Case 2. If the generated Merkle root n, is identical to a root that was previously
stored in the MRDB and the actual U, is listed in the list of user IDs linked to that n,
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the data owner receives a notification indicating that they have previously stored
an identical file in a preceding storage transaction. Otherwise, if the current UID is
not found in the list of user IDs associated with this root, the new UID will be added
to this list, and a new block will be generated in the blockchain. In the event that
there is no need to upload the data to the CSP for storage, it saves bandwidth and
storage space.

The root is crucial because it depends on the hashes of all the constituent chunks
of files as its foundation. It thus guarantees optimal and secure data content checking.

5.2 Using MAS to ensure the deduplication process (BMAS-DID)

The deduplication process involves a set of steps that can be performed in paral-
lel, especially in cases where thousands of users are simultaneously accessing mas-
sive data storage. Given this observation and through this subsection, we propose a
reliable and secure system. We introduce the use of MAS to handle server-side dedu-
plication, which will reduce the volume of data stored on CSPs’ servers. This new sys-
tem is driven by managing the deduplication process using a set of intelligent agents.
It operates with a distribution, collaboration, and communication mode known as
BMAS-DID which stands for blockchain, and MAS is applied for data integrity and
deduplication. In addition, this new method utilizes the blockchain data structure,
similar to the previous one, as a database to store the metadata of cloud users’ files.

Several intelligent agents have been developed to manage deduplication on the
CSP side (see Figure 3).

Cloud user 1 Cloud user 2 Cloud user 3

o o w

\i‘oaf Fi‘/
Interface Agent
Interface Layer

Mediator Agent Analysis Agent
S

Mediation Layer

Merkle Roots
Database

Database
(HDB)

A% b

AAAAM
Fil-A-B-C:D P a,
F2|\ A-B:C-D ‘ ,’

Blockchain Data
Structure

F3| EF-AC

Fig. 3. Architecture of the approach based on multi-agent systems
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Interface agent: Its role is to receive files and then transmit them to the MA so
that other agents can use them.

Mediator agent: Manages the communication between the different agents.
Analysis agent: Checks whether both the Merkle root and the client ID are pres-
ent in the MRDB to identify duplicate files. It also performs block-level deduplica-
tion by comparing the computed hashes with others stored in the HDB to identify
duplicate file blocks.

Control agent: Calculates the Merkle root and transmits it to the Analysis Agent
for comparison. Additionally, it preserves the chunk hashes within the HDB. The
Merkle root and the client ID are them stored within the MRDB for use in subse-
quent storage operations.

Data agent: Constructs an additional block within the blockchain, containing
the corresponding metadata of the file. The system them stores the chunks that
correspond to a file in the CSP storage servers.

Multi-agent systems are characterized by adaptation, cooperation, and distri-

bution. These systems excel at handling various tasks by distributing them among
a group of intelligent agents, thereby reduce the execution time of the deduplica-
tion process.

5.3 Auditing phase

A TPA is an externally competent entity entrusted by the client to verify the integ-

rity of data held by the CSP. However, the TPA can also pose a risk to the data owner.
Thus, preventing data leaks is one of the key challenges in the data auditing pro-
cess and in preserving data confidentiality. Figure 4 illustrates the public auditing
system, depicting the interaction among the three entities (client, CSP, and TPA).

Cloud Service Provider

Cloud user / (CsP)

Client
1 - Outsourcing and

' \
retrieving of cloud data q /1

=
x

N

- Eg

— A

N—-

Third Party Auditor
(TPA)

Fig. 4. Relationship between the participating entities in a public auditing model

Our system utilizes blockchain to conduct the verification activities transparently

and efficiently. The primary purpose of using blockchain is to allow the TPA to verify
data integrity without requiring access to any user data. Therefore, the utilization of
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blockchain presents itself as a novel trust model. The algorithm for the audit phase
is outlined below:

Algorithm: Auditing Phase

1: Begin

2: OWN sends leaves and Merkle Root to TPA

3: TPA computes the seed 1= h"(n,)

4: TPA derives leaf numbers in each P chunk as :
5: forjin0..P—1: l; = G(r,j)

6: TPA sends leaf numbers {1j} to CSP

q: CSP provides the appropriate sibling information to TPA
8: TPA computes the new Merkle root n'y

9: checks if no, = n',

10: if they match then the file is verified

11: TPA sends the auditing result to OWN

12: End

Due to the algorithm employed, the TPA remains unaware of the client’s data,
ensuring data confidentiality for auditors. The TPA can run several auditing tasks
simultaneously, as received from various users. When the TPA receives multiple
audit inquiries for the same document from various clients, it can be more efficient
to consolidate them into a single audit task to verify data integrity rather than treat-
ing them as separate and independent tasks.

6 PERFORMANCES EVALUATION AND RESULT ANALYSIS
6.1 Implementation and simulation platforms (OpenStack and JADE)

For the implementation of the proposed systems, we utilized the following
techniques: the PHP and Java languages, the JADE development platform, and the
OpenStack cloud platform. Several implementation and simulation tools are devel-
oped in cloud environments. These tools allow us to evaluate and validate hypothe-
ses in a controlled environment where results can be reproduced. In addition, they
allow testing services in a repetitive and controllable context before the deployment
phase on a real cloud.

All of our experiments were conducted on the OpenStack virtual cloud platform.
This technology was chosen because it is built on a modular architecture composed
of several interconnected projects that enable control over various resources of
the virtual machines, such as computing power, storage, and network. Multi-agent
development environments are essential to improving the success of multi-agent
technology. MAS platforms enable developers to design and implement their own
applications. These simulation platforms are equipped with basic functions for spec-
ifying agents and the environment.

6.2 Implementation and evaluation of the B-DID model

The application is built on the FSC algorithm. It accepts a file and a fixed file
block size as input. Then, it allows the calculation of fixed-size file blocks from the
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beginning of the file and stores them in a temporary folder. We used the MD5 hash
algorithm, which generates a unique 32-character string.

The CSP generates file blocks and the corresponding Merkle root of the received
files to store them on the storage servers and create a new block in the blockchain.
Simply put, the main objective is to decide whether to store the entire file, specific
parts of the file, or nothing at all. After the Merkle Root is generated, we compare
the Merkle Root n, with the Merkle Roots stored in the MRDB from previous stor-
age operations to identify duplicate files. If there is no match between these Merkle
Roots, another comparison operation is performed between the generated file block
hashes and those stored in the HDB to detect duplicate file blocks. To illustrate the
efficiency of our proposal, we conducted several experiments where the file size was
increased by 200 MB. We used large files to showcase the advantages of the dedu-
plication technique. Figure 5 illustrates a graph showing the computation time in
seconds versus the size of the input files in MB.

80
£ 60
&
=
g 40 i o
E o
220 f @
= @9 k) A v
S 0

0 200 400 600 800 1000 1200

Size of the file (MB)
—@— Regular upload —@— Unduplicated file

@— 50% of duplicated content —@— Duplicated file

Fig. 5. Evaluation of the time taken in storage tasks for files of varying sizes

The empirical analysis reveals a noteworthy trend where the computational
time required for storing a replicated file is consistently lower compared to similar
processes in alternative scenarios. The reduction in execution time becomes more
pronounced with each additional replica of the file, indicating a tangible correla-
tion between replication and decreased computational overhead. This trend under-
scores the effectiveness of deduplication techniques in minimizing storage space on
servers. As the number of replicas increases, the associated volume of data blocks
diminishes proportionally, leading to more efficient utilization of storage resources.
For instance, when 50% replicas of a file are present, the cloud service provider
(CSP) is only obligated to store the remaining 50% of the data blocks. This exempli-
fies the capacity of deduplication to significantly optimize storage efficiency in cloud
environments.

6.3 Implementation and evaluation of the BMAS-DID model

The BMAS-DID architecture comprises a group of agents that communicate
through messages using the ACL language. Each agent includes a set of predefined
rules to be executed when the architecture is started to perform the deduplica-
tion process. Figure 6 highlights a plot of computation time versus input file size
for the two proposed models (B-DID and BMAS-DID), specifically for duplicate and
non-duplicate files.
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Fig. 6. A plot of computation time, versus input file size for B-DID and BMAS-DID models

The observed data show a significant reduction in processing time for storing
duplicated and non-duplicated files when using the BMAS-DID model compared to
scenarios using the B-DID model. This improvement is attributed to the deployment
of MAS and their ability to distribute tasks among a set of intelligent agents. The
efficiency gains are particularly evident in the context of the de-duplication pro-
cess, where multi-agent systems effectively streamline and optimize task execution.
Consequently, the results underline the effectiveness of MAS in managing the dedu-
plication process in cloud environments, highlighting its suitability for improving
both overall performance and time efficiency in file storage operations.

6.4 Implementation and evaluation of the audit process

As discussed in subsection 5.3, and considering that the cloud is a multi-client
environment, the audit phase is a crucial step to verify the integrity of the data that
has been outsourced.
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Fig. 7. Comparison of computation time between single and batch audit tasks in the audit phase

The effectiveness of the audit process is graphically represented in Figure 7, where
both single and batch auditing methodologies have undergone testing. Notably, the
results reveal a discernible advantage in the computation time of batch audit tasks
when the parameter T (representing the number of tasks) exceeds 1, compared to
the computation time associated with single audit tasks. This compelling observa-
tion underscores the efficiency of batch auditing, where the TPA simultaneously
performs multiple audit tasks. The simultaneous execution of tasks in batch auditing
significantly reduces computational overhead and substantially decreases the over-
all auditing time. This underscores the practical utility of employing batch auditing
strategies to optimize the TPA’s resources and enhance the expediency of auditing
processes in a concurrent and parallelized manner.
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7  CONCLUSION

This paper introduces a system based on blockchain technology that ensures data
integrity and deduplication through a model called B-DID. After that, we compared
this model with the one integrating multi-agent systems (BMAS-DID), and we empha-
sized the significance of incorporating MAS in the deduplication process. By indicat-
ing that these two models also ensure data integrity auditing.

The implementation and results obtained demonstrate that our models are real-
istic and valuable for ensuring deduplication and data integrity in a complex and
dynamic environment like cloud computing.

The added value of our models over the others is that our proposals allow for
data deduplication, ensuring efficient storage, with data integrity auditing, which
validates the accuracy of the offshored data. The application of blockchain in our
solution is particularly suited to situations where historical data is crucial, such as in
the fields of justice, real estate, medical record storage, or tax collection.
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