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ABSTRACT

The emergence of blockchain has ushered in a significant transformation in information
systems research. Blockchain’s key pillars such as decentralization, immutability, and trans-
parency have paved the path for extensive exploration in various research domains. This par-
ticular study is focused on electronic voting, aiming to improve voting procedures by making
better use of the benefits offered by blockchain technology. Through a comprehensive review
of existing literature, we highlight the potential benefits of blockchain-based electronic vot-
ing systems such as transparency, security, and efficiency. However, several challenges, such
as scalability, personal data confidentiality, and ensuring robust identity verification, persist.
Addressing these issues is necessary to unlock the full potential of blockchain-based elec-
tronic voting systems, thereby fostering the development of trustworthy election systems in
the future.
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1  INTRODUCTION

As technology continues to revolutionize every facet of human existence,
electronic voting methods have become the subject of many extensive study and
debate in recent years. There have been several problems with the conventional
ways of voting and tallying results, including security breaches, a lack of transpar-
ency, and logistical inefficiencies [1]. A promising solution lies in the incorporation
of blockchain technology in electronic voting systems. The decentralized and trans-
parent nature of blockchain has the potential to significantly transform the voting
process, leading to more reliable voting systems.

In today’s technologically dependent world, reliable and efficient electronic voting
methods are more important than ever. Researchers, legislators, and technologists
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have paid close attention to blockchain-based electronic voting systems because
of their intrinsic qualities that overcome the drawbacks of conventional voting
methods. These features include cryptographic security, decentralization, immu-
tability, and transparency [2]. However, before blockchain-based electronic voting
systems can be widely used, they need to be thoroughly analyzed and evaluated to
determine their benefits, drawbacks, and real-world consequences.

The purpose of this article is to do a thorough investigation of blockchain-based
electronic voting systems and to compare and contrast them. Through a review of
related works, we want to add to the expanding body of information and under-
standing around this developing technology. This review provides researchers, poli-
cymakers, and practitioners with valuable insights into the current state of research
and the potential implications for real-world implementation of blockchain-based
electronic voting systems by systematically analyzing the strengths, limitations, and
challenges associated with such systems.

The motive of this review paper is to analyze the current research on blockchain-
based electronic voting systems and synthesize the results in order to spot patterns,
gaps, and potential directions for further study. To achieve this goal, we set out to
fill the void of a recent and thorough study by conducting a detailed comparison of
various approaches, methods, and results in the area. Our goal is to add to the con-
versation about the future of secure and transparent voting mechanisms by com-
piling and analyzing existing knowledge about the benefits and drawbacks of using
blockchain technology in electronic voting systems.

The remainder of the paper will start with an introduction to the topic under con-
sideration, followed by an exploration of blockchain technology. The third section
will elaborate on the literature review methodology, while the fourth part will delve
into the presentation of the findings, then the discussion in the fifth part. Finally,
the concluding section will provide an overarching summary and conclusion of
the paper.

2  BLOCKCHAIN BACKGROUND

A blockchain is a distributed ledger that is shared by all the nodes of a computer
network. It serves as a digital database for the storage of data [3].

The blockchain is constituted of blocks that are added to the chain in a linear
order at systematic intervals. However, the timestamp, transaction, and hash are
present in all blockchain implementations. The data in the blocks varies on the
blockchain network. The cryptographic hash of the preceding block is contained in
each new block. Since every piece of information in a hash is generated automati-
cally, it is impossible to alter any of its components. Each new block in this situation
strengthens the security of the entire blockchain and the verification of the previ-
ous block. The blockchain becomes more secure and dependable as there are more
blocks added to the chain as Figure 1 shows.
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The option of whether to use public, private, or consortium blockchain is critical
since ithasa directimpact on the governance and operation of a blockchain-based sys-
tem. Depending on the level of transparency and control sought, businesses can use a
public blockchain for open participation, a private blockchain for controlled access, or
a consortium blockchain for a hybrid of the two. This classification emphasizes block-
chain technology’s adaptability, allowing for bespoke solutions across a wide range of
industries. Table 1 effectively summarizes the fundamental distinctions between the
three types of blockchains: public, private, and consortium in terms of management,
consensus, participant access, immutability, transaction speed, and efficiency [4], [5].

Table 1. Blockchain types

Property Public Private Consortium
Management Decentralized management One organization Multiple organization
Consensus determination All miners Organization participating Selected miners
Participants Permissionless Permissioned Permissioned
Immutability Almost impossible to tamper Controlled and could be tampered Could be tampered
Transaction duration Long Short Short
Efficiency Low High High

iJIM | Vol. 17 No. 23 (2023)

1. Public Blockchain: A completely decentralized, power-free blockchain, public
blockchain has no central authority. The blockchain’s secondary components may
be updated by anyone, and anyone can take part in the approval or publication
of new blocks. Its content is available to all subscribers. Publishing new blocks on
the public blockchain necessitates doing several calculations to solve difficulties
or keeping one’s own coin for an extended period of time. Each transaction in
the block is accompanied by a transaction fee as a reward to the node for releas-
ing the new block. This might motivate nodes to take part in consensus. At the
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same time, it can effectively stop hackers from attacking the public blockchain
due to the higher cost of altering with transaction information.

. Private Blockchain: Every node in a private blockchain is a known member of an

organization, in contrast to public blockchain. A private blockchain is a database
set aside by one institution to regulate the sharing of information between various
divisions or people. Both cryptocurrencies and transaction fees are not necessary.

. Consortium Blockchain: Also called a federated blockchain, it incorporates

features of both private and public blockchains, making it similar to a hybrid
blockchain. The ways in which many people inside an organization use a decen-
tralized network together, however, are not uniform. The risks associated with
having a single party run the network on a private blockchain are eliminated
with a consortium blockchain, which mostly functions as a private blockchain
with restricted access to a certain group.

In a consortium blockchain, consensus procedures are managed by nodes that have

already been established. A validator node is responsible for initiating, receiving, and val-
idating transactions. Transactions can be sent to and received from any member node.

2.2 Pillars of blockchain technology

1. Decentralization: While we are aware of the weaknesses of a condensed system,

which is employed in a conventional financed transfer system, we can only com-
prehend the need for a decentralized system [6]. The client-server paradigm and
banks are two instances of centralized systems where the bank acts similar to the
primary authority and manages all aspects of transaction processing. In order to
overcome these restrictions, the concept of a separate system is put out, in which
information is used to store, record, and synchronize transactions at multiple
nodes. Every node in a separate system is able to carry out data-related trans-
actions. Administered networks, digital signatures, and encryption/decryption
methods based on the security field all helped to build blockchain technology.
Peer-to-peer networks, where each node might possess a duplicate of the whole
information in the chain of blocks, are used in decentralized systems.

. Transparency: Blockchain activities are typically not encrypted. The hash of the

preceding block is stored in the current block. Blockchain uses the encryption
method, which in the end secures the data. As a result, this feature authorizes
blockchain technology to preserve transparency and privacy across all peer con-
nection nodes in the network. A node’s identity is concealed by using complicated
cryptographic characters that are both unique and alphanumeric, and it is often
only represented by its public address.

. Immutability: Immutability is a core component of blockchain technology, guar-

anteeing that once data is uploaded to the chain, it remains permanent and
resistant to any adjustments. Cryptographic hash functions, which produce one-
of-a-kind strings of a certain length from the given input data, provide this crucial
functionality. As a consequence, the hash value would change drastically if the
original data was altered in any way, providing an obvious red flag to consumers
about possible data manipulation. In the context of electronic voting, immutabil-
ity guarantees that votes cannot be changed or erased after being recorded on
the blockchain. It is nearly difficult to alter the content of a vote without altering
the whole succeeding chain of blocks since each vote is securely tied to a unique
cryptographic hash. Voters are reassured that their ballots will not be tampered
with thanks to this feature, increasing faith in the voting process.
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3  RESEARCH METHODOLOGY

In this study, a systematic literature review (SLR) is conducted to determine
how blockchain technology can be used to cast ballots. Its goal is to locate pertinent
research articles so that it can utilize them to compare various blockchain-based
voting solutions.

3.1 Overview systematic literature review

A systematic literature review (SLR) is a technique for carrying out derivative
research that makes use of a prearranged approach to pinpoint, evaluate, as well as
interpret existing study pertinent to a given subject, issue, or phenomenon [7]. There
are three phases to the process: organizing the review, carrying it out, and reporting it.

Instituting research questions and determining a review process are two objec-
tives of the organization and review stage. In essence, that stage introduces the
study’s whole breadth. Generating a search plan, using it to gather as many per-
tinent main researches as you can, besides evaluating them, are the central tasks
involved in executing the review phase. A selection of pertinent articles that can be
analyzed and utilized to address the study questions is produced as a consequence
of this phase. The reporting part of the review phase, on the other hand, requires
writing up the results in a chosen presenting pattern. In this stage, a research paper
is the desired form for the final study report.

3.2 Research questions

This systematic literature review aims to shed light on the most significant
advancements in blockchain-based electronic voting solutions that are presently
shaping the electoral landscape in the rapidly evolving landscape of electronic
voting systems. Blockchain technology has emerged as a promising solution for
addressing security, transparency, and trust concerns in electronic voting systems.
Table 2 outlines the research questions that will guide our investigation and serve
as the foundation of this study. In the following pages, we will delve into these cen-
tral questions, using a comprehensive analysis of the existing literature to provide
valuable insights into the current state of blockchain-based electronic voting.

Table 2. Research questions

Questions

Which implementation of blockchain-
based electronic voting solutions are the
most well-known?

Description

This query attempts to highlight the most popular blockchain implementations
that serve as the framework for electronic voting systems. It enables a
comparison of several blockchains and their characteristics.

RQ2 Can the blockchain concept enhance This query seeks to demonstrate How well can blockchain be used to administer
systems for electronic voting? electronic voting?

RQ3 What models of blockchain This question aims to identify the different consensus used in blockchain.
consensus are used?

RQ4 Does the solution comply with any law or | This inquiry tries to ascertain if electronic voting systems are governed by any
standards? laws or regulations.

RQ5 What various cryptographic techniques Solutions for electronic voting make use of numerous cryptographic primitives

were employed in the studies?

and techniques. This inquiry seeks to identify them so that they can be included
in other answers.
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3.3 Primary study

Particular keywords were grouped to form a journal or search engine search tool
to emphasize the value of primary research. The keywords were chosen to make it
easier to find research findings that would help to address the research questions.
Additionally, the only operators employed to restrict thisresearch were “AND” and “OR”.

3.4 Inclusion and exclusion criteria

An exhaustive set of inclusion (IC) and exclusion (EC) criteria has been metic-
ulously defined to ensure the accuracy and relevance of our systematic literature
review. These criteria form the basis for filtering the database search results. Please
refer to Table 3 for inclusion criteria and Table 4 for exclusion criteria for a detailed
breakdown of the specific criteria that govern our selection procedure. These tables
provide a comprehensive and transparent list of the criteria we’ve established
to ensure that the articles chosen for review closely correlate with the research
objectives and questions posed in this study:.

Table 3. Inclusion criteria

Id Inclusion Criteria

Inclusion Criteria 1 | Studies published in the last five years (01.01.2018-10.12.2022).

Inclusion Criteria 2 | Studies that answer a research question or present a practical solution.

Inclusion Criteria 3 | Studies that cover blockchain-based electronic voting.

Inclusion Criteria 4 | The papers are published in peer-reviewed journals/conference journals.

Inclusion Criteria 5 | The papers should only be in English language.

Table 4. Exclusion criteria

Id Exclusion Criteria

Exclusion Criteria 1 | The papers that are not written in English language.
Exclusion Criteria 2 | Studies that appeared before (01.01.2018) and after (10.12.2022).

Exclusion Criteria 3 | Studies that are not relevant since they don’t address the study’s research questions.

Exclusion Criteria 4 | Duplicated research.

Exclusion Criteria 5 | The articles have not been published in peer-reviewed journals or conference
proceedings

3.5 Strategy search

Information was gathered from three databases—IEEE Digital Library, Scopus,
and web of Science were used as part of the search approach. The PICOC criteria
were utilized in the review methodology to frame the following research questions:

=

Population: We looked at articles describing electronic voting systems centered
on blockchain for big to small elections.

Intervention: Gather data on electronic voting systems based on blockchain
networks.

&
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3. Comparison: The studies that were gathered will not be compared.

4. Outcomes: Understanding the scalability of blockchain-based electronic voting
systems, their use in real-world settings, their benefits and drawbacks, and how
they make use of cryptographic solutions.

5. Context: Electronic voting, e-voting and blockchain.

In light of this, after many attempts, the following search term was eventually
produced for searching the selected databases: (“e-voting blockchain” OR “electronic
voting blockchain”).

3.6 Selection procedure

A total of 692 documents were found after running the search string through
the databases: 279 from Web of Science, 281 from Scopus, and 132 from the IEEE
Digital Library as presented in Figure 2. The four stages of filtering the collected
papers were as follows: First comes the starting search, where the principal body of
texts was assembled; second, duplicate removal, where duplicates must be omitted;
third, selection based on a title and abstract reading, in which the inclusion and
exclusion standards were applied to titles and abstracts; and then selection based on
a full reading, in which the inclusion and exclusion standards were applied to entire
papers. The procedure resulted in a total of 120 papers where 70 are conference
papers and 50 articles. we will depend on conference paper besides journal paper
for analysis since conference paper provides clear and detailed samples of voting
systems as well.

300

250

200

150 H database

100

Number of papers

50

Web of [EEE Scopus
science

Database

Fig. 2. Number of papers per database

3.7 Publication year

Figure 3 displays the distribution of selected articles and conference papers in
publications for analysis, organized by year of publication. It is apparent that the
term is merely five years even though no restrictions were placed (2018-2022).

Between 2018 and 2020, both the research paper and the conference paper have
rising slope curves. From 2020 to 2021, the slope of the article curve begins to take on
a linear shape, then drops from 2021 to 2022. While the slope of the curve decreases
from 2020 to 2021, whereas the slope of the conference paper curve increases from
2021 to 2022.
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Fig. 3. Researches selected for analysis per year

3.8 Conferences papers vs journals

According to the pie chart below Figure 4, conference papers make up 59% of
all publications while journal papers make up just 41%. The visual isolation of this
point from the chart emphasizes it very strongly.

| conference
paper
Articles

Fig. 4. Percentage of selected articles and conference papers

4  RESEARCH RESULT

4.1 RQ1: Which implementation of blockchain-based electronic
voting solutions are the most well-known?

In the beginning section of the study, we looked for existing studies on using
blockchain technology to set up a safe electronic voting system. A wide variety of
e-voting strategies are put forth in the context of blockchain-based e-voting. We
looked at a lot of research papers for this study, and we will only discuss about a
few of them.

A blockchain-based electronic voting system is suggested by [8]. This system
maintains transparency by providing the voter with transaction IDs. On the election
site, voters can use a blockchain explorer to authenticate themselves utilizing their
electronic identification. They can then pinpoint the corresponding transaction ID
using the transaction ID they were given to show their vote. The system is verifiable
since the voter can check to make sure that their vote was recorded and counted
appropriately.
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According to [9], the blockchain-based electronic voting system is secure from
duplication. Only eligible voters are allowed to cast ballots under their proposed
system, and each eligible voter is only permitted to obtain one voting token. Once
a vote has been cast using one of these tokens, the other nodes in the network will
reject any more votes from being sent to the blockchain.

The Blockchain-based e-voting Scheme (BES), developed by Yi [10], established
methods for utilizing blockchain technologies to upgrade the security of e-voting in
Peer-to-Peer (P2P) networks. Voting forgery can be avoided by using a distributed
ledger-based BES. On Linux platforms in the P2P network, the system testing was
planned and demonstrated. Attacks using countermeasures pose a seriousissue for this
method. This method requires reliable outside parties and is not well suited to being
used centrally in a system context with various agents. A distributed (decentralized)
strategy, i.e., the use of safe multipart computers, can be used to solve this. However,
in the latter scenario, computing expenses are higher and may become restrictive if
the computation function is compound and there are a very large number of parties.

Anti-Quantum EV Protocol in Blockchain with Audit Function has been proposed
by Gao and Zheng [11]. Voter registration, verification, voting, counting, agreement,
auditing, and announcement of the election results are the first steps in the process.
To fend off quantum attacks, they modified the code-based Niederreiter method.
Even if they use Ring Signature to preserve the anonymity of voters, managing and
organizing various signatory organizations can be difficult. The benefits of efficiency
and security are excellent for a small-scale election, but when there are more voters,
argues, better security is attained by sacrificing some efficiency. Gao claims that pri-
vacy, anonymity, audit, and fairness were the main focuses of this blockchain-based
electronic voting system.

The BSJC Proof of Completeness is an authentic electronic voting system that
Shahzad and Crowcroft presented [12]. The SHA-256 hashing technique is used
in this scheme to create and seal the blocks utilizing a configurable PoW (proof of
work) blockchain algorithm which is a consensus method to validate and record
new transactions on the blockchain. More security is needed for electronic voting,
such as verifiability, scalability, security, and quantum assaults, which were disre-
garded by the author. Another problem with involving a third party is the high like-
lihood of information tampering, leakage, and biased outcomes that might affect
end-to-end verification. The PoW is a vast, mathematically challenging undertaking
that demands a huge amount of energy to complete.

The creation and sealing of the block can cause a significant polling delay due
to the PoW’s high energy consumption. The basic result is that for common data
sizes, SHA-256 takes 50% longer to compute than SHA-512. It was primarily centered
on anonymity, audit, and the legitimacy of the procedure and attempted to address
anonymity, privacy, and security issues in the election on a small scale. An exam-
ination of their plan, however, leads us to the conclusion that, if the electorate is
small, the security and efficiency benefits are substantial for the election on a small
scale. Greater security is achieved when the number is large by lowering some of
the efficiency.

Through a variety of scenarios including voting population, block size, block pro-
duction rate, and block transaction speed, Khan, Arshad [13] rigorously experimented
with permissioned and permissionless blockchain designs. In relation to their plan, the
election procedure requires the creation of voter and candidate addresses. Votes from
voters are afterwards sent to candidates at these addresses. Until a miner updates the
central ledger, the vote status is not established. At the polling place, the vote is after-
wards cast using the voting machine. This model does have some drawbacks, such
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as the absence of a regulating body to prevent ineligible voters from voting. They did
not worry about the integrity of the voter, their model is inaccurate, and it is inse-
cure from quantum attach. Only in small and medium-sized voting situations is their
technique effective. They have employed the multichain substructure and a private
Bitcoin-based blockchain, that are inappropriate for use in a national election process.

Additionally, Table 5 below displays other research that employ various block-
chain frameworks to create the e-voting system.

Table 5. Some of blockchain framework used in e-voting

Framework Year Release Power Consumption Scalability Papers
Bitcoin 2008 Very high Very low [10],(11],(14],[15],
(16],[171,18]
Ethereum 2015 High Low (8],[191,[20],[21],[22],[23],
(24],[25],[26],[27],
(28],[291,[30],[31]
Hyperledger Fabric | 2015 Very low Good [22],[32],[33],[34],
[351,[361,[371,(38]

4.2 RQ2: Can the blockchain concept enhance systems for electronic voting?

The blockchain protocol is a distributed, transparent method of logging and veri-
fying records. Votes are typically logged, handled, counted, and verified by a central
authority. By enabling voters to keep a copy of the voting record, electronic voting
based on blockchain would give them the power to do these responsibilities inde-
pendently [39]. Because other voters would notice that the record is different from
theirs, the historic record could not thereafter be altered. Because other voters could
check to see if the votes were legal and in accordance with the rules, unauthorized
votes could not be added (possibly because they have previously been counted or
because they are not linked to a legitimate voter register) [27]. Blockchain-based elec-
tronic voting would displace authority and trust from centralized actors, including
electoral officials, and promote the growth of a tech-enabled community consensus.
Making a brand-new, custom system that is made to reflect the unique characteris-
tics of the election and electorate is one method of establishing blockchain-based sys-
tems for electronic voting. Moreover, taking the idea a step further, e-voting systems
might be linked with smart contracts to execute predetermined actions automati-
cally [40]. For example, under this case, election results may automatically conduct
manifesto commitments, financial decisions, or other organizational decisions.

4.3 RQ3: What models of blockchain consensus are used?

In order to add a block of arrangements to the peer-to-peer distributed ledger,
the nodes initiate a consensus method. The consensus mechanism on the blockchain
ensures the legitimacy and authenticity of all transactions, in addition to ensuring
that every node in the network has a copy of the ledger. There are a wide variety of
consensus algorithms available.

To achieve consensus, blockchain networks typically use either a Proof-of-Work
(PoW) or Proof-of-Stake (PoS) architecture. POW [41] is a method that permits impar-
tial and reliable validation of the transactions. The fee is entirely discretionary
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and can be traded between the transaction’s parties so that it can be forwarded to
users for verification. It could be necessary in some other contexts, such as bitcoin.
In exchange for verifying a block of transactions and receiving a transaction fee,
the network rewards participants with bitcoin. Initiated by a user, this procedure is
called as “mining,” and it effectively represents a transaction that resolves an issue.
The results of this method are straightforward to verify but extremely difficult to
replicate. One disadvantage of POW is that it is expensive and takes a long time
to implement. The wasteful consumption of electricity is another problem.

While the Proof of Stake (PoS) chains produce and confirm new blocks through
staking, PoS [42] is a system that employs mining to confirm new blocks. Instead
of highly computation-intensive competition for the next block, PoS validators are
picked depending on the amount of coins they choose to stake. This network uses
pre-created currency, and therefore, unlike PoW, there is no need for a mining oper-
ation to produce them. As a result, energy costs are reduced because no intricate
problem-solving transaction is required, and PoW processing times are greatly
accelerated. There are many other widely used consensus methods that rely on dif-
ferent ideas like the Delegated Proof of Stake (DPOS) and the Practical Byzantine
Fault Tolerance (PBFT). A DPOS [43] is a voting-based algorithm in which a select
group of delegates casts the majority of the stakeholder votes. In return, these del-
egates’ duty is to protect the network. When producing and certifying new blocks,
the delegates—also known as witnesses—are in charge of coming to an agreement.
Every user’s total quantity of coins must equal their total number of votes.

Furthermore, the Practical Byzantine Fault Tolerance [44] is a technique uti-
lized in permissioned blockchains, where network members are familiar with one
another. The leader and backup nodes of the PBFT are different types of nodes. Even
if malicious users disregard the rules, this method can guarantee that agreements
between nodes may be reached. The systems using the PBFT method can operate
up to (N-1/3) malfunctioning nodes, where N is the total figure of nodes, to stop
unscrupulous users from making poor decisions.

In conclusion, blockchain’s consensus process ensures that all participating nodes
reach a unanimous decision and that only legitimate blocks are added to the distrib-
uted ledger. Different consensus methods are used in this procedure, and they all
have their own quirks and applications. The most popular consensus algorithms in
blockchain are shown in the following Table 6.

Table 6. Types of blockchain consensus

Property Proof of Work PBFT Proof of Stake DPOS
Management Open Permissioned Open Open
Energy efficiency No Yes Partial Partial
Adversary tolerance | 51% 33% 51% 51%
Scalability Good Bad Good Good
Application Type Public blockchain | Permissioned Public blockchain | Public blockchain
Blockchain

4.4 RQ4: Does the solution comply with any law or standards?

The standard includes a list of standards and requirements for testing voting sys-
tems, such as fundamental operation, accessibility, and security capabilities. None of
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the standards, laws, or regulations that apply to what was stated in the publications
were mentioned.

On the basis of general knowledge or other publications, there are various pre-
requisites for electronic voting systems that are mentioned.

These prerequisites consist of the features we have in the following Table 7.

Table 7. Features e-voting blockchain

Features Description

Voter confidentiality | Only voters must be aware of their ballot choices.

Eligibility Only persons who are lawful, authenticated, and authorized may vote.

Fairness Entails that the results of an election are impossible to be influenced whatsoever.

Accuracy Necessitates that every vote be accurately counted in the final total and that the
voting process be impenetrable.

Receipt freeness The absence of receipts that may be used to connect voters to their ballots.

Integrity Votes must not be changed after they have been cast.

Coercion Needs that it be impossible to initiate that a vote was cast under coercion.

Verifiahility Necessitates that the election procedure be open and auditable.

4.5 RQ5: What various cryptographic techniques were employed
in the studies?

This inquiry sought to discover the cryptographic techniques that are currently
being used more frequently in research on electronic voting. The results that link
individual academic publications to cryptographic solutions are displayed in Table 8.

Table 8. Cryptographic techniques used in voting

Cryptography Solution Papers

Homomorphic Encryption (201,[371,1451,[461,[471,[48],[49],[501,[511,[52]
Blind Signature and ring Signature [91,[20],[261,[36],[371,[511,[53]

Secure Hashing Algorithm (SHA) [10],[12]

Zero-knowledge proof [15],[28],[461,[471,1491,[50],[54]

1. Homomorphic Encryption: Is a type of cryptographic solution that enables cal-
culations to happen on ciphertext with the same outcome as if the calculations
had been made on plaintext [37]. Symmetric-key encryption is the name given to
this sort of encryption. ElGamal and Paillier cryptosystems were the two homo-
morphic encryption techniques that were most frequently utilized in the cho-
sen papers [45],[46]. To ensure privacy and fairness, votes are encrypted using
homomorphic encryption.

2. Digital blind and ring signatures: Are public-key cryptographic techniques used
for authentication and permission. The privacy and anonymity of the signer are
greatly enhanced by digital, blind, and ring signatures. Without disclosing the
owner of the ballot, voting systems use blind signatures to persuade the tally-
ing center that the ballot shape a legitimate voter [9]. The person approving the
ballot is unaware of the voter’s choices at the same time. The two, voters and
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the tallying center should believe the signer in a blind signing. The signature
scheme could stop working if the signer is compromised. Linkable ring signa-
ture, as opposed to blind signing, is suggested to prevent unauthorized signers.
It is a cryptographic procedure that enables someone to secretly electronically
sign their vote. Other users selected by the signer—the person who created the
signature—are involved in this system, though they are not always made aware
of how they contributed to the formation of the electronic signature. To make his
signature distinct from other voters’ signatures, the voter must add their public
keys when signing the ballot [37]. The authority can quickly determine whether
a voter has already cast a ballot by matching the linkability tag. However, for
these methods to be trustworthy, anonymous channels and reputable signing
Institutions are needed.

3. Secure hashing algorithm (SHA): SHA, a more recent iteration of MD5, is used to
hash data and verify certificates. By utilizing binary operations, modular addi-
tions, and compression functions, a hashing algorithm reduces the input infor-
mation into a smaller shape that is impossible to comprehend. It is not possible to
“decrypt” a hash for getting back the utility of the plaintext that it was encrypted
from; as a result, the principal function of the hash in the blockchain is to keep
the blocks reliable and unchangeable. Also, this is achieved by the outcome of
blocks in which every block includes the hash of the latter block. Consequently,
the odds of an attacker altering the contents of a block are zero since doing so
would require altering all subsequent blocks in the chain rather than just one.
More than that, the hash is also used to obtain the Merkle root, which is obtained
by hashing every transaction in a block. This makes a digital fingerprint of every
operation, enabling the user to examine if the block contains a transaction that
ensures the integrity of the data [10],[12].

4. Zero-knowledge-proof: Is a cryptographic method that allows one party to reveal
to another party that a given assertion is true without disclosing any other
information. In a voting system, the voter should persuade the authority that
his ballot is authentic by demonstrating that it merely contains one genuine
candidate without disclosing his vote [28],[47].

5  DISCUSSION

Whether to use a public or permissioned blockchain is a crucial question for
blockchain-based electronic voting systems. While public blockchains have the
advantages of openness and decentralization, they may have difficulty scaling to
handle high transaction volumes. Permissioned blockchains, on the other hand, pro-
vide for more oversight and privacy at the expense of some decentralization. To
reduce the possibility of voter impersonation, permissioned blockchains may use
more stringent identity management and authentication techniques.

Electronic voting systems rely heavily on consensus procedures to guarantee
their reliability and safety. The throughput, energy efficiency, and attack resistance
of a network may all be affected in different ways by the consensus method used.
The costs and benefits of various consensus methods have been uncovered via
comparative research. Examples include Proof of Work (PoW), which provides high
security but uses a lot of energy, and Practical Byzantine Fault Tolerance (PBFT),
which has greater throughput but needs a set of trustworthy nodes to be established
ahead of time.
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It is still difficult to provide voter anonymity in electronic voting systems without
compromising on overall verifiability. Although blockchain technology increases
openness, finding a happy medium between privacy and openness is difficult.
To overcome this obstacle and safeguard voter anonymity without compromising
the honesty of the vote, novel cryptographic approaches like zero-knowledge proofs
or homomorphic encryption may be investigated.

Blockchain-based electronic voting systems need careful attention to identity
management and verification. Voter impersonation may be avoided and the integ-
rity of the electoral process can be protected by the use of a number of different
methods of authentication, including digital signatures, biometrics, and multi-factor
authentication.

Blockchain-based electronic voting systems also confront the problem of
scalability. With more people casting ballots and doing business, the system must
be able to process massive amounts of data quickly and reliably. Some solutions to
the scalability problem have been offered, such as the use of sharding to divide the
blockchain into smaller, more manageable pieces.

The widespread use of electronic voting systems relies heavily on their ease
of use and accessibility. The adoption and use of blockchain-based electronic vot-
ing systems may be boosted by making the interface and voting process easier to
understand and use. Prioritizing accessible design and user-friendliness in the
development of such systems is essential.

While this body of work gives useful information, further study is required to
fill in the remaining gaps and problems. To evaluate the viability, performance, and
acceptability of blockchain-based e-voting systems in real-world voting situations,
their installation and assessment are crucial. The safety and efficacy of these tech-
nologies can only be determined by real-world testing, hence pilot studies and field
trials are necessary.

In conclusion, blockchain technology shows great promise for addressing concerns
about credibility, safety, and accountability in online voting. The relative benefits of
public and permissioned blockchains, consensus methods, privacy and identity pro-
tection, identity management, scalability solutions, usability, and practical application
are all important questions that need more research. These issues, if resolved, could
improve the credibility and openness of blockchain-based electronic voting systems.

6  CONCLUSION

This article has compared and contrasted many distinct blockchain-based
e-voting systems to highlight their respective advantages and disadvantages. This
research demonstrates the potential benefits of blockchain technology for increas-
ing the trustworthiness, safety, and efficacy of electronic voting. The gaps and the
need for more research in this area, however, must not be overlooked.

The difficulty of scaling is a major obstacle for us. Despite its inherent security and
tamper-resistant qualities, blockchain technology has struggled to date to manage
the number of transactions required for large-scale elections. Managing a big num-
ber of voters in a short amount of time requires further study to develop efficient,
secure, and trustworthy solutions.

Another difficulty with blockchain-based electronic voting systems is the ques-
tion of how to ensure the privacy of voters’ personal information. Finding a happy
medium between protecting voters’ right to remain anonymous and making sure
elections may be observed by anybody can still be challenging. Future research
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should explore innovative methods of overcoming privacy issues to ensure that the
voting results can be independently confirmed and audited.

Furthermore, it is crucial to provide reliable methods for verifying voter’s iden-
tities. Maintaining trust in the electoral process necessitates robust identity ver-
ification while preserving individual’s privacy. The identity verification process
might be strengthened by the investigation of new cryptographic methods and safe
identification protocols.

In conclusion, blockchain-based electronic voting systems hold significant prom-
ise, but there are persistent challenges that must be addressed to rectify current
shortcoming. Important issues that need to be tackled include scalability, privacy,
and identity verification techniques. Researchers can help in creating more secure,
transparent, and trustworthy elections in the future by tackling these issues and
paving the road for the actual deployment of blockchain-based e-voting systems.
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