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ABSTRACT

The idea behind the Internet of Things (IoT) is to connect everything, including laptops,
smartphones, sensors, and other devices, to the Internet. To build an autonomous environ-
ment without human intervention. This novel network was used in several industries, includ-
ing smart homes, smart cities, healthcare, etc. For this reason, IoT networks are growing in
infrastructure. As a result, the administration of this vast array of linked devices and pro-
duced data becomes more complicated. Thus, a new elastic mechanism is required for this
dynamic and rapid evolution in configuration, control, management, etc. Network Function
Virtualization (NFV) and Software Defined Networking (SDN) have become essential points
in scientific research to overcome IoT challenges such as security, heterogeneity, energy effi-
ciency, interoperability, and more. These two approaches have proven their efficiency in
adapting to dynamic and evolving networks. SDN reduces network latency by up to 30% and
increases device scalability by 40%. At the same time, NFV optimizes resource allocation,
achieving up to a 35% reduction in energy consumption and a 20% decrease in operational
costs through virtualized infrastructure. In this review, we systematically analyze solutions
designed for IoT systems by developing a state-of-the-art for NFV and SDN and thoroughly
researching the various problems that IoT will face. Thus, we compare SDN- and NFV-based
IoT solutions to overcome these challenges. Lastly, we will discuss the different obstacles
that can lower the performance of SDN/NFV applications on the IoT. The contribution of this
review lies in its systematic evaluation and comparison of current NFV and SDN approaches,
providing valuable insights and paving the way for future research to enhance the integra-
tion and management of IoT systems.
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1  INTRODUCTION

In the world, the global adoption of the Internet of Things (IoT) is expanding
quickly every day. It enables billions of devices to connect. As a result, it is being uti-
lized in many fields, such as industry, healthcare, agriculture, transport, and many
others [1], [2], [3], [70]. Consequently, the most important objective of the IoT is to
make life easier and facilitate processes in different fields. However, the vast amount
of heterogeneous data generated by this evolution requires processing, storage,
and computation. For this reason, managing this infrastructure is becoming more
complicated. This calls for a new flexible mechanism adapted to the ever-changing
nature of this smart network.

The proliferation of IoT applications requires the development of this network to
find solutions to challenges such as confidentiality, reliability, interoperability, het-
erogeneity, energy efficiency, scalability, and so on [67], [69]. Unfortunately, these
challenges can degrade the performance of the IoT in many areas.

However, traditional networking approaches often fail to meet these demands
due to inherent limitations. Traditional networks lack the flexibility and program-
mability required to handle the dynamic and heterogeneous nature of IoT envi-
ronments, leading to scalability, security, and interoperability constraints. Unlike
traditional networks, Software Defined Networking (SDN’s) programmability pro-
vides greater flexibility and adaptability to changing network demands, which is
essential in IoT environments that need rapid responses to data flow adjustments.
By decoupling the control and data planes, SDN centralizes control and allows
dynamic adjustments to the network configuration, which is difficult to achieve in
conventional networks.

Therefore, the problem is how to effectively oversee the quickly expanding IoT
infrastructure while overcoming complex challenges such as confidentiality, reli-
ability, and interoperability and ensuring optimal performance through SDN and
network function virtualization (NFV) solutions.

However, here is the relevant role of SDN and NFV. Many researchers have stud-
ied these two concepts because of their importance.

Software-Defined Networking introduces the concepts of data plane and control
plane separation to create a centralized network within a single entity. What’s more,
the network becomes easily programmable and manageable. In this way, it offers
vendor independence, which is highly appreciated in the context of heterogeneous
devices. What’s more, virtualizing network functions aims to minimize costs by using
virtual hardware in preference to physical hardware while retaining the network’s
elasticity, robustness, and flexibility. Unlike limited traditional networks, virtualiza-
tion and programmability can bring flexibility and manageability to IoT by dissoci-
ating the hardware plane from the software plane, transforming decision-making
and packet transfer to the control plane. Furthermore, this abstraction can be effec-
tive in addressing IoT challenges. As a result, network upgrades will be easy. On the
one hand, SDN centralizes control functions via an SDN controller using OpenFlow
as the essential protocol for data plane and control plane connections. On the other
hand, NFV is known as an abstraction mechanism aimed at replacing hardware
with virtual services to make the system robust, agile, and cost-effective [4].

The complementary properties of SDN and NFV, when combined, result in more
powerful performance. NFV can improve SDN through the virtualization of the
SDN controller in the cloud. In addition, SDN’s programmable features enable it
to implement the traffic selection decisions made by NFV [4]. An excellent job has
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been done to combine the capabilities provided by SDN and NFV. To deal with IoT-
related concerns. Therefore, it is necessary to thoroughly analyze various existing
works to get a better understanding and propose a preliminary study for future
researchers.

For this reason, the current literature based on SDN and NFV will be examined
in depth in this survey to overcome the intensity of IoT challenges. Unlike previ-
ous surveys, our work uniquely emphasizes the synergistic potential of combining
SDN and NFV in addressing these challenges, offering a comprehensive analysis that
has not been extensively covered in prior studies. This is how the remainder of the
document is structured. Section 2 provides general information and a state of the
art of SDN and NFV. Section 3 highlights the most critical IoT challenges that will
benefit from SDN and NFV features. Section 4 discusses related work and existing
solutions provided by SDN. Section 5 presents the existing solutions offered by NFV.
Section 6 details the different solutions provided by the combination and fusion
of SDN and NFV to benefit from the complementary services provided by the two
approaches. Section 7 ranks the most important challenges of SDN/NFV-based IoT.
Finally, Section 8 concludes the paper and describes our next steps. In this section,
we present a prioritized roadmap for future research, offering unique insights into
unresolved challenges.

2  STATE OF ART OF SDN AND NFV

Software Defined Networking and NFV prove currently their efficiency in under-
estimating the extent of IoT challenges, especially in the security part. Let us make
an in-depth study of these two mechanisms.

2.1 Software defined networking

The concept of SDN is well-known and relies on dividing the network’s control
from the data to allow for greater flexibility and programmability. SDN achieves
enhanced flexibility and scalability by decoupling the control plane from the data
plane, allowing dynamic and centralized management over network resources. SDN
operates in this way by utilizing a centralized SDN controller that has a global per-
spective over the entire network. This centralized controller not only enables effi-
cient resource allocation but also supports real-time adjustments to meet diverse
network demands. As a result, it can manage the control and data components
independently.

The data, control, and application planes are the three parts of the SDN architec-
ture (see Figure 1). In this layered structure, each plane performs specific functions
while interacting seamlessly through standardized APIs, ensuring a modular and
interoperable framework. The data plane, which is linked to the control plane via
the southbound APIs, oversees data flow. In particular, southbound APIs such as
OpenFlow facilitate communication between SDN controllers and network devices,
enabling programmable control over data flow. The network’s brain is shown by
the SDN controller. Similarly, the northbound APIs connect the SDN controller to
the application plane [5], [6], [7]. Northbound APIs, on the other hand, allow appli-
cations and services to interact with the control plane, supporting advanced func-
tionalities such as security, monitoring, and traffic management essential in IoT
environments.
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Fig. 1. SDN architecture

By examining these articles [20], [28], [30], we can identify numerous advantages
of SDN. The most significant benefits include:

¢ Dynamic management: the split of the control functionalities towards
the data part

e Centralized management: the use of an SDN controller

e Automated configuration: easy configuration of the network by the
administrators

2.2 Comparison between SDN and traditional networks

The comparison table underscores the significant advantages of SDN over tra-
ditional networks. According to these studies [64], [65], [66], SDN offers superior
scalability and enhanced security through centralized control and monitoring, along
with other benefits detailed in Table 1.

Table 1. Contrast between SDN and traditional networks

Properties SDN Traditional Networks Use Cases

Programmability v x Smart grid networks: adaptive energy distribution
and load balancing.

Easy configuration | v/ x Telecom networks: Dynamic network slicing for 5G.

Complex control x v Network traffic management in a data center.

Manageability v x Campus network: centralized management for
multiple departments.

Centralization v x Data centers: centralized traffic routing and
resource allocation.

Cost-effective v x Cloud networks: cost saving through efficient
resource management.

Automation v x Automated warehousing: streamlined inventory

configuration tracking and control.

2.3 Network function virtualization

However, by substituting virtual resources for actual ones, NFV offers a signif-
icant way to lower the cost of physical resources. The common NFV architecture
[6], as specified by the European Telecommunications Standards Institute (ETSI), is
divided into three sections (see Figure 2): These components are:
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e Interface for network function virtualization (NFVI): comprises a virtual-
ization layer, a hardware interface, and an interface

e Network function virtualization (VNF): is a group of virtualized net-
work functions

e Network function virtualization management and orchestration (NFV
MANO): is in charge of the administration of the lifecycle of hardware and soft-
ware services and manages the NFVI resources; capabilities, as well as other fea-
tures that allow seamless integration among enterprise applications

0oss/BsS

Virtual Network Functions (VNF)

VNF1 VNF2 VNF3

NFVI Infrastructure

Virtualized Layer NFV MANO
Virtual Virtual Virtual
compute storage network
Hardware layer
Compute Storage Network |

Fig. 2. NFV architecture

By studying these works [23], [11], [2], we can obtain numerous advantages
of NFV. The most significant benefits are outlined below:

o Easy network upgrade: Network functions are deployed as software applica-
tions. For telecom providers, NFV enables them to deploy new services and updates
rapidly, such as 5G upgrades, without needing to replace physical hardware.

e Reduction in the cost of equipment: The use of multiple functions in one phys-
ical server, such as in data centers allows for consolidation of hardware.

¢ Reduction in the cost of maintenance: It reduces the need for physical, main-
tenance. In cloud service providers, NFV minimizes on-site maintenance needs.

e Reduction in the space of physical equipment: Running of numerous func-
tions in one single physical such as in smart city infrastructure when NFV enables
the deployment of virtualized network functions in smaller, space-constrained
environments.

3  THE MOST CRITICAL IoT CHALLENGES

The evolution of IoT applications in numerous fields poses different issues such
as scalability, security, reliability, authenticity, interoperability, massive data, energy
efficiency, and much more. That can degrade the potential of its performance in
several fields. Specific IoT applications facing these challenges include smart cities,
healthcare 10T, and industrial 10T, each of which encounters unique issues tied to
scalability, data privacy, and energy consumption. We will analyze the existing
works that study IoT challenges in more detail (refer to Table 2).

To provide practical relevance, Table 2 includes specific case studies for each
challenge area. For example, in healthcare 10T, scalability issues arise with the rapid
expansion of connected devices in hospitals, where traditional networks struggle
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to support the high device density needed for patient monitoring and data shar-
ing. Similarly, in smart city infrastructure, security challenges are critical due to the
potential for cyber-attacks on traffic systems and surveillance networks.

Table 2. IoT challenges

Research Contribution

Application

IoT Challenges Addressed

[91 This survey has presented a new General Security: The research focuses on detecting malware, contributing
classification of program analysis to the security of IoT systems by enhancing their ability to detect
(PA) that detects various malware malicious behavior in applications.
applications. Privacy: Ensures data privacy by detecting privacy-
invasive malware.
Interoperability: The system can adapt to various IoT platforms.

[10] This work has proposed a survey of General Security: Focused on forensic methods to address security breaches
vulnerabilities inside [0T environments in IoT systems, ensuring a better understanding of vulnerabilities.
from the perspective of forensics. Interoperability: Forensic tools applicable across various platforms

and systems.

[11] This work provides a comprehensive General Security: Highlights IoT-specific security threats and their solutions.
survey of IoT issues such as security, and Privacy: Explores privacy concerns in data collection and transfer.
privacy, etc. Interoperability: Examines challenges in integrating

heterogeneous devices.
Massive Data: Discusses handling large data volumes in [0T
environments.

[12] This article has introduced a new IoT [oT system Security: New model secures data at different levels.
layered model with the Identification Privacy: Layered structure ensures privacy at each stage of data
of privacy and security components processing.
and levels. The proposed model is Interoperability: Designed for integration across different
implemented and evaluated. [oT environments.

Massive Data: Manages large-scale data flows efficiently.
Energy Efficiency: Reduces energy consumption by optimizing the
use of each layer.

[13] The paper has concluded 10T’s current Industrial IoT | Interoperability: Focuses on industrial IoT where device diversity
challenges and solutions related to the poses interoperability challenges.
industrial field. Massive Data: Discusses industrial data flow and management.

[14] This survey described an overview of General Security: Focuses on the CIA triad as a key concern in IoT systems,
[oT technologies and applications, and aiming to ensure secure communications and data transfer.
thus it presented the most important
confidentiality, integrity, and availability
(CIA) as examples of security concerns.

[15] This work presents a comprehensive General Security: Identifies upcoming security challenges in IoT systems,
study of critical security issues that IoT providing a roadmap for future security protocols and systems.
will encounter.

[16] This paper has mentioned the major General Security: Uses blockchain to secure [oT data and processes.
issues facing IoT systems. Thus, it has Privacy: Blockchain improves user data privacy.
discussed the merging of blockchain
with IoT to solve them by proposing an
architecture design.

[3] This article has emphasized the idea of General Security: Highlights security challenges arising from [0T’s
the Internet of Things, its development, communication protocols.
and various communication technologies. Privacy: Addresses privacy issues in IoT communication.
In addition, it has discussed the possible Interoperability: Discusses challenges in integrating communication
open issues and challenges of IoT technologies across various devices.
Massive Data: Focuses on the impact of IoT on big data management.
(Continued)
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Table 2. IoT challenges (Continued)

Research Contribution Application IoT Challenges Addressed
[17] This work has talked about different Agriculture | Energy Efficiency: Focused on optimizing power consumption in IoT
IoT applications, and it analyzed the [oT devices, particularly in agriculture.
overall system’s power consumption
by the implementation of an IoT gadget
with an Arduino platform and a LoRa
radio module.
[18] This article has reviewed the major IoT based Security: Addresses vulnerabilities in smart grids, focusing on secure
challenges especially the security issues | Smart grid energy management systems
in the context of smart grid networks networks
based on IoT.
[19] This review has discussed IoT technology | General Security: The focus on CIA highlights the fundamental security
and its applications like agriculture, requirements for IoT systems.
smart cities, and so forth. Thus, it Massive Data: The study acknowledges the issue of managing large
has made a comparison between data volumes generated by IoT devices, especially in sectors like smart
ToT and M2M. cities where data traffic is massive.
Energy Efficiency: The research briefly mentions how continuous
security protocols may impact energy consumption, suggesting
potential relevance for optimizing energy usage in IoT applications.

4  SOLUTIONS PROVIDED BY SDN BASED ON IoT

Software Defined Networking provides an important model for researchers
looking for solutions to IoT challenges [68]. In the literature, several works have
been done on the utilization of SDN in IoT domains to overcome its multiple
issues (refer to Table 3). The main area of these studies is generally security solu-
tions [20], [21], [22], [23], [24], [25], [26], [27]. The studies in [28] and [29] were
according to the issues of heterogeneous information and the interoperability of

IoT tools.

The work presented in [30] examines the complexity of real-time configuration
and management in IoT environments. In addition, in [31], the work focuses on
management, mobility, and the effectiveness of energy issues. Conversely, the study
[32] discussed the scalability released by the Internet of Things.

IoT Challenges

Table 3. Research of SDN-based IoT

Proposed Solutions

Limitations/Future Works

[20] | Security This work has proposed a taxonomy of SDN-based solution — No evaluation or implementation.
attacks; thus, it has presented a quantitative evaluation of — Limited to security challenges.
review works.

[21] | Security This work proposed a FUPE a security-aware job scheduler — Few types of attacks addressed
used in IoT fog networks. That applies to SDN to counteract — Future research is developing this approach
TCP SYN flood attacks, consider IoT fog networks. to tackle other types of attacks.
The assessment of the suggested method illustrates the
effectiveness of denial of TCP SYN attacks.

[22] | Security (ARP This paper has proposed a secure SDN-based IoT architecture | — Limited to ARP spoofing attacks.

spoofing attacks) to overcome the extent of ARP spoofing attacks by using a
near machine to the SDN controller to manage ARP traffic
to examine address spoofing attacks.

JIM [ Vol. 19 No. 3 (2025)
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IoT Challenges

Table 3. Research of SDN-based IoT (Continued)

Proposed Solutions

Limitations/Future Works

[23] | Security flows This paper presented an ontological security architecture — No Evaluation or experimentation is
related to IoT environments and thus proposed a protocol programmed as a future work.
to authenticate 0T systems.
[28] | Interoperability This article implemented a new IoT architecture using the — The work doesn’t take into the QoS of
Heterogeneity SDN and MQTT protocols in tandem to address the problem MQQT in a wireless network with a
of heterogeneity and interoperability. mobile node.
[24] | Security (DDoS attack) | This article tested and analyzed the SECOND (SDN data — Limited to DDOS attacks
plane and control security) algorithm to protect SDN-based — Future work includes defining a threshold
[oT networks. for various applications and using actual
IoT devices to validate the output.
[30] | Configuration This work has introduced SDN-based self-configuration — The work is passed on fixed packet
Management parameters to improve the configuration and the sizes and doesn’t handle the changing
In real-time management in real-time in IoT environments. packet sizes.
[25] | Security This work is a thorough examination of the application of — No evaluation or implementation
SDN strategies in IoT security environments, and thus it — Future work is [oT Security solutions
has presented a comprehensive study of Software Defined considering SDN and machine learning
Security (SDCec) as a solution for IoT security challenges. approaches.
[26] | Security To enforce security in [0T systems, this work has developed | — Few types of attacks addressed
an automated, intelligent solution to intrusion detection and | — The suggested model will be expanded
mitigation for SDN. upon in future studies to include other
The evaluation of the proposed security mechanism has assault kinds.
demonstrated good results in attaining precise and timely
attack detection and mitigation in SDN-managed Internet
of Things networks.
[32] | Scalability This work has proposed a Software Defined IoT — The implementation is not achieved and
Dynamic adaptability | Reprogramming framework called (SD-IoTR) that emphasizes doesn’t complete all features presented in
OTA programming for Internet of Things systems to address the proposed framework.
dynamic adaptability and scalability.
[27] | Security This article has implemented and evaluated a model based — Limited to the man-in-the-middle attacks.
on the use of SDN in Internet of Things systems to counteract
man-in-the-middle attacks.
[29] | Heterogeneous data | This work proposes that PrioDex is a cross-layer middleware | — The prototype doesn’t include the
solution that uses SDN techniques to impose configuration in management of dynamic conditions like
the Internet of Things settings. varying network bandwidth/error rates. etc.
The evaluation of the model has proved the ability of this — Future work is the development of this
approach to improve network performance. work to include the management of
dynamic conditions.
[31] | Management Mobility | This article has presented the idea of the “Software Defines — No evaluation or implementation.
Energy efficiency Internet of Things concept to address [oT challenges”.
5 SOLUTIONS PROVIDED BY NFV BASED ON IoT
Network Function Virtualization is a promising mechanism that provides numer-
ous advantages for IoT networks, such as flexibility, manageability, and much more.
In the literature, numerous works have studied the potential of NFV in handling IoT
challenges (refer to Table 4). In this section, most articles focused on the significance
of NFV in the security part of smart networks. [34], [36], [37], [40].
216 International Journal of Interactive Mobile Technologies (iJIM) JJIM | Vol. 19 No. 3 (2025)
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IoT Challenges

Table 4. Research of NFV-based IoT

Proposed Solutions

Limitations/Future Works

[33] | QoS This work has proposed a new approach designed to address | — The work requires more improvement to
management the issues of NFV-enabled IoT platforms, known as QoS4NIP anticipate the associated QoS violations.
(QoS for NFV-enabled IoT Platforms), which is built on a
Genetic Algorithm (GA).
[34] | Security threats This work has proposed a software-based architecture for — The simulation doesn’t examine the model
identifying malware threats in networks using Internet of in terms of the scalability of monitoring
Things devices. This model utilizes NFV techniques that zones and the rate at which various
provide a distributed security architecture. malware attacks that are observed in IoT
The evaluation of the proposed model has demonstrated its networks die out, and is anticipated to be
effectiveness in increasing security in [oT networks. included in future studies.
[35] | Complexity of This paper has proposed a 5G network architecture founded | — Limited to 5G wireless communication
ToT networks on NFV to enable MC-IoT services. networks.
The simulation results have been proved the maximum
achieved.
[36] | Security This paper has presented a system to provide IoT security — No Implementation
through VNF. The system is based on the MUD specifications. | — Few types of addressed attacks, the work
is limited to DDoS attacks
[37] | Interoperability This article has proposed a novel approach called CliMBOS is | — The model may need more use cases
Security a scalable NFV-based solution that fulfils the requirements of to prove its efficiency in satisfying the
users of 10T devices. requirements of users of 10T devices.
[38] | Mobility Complexity | This article has simulated a proposed DRL-based SFC — Convolutional neural networks (CNNs)
embedding Shema. The work is based on the composition of will used in the model’s application in the
VNF into a set of VNFCs and an internal connection graph to Internet of Things as future works.
form the VNF-FG in the NFV-enabled IoT framework.
The simulation has shown that the proposed model has a
better performance.
[39] | The management of | This work has introduced a new framework that applies — Edge computing only.
massive data NEFV technology to an edge computing platform for IoT
applications.
The evaluation of the framework has proved the practicability
for IoT applications.
[42] | Interoperability This work has introduced a network translator in a — The translator adds latency to the system.
virtualized environment to address interoperability
challenges in IoT platforms.
[40] | Security This work has proposed a new framework called NETRA — Few types of attacks addressed.
a lightweight Docker-based framework to make NFV — Future works is the study of the proposed
conforming with IoT environments. model in handling the Zero-day attacks.
The framework is tested by using IoT devices.
[41] | Heterogeneous This work has introduced a novel NFV-enabled IoT — No Implementation.
devices architecture to provide the required flexibility and scalability | — Future research is the integration of other
Scalability for IoT platforms. devices from different vendors in the

proposed architecture

iJIM [ Vol. 19 No. 3 (2025)

6  SOLUTIONS PROVIDED BY SDN/NFV BASED ON IoT NETWORKS

In this, different works have studied the fusion between SDN and NFV to address
IoT challenges, and an analysis comparison between existing works has been done

(refer to Table 5).
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The analysis of works mentioned in Table 5 present the integration of SDN and
NFV affirmed that the complementarity between the two technologies, offers a
promising approach to enhance the flexibility, scalability, and manageability of IoT
networks. Thus, we can say that the usage of these concepts is crucial for the evo-
lution of 10T, as it provides a robust framework for dynamically adjusting network
resources. This combination not only facilitates network management but also sim-
plifies the way for innovative solutions to handle the complexity of IoT deployments.

Table 5. Research of SDN/NFV solution for IoT

Ref  IoT Challenges Proposed Solutions Limitations/Future Works
[43] | Security This work has proposed an SDN-NFV framework by using a classification | — Limited to HTTP flood, SiDDoS
model depending on machine learning like LR, KNN, SVM, and IF. Flood, Smurf Flood, and UDP flood.
The proposed framework has been simulated and showed a
promising result.
[44] | Security threats | This work has introduced a new approach called (D-ARPSpoof) which — Limited to ARP Spoofing attacks.
is g Denial of ARP Spoofing based on the integration of SDN and NFV-
enabled cloud, fog, and edge platforms for IoT applications to prevent
ARP Spoofing attacks.
[45] | Security This paper has provided a new model that presents a decentralized — The model is dependent only
Scalability Blockchain-Software Defined Networking (SDN) depending on energy- on smart cities.
Complexity aware architecture for IoT in smart cities with the usage of NFV for
Management saving energy and load balancing.
The model has introduced a Cluster Head Selection (CHS) as an
algorithm to reduce energy consumption.
[63] | Security This article has proposed a mechanism based on a pipelined — It focuses only on the
multichannel cryptosystem integrated into NFVI servers to secure development of NFVL
NFV/SDN IoT systems.
[46] | Security This paper has introduced a novel mechanism leveraging the — The work doesn’t implement
combination of SDN and NFV to enforce security in IoT honeynets. the cognitive approaches
The proposed model has been implemented and tested, showing the of ANASTACIA like AT but is
efficiency in mitigating cyber-attacks. envisioned as future works
[47] | Security This article has presented A zero-touch, policy-driven, semantic-aware | — The framework doesn’t consider
security orchestration framework for SDN/NFV-aware Internet of Things additional needs during the
situations. SEC chaining
The simulation has been showing the feasibility of detecting conflicts.
[48] | Security This work has proposed a Distributed Secure black SDN-Io architecture | — No evaluation or implementation.
with the implementation of NFV for smart cities to enforce security in — The proposed architecture may
[oT platforms. have an additional latency problem
[49] | Complexity This work has been exploring SDN and NFV network architecture for — The implementation is limited to
Management enhancing IoT gateways. NB-IoT gateway
Scalability The architecture has been tested in a real NB-IoT gateway.
[50] | Heterogeneity This paper has proposed an important H-STIN architecture based on the | - No implementation or evaluation.
Routing problems | development trends of 10T integrating SDN and NFV technologies.
[51] | Security This study has implemented and evaluated a comprehensive — Few types of attacks addressed.
Privacy architectural design to empower [oT security through the usage of — Limited to DDoS and IoT
SDN and NFV. malware attacks.
[52] | Interoperability | This survey has presented a comprehensive study of the interoperability | — This survey doesn’t analyze all
challenges in IoT platforms. related IoT proposals for [oT
interoperability.
(Continued)
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Table 5. Research of SDN/NFV solution for IoT (Continued)

Ref  IoT Challenges Proposed Solutions Limitations/Future Works

[53] | Security This paper has presented a security approach named (SCORE) whichis | - No Implementation.
the Security Controls security-oriented reference for developing security
in IoT and SDN/NFV platforms.

[54] | QoS This work has provided an architecture based on the integration — Balancing and orchestration of
Data analysis between SDN and NFV focused on [oT environments to enhance the virtual resources in 0T platforms is
quality of services. a challenge in this architecture.
[55] | Security This paper has evaluated a novel framework that exploits SDN/NFV- — Few use cases may not be sufficient
Scalability based security elements with current IoT security approaches in two to prove the maturity of the
Heterogeneity realistic use case studies. proposed architecture.

This comparison between 10T solutions focuses on how each proposal addresses
specific challenges, utilizing distinct parameter values and architectural designs. For
security solutions, most proposals rely on SDN or NFV to mitigate attacks such as DDoS,
ARP spoofing, and man-in-the-middle. Solutions such as the SECOND algorithm and
FUPE scheduler showcase strong security-focused architectures, using control algo-
rithms tailored for real-time detection and mitigation of specific attacks. However,
many are limited by the types of attacks they address or lack full implementation,
highlighting the need for future expansion to cover a broader range of threats, and
integration with machine learning is suggested to improve detection capabilities.

When it comes to interoperability, solutions such as SDN and MQTT-based archi-
tectures tackle the heterogeneity of 10T devices, ensuring seamless communication
between different systems. These solutions leverage virtualization techniques and
middleware to bridge compatibility gaps, though some suffer from added latency
or lack robust QoS (quality of service) management. Scalability is addressed by
frameworks such as SD-IoTR and blockchain-SDN-NFV architectures, which focus
on dynamic adaptability and flexible over-the-air (OTA) updates. These architectures
aim to support growing IoT networks efficiently but are often hindered by incom-
plete implementations, requiring further validation and feature integration.

In terms of energy efficiency, the use of algorithms such as cluster head selection
(CHS) within decentralized Blockchain-SDN architectures highlights how certain frame-
works prioritize reduced power consumption, particularly in smart city applications.
While these energy-focused designs show potential, their narrow application scope lim-
its their widespread adoption across diverse IoT environments. QoS management solu-
tions, such as the QoS4NIP framework, use control algorithms such as genetic algorithms
(GA) to enhance service quality in NFV-enabled IoT platforms. However, improvements
are needed to fully anticipate and handle QoS violations in dynamic conditions.

The comparison reveals that while many solutions demonstrate strong architec-
tural foundations, such as SDN-NFV hybrid models, their real-world applicability is
often constrained by specific attack types, limited scalability, or incomplete imple-
mentations. The inclusion of adaptive control algorithms and further integration
across varied IoT platforms will be crucial for these solutions to meet the evolving
demands of 10T ecosystems comprehensively.

7  CHALLENGES OF APPLIED SDN AND NFV IN IoT SYSTEMS

On the one hand, we cannot ignore the pertinent role of SDN and NFV in the
evolution of IoT performances. On the other hand, there are unique concerns and
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obstacles associated with the deployment of these technologies. In IoT environments,
NFV and SDN implementation necessitate large infrastructure and skill investments.
For integration and operation to go well, concerns about security, interoperability,
and standardization also need to be resolved.

Table 6. Challenges of SDN/NFV in IoT

Challenge Types
Research | Technology Latency Implementation Co]fllslg‘gagflts Pexs‘g(f:rzi;i’lce Flexibility
[56] SDN v v
[57] SDN v
[58] SDN v
[59] SDN v
[45] SDN/NFV v
[60] NFV
[61] NEFV
[62] NEV

Table 3 reveals several key advantages of SDN-based solutions in the IoT domain.
These solutions enable centralized network management, ensuring more dynamic
network configuration and better resource allocation. This centralization also allows
for improved network visibility and control, facilitating the rapid detection and res-
olution of problems.

The NFV solutions in Table 4 illustrate how the virtualization of network func-
tions reduces dependency on specific hardware, leading to cost reductions and
increased network agility. It also indicates that NFV allows the rapid deployment of
new network functions without requiring additional hardware. This is particularly
beneficial in IoT environments where demand can fluctuate rapidly.

Table 5 shows that the integration of SDN and NFV technologies not only central-
izes network management but also virtualizes network services, thereby increas-
ing operational efficiency. This combination also facilitates the implementation of
advanced functions such as dynamic resource orchestration and real-time analytics.

On the other hand, Table 6 highlights several significant challenges associated
with the application of SDN and NFV in IoT environments. These challenges include
security concerns, interoperability issues, and the complexity of managing virtu-
alized environments, which need to be addressed to fully realize the potential of
these technologies. Additional research and development efforts are necessary to
overcome these obstacles and facilitate broader adoption.

In summary, the tables show that despite the challenges, the use of SDN and NFV,
both individually and in combination, offers substantial improvements in network
management, flexibility, and cost reduction in IoT environments.

In my view, after conducting this comprehensive study of solutions based on
SDN and NFYV, it is evident that these two technologies play a fundamental role in
addressing a wide array of IoT challenges. However, the integration of SDN and NFV
is not without its difficulties. To fully harness their potential in the IoT landscape, it is
crucial to undertake extensive research and development efforts to overcome their
inherent limitations and optimize their performance.
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8 CONCLUSION

In this paper, we have reinforced the focus on the technical integration of SDN
and NFV within IoT environments, providing an in-depth analysis of their contribu-
tions and performance metrics. By categorizing existing solutions based on the inde-
pendent and combined applications of SDN and NFV, we have demonstrated how
these technologies complement each other to effectively address key IoT challenges
such as security, scalability, interoperability, and energy efficiency. Our analysis
highlights that SDN provides centralized control and dynamic traffic management,
while NFV enables flexible deployment of virtualized network functions, both of
which are crucial for optimizing IoT networks.

Additionally, the paper delves into the performance of various SDN/NFV-based
architectures, comparing them with existing solutions in terms of efficiency, control
algorithms, and architectural designs. This comparison has provided deeper insights
into the capabilities and limitations of SDN and NFV in real-world IoT applications,
underscoring their potential to improve network management and security. By
exploring these aspects, we have laid out clear directions for future research, partic-
ularly regarding developing SDN/NFV-based IoT frameworks capable of overcoming
evolving IoT challenges.
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