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ABSTRACT

With the rapid advancement of information technology, the application of mobile technology
in enterprise management has become increasingly widespread. From mobile office solutions
to intelligent decision support systems, the proliferation of mobile technology has not only
enhanced operational efficiency but also provided more flexible and convenient man-
agement methods. Existing research indicates that the adoption of mobile office solutions
enables enterprises to overcome limitations of time and space, improving work efficiency
and employee satisfaction. Additionally, the implementation of intelligent decision support
systems allows enterprises to make faster and more accurate business decisions. However,
current studies often focus on individual mobile technologies or application scenarios,
lacking a systematic exploration of mobile office data sharing and intelligent decision-making
collaboration. Moreover, most research overlooks privacy protection issues in the enterprise
management decision-making process. To address these gaps, this paper proposes a scheme
for mobile office data sharing and intelligent decision-making collaboration and examines
the integration of privacy protection in the decision-making process. The findings not only
enrich the theoretical framework of management studies but also provide enterprises with a
systematic and practical solution for mobile technology applications, enhancing management
efficiency and intelligence while effectively safeguarding data privacy and security.
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1  INTRODUCTION

With the rapid development of information technology, the application of mobile
technology in enterprise management has become increasingly widespread [1-3].
From mobile office solutions to intelligent decision support, the proliferation of
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mobile technology has not only improved operational efficiency but also provided
enterprises with more flexible and convenient management methods [4, 5]. With
the popularity of mobile devices such as smartphones and tablets, employees can
access and process work information anytime and anywhere, greatly altering tra-
ditional office models [6-9]. At the same time, advancements in mobile technology
have also driven the development of data analysis and decision support systems,
making enterprise management more intelligent and data-driven.

Research on the application of mobile technology in enterprise management has
significant theoretical and practical implications. Firstly, the widespread adoption of
mobile office solutions allows enterprises to overcome time and space limitations,
enhancing work efficiency and employee satisfaction [10, 11]. Secondly, the applica-
tion of intelligent decision support systems enables enterprises to make faster and
more accurate business decisions, increasing their competitiveness. By studying
the application of mobile technology in these areas, new management ideas and
methods can be provided to enterprises, enriching the theoretical framework of
management studies and advancing academic research [12-15].

Although a large number of studies have explored the application of mobile
technology in enterprise management, there are still some shortcomings and
deficiencies [16]. Firstly, existing research often focuses on individual mobile
technologies or application scenarios, lacking systematic research on mobile office
data sharing and intelligent decision-making collaboration. Secondly, most studies
overlook privacy protection issues in the enterprise management decision-making
process and fail to effectively address the conflict between data security and privacy
protection [17-19]. Therefore, it is necessary to conduct in-depth research on these
issues to address the shortcomings of existing research.

This paper mainly studies two major applications of mobile technology in enter-
prise management: mobile office data sharing and intelligent decision-making col-
laboration solutions, as well as privacy integration in the enterprise management
decision-making process. Through an in-depth exploration of these two aspects,
this paper aims to provide enterprises with a systematic and practical solution for
mobile technology applications, which can enhance management efficiency and
intelligence while effectively protecting data privacy and security. The research
results not only have significant theoretical value but also provide guidance and
reference for practical application in enterprises.

2  MOBILE OFFICE DATA SHARING AND INTELLIGENT DECISION-
MAKING COLLABORATION SOLUTIONS

2.1 Data preparation

In the application scenario of mobile office data sharing, the credibility and
security of the data are crucial. To ensure the reliability of data during sharing and
usage, this paper adopts a consortium blockchain-based data preparation method.
Mobile office participants will use the SHA256 hashing function to generate the hash
value A for local data. To further ensure data security and tamper-proofing, mobile
office participants will use a pre-set key value, which is the edge server’s ID, RT.
Participants will concatenate this key value with the current hash generation time S,
so the generated hash value has timestamp characteristics, preventing replay attacks
and tampering. Then, mobile office participants will query the corresponding hash
value B from the blockchain at the given time point and compare it with the locally
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generated hash value A. If hash values A and B are consistent, it indicates that the
local data has not been tampered with and matches the record on the blockchain,
confirming data credibility. After confirming the data’s credibility, mobile office par-
ticipants can use this data to train intelligent control models. The training process is
conducted locally to ensure data privacy is not compromised. If hash values A and B
are inconsistent, it indicates that the local data may have been tampered with or does
not match the blockchain record. In this case, mobile office participants will reject
using this batch of data for model training. Figure 1 shows the overall framework of
the mobile office consortium blockchain network.
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Fig. 1. Overall framework of the mobile office consortium blockchain network

2.2 Decision model

In the application scenarios of mobile office and enterprise management, the
effectiveness and accuracy of decisions are crucial. The consortium blockchain-based
enterprise management decision model can enhance the reliability of the decision-
making process by ensuring data credibility and transparency. This paper proposes
a consortium blockchain-based enterprise management decision model that utilizes
artificial neural networks to support intelligent decision-making in mobile office
environments.

Specifically, in the model construction phase, this paper uses two artificial neural
networks to handle different decision tasks. The input layer parameters of the two
networks are the same, using basic enterprise management data and historical
decision results as input parameters. The input layer is set to eight nodes, reflecting
the main data dimensions required for decision-making. The first artificial neural
networkisused to predict decision types in enterprise management, such as resource
allocation and project priority setting. Based on the model’s needs, the output layer
is set to six nodes, corresponding to different decision types. The number of hidden
layer nodes is determined empirically to be 11, ensuring the model has sufficient
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learning and generalization capabilities. The second artificial neural network is used
to predict specific execution actions, such as the approval or rejection of processes
and budget adjustments. The output layer is set to four nodes, corresponding to key
action types in the work, such as approval, rejection, increase, and decrease. The
number of hidden layer nodes is set to six, ensuring accurate prediction of execution
actions without increasing model complexity. The collaboration of these two neural
network models can help enterprises achieve rapid and accurate decision support
in a mobile office environment. By deeply learning from basic data and historical
decision results, the model can anticipate future management needs and provide
corresponding operational recommendations.

Assuming the elements of the hidden layer output vector G are represented by g,,
the elements of the output layer output vector P are represented by p , the weights
and thresholds between the input layer and the hidden layer are represented by q,,
and n,, and the weights and thresholds between the hidden layer and the output
layer are represented by ¢,; and n, where the number of input layer nodes is repre-
sented by u and j, the number of hidden layer nodes is represented by k, and the sig-
moid activation function is represented by d. The signal propagation process of the
constructed artificial neural network can be characterized by the following equation:

8
gk:d£2quk- a,+ nk],k=1,2,...,11
u=1

11
pkzd(quj- g+ nj],jzl,Z,...,S
u=1

Assuming the number of input layer nodes is represented by v, the number of
output layer nodes is represented by m, and the number of hidden layer nodes is
represented by [, the calculation formula for the number of hidden layer nodes is:

I=\Jvm 2)

D

2.3 Data upload to the blockchain

In mobile office scenarios, the reliability and transparency of data sharing and
intelligent decision-making are crucial. The principle of data upload to the consor-
tium blockchain in mobile office applications enhances collaborative efficiency and
decision-making reliability through the immutability and transparency of data.
Before data is uploaded to the blockchain, the unique identifier key formed during the
data preparation phase, combined with the summary value of the decision data and
execution results, will be stored on the consortium blockchain. The value includes
specific details of decisions such as approval results, project priorities, descriptions
of execution actions like approval, rejection, or delay, and the hash values of this
data to ensure data integrity and tamper-proofing.

When these decision data summaries are stored on the consortium blockchain, the
decision analysis party can query the matching decision results from the blockchain
based on the server ID and data hash value. If a decision result is successfully matched,
the parsed results will be sent to the relevant execution party, which will perform the
actual operations based on the parsed results and return the execution results. After
receiving the execution results, the decision analysis party will record the time of
return and the ID of the execution device and store this data on the blockchain again.
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This means that the decision return time and the execution device ID are used as the
key values, and the decision execution result is used as the value stored on the con-
sortium blockchain. If the blockchain query fails to match the corresponding decision
result, it indicates that there is no executable decision record for the current data. In
this case, it is necessary to obtain the latest data for decision analysis and upload the
new decision result to the blockchain. This cyclical mechanism ensures the contin-
uous updating and effectiveness of decision data in the mobile office environment.

3  PRIVACY INTEGRATION IN THE ENTERPRISE MANAGEMENT
DECISION-MAKING COLLABORATION PROCESS

3.1 Local model training

In the enterprise management decision-making collaboration process, the train-
ing mode based on multi-key homomorphic encryption and blockchain group fed-
erated learning frameworks can effectively ensure data privacy while improving
decision accuracy and efficiency. This mode uses multi-key homomorphic encryp-
tion technology and blockchain technology, combined with federated learning algo-
rithms, to achieve secure data sharing and collaborative training among various
mobile office participants, thereby generating a globally optimized enterprise man-
agement decision model. Figure 2 shows the blockchain-federated learning model
architecture for enterprise management decision-making collaboration.

Each enterprise management department or subsidiary, as a mobile office par-
ticipant, possesses its own local business data set F = {f,, f,,....f,}. Each node PM
has local training model parameters yu, = {u,, u,, ..., 4} and local data with labels
f,=A@,b), @,b,),..(a,b)}, where a, is the input parameter and b, is the corre-
sponding expected output. To protect data privacy, this data is encrypted locally and
is not directly shared with other nodes or the central server.

During training, each node uses the stochastic gradient descent algorithm to min-
imize its loss function. Specifically, each node O, calculates the gradient of the loss
function on its local data set f, and updates the local model parameters u, based on
this. Since multi-key homomorphic encryption technology is used, nodes can per-
form calculations in the encrypted state, ensuring data privacy while computing
gradients and updating model parameters. Let d,(a,, b,; i) represent the value of the
loss function on the data sample (a,, b,), and |f;| represent the number of samples in
the data set. Then the loss function of node O, on the training data set f, is given by:

M(p)=r— Zd(ak, 1) 3)

kef

The formula for gradient calculation is given by:

oM ()

VM(u) =
(u) o

4)

1

Assuming the learning rate is denoted by 4, the gradient of the loss function for
parameter y (s-1) is denoted by - VM(y, (s-1)). For node O, during the s-th iteration,
the formula for updating model parameters is given by:

l].(s):ul(s—l)—/1~VM(ul(s—1)) (5)
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Fig. 2. The blockchain-federated learning model architecture for enterprise management
decision-making collaboration

3.2 Privacy integration mechanism

In the enterprise management decision-making collaboration process, the pri-
vacy integration mechanism based on multi-key homomorphic encryption and the
blockchain group federated learning framework ensure data security and decision
efficiency. This mechanism achieves privacy protection and collaborative optimiza-
tion among mobile office participants in 13 specific steps, as follows:

Step 1: Generate public parameters: In the enterprise management decision-
making collaboration process, the public parameters of the Ring Learning with
Errors (RLWE)-based homomorphic encryption scheme need to be initialized first.
This step is carried out by the user certificate management organization, Fabric-CA.
Specifically, Fabric-CA generates a random vector x < I(E/) based on the given
public parameter settings, including RLWE dimension v, ciphertext modulus w, key
distribution v, and error distribution £ on E. These parameters constitute the public
parameters of RLWE and are returned to the mobile office participants, forming the
public parameter set 00F9R = (v, w, v, £2, x). Through Fabric-CA’s management, mobile
office participants can obtain certified and verified public parameters, ensuring
the security and reliability of the parameter generation process.
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Step 2: Obtain public parameters: After generating the public parameters,
different departments or subsidiaries in the enterprise management system can
obtain these public parameters through the blockchain network. Each node uses
these public parameters to generate its key pair, preparing it for use in subsequent
model training and data sharing processes. This step ensures that all mobile office
participants can securely obtain and use the same public parameters, enabling col-
laborative operations under the same encryption framework.

Step 3: Generate a private key, a public key, and an evaluation key: In the
enterprise management decision-making collaboration process, each mobile office
participant needs to independently generate its encryption key pair and evaluation
key to ensure effective encryption and secure processing of data during collabora-
tive decision-making. First, each node uses the public parameters to generate a pri-
vate key and a public key. Specifically, mobile office participants sample the private
key t, from distribution v and sample the error vector r «- £/from E/, then calculate
the public key y, =—t x +1r (MOD w). Next, the node generates the evaluation key F,.
The specific steps are: sampling a random number e from v, sampling error vectors
r, « &, f1 « I(Evf;), and r, « £/, and calculating f, = -t f, + r, + eh (MOD w) and
f,=ex+r,+t,;h (MOD w), finally obtaining the evaluation key F = [ 1, | f1| fz} eE/S,
These keys will be used for subsequent homomorphic encryption and decryption
operations, ensuring data privacy during transmission and processing.

Step 4: Upload public key: After generating the public key, mobile office partici-
pants need to upload their public key to the blockchain network. Each node uploads
its generated public key y, to the blockchain, where these public keys are stored
for other nodes to query and use. This step ensures that other nodes can use these
public keys for homomorphic encryption and computation, enabling secure data
sharing and collaborative computation.

Step 5: Generate local model parameters: In the enterprise management
decision-making collaboration process, each mobile office participant first trains
the model locally to generate the model parameters for the current training round.
During this process, nodes independently conduct model training without sharing
plaintext model parameters to ensure data privacy. Nodes train the model locally
based on their own data sets and compute the model parameters for the current
round. These model parameters contain the characteristics and training results of
the node’s data, but to protect data privacy, these parameters will not be shared in
plaintext with other nodes.

Step 6: Encrypt gradient information: After generating the local model param-
eters, mobile office participants need to encrypt the model parameters using their
public keys to protect the privacy of gradient information. The encryption process
is as follows: Each node encrypts the plaintext model parameters . First, a random
number n is sampled from distribution v, and error vectors r, and r, are sampled
from . Then, the two parts of the ciphertext are calculated: z, = ny + w+r,(MOD w)
and z, = nx +r, (MOD w). The final generated ciphertext is z_ = (z, z,). This process
ensures the security of the parameters during transmission and sharing, preventing
sensitive information leakage.

Step 7: Upload ciphertext: In the enterprise management decision-making col-
laboration process, mobile office participants store the encrypted parameter infor-
mation on the blockchain after encrypting the local model parameters. By storing the
ciphertext on the blockchain, nodes can ensure that sensitive information remains
encrypted even in the public distributed ledger, thereby protecting data privacy.
At the same time, the distributed nature of the blockchain enhances the system’s
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reliability and resistance to attacks, further improving the security of the entire col-
laborative decision-making process.

Step 8: Obtain an encrypted gradient: After the ciphertext is uploaded to
the blockchain, the distributed ledger stores the gradient information of each node
under encryption conditions. Mobile office participants can autonomously obtain
the required gradient information from the blockchain and perform homomorphic
operations in encrypted form. To decrypt and proceed with further collaboration, all
selected mobile office participants must participate in the decryption process. The
decryption process is achieved through a multi-key mechanism, requiring multi-
party cooperation to complete, further enhancing security and preventing the risk
of single-point leakage.

Step 9: Homomorphic operations: In the enterprise management decision-
making collaboration process, mobile office participants can perform homomorphic
operations, including addition and multiplication, on local data after obtaining the
gradient information of other nodes. Specifically,nodes can first use the addition oper-
ation in the multi-key homomorphic encryption scheme to perform addition calcula-
tions on two ciphertexts at the same level, with the formula zs~' = zs; +zs;(MOD wm).
Secondly, nodes can perform multiplication operations, that is, multiplying two
ciphertexts at the same level and returning the relinearized ciphertext zs~'. After the
multiplication operation, to ensure that the ciphertext modulus does not exceed the
decryption capacity, rescaling is performed. This operation reduces the ciphertext
modulus to a decryptable range, specifically calculated as z'= [0;11 . zu], and returns
the new ciphertext zs~'. Through these homomorphic operations, nodes can perform
necessary mathematical operations without decrypting the data, thereby ensuring
data privacy and computational accuracy.

Step 10: Partial decryption: Multi-key homomorphic encryption requires all
mobile office participants to participate in the decryption process to ensure data
security and privacy. For the homomorphic computation results within the group,
each mobile office participant first uses its private key to perform partial decryp-
tion of the results. The specific step is that nodes use their private key z, to decrypt
the ciphertext ¢, perform partial decryption operations, and calculate the partially
decrypted ciphertext @, =zt + r,(MOD w) by sampling the error r,. In this way,
each node independently calculates the partial decryption result, and only after
aggregating the partial decryption results of all nodes can the complete decryption
information be obtained.

Step 11: Share partially decrypted ciphertext: In the enterprise manage-
ment decision-making collaboration process, mobile office participants store their
partially decrypted ciphertext on the blockchain after completing partial decryption.
The partially decrypted ciphertext stored on the blockchain can be accessed by other
mobile office participants within the group. This sharing mechanism leverages the
transparency and immutability of the blockchain, ensuring the secure transmission
and storage of partially decrypted ciphertext, further enhancing data credibility
and security.

Step 12: Decryption by other nodes: Other mobile office participants within
the group can obtain these partially decrypted ciphertexts from the blockchain and
continue the decryption process according to the method in step 10. Each node
independently obtains the partially decrypted ciphertext from the blockchain
and continues decryption using its private key until all mobile office participants
within the group complete their partial decryption tasks. This ensures a distributed
and secure decryption process, preventing single-point failures and potential data
leakage risks.
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Step 13: Update parameters: After all mobile office participants complete par-
tial decryption, the mobile office participants within the group will obtain the partial
decryption results of other nodes from the blockchain and perform local decryption
merge operations. By combining all partial decryption results and the initial cipher-

text, nodes can obtain the final plaintext o =z, + z;l o (MOD w). After obtaining
the plaintext, mobile office participants will share the global parameters through the

blockchain with other nodes. Other nodes obtain the plaintext global parameters
from the blockchain and calculate the global fusion parameters locally, then update
their local training parameters.

3.3 Federated fusion process

In the enterprise management decision-making collaboration process, the feder-
ated fusion process based on multi-key homomorphic encryption and the blockchain
group federated learning framework aim to ensure data privacy while achieving
efficient decision collaboration.

Specifically, each enterprise management node sets the necessary parameters for
federated learning, including learning rate 4, local batch size Y, number of iterations R,
etc. Then, the initial global model parameters are released so that all mobile office
participants can obtain these initial values from the blockchain, preparing for the
upcoming local training. Each mobile office participant updates its local model param-
eters based on the global model parameters obtained from the blockchain. Next,
nodes conduct model training on their local datasets, and the training process pro-
ceeds according to the predetermined number of iterations. When the number of iter-
ations meets the set requirements, nodes generate their local model parameters, p°.

Nodes encrypt the generated p® using the multi-key homomorphic encryption
algorithm, obtaining the encrypted model parameters R [ uj]- These encrypted
parameters are stored on the blockchain, leveraging the blockchain’s distributed stor-
age and immutability to ensure the security and transparency of the parameters. On

the blockchain, the encrypted model parameters R]_ . [ pj] of all mobile office par-

ticipants are retrieved and homomorphically summed to obtain the fused encrypted
parameters R, [SUM(x)]. The advantage of homomorphic computation is that it
operates directly on the encrypted data without needing decryption, ensuring data
privacy during the computation process.

After homomorphic computation is completed, the mobile office participants
jointly decrypt the encrypted fusion results &k, , ,[SUM(u*)], obtaining the decrypted
fusion parameters SUM(uf). This process requires the collaboration of all nodes
within the group to ensure the accuracy of the decryption results and the security
of the data. The decrypted fusion parameters SUM(uf) are obtained by each node,
and the global model parameters w¢ for this round of fusion are calculated based
on the number of mobile office participants. The method for calculating the global
parameters is to divide SUM(®) by the number of mobile office participants, thereby
obtaining the averaged global model parameters.

The finally calculated global model parameters (uf) are released on the block-
chain, providing new initial parameters for the next round of local training. Each
mobile office participant obtains the latest global parameters from the blockchain,
updates the local model again, and enters the next round of model training and
parameter fusion. Assuming the global model after the s-th round of fusion is repre-
sented by g, the model of the u-th participant updated locally after the s+ 1 round
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is represented by M$*, and the global model after the s+ 1 round of fusion is repre-
sented by g+ The global model update formula is given by the following equation:

l
‘us+1 — ,us + %Z(Mjﬂ _luli) (6)
u=1

4  EXPERIMENTAL RESULTS AND ANALYSIS

From the length-time charts shown in Figures 3 and 4, the data characteristics of
the mobile office email service and the mobile office online storage service under the
mobile office mode can be deduced. The experimental results show that the num-
ber of uplink and downlink data packets for the mobile office email service is rela-
tively small and scattered. Specifically, data transmission in the mobile office network
mainly occurs during upload and download operations, while reading emails does not
significantly consume traffic. Observing the curve, it can be found that more than 50%
of the data packet sizes are below 200 bytes, and about 40% of the data packet sizes
are distributed between 200 and 1500 bytes. Additionally, the ultra-large uplink data
packet appearing around 110 seconds in the experiment is due to attachment uploads.
The above data characteristics reveal that in the mobile office environment, the net-
work bandwidth demand is mainly concentrated in the attachment processing stage.
Therefore, when designing mobile technology application solutions, the efficiency of
data transmission can be optimized for this situation to improve the user experience.
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Fig. 3. Length-time segment of mobile office email service data packets
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Fig. 4. Length-time segment of mobile office online storage service data packets
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By analyzing the length-time charts of the online storage service, the experi-
mental results show significant differences in the lengths of uplink and downlink
data packets. Specifically, the data shows that more than 50% of the uplink data
packets are over 2000 bytes, with the maximum data packet length reaching 16512
bytes; in contrast, over 96% of the downlink data packets are 60 bytes in length.
Throughout the experiment, 95% of the data transmission was caused by the oper-
ation of uploading two songs. During the upload process, a large number of ultra-
large uplink data packets are generated, accompanied by a large number of 60-byte
downlink acknowledgment packets. The data transmission is generally sparse, but
there are several dense clusters of data, which account for about 90% of the total data
volume. The experimental results reveal that the data transmission characteristics of
the online storage service in a mobile office environment are mainly concentrated
in the process of uploading large data packets, especially when dealing with large
files, where the number and size of uplink data packets significantly increase. This
indicates that the online storage service in a mobile office environment has high
demands on uplink bandwidth, while downlink bandwidth is mainly used for trans-
mitting small acknowledgment packets. Enterprises should focus on optimizing and
managing uplink bandwidth to ensure effective handling of peak data traffic during
large file uploads while further improving overall data transmission stability and
efficiency by optimizing the transmission efficiency of downlink acknowledgment
packets. Additionally, the presence of these dense data clusters suggests periodic
peaks in data transmission, allowing enterprises to optimize network resource
allocation to enhance data transmission reliability and user experience.
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Fig. 5. Training performance of the constructed decision model

From the training performance data shown in Figure 5, it can be seen that the two
artificial neural networks exhibit certain differences in accuracy and training time.
For the first network, the accuracy reaches 98.2% after 15 training iterations, then
fluctuates slightly, reaching 99.2% again after 30 iterations. The second network’s
accuracy reaches 96% after 6 training iterations, then improves to 97% after 12 iter-
ations, reaching 99.2% after 30 iterations. In terms of training time, the training time
of the first network gradually increases with the number of training iterations, from
five minutes at three iterations to 59 minutes at 30 iterations; in contrast, the training
time of the second network is shorter, increasing from four minutes to 49 minutes.
Combining the experimental results, it is evident that the first network exhibits sig-
nificant changes in accuracy and training time. Despite the longer training time,
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its accuracy improvement is significant with increased training iterations, demon-
strating strong learning ability and stability. The second network performs more
efficiently in training time, with accuracy gradually improving with the number
of training iterations, ultimately reaching the same accuracy level as the first net-
work. Overall, the performance of both networks in different decision tasks meets
the high accuracy requirements in enterprise management. The first network is
suitable for decision tasks requiring deeper analysis and higher accuracy, while the
second network has an advantage in time efficiency, making it suitable for business
scenarios requiring quick responses. By combining these two artificial neural net-
works, enterprises can achieve efficient and precise management in mobile office
data sharing and intelligent decision-making collaboration solutions, while further
enhancing overall management efficiency and intelligence through optimization of
training time and accuracy.

1 1
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Fig. 6. Training performance of the constructed decision model

From the experimental results of the CNN model shown in Figure 6, it can be
seen that during the global iterations from 0 to 100, the accuracy of the proposed
method and the original federated learning consistently remained high, with both
achieving an accuracy of 92.5% at each iteration point. In comparison, the method
based on differential privacy exhibits stable performance in the early iterations,
with accuracy gradually increasing from an initial 0.44 to 0.85, but shows some fluc-
tuations in the later iterations, failing to exceed 0.85. For the VGG model, both the
proposed method and the original federated learning show a consistent accuracy
growth trend during the global iterations from 0 to 100, ultimately reaching 92% at
100 iterations. The method based on differential privacy performs well in the early
iterations, with accuracy increasing from 0.2 to 0.84, but in the later iterations, the
accuracy remains between 0.83 and 0.84, slightly lower than that of the proposed
method and the original federated learning. Combining the experimental results, the
following conclusions can be drawn: the proposed method and the original federated
learning show almost consistent performance in both the CNN and VGG models, and
they significantly outperform the method based on differential privacy in all global
iterations. This indicates that the proposed multi-key homomorphic encryption and
blockchain group federated learning framework can effectively ensure data privacy
without sacrificing model accuracy and, in some cases, can further enhance perfor-
mance. The method based on differential privacy performs well initially but slightly
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lags in the later stages, suggesting that its privacy protection mechanism may nega-
tively impact model accuracy under higher iterations. Therefore, the efficiency and
stability of the proposed method make it more suitable for application scenarios in
enterprise management decision collaboration that require high data privacy and
model accuracy. By combining multi-key homomorphic encryption and blockchain
technology, the proposed method not only improves the accuracy and efficiency of
decision-making but also provides a more reliable solution for intelligent enterprise
management and data security protection.

5 CONCLUSION

This paper primarily studied two major applications of mobile technology in
enterprise management: mobile office data sharing and intelligent decision-making
collaboration solutions, and privacy fusion in the enterprise management decision-
making collaboration process. Through an in-depth discussion of these two aspects,
this paper aims to provide enterprises with a systematic and feasible mobile tech-
nology application solution that can both improve the efficiency and intelligence
level of enterprise management and effectively protect the privacy and security of
enterprise data. Specifically, this paper first analyzed the data packet characteristics
of email services and online storage services in a mobile office environment and
described them in detail through length-time segments. Secondly, this paper con-
structed a decision model and evaluated its training performance, focusing on the
application of multi-key homomorphic encryption and blockchain technology in the
federated learning framework to ensure data privacy protection and the efficiency
of the decision model. Experimental results show that in the aspect of mobile office
data sharing, the analysis of the length-time segments of data packets in email ser-
vices and online storage services demonstrates the characteristics of data during
transmission, providing a basis for subsequent data processing and privacy protec-
tion measures. In the aspect of intelligent decision-making collaboration solutions,
through the training of CNN and VGG models, the proposed method and the original
federated learning method show a high consistency in accuracy during the global
iterations from 0 to 100, ultimately reaching 92.5% in the CNN model and 92% in the
VGG model. The method based on differential privacy performed well in the initial
iterations but showed some fluctuations in the later iterations, failing to surpass the
proposed method and the original federated learning.

Although this study has achieved significant results, there are still some lim-
itations. The research is mainly based on specific datasets and experimental envi-
ronments, which may not fully represent the actual application scenarios of all
enterprises. Additionally, the implementation complexity and cost of multi-key
homomorphic encryption and blockchain technology may pose certain limitations
for some small and medium-sized enterprises. To address these limitations, future
research can expand and deepen aspects such as diversifying datasets and real-
world scenario validation, optimizing algorithms and reducing costs, and expanding
application scenarios. By verifying with more diverse datasets and real enterprise
scenarios, the applicability and universality of the proposed method can be further
verified; researching more efficient encryption algorithms and blockchain technolo-
gies to reduce implementation complexity and costs, improving its acceptability for
small and medium-sized enterprises; and exploring the application of the proposed
method in other enterprise management fields, such as supply chain management,
customer relationship management, etc., to further enhance its application value.
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