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ABSTRACT

The pervasive use of mobile big data has profoundly altered daily life, providing unprece-
dented convenience and efficiency. However, with the proliferation of mobile devices and
the explosive growth of data volume, the issue of user privacy protection has become increas-
ingly severe. Location information and semantic information, as the two core components
of mobile big data, can directly reflect users’ behavioral trajectories and thought dynamics,
underscoring the importance of privacy protection. Although existing technologies can protect
user data to a certain extent, traditional methods struggle to address increasingly sophisticated
attack techniques in the face of evolving privacy threats. A comprehensive privacy protection
scheme for mobile big data was proposed in this study, with a focus on two main areas: the
privacy protection of location-based and semantic-based mobile big data. For location infor-
mation protection, an uncertain graph model was employed to effectively resist combined
attacks by jointly protecting the user layer and the location layer. For semantic information
protection, a hypergraph clustering method was used to structurally protect the user layer
and the semantic layer, enhancing the privacy security of semantic information. This study
not only addresses existing gaps but also provides new solutions for mobile big data privacy
protection, offering significant theoretical and practical value.
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1  INTRODUCTION

The extensive application of mobile big data has significantly transformed life-
styles, providing unprecedented convenience and efficiency. However, with the pro-
liferation of mobile devices and the explosive growth of data volume, user privacy
protection has become increasingly critical [1-4]. Location information and semantic
information, as the two core components of mobile big data, can directly reflect
users’ behavioral trajectories and thought dynamics, underscoring the importance
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of privacy protection [5-7]. Although existing technologies can protect user data to
a certain extent, traditional methods struggle to address increasingly sophisticated
attack techniques amidst evolving privacy threats.

Protecting mobile big data privacy is not only a fundamental requirement for
safeguarding personal information but also crucial for maintaining social trust
and the healthy development of the data ecosystem [8, 9]. The leakage of location
information may trigger severe security issues, such as tracking, surveillance, and
location fraud. Conversely, the exposure of semantic information could lead to
the revelation of thoughts, emotions, and sensitive data, potentially causing neg-
ative impacts on users’ psychological well-being and social relationships [10-14].
Therefore, in-depth study and the development of innovative methods for mobile
big data privacy protection are of paramount importance for ensuring data security
and enhancing user trust.

Despite substantial study in the field of mobile big data privacy protection, the
focus has primarily been on single-layer protection methods, such as protecting
either location data or semantic data alone [15, 16]. These approaches often overlook
the threat posed by attackers who may employ combined attacks using multi-layer
data, resulting in limited privacy protection effectiveness [17-20]. Furthermore,
existing studies largely concentrate on specific scenarios, lacking comprehensive
protection strategies for different types of mobile big data, thereby falling short in
addressing complex privacy attacks holistically.

To address these issues, a comprehensive privacy protection scheme for mobile
big data was proposed in this study, focusing on two main areas: the privacy
protection of location-based and semantic-based mobile big data. For location infor-
mation protection, an uncertain graph model was employed to effectively resist com-
bined attacks by jointly protecting the user layer and the location layer. For semantic
information protection, a hypergraph clustering method was utilized to structur-
ally protect the user layer and the semantic layer, enhancing the privacy security of
semantic information. This study not only addresses existing gaps but also provides
new solutions for mobile big data privacy protection, offering significant theoretical
and practical value.

2 PRIVACY PROTECTION OF LOCATION-BASED MOBILE BIG DATA

In the current digital era, mobile big data has become an indispensable part of
daily life. Mobile big data includes various data generated by users through mobile
devices, with location-based and semantic-based data being particularly important.
Location-based mobile big data records users’ geographical positions and movement
trajectories. This type of data not only exposes users’ real-time locations but also
reveals their travel patterns and lifestyle habits. If such data is exploited by mali-
cious entities, users’ physical safety may face significant threats. Additionally, when
combined with other data, such as social network data, it is possible to infer users’
identities, social relationships, and personal preferences. Conversely, semantic-
based mobile big data includes users’ text records, comments, and other semantic
content. With the proliferation of social media platforms, the volume of text infor-
mation shared by users on these platforms has increased dramatically. This semantic
data reflects users’ thoughts, emotions, and opinions and may contain sensitive per-
sonal information. If attackers employ combined attacks by leveraging both social
network layers and semantic layers, the risk of privacy breaches for users will be
significantly heightened. Therefore, researching privacy protection for these two
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types of data is essential not only to prevent potential security threats but also to
safeguard users’ privacy rights and trust. This section elaborates on the privacy pro-
tection methods for location-based mobile big data.

2.1 Location hypergraph clustering method for mobile networks

Inmobile networks, users associate themselves with their actual locations through
check-in behaviors, forming a user-location mobile network graph, typically repre-
sented as a bipartite graph. Figure 1 illustrates the bipartite graph structure of the
user-location network. In this figure, one set of nodes represents users, while the
other set represents locations, with edges indicating users’ check-in behaviors at
certain locations. This graph is inadequate for directly characterizing commonali-
ties among users and the overall network structure, posing challenges for under-
standing and analyzing user behavior patterns and location associations in mobile
networks. To address these issues, the concept of a hypergraph was introduced in
this study, along with a method for converting the bipartite graph into a hypergraph.
A hypergraph is a more complex graph structure where a hyperedge can connect
multiple nodes, thereby naturally representing complex multi-node relationships.
Specifically, let F = {m,, m,, .., m} be the set of locations, with each element repre-
senting a specific place. The set of edges I = {I,, L, ..., I} of the hypergraph contains
hyperedges, where each hyperedge I, = {i,;, i, ..., {,;} includes multiple nodes, rep-
resenting the associations among these nodes. In the context of the location mobile
network applied in this study, the set of locations F remains unchanged. The hyper-
edge rule is as follows: a hyperedge I , includes nodes that are the common locations
where users I and I, have checked in within the bipartite graph of the location
mobile network. The network model structure is given by the following equation:

I,={m |0m,i)eZAm i) e Z,3m e Fi i e Lyand =1, I, (1)

User layer Location layer

Fig. 1. Bipartite graph structure of the user-location network

In the hypergraph clustering method for mobile networks, the essence of the
hypergraph structure lies in representing the associations among users and the
distribution characteristics of locations in a more natural and intuitive manner.
Traditional bipartite graphs classify users and locations as two distinct types of
nodes, with edges indicating users’ check-in behaviors at specific locations. Although
this representation is straightforward, it fails to effectively capture and display the
commonalities and complex associations among users. The hypergraph structure
offers a new perspective by representing locations as vertices and using closed loops
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to denote hyperedges that signify user check-in relationships. In this structure, each
hyperedge encompasses multiple users’ common check-in locations, thereby clearly
illustrating shared check-in behaviors among users. This transformation enables the
original bipartite graph, based on users and locations, to more intuitively reflect
the associations among users and the overall check-in patterns. The association
between any two hyperedges I, and I, in hypergraph G can be calculated using the
following equation:

I,nLf
a7l (2)

o

SIM(I,,1,) =

a

Assuming the number of clusters is represented by h, and the partitioned clusters
are denoted by the set Z={Z, Z,, ..., Z,}. The objective function characterizing the
similar hyperedge clustering problem was constructed to obtain the structural
features of the network model, as shown in the following equation:

s=1
OBJ = SIM'(I ,Z 3
i argIZ'naXz > (I,.2) (3)

h 1 elAly gZ

The similarity SIM'(I ,, Z) between hyperedge I, and cluster Z can be calculated

using the following equation:

Z)= S sma,,U,) (4)

Zs Iab EZs

SIM'(I

uk’

2.2 Privacy protection method for location-based mobile big data using
hypergraph clustering

The proposed hypergraph clustering method for mobile networks transforms the
relationships between users and locations into common behaviors among users and
introduces an uncertain graph privacy protection mechanism within communtities,
providing an effective privacy protection strategy.

Specifically, hypergraph clustering assigns users to different clusters, with the set
of clusters represented as Z ={Z,, Z,, ..., Z,}. Each cluster Z contains several users,
ie, Z ={i,i, .., i} Inthe initial bipartite graph, each user is associated with several
locations. Through hypergraph clustering, these associated locations of users can
be clearly assigned to each cluster. For instance, the set of locations {m,, m,, m,,
m,, m.} corresponds to Z,, while the set of locations {m,, m,, m,, m.} corresponds
to Z,. Figure 2 provides an example of the location hypergraph clustering process.

Pl I I I e

IGERE

e | ¢ * o

Fig. 2. Example of the location hypergraph clustering process
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To achieve location privacy protection in mobile networks, an uncertain graph
privacy protection algorithm was introduced in this study. Specifically, within each
partitioned community, an edge was assigned between each user and each location
within the community, with a probability assigned to each edge. This method intro-
duces uncertainty, thereby obscuring the direct associations between users and loca-
tions to achieve privacy protection.

The use of uncertain graphs is crucial to the implementation of privacy protec-
tion. It allows for the generation of edges with probabilities within the community,
where the probability represents the likelihood of a user checking in at a particular
location. For example, in community Z , an edge between user i, and location m, is
assigned a probability value. This design not only conceals the specific movement
trajectories of users but also enhances the protection of location data, preventing
malicious attackers from inferring specific user behaviors through simple graph
structures.

3  PRIVACY PROTECTION OF SEMANTIC-BASED MOBILE BIG DATA

3.1 Semantic hypergraph clustering method for mobile networks

Fig. 3. Hypergraph representation of the user-semantics social network

In mobile networks, users associate with semantics through their commenting
behaviors, forming a user-semantics mobile network graph. However, traditional
bipartite graph structures only represent the single corresponding relationships
between user nodes and semantic nodes, failing to capture the commonalities
among users and the complex structural characteristics of the network. To represent
clearly the intricate relationships among users in terms of semantics and to enhance
the accuracy of data analysis and the effectiveness of privacy protection, the concept
of hypergraphs was introduced in this study, converting the bipartite graph of the
user-semantics mobile network into a hypergraph structure. Figure 3 illustrates the
hypergraph representation of the user-semantics social network.

According to the definition of hypergraph L, let T = {t, t,,...,t } be a finite set
representing all the comment objects. The set I={I,, I, ..., I.} is the set of edges in the
hypergraph, where each hyperedge I, contains multiple vertices, representing the
associations among user nodes. Specifically, the set T remains unchanged, represent-
ing the objects of user comments, while the hyperedge I, represents the intersection
of users I and I, in the comment objects within the bipartite graph.

Under this transformation rule, the process of converting the bipartite graph of
the user-semantics mobile network into a hypergraph is as follows: (a) The vertex set
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remains unchanged. Firstly, all vertices in the user comment object set T are retained.
These vertices represent all the commented objects. b) Hyperedges are constructed.
In the bipartite graph, if users I, and I, intersect on the same comment object, a hyp-
eredge I, is created in the hypergraph to connect these user nodes. The hyperedge
includes multiple user nodes, indicating these users’ common commenting behavior
on certain objects. The transformation rule is characterized by the following equation:

L, ={t10,i)eZAC, i) eZ3t eT,i i eV} andI =1 I, (5)

In mobile networks, the semantic hypergraph clustering method achieves com-
plex associations between users and semantics through the hypergraph structure,
thereby improving the accuracy of data analysis and enhancing privacy protection.
The hypergraph uses comment objects as vertices, and the hyperedges are composed
of closed loops representing associated users. Each hyperedge includes the objects
commonly commented on by users within that hyperedge, thus clearly presenting
the relationship between users and comment objects in the graph structure.

Similar to the location hypergraph clustering method, the semantic hypergraph
clustering method clusters user commenting behaviors by computing the hyperedge
similarity and the hyperedge-cluster similarity, thereby enhancing the efficiency of
data analysis and the effectiveness of privacy protection. Specifically, the similarity
between any two hyperedges I, and I, can be calculated using a specific similarity
measurement equation (Equation 2). To better compute similar structural features, the
problem of clustering similar hyperedges was modeled as an objective function in this
study, which achieves optimal clustering by maximizing the similarity of hyperedges
within clusters. The similarity between hyperedge I, and cluster Z can be calcu-
lated using another equation (Equation 4), which clusters hyperedges based on their
similarity, ensuring that hyperedges with high similarity are grouped into the same
cluster, thereby maximizing the similarity value within the same community cluster.

3.2 Privacy protection method for semantic-based mobile big data using
hypergraph clustering

In modern large-scale semantic mobile network graphs, traditional methods
often focus on protecting the privacy of information contained within semantic
nodes while neglecting the privacy of the network structure itself. This oversight
can lead to sensitive information being revealed through the analysis of the network
structure, even if the node information is protected. To address this issue, a privacy
protection algorithm for semantic mobile networks based on hypergraph clustering
was proposed in this study. This algorithm aims to protect the overall structure of
semantic mobile networks, thereby enhancing data privacy while ensuring data
usability. The algorithm operates based on the hypergraph clustering method,
dividing mobile network users into several clusters, each considered a community,
and applying an uncertain graph privacy protection mechanism within the commu-
nities. The specific steps are as follows:

Step 1: Parameter calculation. The algorithm first calculates the parameters
y required for the Laplace noise addition mechanism based on the global sensitivity
Ad and the privacy threshold y. This step is crucial as it determines the intensity of the
noise added subsequently, thereby affecting the effectiveness of privacy protection.

Step 2: Community division. Users and their comment objects are efficiently
clustered to achieve privacy protection for semantic-based mobile big data.
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This method first divides mobile network users into several clusters Z={Z,, Z,, ..., Z,},
each containing several users, facilitating the treatment of each cluster as a com-
munity. Users within these communities typically share similar comment objects,
reflecting a certain semantic association. These clusters represent the natural group-
ing of users and comment objects, aiding in more effective local privacy protection.

Step 3: Noise addition. Within each community, the associations between users
and comment objects can be handled using the uncertain graph privacy protection
algorithm. This algorithm assigns an edge between users and comment objects within
each community and assigns a probability value to this edge, thereby achieving
uncertain graph data publishing for the local mobile network. Furthermore, the
Laplace noise addition mechanism is used to add noise between any user and any
comment object to obscure these associations, preventing external attackers from
inferring user behaviors through these links.

Uncertain graph
construction n
mobile networks

Objective
weighting 2

Fig. 4. Uncertain graph construction model of the semantic mobile network

Step 4: Noise transformation. The Laplace-generated noise is transformed into
probabilities, which are then added to the edges between user nodes and comment
object nodes. This step quantifies the impact of the noise into specific probability
values, ensuring that the generated uncertain graph not only protects privacy but
also retains partial data usability.

Step 5: Returning the uncertain graph. Finally, the algorithm returns the gener-
ated uncertain graph of the semantic mobile network. This graph, while maintaining
the original network structure, effectively protects the privacy of the relationships
between users and comment objects by adding noise. Figure 4 illustrates the archi-
tecture for the uncertain graph construction model of the semantic mobile network.

4  EXPERIMENTAL RESULTS AND ANALYSIS

As shown in Table 1, with the increase in the number of nodes, significant differ-
ences are observed between the original graph and the proposed method in terms
of the number of edges, average degree of nodes, and node degree variance. For
instance, when the number of nodes is 50, the original graph has 135 edges, an
average degree of 5.02, and a degree variance of 60.25. In contrast, the proposed
method shows a substantial increase, with 1254.21 edges, an average degree of
24.21, and a degree variance of 255.26. This trend becomes more pronounced with
100, 200, and 500 nodes. Under these conditions, the proposed method exhibits
7654.21, 22356.21, and 145216.25 edges, respectively, with significantly higher
average degrees and degree variances than the original graph. Particularly when
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the number of nodes reaches 500, the degree variance of the proposed method
reaches 63215.25. These results indicate that the proposed method maintains a high
number of edges and degree variance when handling larger-scale data. It is evident
that the proposed method, through the uncertain graph model and the hypergraph
clustering method, significantly increases the number of edges and the degree vari-
ance of the network graph. This suggests that while protecting privacy, the proposed
method can substantially enhance the complexity and diversity of the data, thereby
resisting potential privacy attacks. Higher average degrees and degree variances
imply a more complex network structure, making it more challenging for attackers

to deduce the privacy of other nodes from information on a single node.

Table 1. Data usability analysis of the original graph and the proposed method

Number Original Graph Proposed Method
Metric of Nodes Number Average Node ])egree Number Average Node pegree
of Edges Degree of Nodes Variance of Edges Degree of Nodes Variance
50 135 5.02 60.25 1254.21 24.21 255.26
100 389 9.62 198.63 7654.21 66.32 1548.23
200 1242 13.54 458.23 22356.21 154.25 502345
500 4521 20.35 1452.12 145216.25 326.25 63215.25

Table 2. Changes in metric values of the proposed method under different thresholds

Threshold 0.01
Metric Number of Edges Average Degree of Nodes Node Degree Variance
50 1156.32 22.32 254.23
100 7548.26 60.21 1489.23
200 19623.25 151.24 4895.32
500 135695.26 302.32 61254.23
Threshold 0.1
Number of Edges Average Degree of Nodes Node Degree Variance
50 1089.23 19.87 24523
100 7525.23 57.26 1468.23
200 19124.21 145.23 4569.23
500 13124.25 278.23 58954.26
Threshold 1
Menc Number of Edges Average Degree of Nodes Node Degree Variance
50 986.21 18.26 236.24
100 7452.21 53.26 1356.87
200 18563.23 135.26 432521
500 122548.23 289.66 54879.26

The data in Table 2 indicates that as the threshold increases, there is a noticeable
decline in the number of edges, average degree of nodes, and node degree variance
using the proposed method. For example, when the threshold is 0.01, the number of
nodesis 50, the number of edges is 1156.32, the average degree is 22.32, and the degree
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variance is 254.23. As the threshold increases to 0.1 and 1, these metrics decrease to
1089.23 and 986.21 (number of edges), 19.87 and 18.26 (average degree), and 245.23
and 236.24 (degree variance), respectively. This trend is also evident with larger num-
bers of nodes (e.g., 100, 200, and 500), where an increase in the threshold leads to a
reduction in the number of edges, average degree, and degree variance. For instance,
when the number of nodes is 500, increasing the threshold from 0.01 to 1 result in
the number of edges dropping from 135695.26 to 122548.23, the average degree from
302.32 to 289.66, and the degree variance from 61254.23 to 54879.26. The experimen-
tal results demonstrate that the performance of the proposed method under different
thresholds shows that with an increase in the threshold, the complexity of the graph
decreases. However, even at higher thresholds, the proposed method still maintains
a high level of complexity and diversity. This indicates that the proposed method can
flexibly balance privacy protection and data usability. Lower thresholds enhance the
strength of privacy protection while increasing the complexity and diversity of the
data; higher thresholds appropriately reduce the intensity of privacy protection but
still maintain reasonable data complexity. This flexibility makes the proposed privacy
protection scheme adaptable to different application needs and security require-
ments, offering high practicality and reliability in real-world applications.

Table 3. Changes in degree centrality edge entropy values of the proposed method
under different thresholds

Threshold Privacy Budget 0.01 0.1 1
50 2561.21 2451.26 2451.23
100 10898.26 10785.23 10548.26
200 45265.27 45125.87 43926.25
500 12245845 126895.25 122535.23

The data in Table 3 reveals significant differences in the changes in edge between-
ness centrality values of the proposed method under various privacy budgets and
thresholds. When the privacy budget is 50, the edge betweenness centrality values
are 2561.21 (threshold of 0.01), 2451.26 (threshold of 0.1), and 2451.23 (threshold
of 1). As the privacy budget increases to 100, these values rise to 10898.26, 10785.23,
and 10548.26, respectively. With a further increase in the privacy budget to 200, the
values continue to ascend to 45265.27, 45125.87, and 43926.25. At a privacy budget
of 500, the edge betweenness centrality values reach their highest, at 122458.45,
126895.25,and 122535.23. These results indicate that as the privacy budget increases,
the edge betweenness centrality values significantly rise, while the values also vary
across different thresholds. The experimental results demonstrate that the proposed
privacy protection scheme’s edge betweenness centrality valuesincrease significantly
with the privacy budget, suggesting that as the privacy budget grows, the amount
of data processed and protected by the model also increases, leading to higher edge
betweenness centrality values. Additionally, the privacy budget threshold impacts
the edge betweenness centrality values: lower privacy budget thresholds typically
result in higher values, while higher thresholds lead to slightly lower values. Lower
thresholds require stricter protection measures, resulting in more data processing
and protection operations. Despite the significant increase in edge betweenness cen-
trality values under high privacy budgets, the proposed method demonstrates its
comprehensive advantages in protection effectiveness and processing capability,
making it highly adaptable and practical in various application scenarios.
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The data in Figure 5 demonstrates significant differences in the privacy protection
effectiveness of different methods under varying user densities. The privacy protection
evaluation metric for the local differential privacy method increases from 72% at a
user density of 5 to 80% at a user density of 10. The metric for the differential pri-
vacy method based on the Laplace mechanism rises from 82.50% (user density of 5) to
87% (user density of 10). In contrast, the proposed method outperforms the other two
methods at all user densities, from 92.50% at a user density of 5 to 96.50% at a user
density of 10. These results indicate that as user density increases, the privacy protec-
tion effectiveness of all methods improves. However, the proposed method consistently
maintains the highest privacy protection evaluation metric. The experimental results
show that the proposed privacy protection scheme exhibits superior privacy protection
capabilities across different user densities, significantly outperforming local differen-
tial privacy and the differential privacy method based on the Laplace mechanism. As
user density increases, the privacy protection effectiveness of all methods improves,
likely due to the higher aggregation of trajectory data enhancing the data perturbation
effect. Notably, the proposed method, by combining the uncertain graph model and
the hypergraph clustering method, effectively improves the privacy protection level of
both location and semantic information, countering combined attacks and maintaining
a high privacy protection evaluation metric under all user density conditions.

m Local differential privacy
u Differential privacy based on the Laplace mechanism

= Proposed method

120%
2
3
2 100%
=
2
T 80%
s
5
= 60%
S
8
= 40%
]
=
>
g 20%
5
S
~

0% ' . . 2 . .
5 6 7 8 9 10

User density

Fig. 5. Changes in the privacy protection evaluation metrics of different methods
under varying user densities
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Fig. 6. Changes in the running time of different methods under varying user densities
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The data in Figure 6 illustrates significant differences in the running time of dif-
ferent methods under varying user densities. The running time of the local differ-
ential privacy method gradually increases with user density, from two-time units
at a user density of 5-to-19-time units at a user density of 10. The running time
of the differential privacy method based on the Laplace mechanism shows a more
pronounced increase, from 11-time units (user density of 5) to 160-time units (user
density of 10). In contrast, the running time of the proposed method is higher than
the other two methods at all user densities, rising from 14-time units at a user
density of 5-to-260-time units at a user density of 10. These results indicate that as
user density increases, the running time of all methods significantly rises, with the
proposed method showing the most substantial increase. The experimental results
demonstrate that the proposed privacy protection scheme has a higher running time
compared to local differential privacy and the differential privacy method based on
the Laplace mechanism under different user densities. As user density increases, the
running time of all methods increases significantly due to the greater volume of user
data that needs to be processed and protected, leading to increased computational
complexity. Specifically, the proposed method, although exhibiting excellent privacy
protection effectiveness, also shows a significant increase in running time. This
is attributed to the complexity of the uncertain graph model and the hypergraph
clustering method employed.

5 CONCLUSION

A comprehensive privacy protection scheme for mobile big data was proposed
in this study, consisting of two parts: location and semantic information protection.
For location information protection, an uncertain graph model was employed,
jointly protecting the user layer and the location layer, effectively resisting com-
bined attacks, and enhancing the security of location privacy. For semantic infor-
mation protection, a hypergraph clustering method was used to structurally protect
the user layer and the semantic layer, improving the privacy security of semantic
information. The experimental results demonstrate that the proposed method shows
significant performance in data usability, metric values, edge betweenness centrality
values under different privacy budget thresholds, privacy protection effectiveness,
and running time across different user densities. Specifically, as the privacy budget
and user density increase, the edge betweenness centrality values and running time
of the proposed method increase significantly. However, its privacy protection effec-
tiveness outperforms existing methods under all tested conditions.

This study holds substantial academic value and practical significance. Firstly,
by introducing the uncertain graph model and the hypergraph clustering method,
effective protection of both location and semantic information was achieved,
enhancing the comprehensiveness and depth of mobile big data privacy protection.
Secondly, the experimental results validated the good privacy protection effective-
ness and data usability of the proposed method under various conditions. However,
the significant increase in running time under high user density and large privacy
budget conditions indicates certain limitations of the proposed method regarding
computational resource requirements. Future study can focus on the following
directions: the algorithm could be optimized to reduce computational complexity
and improve operational efficiency; privacy protection needs in different scenarios
could be further investigated to improve protection strategies; and multidimensional
data protection methods could be explored to enhance overall privacy protection
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capabilities. These improvements could further increase the practicality and adapt-
ability of the proposed method, providing robust support for the development of
mobile big data privacy protection.
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