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Blockchain Technology in Mobile Payments: A Systematic 
Review of Security Enhancements in Mobile Commerce

ABSTRACT
This systematic review aims to examine how blockchain technology enhances security and 
trust in mobile commerce transactions, focusing on its application in mobile payments. The 
study employs a comprehensive methodology, utilizing the Scopus database to gather rele-
vant literature published between 2018 and 2024. Using carefully selected keywords related 
to blockchain, mobile payments, and security, the initial search yielded 229 records, which 
were subsequently filtered using the PRISMA framework. After thorough screening, 86 studies 
were selected for in-depth analysis. The study utilizes VOS viewer software for bibliometric 
analysis, revealing a significant annual growth rate of 49.13% in publications, indicating rap-
idly increasing interest in this field. The results highlight four main thematic clusters: wallets, 
financial, blockchain, and mobile, with the blockchain cluster showing the highest centrality 
and frequency. Key findings demonstrate that blockchain technology addresses critical issues 
in mobile payments, such as high storage costs and processing latency, while significantly 
improving transaction throughput and security. Blockchain-based self-sovereign identity (SSI) 
systems are revolutionizing identity management and know your customer (KYC) processes, 
enhancing both efficiency and privacy. The development of secure lightweight wallets and the 
implementation of advanced cryptographic techniques have markedly improved the secu-
rity and speed of mobile transactions. Furthermore, blockchain technology shows promise in 
combating financial crimes and enabling offline transactions in areas with poor connectivity. 
The study concludes that blockchain technology is transforming mobile commerce security, 
but also identifies areas for future research, including scalability solutions, regulatory frame-
works, and user-friendly interfaces to encourage wider adoption.
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1	 INTRODUCTION

The rapid proliferation of mobile networks has fundamentally transformed the 
way we live, work, and communicate [1]. This digital revolution has ushered in an 
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era of unprecedented connectivity, with mobile devices becoming an integral part of 
our daily lives. As the volume of data transmitted over these networks continues to 
grow exponentially, ensuring trust and security has become a paramount concern 
for organizations, governments, and individuals alike [2]. Traditional centralized 
systems used to manage mobile networks have faced numerous security challenges. 
These systems are vulnerable to various forms of cyberattacks, including hack-
ing, man-in-the-middle attacks, and data breaches [3]. Moreover, the centralized 
approach creates a single point of failure, making the network susceptible to outages 
and disruptions [4]. As a result, there is an urgent need for innovative solutions that 
can address these security vulnerabilities and enhance trust in mobile networks.

Enter blockchain technology—a distributed, decentralized ledger system that has 
revolutionized sectors such as finance, supply chain, healthcare, and industry [5]. 
The unique characteristics of blockchain, including its decentralized nature and 
tamper-evident structure, present a compelling opportunity to bolster security and 
trust in mobile networks [6]. By leveraging the core features of distributed ledger, 
consensus mechanisms, and encryption, blockchain technology has the potential to 
create a more secure environment for mobile transactions and data exchange [5].

One of the primary advantages of blockchain technology in the context of mobile 
networks is its ability to provide a decentralized platform for recording and secur-
ing data [7]. Unlike traditional centralized systems where information is stored and 
managed by a single entity, a blockchain network distributes data across multiple 
nodes [8]. This decentralized architecture eliminates the need for intermediaries 
and significantly reduces the risk of a single point of failure [9]. Even if one node is 
compromised, the rest of the network continues to function, ensuring continuity and 
maintaining the integrity of the system.

Furthermore, blockchain technology offers tamper-evident records of all 
transactions and network activities, creating an auditable and transparent 
environment [10]. This feature is particularly crucial in mobile networks, where 
the security of sensitive user data and financial transactions is of utmost impor-
tance [11]. The immutability of blockchain records, ensured through cryptographic 
hashing and consensus mechanisms, makes it extremely difficult for malicious 
actors to alter or manipulate data without detection [12].

The integration of blockchain technology in mobile networks also presents 
opportunities for enhancing user authentication and identity management [13]. By 
providing a secure and decentralized system for storing and verifying user identi-
ties, blockchain can significantly reduce the risk of identity theft and unauthorized 
access to sensitive information [14]. This is especially relevant in the context of 
mobile commerce, where secure and reliable authentication mechanisms are essen-
tial for building trust between users and service providers [15].

The transparency offered by blockchain-based systems also contributes to building 
trust in mobile networks [16]. By allowing for tamper-evident record-keeping of all 
network transactions, blockchain technology enables easy tracing and identification 
of any suspicious or unauthorized activity [17]. This transparency fosters a sense of 
trust among network users, making the mobile network more reliable and secure [18].

However, it is important to acknowledge that the implementation of blockchain 
technology in mobile networks is not without challenges. Scalability remains a 
significant hurdle, as current blockchain systems have limitations in terms of the 
number of transactions they can process simultaneously [19]. The high volume of 
data transmitted, and the growing number of mobile users may lead to performance 
issues and delays in the mobile network. Additionally, the integration of blockchain 
with existing systems and protocols in mobile networks poses technical and opera-
tional challenges [20].
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This study aims to systematically review and synthesize the current literature on the 
application of blockchain technology in mobile payments, with a specific focus on how 
it enhances security and trust in mobile commerce transactions. By examining block-
chain’s role in addressing existing security challenges and vulnerabilities, we seek to 
understand how this technology can revolutionize the mobile payment landscape. To 
systematically review and synthesize the current literature on the application of block-
chain technology in mobile payments, with a specific focus on how it enhances security 
and trust in mobile commerce transactions. The study following the research questions.

1.	 How does the integration of blockchain technology in mobile payment systems 
address existing security challenges and vulnerabilities in mobile commerce?

2.	 What are the key trust-enhancing features of blockchain-based mobile payment 
solutions, and how do they compare to traditional mobile payment security mea-
sures in terms of data protection and user privacy?

2	 RESEARCH METHODOLOGY

The current research encompasses literature from two large, reputed databases, 
Scopus, among researchers worldwide. We used (blockchain OR “distributed ledger” 
OR “decentralized ledger”) AND (“mobile payment*” OR “m-payment*” OR “digital 
wallet*” OR “e-wallet*”) AND (security OR secure OR trust* OR privacy OR encryption 
OR “data protection”) keywords for the literature search. Initially, 229 records were 
obtained. The preferred reporting items for systematic reviews and meta-analyses 
(PRISMA) framework was used to screen the records as suggested by [21–23] and 
shown in Figure 1. Some critical inclusion and exclusion criteria for this review 
were published articles in the English language and related to fintech services. The 
review papers, articles, and book chapters are included in the review. Conclusive 
207 studies are selected for stage 1 and used for keyword cloud and keyword occur-
rence. Later, a careful screening was performed for each identified classification 
to determine relevant records, and only 86 studies were selected to be included to 
synthesize the review. Figure 1 shows the overall PRISMA statement 2020 selection 
and rejection process of the current study in detail.

Fig. 1. PRISMA statement 2020 inclusion and exclusion criteria

3	 DESCRIPTIVE

The VOSviewer software was employed to conduct the bibliometric analysis. 
This software is designed to construct and visualize bibliometric networks, allowing 
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researchers to analyze the relationships and trends within the selected literature [24]. 
In addition, Table 1 provides a comprehensive overview of the literature landscape 
on blockchain technology in mobile payments and security from 2018 to 2024. The 
analysis covers 86 documents from 74 sources, showing a significant annual growth 
rate of 49.13% in publications, indicating rapidly increasing interest in this field. 
The average document age of 2.03 years and 9.721 citations per document suggest 
that the research is both recent and impactful. The corpus includes a rich set of 294 
Keywords Plus and 250 author keywords, reflecting the diverse aspects of the topic 
being explored. With 281 authors contributing, including 11 single-authored doc-
uments, the field shows a good balance of individual and collaborative work. The 
average of 3.56 co-authors per document and 24.42% international co-authorships 
demonstrate a strong collaborative nature in the research community, with a nota-
ble global perspective. The document types are predominantly articles (55), followed 
by book chapters (28) and reviews (3), providing a mix of primary research and 
synthesis of knowledge. This data paints a picture of a dynamic, collaborative, and 
rapidly evolving research area with significant scholarly attention and impact.

Table 1. Main information

Description Results

Timespan 2018:2024

Sources (Journals, Books, etc.) 74

Documents 86

Annual Growth Rate % 49.13

Document Average Age 2.03

Average Citations Per Doc 9.721

References 4006

Keywords Plus (ID) 294

Author’s Keywords (DE) 250

Authors 281

Authors of Single-Authored Docs 11

Single-Authored Docs 11

Co-Authors Per Doc 3.56

International Co-authorships % 24.42

Article 55

Book Chapter 28

Review 3

In addition, Figure 2 illustrates the annual production of articles from 2018 to 
2024, showing a clear upward trend in research output over time. The graph begins 
with an article published in 2018, marking the initial emergence of the field. There’s 
a significant jump to seven articles in both 2019 and 2020, indicating growing inter-
est. From 2021 onwards, there’s a steep and consistent increase, with 13 articles in 
2021, 20 in 2022, and a peak of 27 articles in 2023. This rapid growth suggests a surge 
in research activity and interest in the topic. Interestingly, there’s a slight decrease to 
11 articles in 2024, though this could be due to incomplete data for the current year or 
a potential stabilization of research output. Overall, the graph demonstrates a robust 

https://online-journals.org/index.php/i-jim


	 138	 International Journal of Interactive Mobile Technologies (iJIM)	 iJIM | Vol. 18 No. 21 (2024)

Rattanawiboonsom and Khan

expansion of scholarly work in this area, particularly from 2021 to 2023, reflecting 
the increasing importance and relevance of the subject matter in recent years.
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Fig. 2. Annual production of the documents

Furthermore, Figure 3 presents the major sources that have contributed publica-
tions to the current study on blockchain technology in mobile payments and secu-
rity. The graph shows a variety of journals and publications across different fields, 
reflecting the interdisciplinary nature of the research topic.

The top contributors are Electronic Markets, Fintech in Islamic Financial 
Institutions, and IEEE Access, each with three publications. This suggests a strong 
interest in the topic from both financial technology and engineering perspectives. 
The presence of IEEE Access, a broad-scope journal, indicates the wide-ranging 
technical aspects of blockchain applications in mobile payments. Following these 
are several journals with two publications each: Accounting Perspectives, Applied 
Sciences, Business and Information Systems Engineering, International Journal of 
Innovative Technology and Exploring Engineering, International Journal of Interactive 
Mobile Technologies, and Journal of Emerging Technologies in Accounting. This diverse 
set of sources spans fields such as accounting, business systems, innovative technol-
ogies, and mobile technologies, underscoring the multifaceted nature of blockchain 
applications in mobile commerce and payments.

The variety of journals represented highlights that research on blockchain in 
mobile payments is not confined to a single discipline but draws interest from mul-
tiple fields, including finance, technology, engineering, and business. This interdisci-
plinary approach is crucial for addressing the complex challenges and opportunities 
presented by blockchain technology in the mobile payment ecosystem.

3

3

3

2

2

2

2

2

2

0 1 2 3 4

ELECTRONIC MARKETS

FINTECH IN ISLAMIC FINANCIAL INSTITUTIONS: SCOPE, CHALLENGES,
AND IMPLICATIONS IN ISLAMIC FINANCE

IEEE ACCESS

ACCOUNTING PERSPECTIVES

APPLIED SCIENCES (SWITZERLAND)

BUSINESS AND INFORMATION SYSTEMS ENGINEERING

INTERNATIONAL JOURNAL OF INNOVATIVE TECHNOLOGY AND EXPLORING ENGINEERING

INTERNATIONAL JOURNAL OF INTERACTIVE MOBILE TECHNOLOGIES

JOURNAL OF EMERGING TECHNOLOGIES IN ACCOUNTING

Number of Publications

Jo
u

rn
a

l 
N

a
m

e

Major Sources

Fig. 3. Major sources inclusion

https://online-journals.org/index.php/i-jim


iJIM | Vol. 18 No. 21 (2024)	 International Journal of Interactive Mobile Technologies (iJIM)	 139

Blockchain Technology in Mobile Payments: A Systematic Review of Security Enhancements in Mobile Commerce

4	 RESULTS

Figure 4 presents a complex network visualization of key terms and their rela-
tionships in the research corpus on blockchain technology in mobile payments and 
security. The visualization is color-coded, with clusters of interconnected terms rep-
resented by different hues. At the center of the network, we see prominent terms 
such as “blockchain,” “digital,” “technology,” and “wallets,” indicating their central 
role in the discourse. The red cluster on the left side emphasizes security-related 
concepts such as “secure,” “transaction,” and “wallet,” highlighting the importance 
of safety in blockchain applications. The green cluster focuses on data and infor-
mation aspects, while the blue cluster on the right side appears to be more con-
cerned with financial and banking applications, featuring terms such as “fintech,” 
“banking,” and “financial.” Purple nodes scattered throughout suggest cross-cutting 
themes such as “transparency” and “efficiency.” The density and interconnectedness 
of the nodes demonstrate the multifaceted nature of blockchain research in mobile 
payments, encompassing technological, financial, and security dimensions. This 
visualization effectively captures the interdisciplinary character of the field and the 
complex interplay between various concepts and application areas.

Fig. 4. Key term occurrences

In addition, Table 2 presents a compelling overview of the thematic clusters 
identified in the research on blockchain technology in mobile payments and secu-
rity. The table uses two key metrics, callon centrality and callon density, to charac-
terize four main clusters: wallets, financial, blockchain, and mobile. The blockchain 
cluster shows the highest callon centrality (81.665) and the second-highest callon 
density (64.645), indicating its central role and well-developed nature in the research 
field. It also has the highest cluster frequency (924), underscoring its prominence in 
the literature. The wallets cluster, while ranking third in centrality, has the highest 
density (92.317), suggesting a highly focused and internally cohesive research area. 
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The financial cluster ranks second in both centrality and density, reflecting its sig-
nificant role and well-established research base. Interestingly, the mobile cluster, 
despite having the lowest centrality and density scores, ranks first in both catego-
ries, possibly indicating its foundational role or broad relevance across the field. 
This cluster analysis provides valuable insights into the structure and focus areas of 
research in blockchain-based mobile payments and security, highlighting the inter-
play between technological, financial, and user-interface aspects of the field.

Table 2. Thematic clusters on block chain technology and mobile payments

Cluster Callon 
Centrality

Callon  
Density

Rank 
Centrality

Rank  
Density

Cluster  
Frequency

Wallets 54.001 92.317 3 4 694

Financial 53.647 71.738 2 3 453

Blockchain 81.665 64.645 4 2 924

Mobile 47.96 41.487 1 1 475

Furthermore, the thematic map presented in Figure 5 provides a visual represen-
tation of the key themes in blockchain research for mobile payments and security, 
organized along two axes: relevance degree (centrality) and development degree 
(density). The map is divided into four quadrants, each representing different stages 
of thematic development. In the upper right quadrant, labeled “Motor Themes,” 
we find the highly developed and central topics of “wallets,” “system,” and “wal-
let,” indicating their mature and driving role in the field. The upper left quadrant, 
“Niche Themes,” contains “financial,” “fintech,” and “traditional,” suggesting these 
are well-developed but somewhat specialized areas. The lower right quadrant, 
“Basic Themes,” includes “blockchain,” “digital,” and “technology,” representing fun-
damental concepts with high centrality but lower density, likely due to their broad 
applicability. In the lower left, “Emerging or Declining Themes,” we see “mobile,” 
“research,” and “services,” which may be either emerging areas of study or topics 
losing relevance. This map effectively illustrates the current landscape of research 
themes, highlighting both established core concepts and potential areas for future 
development in the field of blockchain-based mobile payments and security.

Fig. 5. Thematic map
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5	 BLOCKCHAIN TECHNOLOGY AND EXISTING SECURITY 
CHALLENGES IN MOBILE COMMERCE

Blockchain technology emerges as a pivotal area of research in the realm of dig-
ital finance, particularly in its applications to mobile payments, digital identities, 
and security enhancements [25]. At the core of the blockchain cluster is its ability to 
enhance security and efficiency in financial transactions. [26] proposed solutions to 
address the critical issues of high storage costs and payment processing latency in 
mobile cryptocurrency payments, laying the groundwork for more efficient block-
chain-based mobile payment systems. Building on this foundation, [27] developed 
a Deep Reinforcement Learning-based Payment Channel Rebalancing algorithm, 
which significantly improved transaction throughput and success rates in block-
chain-based payment networks, further advancing the efficiency of cryptocurrency 
transactions.

In addition, the cluster also showcases blockchain’s potential in revolutionizing 
identity management and verification processes. [28] demonstrated how block-
chain-based self-sovereign identity (SSI) can enhance the efficiency and privacy 
of know your customer (KYC) processes, a crucial aspect of financial services. This 
concept of SSI was further explored by [29], who highlighted its capacity to enable 
secure and privacy-preserving management of digital identities and credentials. 
The application of SSI extends beyond financial services, as evidenced by [30], who 
applied this technology to event ticketing systems, improving secondary market con-
trol and enhancing privacy for users.

However, security remains a paramount concern in blockchain applications [31] 
contributed to this aspect by developing a trustzone-based secure lightweight wal-
let for hyperledger fabric, which showed improved performance and security com-
pared to traditional bitcoin wallets. Similarly, [32] demonstrated through security 
testing that Ethereum transactions utilizing Merkle Hash Tree are both faster and 
more secure than conventional transactions, further solidifying the security advan-
tages of blockchain in financial applications.

The blockchain cluster also addresses complex financial processes. [33] proposed 
a novel approach of recording transactions on the blockchain before populating 
enterprise resource planning (ERP) systems, potentially streamlining reconcilia-
tion processes and reducing associated costs and time. This approach could have 
significant implications for improving efficiency in multi-stakeholder financial oper-
ations. Furthermore, to provide a structured understanding of blockchain systems, 
[34] developed a comprehensive taxonomy that includes components such as digital 
wallets and tokens. This framework offers valuable insights for researchers and prac-
titioners in conceptualizing and developing blockchain-based solutions. Additionally, 
the cluster demonstrates blockchain’s potential in combating financial crimes. 
[35] introduced a self-supervised graph neural network framework for detecting 
illicit transactions in bitcoin, outperforming existing methods in anti-money laun-
dering efforts. This advancement showcases how blockchain technology, combined 
with advanced analytics, can enhance the integrity and security of cryptocurrency 
transactions. Table 3 of block chain technology for security challenges in mobile 
commerce illustrates the details of authors, research settings, and major outcomes 
of the studies.
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Table 3. Block chain technology and security challenges in mobile commerce

Authors Settings Outcomes

Schlatt et al. (2022) KYC processes Blockchain-based SSI improves KYC efficiency 
and privacy.

Xu et al. (2020) Mobile cryptocurrency  
payment

Addressed storage cost and latency issues in mobile  
payments.

Sedlmeir et al. (2021) Digital identities Enables secure, privacy-preserving identity 
management.

Feulner et al. (2022) Event ticketing SSI improves secondary market control and privacy.

Chen et al. (2024) Payment channel  
networks

DRL algorithm improves transaction throughput 
and success.

Dai et al. (2021) Hyperledger Fabric  
wallet

Developed secure lightweight wallet with improved 
performance.

Bosamia and Patel  
(2022)

Ethereum security  
testing

Ethereum with Merkle hash tree is faster and 
more secure.

Gomaa et al. (2023) Multi-stakeholder 
reconciliation

Blockchain-first approach may reduce reconciliation 
time and costs.

Alzhrani et al. (2022) Blockchain system  
taxonomy

Comprehensive framework including digital wallets 
and tokens.

Lo et al. (2023) Bitcoin anti-money 
laundering

GNN framework outperforms in detecting illicit 
transactions.

In conclusion, the Blockchain Cluster represents a dynamic and rapidly evolv-
ing area of research, with implications spanning from enhancing the efficiency and 
security of financial transactions to revolutionizing identity management and com-
bating financial crimes. The interrelated nature of these studies demonstrates how 
advancements in one area of blockchain technology can have far-reaching effects 
across multiple domains of digital finance and identity management.

6	 BLOCKCHAIN-BASED MOBILE WALLETS

The mobile wallets cluster represents a significant area of research and innova-
tion in the realm of digital finance, showcasing the evolving landscape of payment 
technologies and their integration with blockchain systems [36]. [37] proposed an 
innovative blockchain-based mobile wallet that enables offline transactions using 
Bluetooth and digital signatures, addressing the challenge of transactions in areas 
with poor internet connectivity. This offline capability is further explored by [38], 
who developed the Pure Wallet system for blockchain-based offline transactions, 
demonstrating the industry’s push towards more flexible and accessible payment 
solutions. According to [39], the role of blockchain in providing multi-level authen-
tication for secure mobile electronic payment transactions. Building on this security 
focus, [40] conducted a comprehensive assessment of security measures in crypto-
currency wallets, offering insights into future improvement prospects.

In addition, the integration of blockchain technology with mobile wallets is a recur-
ring theme in this cluster. [31] developed a secure lightweight wallet for Hyperledger 
Fabric, showcasing improved performance compared to traditional blockchain wallets. 
This advancement in blockchain-based wallets is complemented by the work of [41], 

https://online-journals.org/index.php/i-jim


iJIM | Vol. 18 No. 21 (2024)	 International Journal of Interactive Mobile Technologies (iJIM)	 143

Blockchain Technology in Mobile Payments: A Systematic Review of Security Enhancements in Mobile Commerce

who proposed the H2CT protocol for efficient and secure key management in wallets, 
addressing the crucial aspect of cryptographic key security in blockchain environ-
ments. Also, privacy and anonymity in mobile payments are also significant concerns 
addressed within this cluster. [42] proposed the SATP system for strong anonymity in 
mobile payments, specifically designed to protect user privacy against curious third-
party providers. This focus on privacy aligns with the broader trend of enhancing user 
trust and security in digital financial transactions. Table 4 depicts the outcomes of the 
studies discussed about mobile wallets in the context of blockchain technology.

Table 4. Blockchain based digital wallets

Authors Settings Outcomes

Rasheed et al. (2023) Blockchain mobile  
wallet

Proposed offline transactions using Bluetooth and 
digital signatures.

Mohamed (2023) Mobile electronic 
payment system

Blockchain provides multi-level authentication for 
secure transactions.

Kersic et al. (2023) Digital wallets for 
identity management

Proposed orchestration solution for on- and off-chain  
wallets.

Nowroozi et al. (2023) Cryptocurrency wallets Assessed security measures and future improvement 
prospects.

Dai et al. (2021) Hyperledger Fabric  
wallet

Developed secure lightweight wallet with improved 
performance.

Cao and Zhu (2019) Anonymous mobile  
payment

Proposed SATP for strong anonymity against curious 
third-party providers.

Igboanusi et al. (2021) Offline transaction 
architecture

Developed Pure Wallet for blockchain-based offline 
transactions.

Li et al. (2024) e-CNY adoption in China Identified factors influencing willingness to use 
central bank digital currency.

Hoess et al. (2024) Mobility-as-a-Service Digital wallets enable seamless multimodal 
mobility services.

Xiang et al. (2024) Distributed key 
generation

Proposed H2CT protocol for efficient and secure key 
management in wallets.

Furthermore, [43] investigated factors influencing the willingness to use e-CNY, 
China’s central bank digital currency, providing valuable insights into the adoption 
of state-backed digital currencies. Similarly, [44] examined how digital wallets can 
enable seamless multimodal mobility services, illustrating the potential of mobile 
wallets beyond traditional financial transactions. An interesting development in this 
cluster is the convergence of identity management with mobile wallets. [45] proposed 
an orchestration solution for on- and off-chain wallets in the context of digital iden-
tity management. This study highlights the expanding role of mobile wallets as not 
just financial tools but also as potential carriers of digital identities and credentials.

The mobile wallets demonstrate the dynamic and multifaceted nature of research 
in this field. From enhancing security and privacy to enabling offline transactions 
and supporting diverse applications such as digital identity management and mobil-
ity services, mobile wallets are at the forefront of digital finance innovation [46]. 
The interconnected nature of these studies shows how advancements in one 
aspect of mobile wallet technology, such as security or offline capabilities, can have 
far-reaching implications for the entire ecosystem of digital payments and beyond.
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7	 CONCLUSION

The review of blockchain technology in mobile payments reveals a transformative 
impact on security and trust in mobile commerce transactions. Blockchain’s decen-
tralized architecture fundamentally enhances security by eliminating single points 
of failure and providing tamper-evident records. The technology addresses critical 
issues in mobile payments, such as high storage costs and processing latency [26], 
while significantly improving transaction throughput and success rates through 
advanced algorithms [47]. Blockchain-based SSI systems are revolutionizing identity 
management and KYC processes, enhancing both efficiency and privacy. The devel-
opment of secure lightweight wallets [31] and the implementation of Merkle Hash 
Trees in Ethereum transactions have markedly improved the security and speed 
of mobile transactions. Furthermore, blockchain technology is proving invaluable 
in combating financial crimes, with advanced analytics detecting illicit transactions 
more effectively. Innovations in offline transaction capabilities are extending the 
reach of secure mobile payments to areas with poor connectivity, while systems 
such as SATP enhance user privacy against third-party intrusions. The integration of 
blockchain with central bank digital currencies and its application in non-financial 
sectors such as mobility services and digital identity management underscore its 
versatility and far-reaching impact.

Looking to the future, several recommendations emerge from this review. First, 
there is a need for continued research into scalability solutions to address the high 
volume of transactions in mobile networks. Second, efforts should be directed 
towards seamless integration of blockchain with existing mobile payment infra-
structure to ensure widespread adoption. Third, regulatory frameworks need to 
evolve to accommodate blockchain-based financial innovations while ensuring con-
sumer protection. Fourth, further exploration of blockchain’s potential in enhancing 
cross-border mobile payments could significantly benefit global commerce. Fifth, 
research into improving the energy efficiency of blockchain systems for mobile 
applications is crucial for sustainability. Sixth, developing user-friendly interfaces 
for blockchain-based mobile wallets is essential to encourage wider adoption among 
non-technical users. Finally, ongoing studies into the long-term economic and social 
impacts of blockchain-enabled mobile payments will be vital for informed policy-
making and industry development. These recommendations aim to address current 
limitations and exploit the full potential of blockchain technology in revolutionizing 
mobile commerce security and trust.
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