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ABSTRACT

The rapid evolution of the Internet of Things (IoT) has led to a dramatic increase in the number
of connected devices. Consequently, it is no longer feasible to deliver high-quality services using
terrestrial infrastructure alone. Unmanned aerial vehicles (UAVs) are increasingly being used
to improve the capacity and efficiency of IoT networks due to their maneuverability, economy,
and flexibility. In resource-constrained IoT environments, UAVs typically employ batch authen-
tication to securely and efficiently manage simultaneous access requests. However, if even
a single signature is invalid, batch authentication will fail, which compromises the system’s
availability and reliability. This paper introduces a hybrid dynamic access control architecture
that combines batch verification techniques with machine learning (ML) algorithms to detect
fraud (i.e., identify invalid signatures) before the batch verification process in order to enhance
its efficiency. The experiment’s findings show that using artificial intelligence (AI) before the
batch verification process can improve its efficiency and reduces the computational load.

KEYWORDS
Internet of things (IoT), unmanned aerial vehicle (UAV), batch authentication, artificial
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1  INTRODUCTION

The Internet of Things (IoT) involves a wide range of connected devices that
generate and share various types of data. This data is used to develop transforma-
tive applications, such as industrial manufacturing, health and environmental mon-
itoring, autonomous vehicles, and more [1], [2]. Unmanned aerial vehicles (UAVSs)
are among the new solutions for large-scale [oT deployment. UAVs are attracting a
great deal of interest due to their flexible deployment, high mobility, and low cost
[3], [4]. Moreover, UAVs can perform a variety of tasks, including collecting data, con-
ducting video surveillance, transporting cargo, and so on [5], [6], [7]. Consequently,
UAVs are increasingly being used in IoT applications, including, but not limited to,
disaster management, smart agriculture, smart cities, surveillance, and security
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monitoring [8], [9]. In situations involving natural disasters that endanger people’s
safety, UAVs can perform critical tasks that would otherwise be carried out by
human workers [5]. Furthermore, as shown in Table 1, UAVs offer additional oppor-
tunities in the context of the [0T. UAVs in an 10T scenario can improve 10T network
performance [5]. However, the large number of access requests in drone-assisted
IoT environments poses significant challenges in terms of both security and system
performance, especially in resource-constrained environments. To overcome these
challenges, UAVs typically use batch verification, which allows multiple access
requests to be verified simultaneously. Compared to using traditional individual
verification methods, this technique is significantly more cost-effective in terms of
resource consumption [10]. Nevertheless, batch authentication is susceptible to fail-
ure if even a single invalid signature is detected, resulting in the entire batch being
rejected. This wastes resources, makes the 10T network vulnerable to attacks, and
compromises the availability of critical UAV-based IoT services [11].

Table 1. UAV opportunities in the 10T [3]

Opportunities Examples

Ubiquitous connections e Extend communication networks

Avoidance of collisions
Object recognition
o Communication relay

Aerial intelligence

Self-maintenance of communications | e Self-maintenance of topology and routing
Surveillance and anti-eavesdropping

Sensor powering and deployment e Sensor powering
Sensor recycling

In this context, various approaches employ classical methods that are compu-
tationally intensive. These approaches are not well-suited to the limitations of IoT
devices [11]. To overcome these limitations, we propose an intelligent, lightweight,
Al-based mechanism that can identify and filter invalid signatures. This allows for
the efficient filtering of suspicious requests before batch verification, which reduces
computational costs and improves system performance.

The structure of this paper is outlined as follows: Section 2 reviews related work.
Section 3 describes the proposed solution. Section 4 presents the experimental setup.
Section 5 presents the results, and Section 6 provides a summary of the paper.

2  RELATED WORK

Due to the increasing number of connected devices and the necessity of secure com-
munication, extensive research papers have been conducted on authentication in the
IoT. Many approaches have been proposed to improve privacy and security in resource-
constrained IoT environments. This section provides an overview of the relevant liter-
ature on batch verification, invalid signature detection, and Al-based approaches for
anomaly detection in the context of the 10T, which are the three pillars of this research.

In [12] and [13], the authors regard the technique of batch verification as an ideal
solution for improving verification efficiency. Batch verification of lots of digital sig-
natures minimizes the required verification time and computational load [14]. This
concept is therefore beneficial in an IoT environment, where devices have limited
computationresources and operate under real-time constraints [15], [10]. This method
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enables efficient and scalable authentication while ensuring security, which results
in enhanced IoT network performance versus individual verification [15], [10].
Table 2 summarizes existing studies on authentication in the context of the IoT,

focusing on those based on the batch verification technique.

Table 2. Review of related work

Ref Methods Results Benefits
[15] | The authors introduce a trust model for IoT networks The model outperforms existing solutions Reduces the
that minimizes the computational workload on gateway | by reducing the workload and latency of computational load.
nodes by distributing signature authentication to verification. Improves efficiency
reliable nodes. The approach uses batch verification of
ECDSA-based signatures to reduce verification time and
improve network efficiency.
[14] | This work proposes a lightweight, batch-based As set out in the paper, the proposed scheme | Enhanced security,
authentication solution for the Internet of Drones provides robust security and efficient batch reduced resource
(IoD). The proposed system uses physical unclonable authentication. consumption
functions (PUFs) to protect the identities of drones from
attack, thereby enhancing security.
[10] | The authors propose a elliptic curve-based, certificate- | As set outlined in the paper, the proposed Fault signature
less signature (CLS) scheme for the IoT that focuses approach offers a high Level of security identification
on batch verification and identification of invalid and more efficient verification than Improved batch
signatures. related schemes. authentication
[16] | This work proposes a lightweight, batch authentication | the paper finds that the proposed scheme isa | Reduces the
approach leveraging edge computing to improve promising solution for enhancing the security | computational load.
security and efficiency in resource-constrained IloT and efficiency of IIoT environments.
environments.
[17] | This paper presents a lightweight, batch- The study’s findings suggest that the proposed | Reduces the
based authentication solution to ensure secure lightweight batch authentication scheme computational load,
communication between vehicles. could significantly enhance the security and | energy consumption, and
efficiency of IoV communications. communication overhead.
[18] | In this paper, the authors introduce SEAS, a new The paper concludes that the proposed Grant the anonymity
authentication solution for the IoT that is secure and SEAS solution is an efficient, scalable, of devices.
robust. SEAS uses zero-knowledge proofs (ZKP) and and secure authentication scheme for Reduces verification times,
batch authentication methods. large-scale IoT environments that is based computational costs, and
on zero-knowledge proofs and a batch energy consumption.
verification method.

The works mentioned in Table 2 share a common weakness: they focus primar-
ily on batch verification without providing effective and lightweight methods for
detecting invalid signatures within a batch before the batch verification process to
avoid batch verification failure. This drawback can have significant consequences,
as invalid signature(s) delay the verification process and increase resource costs.

Traditional invalid-signature detection techniques are often inadequate for
UAV-assisted 10T networks for several reasons. For one, existing techniques are
computationally complex, and their static nature makes them ineffective at detect-
ing advanced threats and constantly evolving attack patterns [10], [11], [19], [20].

In the ToT context, the challenge of identifying invalid signatures is even more
significant given the specific characteristics of the IoT, including resource constraints.
Furthermore, the lack of effective methods for identifying invalid signatures under-
mines the robustness of the system, particularly in UAV-assisted [oT contexts where
the secure and rapid transmission of data is critical. This highlights the need for
efficient, lightweight, adaptive, and intelligent solutions that can optimize the batch
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verification process and reduce the computational load. Recent advancements in
machine learning (ML), especially in intrusion detection, provide innovative solu-
tions in this context. ML can enhance the security of the IoT ecosystem by providing
intelligent systems capable of detecting and predicting both existing and emerging
threats, even zero-day ones [21]. Furthermore, ML can detect abnormal activity and
adapt to new types of threats, which can provide a more proactive and intelligent
security mechanism than traditional techniques [22], [23], [24].

3  MATERIALS AND METHODS
3.1 Alfor anomaly detection in the IoT context

As shown in Figure 1, Al can greatly enhance the performance and efficiency of

[oT systems by providing intelligent data analysis and autonomous decision-making
capabilities [25].

Using Al methods improves the IoT security by enabling more

Enhanced securit — . . F i ; :
Y efficient identification of anomalies and threats.

Al models can identify significant patterns in large amounts of
> data, offering improved insights and enabling intelligent
operations.

Data Analytics and
Pattern Recognition

Al can be used for predictive analysis to predict energy
Predictive capabilities [— demand, water quality, maintenance requirements, and
more.This optimises the use of resources and reduces waste.

Automation and Al enables systems and devices to operate without human
autonomous decision- |—*| intervention, for example, self-driving vehicles can interpret
making real-time sensory data and make safe decisions.

How can Al power the IoT?

Personalisation and user

. - Al can personalise services based on user data.
experience
Edge and on-device Using Al at the device level (edge computing) makes systems
. . ™ . . .
intelligence more responsive by reducing latency and bandwidth usage.

Fig. 1. The benefits of Al in IoT systems

3.2 System overview

Our architecture consists of numerous sensors deployed in isolated areas to
collect data, as well as a drone that flies over these areas as shown in Figure 2. Each
sensor has a pair of cryptographic keys used to sign its messages. When the UAV ini-
tiates communication, the sensors respond with signed access requests. The drone
uses a batch authentication technique to ensure that only authorized objects can
interact with it. To prevent and minimize batch verification failures and prevent
the waste of resources, we propose using a ML, model to detect and filter invalid
signatures before batch verification. This model uses the random forest algorithm to
analyze signature features and detect anomalies.
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Fig. 2. System overview

3.3 Model implementation pipeline

An experimental setup was designed to evaluate the proposed model’s
performance, as shown in Figure 3. The findings are presented in Figure 8.

Data data Feature Model development

aquisition preprocessing Engineering (Random forest) Megeleralistion

Fig. 3. Model implementation pipeline [26], [27], [28]

Dataset description. In the absence of a public real digital signature database,
we evaluated our proposed model using the BotNeTIoT-L01_label NoDuplicates.csv
file from the BoTNeTIoT-LO1 dataset [29], which is often used in intrusion detection
systems that integrate ML methods. It contains no duplicate or missing values, and its
variables are numeric. It contains 2426574 instances and 25 variables. One of these col-
umns is a feature (label) that is used for prediction. Its value is either 0 or 1: 0 if no attack
is detected and 1 if an attack is detected. The dataset description is shown in Figure 4.
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Fig. 4. The dataset’s class distribution and the number of samples
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Since the dataset is high-dimensional, we only used 10% of it to train our model

in order to reduce computational cost and training time.

In order to evaluate the effectiveness of our model, we consider an invalid sig-

nature as equivalent to an attack. This assumption is based on the lack of publicly
available real datasets providing samples of cryptographic signatures labelled as
valid or invalid in IoT environments. It is also based on the fact that invalid signatures
in real authentication systems are typically caused by unauthorized data manipula-
tion or key compromise, both of which constitute attacks targeting data authenticity
or integrity. Therefore, treating an invalid signature as an attack may enable the sim-
ulation of real-world malicious scenarios, even in the absence of a specific dataset.

Dataset preprocessing. The model was developed using the Python program-

ming language and the Jupyter Notebook IDE. To manipulate the data and visualize
the results, the following Python libraries were used: pandas, Numpy, matplotlib, and
sklearn. Next we standardized the data using RobustScaler, as this method is more
effective than the standard z-score technique at minimizing the effect of outliers
in the dataset [30]. Then we employed the Synthetic Minority Oversampling tech-
nique (SMOTE) to address the class imbalance in the dataset. SMOTE is a technique
designed to overcome class imbalance. It generates additional synthetic instances

of the minority class to ensure a balanced distribution of classes in datasets and

improve model performance [31].

Feature extraction. Feature selection can significantly improve the performance
of the model by accelerating the training phase and reducing the risk of model

under-fitting or overfitting.

To train our model, we selected the 10 most important variables using the Mutual

Information (MI) technique.
The results of the MI analysis are shown in Figure 5.
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Fig. 5. The mutual information scores of each feature in the dataset

Used model. Several ML algorithms can be used in the context of our work. Each
has its own particular strengths and weaknesses as shown in Table 3.
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Table 3. Comparison of different AT approaches [22], [25], [32], [33]

Key IoT
IA Approaches Concepts Strengths Weaknesses Security Use Cases
Supervised Models are trained based | Predictions with high | Reliance on labeled data Known anomalies
— support on a dataset comprising accuracy when they constrained by dataset availability, | classification, predictive
vector machines, | both features (input are trained using requires regular updates, maintenance.
— decision trees, | variables) and their well-labelled data. and limited capacity for adaptability | Predict potential cyber
— Random Forest. | corresponding targets Easy to implement. (Their training on a static dataset threats, behavior
(output labels) [34]. Robustness limited their ability to recognize monitoring.
Useful for classification or | against noise. novel patterns/anomalies.).
(and) Regression purposes. The process of data labelling
can be costly in terms of both
resources and time.
Scalability.
Unsupervised Algorithms analyze data No need for labelled Latency concerns Anomaly detection,
— K-means to find patterns and make | data (uses unlabeled identifying abnormal
— Autoencoders predictions without any data, enabling it patterns, and data
labeled data [35]. to discover novel clustering.
patterns.).
Reinforcement It learns via trial and error | Adaptive and able to Computationally intensive. Useful for making dynamic
Learning based on its interaction learn and recognize decisions in environments
— Q-learning with the environment evolving patterns. characterized by
[22], [36] Ideal for making uncertainty and constant
inspired from complex decisions. change, such as robotics
biological models. and autonomous vehicles.

156 International Journal of Interactive Mobile Technologies (iJIM)

In this study, we used the RF algorithm for the model training stage. This algo-
rithm was chosen for its specific advantages [37], [38], [27]:

e FEase of implementation,

¢ Robustness against overfitting,

e Low resource requirements,

e Based on recent studies of ML algorithms in the context of 10T cybersecurity, RF
is one of the ML algorithms that offer satisfactory results [39], [40].

Random forest is an ensemble learning technique which uses multiple decision
trees to enhance the accuracy of classification or regression analyses. Each decision
tree is trained individually using a randomly selected subset of the data and features.
The determination of the final outputis achieved by aggregating the predictions from
all the trees. For classification tasks, the majority vote is used, while for regression
tasks, averaging is used. This method improves the accuracy of the model, reduces
overfitting and effectively manages high-dimensional data [37], [38], [27].

Model optimization. To optimize the model hyperparameter, we used Optuna
with five-fold cross validation to ensure a reliable evaluation of the model’s
performance.

Optuna [30] is an automated hyperparameter tuning framework used for
selecting the optimal hyperparameters combination [41]. Unlike conventional grid
search, which explores all possible combinations of parameters exhaustively, Optuna
employs a Bayesian probabilistic method to accelerate the optimization process and
enhance model performance [42], [43].

Figure 6 displays the hyperparameter search space used to optimize the model’s
hyperparameters. The optimal parameters obtained after 30 trials are: n_estimators

iJIM | Vol. 20 No. 2 (2026)
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=190; max_depth = 19; min_samples_split = 7; min_samples_leaf = 3; max_features
= sqrt; and bootstrap = False, as shown in Figure 7.

Parameter Search Space
n_estimators 50 - 200
max_depth 5-20

min_samples_split 2 -20
min_samples_leaf 1-20
max_features sqrt, log2, None

bootstrap True, False

Fig. 6. The hyperparameter search space used during the training stage to optimize the
random forest model hyperparameters

Parameter Value
n_estimators 190
max_depth 19

min_samples_split 7
min_samples_leaf 3
max_features sqrt

bootstrap False

Fig. 7. The optimal parameters achieved after 30 trials using Optuna with five-fold cross-validation

4  RESULTS AND DISCUSSION

4.1 RF Model

As Figure 8 shows, the experimental outcomes validate the effectiveness of the
random forest model, which achieved nearly perfect classification. These results
highlight the importance of using ML to improve the security of the Internet of Things.

Metric Value

Accuracy  0.9997664771
Precision  0.9997666873
Recall 0.9997664771
F1-score  0.9997665187

ROC-AUC 0.9999815335

Fig. 8. Model performance results
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4.2 Simulated batch authentication process

In this study, we used Python to simulate the process of authentication batches
verification by following the steps in Figure 9. To evaluate our solution’s perfor-
mance, we compared two methods.

Method 1: Batch verification without AL If the initial verification process fails,
a verification process (recursive divide-and-conquer approach) is performed to
identify invalid signature(s).

The “divide and conquer” recursive batch verification approach allows for the
identification of invalid digital signatures when initial batch verification fails [44].

In “divide and conquer” approaches, a batch of signatures is recursively divided
into sub-batches, for verification purposes. If a sub-batch contains no invalid signa-
tures, it is removed from the process. else, the sub-batch is subdivided again until all
the invalid signatures are eliminated [44].

Method 2: Verification using AI (our RF model) before batch verification to
prevent or reduce the failure rate and minimize resource consumption.

Method 1: Method 2:
Model Test batch S Sh10 Comparison of the
{mpl - il (batch verification (batch verification : e
implementation generation oLt AD St D) wo methods.

Fig. 9. Model implementation pipeline

We evaluated both methods on a set of 100 simulated signatures with a 10%
invalidity rate. During the testing stage, we measured the system’s Time required to
verify the batch, and the time saved by using AI methods.

This simulation aims to demonstrate how incorporating Al before the batch
verification process can improve efficiency. The findings of the experiment shown
in Figure 10 provided the necessary comparative data to show the benefits of our
solution compared to verification techniques without artificial intelligence.

Method Detection Time (s) Tame saved

0 Method 1 0.072003 -

1 Method 2 0.018998 0.053006 s

Fig. 10. The computational time required for detecting invalid signatures using Methods 1 and 2,
without and with Al, respectively, as well as the time saved when Al is used

Although using Al in our proposed approach has a significant impact, the full
realization of its potential requires addressing several challenges and limitations.
One of the most critical and emerging challenges is the vulnerability of Al models
to adversarial attacks. Such attacks can alter the input data, thereby compromising
the model’s effectiveness. Moreover, this study’s evaluation was based on a sample
size (10%) of the dataset. This decision was primarily driven by computational lim-
itations and the necessity of ensuring the feasibility of the experiments when train-
ing and validating the model. Nevertheless, the small sample size could introduce
significant challenges, affecting the statistical significance and generalizability of
the study’s conclusions, as well as the interpretability of the results in a real-world
UAV-assisted IoT environment. To address potential sampling bias, we carefully bal-
anced the selected subset of data to preserve the main class distributions and char-
acteristics of the original data. However, evaluating the model’s performance on a
larger dataset would generate more reliable results and validate its robustness and
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applicability in various UAV-assisted IoT scenarios. Furthermore, to gain a deeper
insight into the applicability of the proposed solution in real-world UAV-assisted 10T
networks, its performance must be evaluated in various scenarios involving various
network conditions and multiple batches of different sizes. An in-depth comparative
analysis of the proposed model against existing related work is also needed. This
will provide further insight into the model’s robustness, and applicability, as well as
identifying any other potential limitations.

5  CONCLUSION AND FUTURE WORKS

In UAV-assisted 10T networks, a UAV can receive simultaneous access requests
from multiple sensors. Individual verification is expensive in terms of both time and
resources given UAV’s limited resources. To enhance verification efficiency, UAVs
use the batch verification technique, which involves verifying multiple signatures
simultaneously at once, reducing the time and resources required. However, if even
one signature is invalid, the batch verification process will fail, which reduces its
effectiveness.

This paper proposes using Al-based invalid signature detection before the
batch verification process for UAV-assisted IoT to prevent or reduce batch verifi-
cation failures. Although the proposed model produces positive results, there are
still several challenges to overcome, which suggests that there are interesting areas
for future research. One potential area for exploration is federated learning, which
enables distributed IoT devices to collaborate on updating models while ensuring
that sensitive data remains decentralized, to address privacy issues and reduce com-
munication overhead. Another interesting area of research is explainable AT (XAD),
which has the potential to improve the transparency, interpretability, and trustwor-
thiness of Al models. In addition, exploring innovative lightweight optimized Al
models, resource-efficient architectural designs, and more advanced optimization
techniques, such as feature selection, dimensionality reduction, and model compres-
sion techniques like pruning or quantization, to ensure a balance between efficiency
and performance. Furthermore, in order to both train and rigorously evaluate the
proposed models, it is crucial to develop realistic datasets that reflect a variety of
UAV-assisted 10T attack scenarios. Exploring these fields of research further will help
to enhance and develop this work.
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