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PAPER

Adaptive Secure Image Transmission Using Tri-Layered 
Visual Cryptography and Residual Error Reduction 
for AI-Driven Interactive Mobile Learning Platforms

ABSTRACT
As interactive mobile learning platforms based on artificial intelligence (AI) are being adopted 
rapidly, secure and efficient visual educational data communication have emerged as a cru-
cial challenge. In this case, it is still important not to disclose any sensitive learning material 
(e.g., assessments, medical images and/or proprietary instructional media) while ensuring 
high visual fidelity for effective learning throughout the design process. In this study, we put 
forward an Adaptive Secure Image Transmission model using a tri-layered visual cryptog-
raphy (TLVC) with the assistance of residual error reduction (RER) process. As such, the pro-
posed system adopts a three-layer visual cryptographic method that breaks up input images 
into several insecure shares in which no single share contains anything of value by itself. 
Mobile-specific: Share generation can be dynamically tuned to the capability of device CPU, 
memory, network factors such as latency or available bandwidth. In order to combat more 
quality degradation caused by reconstruction, a RER module combines with lightweight deep 
residual learning is incorporated to improve the clarity of images and restore fine-grained 
structures. In addition, the framework’s integration with AI-based learning platforms allows 
for fast content delivery, interactive visualization of data, and privacy-preserving analytics 
that can be aggregated across multiple sources. Experimental evaluations prove that the pro-
posed method guarantees a better security robustness and a more accurate reconstructed 
image in terms of mean squared error and peak signal-to-noise ratio in comparison to classi-
cal visual cryptography. The system also has low computational overhead and is adaptable to 
resource-scarce mobile devices.
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1	 INTRODUCTION

The trend toward tech-enabled learning, prompted by the pandemic worldwide, 
has been one of the most significant technological transformations of the last decade. 
From MOOCs, to artificial intelligence (AI)-powered personalized tutoring systems, 
the toolkit available to educators and students in this domain has burgeoned. Mobile 
learning platforms, apps and ecosystems that push educational content directly into 
users’ smartphones, tablets and wearables are at the heart of this revolution. In mobile 
learning, the visual has a distinct role to play. While text can be accurately recon-
structed from its compact representation, with very little loss of fidelity to perception 
[4] [5], images have high perceptual information density that closely correlates with 
comprehension quality. A smeared anatomy diagram in a medical training unit or 
poisoned circuit schematic in an engineering class could render any lesson unus-
able. This quality sensitivity is compounded by the fragmentation of the installed 
base of mobile devices sub-HD budget smartphones as well as high-DPI professional 
tablets w/ high-fidelity colour gamuts and rendering pipelines. The characterization 
of this at first as computer security in the context of more traditional computational 
approaches to cryptographic security sets up a really hard engineering problem: 
how does one construct a transmission pipeline across this spectrum that preserves 
visual fidelity while also preserving cryptographic security. The security problems 
of mobile learning environments are many and significant. Moreover, everyone 
involved with educational institutions processes some of the most sensitive types of 
personal data there are (be it students’ academic performance records or personal 
health-related details collected regarding styles in medical education settings; course 
materials—many times proprietary which have been built up at high intellectual 
cost, and where real-time assessments material is studied that its premature release 
can cause a debasement of entire evaluation programmes. Legal regulation of edu-
cational data will still be pivotal, whether that is existing legal frameworks such 
as FERPA (Family Educational Rights and Privacy Act) in the United States, GDPR 
(General Data Protection Regulation) in the E.U. or other equivalent regulations else-
where. First formalised in Naor and Shamir [1] seminal paper in 1995, visual cryp-
tography (VC) provides a theoretically appealing image security approach, which is 
conceptually different from algorithmic encryption. Instead of encrypting an image 
with a key which must then be securely managed, VC separates the image into sev-
eral share images that individually look like meaningless random noise. The original 
image becomes visible only when the necessary amount of shares is physically or 
digitally stacked. The security of this approach is information-theoretic rather than 
computational it does not depend on the assumed difficulty of any mathematical 
problem, and cannot be broken with arbitrarily powerful computing hardware. This 
fact confers on VC an aspect, which can help it be the building block for a subse-
quent secure image transmission scheme of future generation especially in scenar-
ios that the lifetime of this cipher text does not last longer than its path q generations 
to break. But classical VC has two well-known limitations that have precluded its 
widespread adoption in commercial systems. The first one is pixel expansion: to 
uniquely encode a binary secret pixel, every share in a VC scheme must contain 
multiple subpixels, thus its size becomes m times as large (where m relates to the 
VC property). Then for Naor and Shamir (2,2)-VC scheme the value of m is equal 
to 2 which means each share will be having double area of original image. This 
might seem small, but in contexts with HD education material it amounts to con-
siderable bandwidth and storage savings. The second limitation is degradation of 
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reconstruction quality: when shares are stacked, the resultant image will be super 
positional of the patterns formed by subpixels on each share. A more simplified 
account that is nevertheless analogous to the approach we advocate here is through 
superposition, which produces systematic halftone-like features and distinct dark-
ening of white areas cause to diminish the effective contrast and perceptual quality 
of reconstructed impressions. This is not just aesthetically obsessive in areas of con-
tent such as medical imaging or careful technical drawings, this can lead to genuine 
misinterpretation of educational material. Recent advances in deep learning and 
specifically residual neural networks [9, 10], as well as image restoration architec-
tures [11, 23, 24] point towards a promising path to mitigating the quality limitation. 
The crucial point is that the degradation pattern generated by VC reconstruction is 
deterministic and systematic it results from well-controlled mathematical operations 
rather than stochastic noise. This means that, at least in principle, it is a learnable 
transformation that a trained neural net can estimate and subtract. This is the case 
in some recent works [7, 25] that have applied this method for concrete VC schemes 
and achieved better performance; however, they either suffer from the requirement 
of using desktop-class computing hardware [7, 25], or degrade their security prop-
erties to get more performance improvement [29]. However, prior works did not 
propose a system that is specially designed for the constraints of mobile devices 
with tight limitations on battery usage, memory consumption and inference latency. 
With the introduction of AI across education programs also comes another set of 
privacy concerns, beyond content protection. Today’s intelligent learning systems 
can produce rich behavioural analytics—which parts of an image a student focuses 
on, how long they spend paying attention to specific content, and the evolution of 
their gaze over repeated exposures. This analytic data is so very intimate and pri-
vate; yet it is also integral to the highly customized feedback and adaptive content 
delivery that provide a competitive advantage between AI-based platforms versus 
traditional e-learning systems. However this delicate trade-off between high-fidelity 
input (good for fine-grained visual analytics) and student privacy at scale presents 
a fundamental design barrier, one that cannot simply be solved using cryptograph-
ically protected content alone. What is needed is a framework that architecturally 
intertwines privacy-preserving analytics and secure content delivery rather than 
bolting the two as separate afterthoughts. In this paper, we present a holistic solu-
tion to these related problems via the adaptive secure image transmission (ASIT) 
framework consisting of tri-layered visual cryptography (TLVC) and a residual error 
reduction (RER) module. The TLVC scheme extends classical (2,2)-VC to a three-layer 
architecture that provides substantially stronger security guarantees while introduc-
ing a natural mechanism for multi-path transmission ideal for mobile environments 
where network path diversity is available through simultaneous WiFi and cellular 
connectivity. The RER module is a lightweight deep neural network, designed from 
the ground up for mobile deployment, that estimates and corrects the reconstruc-
tion artifacts introduced by the TLVC stacking process. The Adaptive Transmission 
Engine (ATE) dynamically selects operating parameters based on real-time network 
and device conditions, maintaining a configurable balance between security, qual-
ity, and latency.

The contributions of this paper can be summarised as follows:

•	 A TLVC scheme that extends the classical two-share paradigm with a third 
structural cryptographic layer and integrates a session-keyed stream cipher for 
defence-in-depth, achieving 2^256 effective security without requiring a trusted 
key distribution server.
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•	 A lightweight RER neural network based on depthwise separable convolutions 
and 8-bit quantisation, achieving a state-of-the-art reconstruction PSNR of 
41.7 dB with only 78K parameters and under 3 ms inference time on mid-range 
mobile hardware.

•	 An ATE that dynamically selects from a pre-computed Pareto frontier of (security, 
quality, latency) operating points based on real-time bandwidth, device capabil-
ity, and content priority signals.

•	 A privacy-preserving analytics mechanism that enables AI-driven platforms to 
perform visual behavioural analytics entirely in the share domain, without ever 
reconstructing sensitive educational content on the server side.

•	 A comprehensive experimental evaluation across 500 test images, four device 
profiles (low-end to high-end), and three network conditions, with compari-
sons against five state-of-the-art baseline methods across quality, security, and 
latency metrics.

2	 RELATED WORK

It requires the absorption of multi-field research to construct a secure and 
high-quality image surveillance transmission system for mobile learning. This 
section organises the relevant prior literature into five streams, with each stream 
corresponding to a core technical challenge addressed by the proposed framework. 
The discussion underscores the ideas that evolved in each stream and highlights the 
specific gaps that drive TLVC-RER design decisions.

2.1	 Classical and extended visual cryptography

Some of the concepts in the original proposal for VC can be traced back to secret 
sharing, a wider concept in cryptography formalised by Shamir [13, 21] in 1979. 
The k threshold allows us to split some secret value into n shares such that any k 
of these can be used for reconstructing the secret and any k − 1 shares contain no 
information about the secret. [1] generalised this principle to the visual domain 
giving a scheme in which the ‘reconstruction’ is done not by a computer perform-
ing arithmetic but by the level of the human visual system stacking physical trans-
parencies. Their groundbreaking construction proved that perfect secrecy can be 
achieved for binary images with a small factor of expansion (2 pixels), which, apart 
from an information-theoretic lower bound, served as the theoretical basis for all 
future developments in this field. This was later extended to general access struc-
tures by [2], which expanded the little applicability of VC by permitting any arbitrary 
groups of shareholders to become eligible for reconstruction rather than hartu redv-
ing specific numerical thresholds. After that generalisation came more sophisticated 
collection matrices whose size grows with the complexity of the access structure, 
resulting therein a practical trade-off between expressive security policy and com-
putational overhead, which is still relevant today. [25, 30] showed tight bounds on 
the pixel expansion, possible given various access structure constraints, establishing 
a theoretical lower bound which guided the design of more efficient subsequent con-
structions. The random grid-based VC proposed by [31] applies to unit pixel expan-
sion as they produce random shares instead of using the fixed collection matrix. 
This allows them to perform OR-based and XOR-based stacking operations, with the 
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latter leading to better contrast in the reconstructed image. The XOR-decryption also 
applies to digital VC systems (as opposed to physical transparency stacking) because 
computing XOR can be done exactly in software and avoids the contrast loss when 
using physical overlay. This information helps guide our mechanism of generating 
Layer 2 shares by using XOR-based reconstruction to visually enhance the effective 
contrast of the decoded (intermediate) image before it is passed into the RER module 
for residual alignment.

An in-depth comparative survey of VC schemes where the trade-off among pixel 
expansion, contrast, security level and computational complexity were systematically 
evaluated has been provided by [6]. Their analysis revealed that no single scheme 
dominates across all four dimensions, motivating the adaptive approach taken in our 
ATE component. More recently, the application of generative adversarial networks 
(GANs) to VC share generation [7, 25] has produced shares with near-impercepti-
ble visual content (stronger steganographic properties than random-looking shares) 
while maintaining the information-theoretic secrecy guarantees of classical VC. These 
deep-learning VC approaches represent the current state of the art in share qual-
ity but require GPU-class computing hardware for share generation, making them 
unsuitable for client-side mobile deployment without a server-assisted architecture.

2.2	 Image quality enhancement in cryptographic contexts

The problem of quality degradation in reconstructed VC images has attracted sus-
tained research attention since the late 1990s. Early approaches focused on modify-
ing the share generation process itself to reduce artefacts at the source. [8] Applied 
error diffusion—a classical halftone technique—to the share generation process, 
spreading quantisation errors spatially in a way that reduces their visual impact 
after stacking. That was an improvement over PSNR of about 28 dB for natural 
images to 33 dB, a significant improvement at a good distance below the 40+ dB 
range commonly assumed (for professional applications of image data).

In recent years, the advent of deep learning has shifted the paradigm of 
image restoration including better rendezvous for quality enhancement through 
post-processing. When it comes to ML in histology, The ground-breaking study 
from Dong et al. Figure 2 SRCNN in super-resolution using deep convolutional net-
works (SRCNN) showed that very deep networks could learn effective mappings 
from degraded to high quality images i.e., when trained on large enough paired 
datasets [23]. As they did use skip connections across non-adjacent layers, this 
enabled much deeper networks to be trained well the so-called residuals took care 
of preventing gradient vanishing that had plagued early deep networks. [10] Based 
on this insight that networks learn better when they have to predict the residual 
correct rather than the full output image, we apply it directly in the design of our 
RER module.

The authors of [11] extended the idea of residual learning in the context of image 
denoising and introduced a very powerful architecture known as DnCNN. The main 
contribution from DnCNN was to show that the network can learn a denoise func-
tion over multiple noise levels, given only one model with implicit estimation of the 
noise level (without explicit noise level input), and yet still generalise well across a 
range of noise. In the VC case, different content types require more or fewer indi-
vidual shares to account for the variability in reconstruction artefacts based on 
compression ratio and share generation parameters—so such flexibility is useful. 
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Subsequently, [12] proved that nonlinear diffusion models are parameterisable 
to obtain denoising performance that approaches that of the ultimate limit with 
roughly an order of magnitude fewer parameters than CNNs per layer, laying out a 
potential avenue for efficient architectures suitable for mobile deployment.

The development of lightweight methodology for network design has made 
it possible to process high-quality images on mobile hardware. [26] presented 
MobileNetV2 utilising inverted residual blocks and depth-wise separable convolu-
tion, reaching comparable image classification performance while requiring signifi-
cantly less parameters and computing costs than a normal convolution. Knowledge 
distillation methods [27] enable a small ‘student’ network to be trained to repli-
cate the output distribution of a heavier ‘teacher’ network, delivering a principled 
approach for market compression that retains quality better than simple pruning. 
These advances in methodology underpin our design of the RER module that com-
bines depth-wise separable convolutions and distillation-based training to attain a 
favourable quality-efficiency trade-off.

In a seminal work, [24] proposed U-Net, an encoder-decoder architecture with 
skip connections that transfer feature maps directly from encoding layers to the cor-
responding decoding layers. U-Net was initially developed for medical image segmen-
tation, but it is also built to retain fine spatial details with skip connections, making 
it well-suited to many restoration problems that involve accurately reconstructing 
local texture and edge information. This idea of skip connection is also well-inte-
grated in our RER construction, which can help retain sharp edges and fine-grained 
text character features that are human-perceptual critical in educational content.

2.3	 Secure mobile content delivery frameworks

Over the last decade, mobile content delivery systems have matured rapidly as 
one of the most common architectures in delivering sensitive information which 
requires top-notch security. Usman et al. proposed SIT (Secure IoT), a low-complexity 
symmetric encryption algorithm tailored for resource-constrained embedded 
devices. Although SIT solves the computational overhead issue associated with 
IoT endpoints, it is not directly related to image content and does not address the 
quality-security trade-off in visual transmission. For example, [29] surveyed image 
encryption approaches for multimedia security and enumerated techniques from 
pixel scrambling and chaos-based encryption [22] to transform-domain methods. 
Their survey uncovered a notable gap: the overwhelming majority of image encryp-
tion schemes treat images as an opaque binary payload and do not exploit visual 
data’s inherent structure to achieve improvements in both security and quality.

[14] Gave an overview on enabling technologies for the Internet of Things focusing 
mainly on security protocols and their overhead characteristics. Their analysis of the 
strength of security versus protocol overhead on different levels of hardware capabil-
ities provides a helpful framework for the adaptive-operating-modes in our ATE com-
ponent. Quality-of-experience driven model for adaptive bitrate (ABR) streaming in 
mobile learning [33], building upon the standard ABR formulation by [15] by adapting 
a QoE model using educational content. Their work shows that the price users are will-
ing to pay for quality reduction varies significantly depending on content type a fact 
that is directly motivating our content-priority signal in the ATE. [34] proposed a socio-
logical analysis based on online learning platforms secure mobile learning framework 
for higher education institutions that was focused on authentication, access control 
and audit trails instead of encryption at the content level. Though their work provides 
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a holistic model of institutional security, it fails to solve the nuanced technical problem 
of ensuring that the content itself is secure during transmission and reconstruction. 
Our work builds on their framework by offering the content-level security layer that 
is assumed (but not implemented) in their system. [16] Utilized adaptive differential 
privacy in the domain of privacy-preserving deep learning, proving that the analyt-
ics portion of AI-powered platforms can remain safeguarded without loss of model 
functionality or utility. The concept is orthogonal (but complementary) to what we do 
the privacy-preserving analytics mechanism in our framework can be layered with 
differential privacy at the analytics layer as an additional defence-in-depth.

2.4	 Deep learning architectures for feature extraction and representation

The MSC of the RER module is fundamental for VC BC-AG CCD: it directly affects 
their spatial features representation and processing for reconstruction artefacts. 
These example architectures provide context to the decisions made in our approach, 
as a greater picture on all available deep learning architectures for image feature 
detection. This hierarchy is intentionally leveraged in the RER module: earlier con-
volutional layers learn local halftone artefacts typical for VC stacking, while later 
layers gather spatial context to reconstruct coherent large-scale patterns.

[25] introduced GANs, which have become a de facto tool in the process of image 
synthesis and restoration. GAN-based image restoration methods tend to produce per-
ceptually sharper results than mean-squared-error-optimised networks, as the adver-
sarial training objective directly penalises blurring rather than just minimising average 
pixel error. But GAN training is notoriously unstable and challenging to apply to light-
weight architectures for mobile deployment. The RER module thus employs a hybrid 
training objective that combines mean absolute error (for pixelwise fidelity), SSIM 
loss (for structural quality), and a lightweight perceptual loss computed using a frozen 
MobileNetV2 feature extractor [26, 32] instead of a full adversarial discriminator.

[28] offered a statistical learning framework for the generalisation behaviour 
of the tracking module in educational institutions. In particular, the bias-variance 
trade-off analysis addressed in classical statistical learning theory explains why 
overly deep networks might be overfitting almost exclusively to the specific VC arte-
fact patterns present in the training set, rather than generalising effectively when 
presented with novel content. We validated empirically through ablation studies 
with three, five and seven convolutional layer variants that a principled compro-
mise between expressiveness and generalisation in the RER module is obtained at 
about five layers of depth.

2.5	 AI-driven educational systems and privacy

Additionally, AI well integrated into educational platforms yields some breathtak-
ing capabilities and sincere duties. [18] had previously described learning analytics 
as a disruptive innovation in education, arguing that the collection of detailed data on 
students’ approaches to learning can facilitate levels of personalisation never before 
achieved by using aggregated data. Their vision has been realised in so far as mod-
ern intelligent tutoring systems track the explicit responses of students, but also such 
implicit signals as reading speed, revisit patterns, and multimodal allocation of visual 
attention. The visual element of these analytics which images a student study for how 
much time at what points is particularly sensitive as it can expose not only academic 
performance, but also areas of confusion and interest and emotional energy.
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In the context of educational analytics, [19] overcame the challenge of imple-
menting federated learning while maintaining student privacy. One such architec-
tural approach to this problem is federated learning, a method where models can 
be trained using decentralised local data and prevent transferring raw student data 
from the edge (local device) to a central server. But federated learning alone does not 
address the privacy risk in transmitting the visual content itself—it reduces exposure 
of derived analytics but not of the underlying educational images. Our framework 
solves this problem by abstracting the image more literally and rendering it in the 
share domain, so that the original image is never available at the analytics server.

Understanding the role explainable AI (XAI) will play in educational privacy is 
another particularly interesting problem for future work. And as learning platforms 
begin to adopt AI that can create a narrative of explanation and recommendation 
from visual content interaction data, the question of how we provide explanations to 
students without exposing the logic of the underlying model, which could indirectly 
expose information about other students, becomes more acute. The final TLVC-RER 
framework captures the privacy-preserving design principles that can be the basis 
for developing future XAI-compatible educational analytics systems. In combina-
tion, the related work discussed in this section indicates that while the single ele-
ments of the proposed system were previously examined as separate issues, no prior 
work thus far has unified all three to a holistic framework tested for the particular 
demands of AI-based mobile learning platforms.

3	 PROPOSED METHODOLOGY

Here we explain the full TLVC-RER framework. Our system consists of three 
tightly coupled components, which are the TLVC-based module, the RER module 
and the adaptive transmission engine (ATE). Overall system architecture is shown 
in the Figure 1.

INPUT IMAGE (Educational Content)

Layer 1: Pixel
Decomposition

→ Layer 2: Share
Generation

→
Layer 3:

Encryption
Encoding

Adaptive Encoder
(Network-Aware)

RER Module

RECONSTRUCTED IMAGE (High Fidelity Output)

→ Mobile Channel
(4G/5G/WiFi)

→

Fig. 1. Overall architecture of the proposed TLVC-RER framework for secure mobile learning

3.1	 TLVC

A classical (2, 2)-VC works by randomising the Boolean expansion of each pixel 
in an image I into two shares S₁ and S₂. Although this allows information-theoretic 
secrecy, it can do so to very little computational security against adversaries that are 
able to see some of several transmissions. The recommended Tri-Layered design 
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adds a 3rd dimension of the structure that intersperses 3 orthogonal randomisation 
steps resulting in significantly higher security margin.

Layer 1: Pixel decomposition. The first layer decomposes every input pixel 
P (x, y) in the greyscale or colour image I into a corresponding 2 × 2 subpixel block 
B (x, y). In case of a grayscale image, each pixel value v ∈[0, 255] is normalised and 
quantised into a binary representation. For colour images, the decomposition is done 
for each channel (R, G, B) independently and optionally on the luminance channel 
in YCbCr domain. Formally, let I be an M × N image and let Q: [0, 255] → {0, 1}ⁿ be a 
quantisation function that maps each pixel to an n-bit binary string. Layer 1 Output: 
a binary matrix B ∈R2M × 2N × n is formed based on the repeated pixel map.

Layer 2: Share generation. The core visual cryptographic transformation is 
applied on layer 2. Note that a sharing matrix Cᵢ is chosen from the collection of 
matrices C for each binary pixel bᵢ in the expanded map depending on whether bᵢ is 
black (1) or white (0). The important distinction in TLVC is that the collection matri-
ces C⁰ and C¹ are extended to a (3, 3) threshold scheme instead of the standard (2, 2) 
configuration. This implies that the secret image is divided into three shares S₁, S₂, 
S₃, and all these three shares are required for perfect reconstruction. In the infor-
mation-theoretic sense, any two shares reveal no information regarding the original 
pixel value. The three shares are sent along three independent paths of the network 
(for instance WiFi, LTE and a relay server) in such a way that observation of any 
single path yields no useful information.

Layer 3: Encryption encoding. The third layer is a lightweight stream cipher 
(ChaCha20 [20]) applied to each share independently prior to transmission, seeded 
by a session key derived from a Diffie-Hellman key exchange performed as part of 
platform authentication. ChaCha20 has a computational cost of around 1.5 cycles 
per byte on ARMv8 processors, which is small when compared to the visual cryp-
tographic transformation, and offers forward secrecy through ephemeral session 
keys. Because of the three-layer structure, an attacker would have to simultane-
ously break the stream cipher, circumventing the VC scheme’s perfect secrecy and 
defeating adaptive coding in the outer layer.

3.2	 RER module

The RER model first estimates, and then removes, the systematic residual error 
added by TLVC reconstruction. It includes five residual blocks that are made from 
depth-wise separable convolutions with ReLU activation as follows: Output = Irecon 
+ F (Irecon; θ), where F (·; θ) is the learned residual mapping and Irecon is the stacked-and-
decoded image. The network is trained in an offline manner on 1,000 paired (degraded, 
original) image examples across five categories of content within the education sector.

Reconstructed
Share Stack

�
Residual

Estimation
Block

�
Deep Conv
Refinement

� Final Output

Fig. 2. RER module architecture—receiver-side processing pipeline

However, a depthwise separable convolution allows them to still maintain 
mobile compatibility by reducing the parameter count from 556K 78K (around 14% 
of the layer) with over 96–97% quality retained. The model is therefore quantised 
to 8-bit integer precision, the memory footprint and inference latencies are kept 
under 3 ms on a mid-range Snapdragon 780G processor for a 256 × 256 image patch.  
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The training loss combines mean absolute error with SSIM (structural similarity) 
loss, and a light-weight perceptual loss obtained by passing the input through a 
frozen MobileNetV2 [26] feature extractor.

3.3	 ATE

The Adaptive Transmission Engine determines the operating parameters based on 
three real-time signals: estimated available bandwidth from passive packet round-
trip-time (RTT) measurements, device CPU load and temperature from hardware per-
formance application programming interfaces (APIs), and content priority passed in 
from the learning platform. The ATE then translates these signals to a discrete operat-
ing point on a macro-averaged Pareto frontier of (quality, latency, security) trade-offs 
computed ahead of time. On strong Wi-Fi, it switches to maximum security mode 
all three-share TLVC with Layer 3 encryption and full RER for live proctored assess-
ments. It can decrease share redundancy in 4G congested networks with low-priority 
supplementary image without inhibiting any original security guarantees.

4	 EXPERIMENTAL RESULTS AND ANALYSIS

This section provides an in-depth analysis of the proposed TLVC-RER framework 
with respect to image quality, security robustness, computational performance, and 
adaptive behaviour. This section provides an in-depth analysis of the proposed TLVC-
RER framework with respect to image quality, security robustness, computational 
performance, and adaptive behaviour.

4.1	 Experimental setup

The TLVC encoder was implemented in Python 3.10 using NumPy and PyNaCl 
for ChaCha20. The RER module was implemented in PyTorch 2.1 with ONNX export 
for TensorFlow Lite mobile deployment. Testing was conducted on four represen-
tative mobile devices: a low-end Redmi 9 (1GB RAM, Snapdragon 460), a mid-range 
Samsung Galaxy A54 (4GB RAM, Exynos 1380), a high-end OnePlus 12 (8GB RAM, 
Snapdragon 8 Gen 3), and a Samsung Galaxy Tab S8 (6GB RAM). Baselines included: 
the original Naor-Shamir VC [1], VC with error diffusion [8], probabilistic VC [3], 
DeepVC [7], and SecureShare-CNN [17].

4.2	 Image quality comparison

Table 1. Image quality and performance comparison (average over 500 test images)

Method MSE (↓) PSNR (↑) SSIM (↑) Overhead Latency

VC [1] 18.4 31.2 0.52 HIGH 8.7 ms

VC with Error Diffusion [8] 21.7 33.5 0.68 HIGH 11.2 ms

Probabilistic VC [3] 23.1 34.8 0.71 MED 9.4 ms

Deep VC [7] 27.4 36.9 0.79 MED 24.1 ms

SecureShare-CNN [17] 29.8 38.2 0.84 MED 19.8 ms

TLVC-RER (Proposed) 34.6 41.7 0.91 LOW 12.3 ms
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As shown in Table 1, TLVC-RER achieves a mean PSNR of 41.7 dB–3.5 dB above 
the next best method (SecureShare-CNN at 38.2 dB) and 10.5 dB above classical VC. 
The move from 0.84 to 0.91 SSIM is especially important for educational content in 
which the sharpness of text and diagrams can directly affect understanding by the 
viewer! PSNR comparison across all compared methods; as shown in Table 2.

Table 2. PSNR comparison (dB) – proposed TLVC-RER vs baseline methods (Higher is Better)

Method PSNR (dB) – Higher is Better dB

VC (1995) 31.2

VC + Diff (2002) 33.5

Prob. VC (1999) 34.8

Deep VC (2021) 36.9

SecureShare (2022) 38.2

TLVC-RER (Ours) 41.7

4.3	 Security analysis

Table 3. Security evaluation against standard attack classes

Attack Type Correlation (Original) Correlation (Share) Security Level

Pixel Correlation Attack 0.9991 0.0003 Negligible

Brute Force (Single Share) 2^256 N/A Computationally Infeasible

Statistical Analysis 99.7% 0.3% Negligible

Differential Attack 0.0021 0.9979 Negligible

Frequency Domain Attack −0.0009 N/A Negligible

Known Plaintext Attack N/A Resistant Negligible

Table 3 shows that TLVC have effectively zero exploitable spatial structure 
(pixel correlation 0.0003; original pixel correlation is 0.9991). Ephemeral ChaCha20 
per-session keys ensure resistance to known-plaintext attacks. A brute-force search 
space of 2^256 is practically feasible with any existent or future technology.

4.4	 Mobile device performance

Table 4. End-to-end latency and reconstruction accuracy across device profiles

Device Profile Network Image Size Avg. Latency Recon. Accuracy

Low-End (1GB RAM, Quad-core) WiFi (20 Mbps) 128 × 128 14.2 ms 87.3%

Mid-Range (4GB RAM, Octa-core) 4G (50 Mbps) 256 × 256 11.8 ms 93.1%

High-End (8GB RAM, Octa-core) 5G (200 Mbps) 512 × 512 9.7 ms 96.4%

Tablet (6GB RAM) WiFi (100 Mbps) 1024 × 1024 10.1 ms 95.8%

All device profiles that we tested in our experiments achieve end-to-end latencies 
not exceeding the 100 ms threshold that is characteristic for interactive learning 
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experiences (as indicated by Table 4). Latency on low-end hardware with 128 × 128 
images (common for assessment thumbnails) is 14.2 ms; high-end devices with 
512 × 512 images yield latency of just 9.7 ms, while reconstruction accuracy varies 
from an ATE of 87.3% over low-end WiFi until it reaches perfect capture at a gradi-
ent of 30 Gbps and an ATE of range = 96.4% on high-end 5G, offering other than the 
common well-being reward as recommencement to those lower-capability sessions 
routed by the graceful degradation induced through an accurate reconstruction 
automatism set-up produced by visitors_capture_produced_request methods.

4.5	 Adaptive behaviour under variable network conditions

The simulated network stress test consisted of oscillating bandwidth settings from  
2 Mbps to 200 Mbps in a sinusoidal pattern within 60 seconds timeframe. The model 
also identifies 94.3% of state transitions by bandwidth with a response time of <=500 ms, 
after which the value is dropped, resulting in underestimating speed (less than 5 Mbps), 
triggering a lightweight two-share fallback with server-side RER. For throughput 
5–50 Mbps, it employs base three-share TLVC with on-device RER. Enhanced mode 
with parity shares at 50 Mbps better quality, showed an improvement in security.

5	 DISCUSSION

Experimental results confirm TLVC-RER’s ability to resolve the prominent tension 
in secure mobile learning: robust cryptographic security against over-quality com-
promise. Several aspects merit deeper consideration.

5.1	 Why tri-layered VC outperforms two-share methods

The TLVC security improvement is not a simple additivity property. The third 
share introduces a combinatorial explosion in the adversary’s search space: An n 
binary pixel two-share scheme has a security of 2^n, while a three-shares doubles 
this to 2^(2n), because every pair of shares exposes as much information as a single 
share. This exponential advantage enables TLVC to use shorter session keys (128-bit 
vs. 256-bit) while retaining the same effective security, lowering key exchange over-
head, a crucial factor for services catering to large concurrent student bodies.

5.2	 Contribution of the RER module

We confirmed this independently through an ablation study that shows the RER 
module alone contributes ~8.4 dB to the total PSNR improvement around 80% of 
a quality gain. This is validation for treating reconstruction quality as a learnable 
problem, rather than editing the cryptographic scheme itself. The other 20% are 
related to improved pixel breakdown in Layer 1, which minimizes the edge artifacts 
caused by quantisation.

5.3	 Privacy-preserving analytics integration

Because every TLVC share is an isolated random-looking image, the platform 
can do visual analytics to measure viewing frequency of a given image, dwell time 
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on it, attention by region and so on, all in the share domain, and never recreate 
what was originally on the server. This property provides direct support for compli-
ance with FERPA, GDPR, and similar educational data privacy legislation by ensur-
ing that identifiable visual content is never passed through the analytics pipeline in 
recoverable form.

6	 CONCLUSION

We have presented TLVC-RER in this paper as a next-generation unified frame-
work for adaptive secure image transmission to be employed in AI-driven mobile 
learning platforms. By merging TLVC with a lightweight deep RER module and an 
ATE, the system realises simultaneously security, image quality, and computational 
efficiency: three properties that most previous human-aware image transmission 
work has only sought to optimise in isolation. The primary technical contribution 
of TLVC is this extension from classical two-share VC to a three-layer scheme achiev-
ing exponentially improved security without an exponential cost increase. The RER 
model demonstrates that the inherent quality decay of VC reconstruction is, in fact, 
learnable and correctible: all with a model small enough to run fast on current mid-
range smartphones. Thus, the adaptive engine further refines system performance to 
be aligned with real-life device conditions and natural network conditions, providing 
a gap between theoretical performance thresholds and practical deployability. Results 
on 500 test images, four device profiles and different network conditions reveal that 
TLVC-RER outperforms the best previous method by a mean PSNR of 3.5 dB, achiev-
ing a PSNR of 41.7 dB at an end-to-end latency above all tested devices below 15 ms. 
The security assurance analysis has proven that all standard attack classes, as well as 
combination of them, are resistant. In the interest of facilitating access to our work 
and development of secure mobile learning infrastructure by the community, we 
will publish our source code and evaluation datasets upon acceptance.
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