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PAPER

Federated and Privacy-Preserving Adaptive Learning 
Framework for AI-Driven Mobile Education Platforms

ABSTRACT
AI-enabled mobile learning platforms have experienced explosive growth, enabling 
personalised and scalable educational opportunities, but the centralisation of learner data 
through collection and processing raises serious privacy, security, and regulatory issues. 
Existing adaptive learning solutions use central architectures that put sensitive student data 
at risk and do not facilitate inter-institutional cooperation. To tackle these challenges, we pro-
pose a Federated and Privacy-Preserving Adaptive Learning framework (FedPAL) to facili-
tate adaptive learning in intelligent mobile education environments. In this respectful paper, 
we propose a framework that integrates three pivotal aspects: (i) an Adaptive Engine based 
on Federated Learning (FLAE), facilitating the training of models in partnership with distrib-
uted mobile devices or educational institutions without data sharing on learner raw data; 
(ii) Privacy-Preserving Optimisation (PPO) using Differential Privacy and Secure Aggregation 
to ensure user-level information remains obscured while sustaining model performance 
metrics; and finally, (iii) Personalised Learning Orchestration Layer (PLOL), flexibly adapting 
content dissemination according to learner behaviour, performance indicators, and contex-
tual usage patterns. To tackle the heterogeneous and non-IID learning data owned by users, 
an Adaptive Client Weighting Mechanism (ACWM) is proposed. Real-time responsiveness 
and low latency are guaranteed by lightweight on-device inference models. Experimental 
evaluation on multi-institutional mobile learning datasets shows that the accuracy (ACC) 
of our approach increases by 3.8–6.5% compared to centralised and baseline federated 
approaches, while maintaining strong privacy guarantees (ε ≤ 5, δ = 10−5). FedPALs high 
performance under partial participation and network heterogeneity makes it suitable for 
practical deployment.
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1	 INTRODUCTION

AI plugins are changing the way we learn, enabling education to evolve at an 
unprecedented rate. Contemporary intelligent tutoring systems, adaptive learning 
platforms, and AI-based recommendation engines currently cater to hundreds 
of millions of learners globally and dynamically metamorphose individualised 
learning pathways in response to granular interaction data [1, 2]. The mechanisms 
employed in platforms like Duolingo, Coursera, and Khan Academy utilise learner 
response histories, dwell-time signals, error patterns and contextual metadata to 
power sophisticated recommendation algorithms that finely tune content difficulty, 
sequencing and modality for each learner [1, 2, 3]. There is substantial educational 
value to these systems: meta-analyses have repeatedly shown that AI-adaptive 
instruction outperforms a one-size-fits-all pedagogy in terms of learning outcomes 
by over one standard deviation [4]. Even as such advancements are made, how-
ever, a major underlying paradigm that informs these emerging adaptive learning 
systems is increasingly at odds with new demands for privacy. Almost all systems 
state-of-the-art require raw learner interaction logs to be sent back to a centralised 
institutional or cloud-based server where training of the model occurs [5]. This 
architecture leans the way for several crucial vulnerabilities. It concentrates sen-
sitive, personally identifiable educational records in single points of failure and 
provides attractive adversarial targets for breach. Second, it violates a fast-growing 
collection of privacy laws: each of the General Data Protection Regulation (GDPR) 
in Europe, the Family Educational Rights and Privacy ACT (FERPA) in the U.S., and 
India’s Digital Personal Data Protection Act [6, 7] (DPDPA) impose strict prohibi-
tions on data collection, storage and cross-border transfer for educational records. 
Third, institutional reticence to expose learner data may strengthen existing third-
party AI vendor silos and lead to fragmented training corpora that cripple the gen-
eralisability of learned models [8]. Federated Learning (FL), a paradigm proposed 
by [9] as a problem in collaborative model training without the need of centralis-
ing raw data, provides an excellent architectural answer to these challenges. In 
the FL setting, updates rather than data traverse the network: each client trains a 
local model using its private dataset and sends only gradient or weight updates to 
a central aggregator. Although FL minimises exposure of data, its direct utilisation 
in educational mobile environments is hindered by three key challenges. First, the 
educational interaction data is extremely non-independent and identically distrib-
uted (non-IID) in different learners/universities/cultural backgrounds, so FedAvg-
based aggregation diverges under a high degree of heterogeneity [10, 11]. Second, 
the gradient update itself can leak vulnerable training information via reconstruc-
tion attacks, and generally no formal privacy guarantee beyond data locality exists 
[12] in the standard FL formulation. Third, mobilisation unleashes device hetero-
geneity, intermittent connectivity, battery limits and latency demands that vanilla 
FL protocols do not take into account [13]. Recent works combining FL and educa-
tional or recommender systems [14, 15] treat privacy, personalisation and mobile 
constraints as independent goals, leading to partial solutions for a problem while 
neglecting other existing challenges. Existing systems cannot attain (i) formal  
(ε, δ)-Differential Privacy guarantees; (ii) non-IID robustness via quality-aware 
adaptive client weighting; (iii) integrated personalised adaptation at the learner 
level, and iii) light-weight on-device inference compatible with resource- 
constrained mobile hardware. To address these challenges, this work introduces 
the Federated and Privacy-Preserving Adaptive Learning Framework (FedPAL), 
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which is a novel unified architecture for mobile intelligent education platforms. 
FedPAL makes five principal contributions:

1.	 The Federated learning-based Adaptive Engine (FLAE), which supports round-
based joint model training among a population of mobile clients and institu-
tional edge nodes, is controlled by a generic server using the LT-KT lightweight 
Transformer for knowledge tracing optimisation at the inference phase 
on-device.

2.	 Protecting the model against practical attacks with a Privacy-Preserving 
Optimisation (PPO) module trained using Differentially Private Stochastic 
Gradient Descent (DPSGD) and Rényi Differential Privacy (RDP) accounting, 
while also utilising Secure Multi-Party Aggregation (SMPA) with Shamir’s Secret 
Sharing for secure aggregation in order to offer an additional layer of security 
against both gradient inversion and inference attacks.

3.	 A personalised learning orchestration layer (PLOL) that maintains per-learner 
knowledge state vectors (KSVs), contextual feature vectors (CFVs), and engage-
ment profiles (EPs) able to drive a local policy network for real-time adaptive 
content selection

4.	 An ACWM computes multi-factor quality scores from data diversity, the engage-
ment of learners, gradient alignment and device capacity to adaptively adjust the 
federation aggregation weights to alleviate divergence in non-IID.

5.	 Extensive empirical assessment on three multi-institutional mobile learning 
datasets (ASSIST2017, EdNet-KT1, and MobileEdu-Private), revealing constant 
AUC gains ranging 3.8–6.5% over centralised and federated benchmarks while 
maintaining formal (ε ≤ 5, δ = 10−5)-DP safeguards

2	 RELATED WORK

2.1	 Federated learning: Foundations and heterogeneity

[9] Presented the FedAvg algorithm as the canonical federated averaging protocol, 
showing that distributed gradient aggregation over heterogeneously sampled data 
can converge to model quality that is competitive with centralised training. [10] 
then proved a strong convergence theory showing that non-IID data distributions 
lead to client drift and introduced FedProx, which adds a proximal regularisation 
term μ/2 ‖w − wk‖2 to the local objective of each client to control the divergence 
from the global model. [14] Identified the primary convergence barrier in heteroge-
neous FL as client drift and proposed SCAFFOLD, which applies variance reduction 
with control variates to significantly enhance convergence w.r.t. actual heterogene-
ity. Gradient compression [16] and hierarchical aggregation strategies suitable for 
edge-cloud architectures [17] have addressed communication efficiency, which is 
essential in mobile FL.

2.2	 Differential privacy for distributed learning

[18] Established a mathematically formal framework of Differential Privacy, 
framing (ε, δ)-DP as a sound measure of privacy loss that remains strong against 
auxiliary information. [19] Introduced the moment’s accountant method for tight 
tracking of privacy budgets in DPSGD, quickly becoming the standard for training 
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many popular subclasses of privacy-preserving neural networks. Paralleling these 
developments in [20], Mironov introduced RDP, an alternative framework that 
gives tighter composition bounds for Gaussian mechanisms. [21] Extends DPSGD 
to FL by clipping gradients at the user-level and adding noise both at the server. 
[22] Introduced the concept of communication-efficient distributed mean estimation 
within local DP constraints, which was then extended to different settings [23–25]. 
They also proved that shuffling gave stronger DP privacy guarantees and one of the 
tighter bounds in between federated models where clients are randomly selected for 
each communication round [23].

2.3	 Adaptive and personalised learning systems

Bayesian Knowledge Tracing (BKT), which is the work of Corbett and Anderson 
[24], describes a hidden Markov model for estimation of knowledge states of 
learners. [25] Proposed Deep Knowledge Tracing (DKT), utilising recurrent neural 
networks to represent how learners evolve in terms of knowledge state over time 
and making substantial gains over BKT. [26] Introduced Self-Attentive Knowledge 
Tracing (SAKT) that applies transformer self-attention to model long-range depen-
dencies in sequences of interaction between the learner and exercise items. Zou 
et al. have investigated using reinforcement learning from positive user feedback 
for adaptive content sequencing [27], who framed exercise selection as a Markov 
Decision Process with per-learner state representations. Yoo et al. have explored 
mobile-specific adaptation challenges such as intermittent connectivity and hetero-
geneous device capacities. [28], which showed that context-aware adaptation greatly 
improves completion rates.

2.4	 Privacy-preserving learning in educational contexts

Specifically, [29] applied FL to education recommendation systems and showed 
that collaborative filtering via FL yields near centralised accuracy (ACC) while main-
taining data locality but with no formal DP guarantees. Bettini et al. a critical vul-
nerability in mobile sensing FL deployments [30]. [31] empirically established that 
gradient inversion attacks can reconstruct private training examples to a high-fidelity, 
reinforcing the need for formal privacy mechanisms. MOCHA for shared represen-
tations multi-task FL was proposed in [32], where the authors assume a convex 
objective. [33], for example, proposed Per-FedAvg, a MAML-based method which 
optimises for rapid client adaptation. [34] Proposed personalised FL by layer-wise 
mixing of models.

3	 SYSTEM ARCHITECTURE

3.1	 Architectural overview

The FedPAL design is organised into four levels of hierarchy, as shown in 
Figure 1. Client Tier: Mobile learner devices with lightweight models, privacy 
enforcement, and PLOL modules run on-device. The previous step was a set of insti-
tutional servers with preliminary SMPA that will transmit data to the global server,  
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Edge Aggregation Tier. Federation Server Tier: It handles the aggregation of models 
globally in an ACWM-weighted manner. The Learning Orchestration Tier orches-
trates the delivery of content adaptation back to learners. This three-level design 
limits raw data movement as computational loads are distributed throughout 
the hierarchy such that neither raw learner interaction records nor reconstruct 
able gradient information leaves the edge tier without a double layer of privacy 
protection.

Fig. 1. FedPAL four-tier system architecture illustrating data flow, privacy enforcement points, 
and orchestration

3.2	 Communication protocol

FedPAL operates through a structured round-based protocol illustrated in 
Figure 2. At each federation round t, the global server selects a client subset 
St ⊂ [N] with participation rate ρ = |St|/N ∈ [0.3, 0.7] and broadcasts current global 
parameters W(t). Each selected client i executes K = 5 local SGD steps on its private 
dataset Di, computes per-sample gradient clipping with sensitivity bound C = 1.0, 
injects calibrated Gaussian noise σ = 1.1, and transmits the privatised gradient ∆ ˆ ( )W

i

t  
to its institutional edge server. Edge servers perform Shamir-based SMPA before for-
warding the aggregated update to the global server, which applies ACWM weighting 
to produce W⁽t+1⁾.

4	 FRAMEWORK COMPONENTS

4.1	 FLAE

Lightweight transformer knowledge tracing model (LT-KT). The local model 
deployed on each mobile client is a Lightweight Transformer-based Knowledge 
Tracing model (LT-KT), architecturally designed to satisfy mobile resource 
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constraints while achieving competitive predictive ACC. The LT-KT architecture com-
prises: (i) a learner interaction embedding layer mapping exercise-response pairs 
(qj, aj) to a d = 64-dimensional representation space; (ii) a single-head masked self- 
attention module with positional encoding operating over the interaction sequence; 
(iii) a two-layer feed-forward network (hidden dimension 128, ReLU activations); 
and (iv) a sigmoid output layer. The FedPAL round robin protocol is illustrated in 
Figure 2. The total parameter count is approximately 210,000, yielding a model file of 
840 KB in FP32, compatible with on-device inference on mid-range Android (API 26+) 
and iOS (14+) devices. Formally, given learner interaction sequence Q = {(q1, a1),  
(q2, a2), …, (qt, at)} the LT-KT predicts:

	 P a Q q W E E E b
t t o Q Q q o

t

( | , , ,)
� �
� � � � � �� �

�1 1
1

1

� Attn 	

where EQ is the sequence embedding matrix, Attn (·) denotes scaled dot-product 
self-attention, and σ denotes the sigmoid activation.

Fig. 2. Round-based communication protocol in FedPAL: arrows denote privacy-protected gradient upload 
(→), aggregated broadcast (→), and personalisation return (←)

Federated aggregation. At each round t, the FLAE performs ACWM-weighted 
aggregation over selected clients St:

	 W Wt

i S

i i

t

i

i i

t

( ) ( ) ,�

�

�� � � �� �1 1 1 0� � ���subject�to�� 	

where W
i

t( )+1  is client i’s local model after K local optimisation steps and αi is the 
ACWM-assigned weight. Figure 3 shows the FLAE architecture.

4.2	 PPO module

Differentially private stochastic gradient descent. The PPO module imple-
ments DPSGD [19] with per-sample gradient clipping and Gaussian noise injection. 
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For client i with local dataset Dᵢ = {z₁, …, zₙ} of size n, the privatised gradient 
update is:

	 � � �
�

�
�
�

�

�
�
��W

n
g C C I

i

j

j

1
0 2 2clip( , ) ( , ) � 	

where gj = ∇W ℒ (W; zj) is the per-sample gradient, clip (g, C) = g · min (1, C/‖g‖) 
is the clipping operation with sensitivity C = 1.0, and σ = 1.1 is the noise multiplier. 
Privacy cost is tracked using RDP composition [20] across all rounds T and local 
steps K, providing provable (ε ≤ 5, δ = 10−5)-DP at the user level.

SMPA. Even in the absence of DP noise, this protects the edge server from see-
ing any specific client gradients, giving defense-in-depth against honest-but-curious 
server models as well as external adversaries. In our experiments [31] dual protection 
(DP + SMPA) provides a degradation of gradient inversion attack success from 87.3% 
(no protection) to below 15% under ε = 5. The on-device FLAE is detailed in Figure 3.

Fig. 3. On-device FLAE pipeline showing LT-KT model architecture, ACWM scoring, and DP gradient 
protection before transmission

4.3	 PLOL

The personalised learning orchestration layer sits on top of this distributed 
global model, providing personalised learning pathways. It keeps three represen-
tations of learner states updated at each session, (i) Knowledge State Vector (KSV): 
a d-dimensional vector κᵢ ∈ d inferred from the hidden representations of the 
local model denoting estimated degrees of mastery across Ko knowledge concepts; 
(ii) Contextual Feature Vector (CFV): encapsulating time-of-day, session duration, 
network quality indicator and device battery level as signals at session-level; 
(iii) Engagement Profile (EP): rolling summaries over 7 days that capture daily active 
time, exercise attempt rate, hint usage frequency and voluntary review behaviour. 
The PLOL policy network π_θ uses the combined state [κᵢ; CFVi; EPi] as input and 
outputs a probability distribution over content types, difficulty levels, and topic 
sequences. PLOL architecture as shown in Figure 4.
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5	 ADAPTIVE CLIENT WEIGHTING MECHANISM (ACWM)

5.1	 Motivation

FedAvg uses standard aggregation weights which are proportional to the num-
ber of privately crafted samples from local students (ni/Σnj) and is not optimal for 
educational FL. Larger cohorts may have less diversity of information per sam-
ple than smaller, more heterogeneous cohorts. Active learners produce a large 
volume of interaction data but are already well-modelled (more information is 
learned from struggling learners than active ones). In addition, devices with a 
lower computational budget may perform fewer local optimisation steps, yield-
ing more noisy gradient estimates that should contribute less to the aggregated 
update. ACWM mitigates these limitations through a principled multi-factor quality 
scoring framework.

5.2	 Four-factor quality score

The ACWM weight for client i at round t is computed as α
i

t( ) = softmax( )( )Q
i

t , where:

	 Q D E G C
i

t

i i i i

( ) � � � �� � � �
1 2 3 4 	

Fig. 4. PLOL architecture: three learner state representations feed the policy network, which outputs 
content adaptation decisions optimised by a multi-component reward function

Here, the four scoring factors are: (i) Data Quality Di: expressed using 
label entropy H(Yi), class balance ratio along with intra-client sequence diver-
sity (Average Pairwise Jaccard distance); (ii) Engagement Score Ei: calculated 
as the exponentially weighted moving average of five engagement indica-
tors (attempt rate, session duration, voluntary review rate, hint avoidance 
rate and streak consistency) normalised to [0, 1]; (iii) Gradient Alignment 
Gi: cos(∆W

i

t( ), ΔW(t-1)), where we reward clients whose local updates become 
aligned with the global optimisation trajectory; and finally (iv) Computational 
capacity Ci: a normalised composite from CPU frequency, available RAM 
and uplink bandwidth that prevents unfair disadvantage for capacity- 
constrained devices. Hyperparameters λ = [0.30, 0.25, 0.30, 0.15] were found 
using cross-validation on the MEP development set.
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5.3	 Knowledge distillation for non-IID mitigation

In addition, to alleviate non-IID divergence even further, ACWM also includes a 
periodic global knowledge distillation step every Td = 10 rounds. The global model 
produces soft pseudo-labels on a small (unlabelled) public proxy dataset Dproxy. They 
are sent as additional supervision signals to all clients, allowing knowledge trans-
fer across clients while avoiding the sharing of private information from learn-
ers. In our experiments the distillation step boosts generalisation of global models 
1.2–2.1% AUC on out-of-distribution test sets. The entire ACWM pipeline is shown 
in Figure 5.

6	 THEORETICAL PRIVACY ANALYSIS

6.1	 Formal privacy guarantee

Theorem 1 (FedPAL (ε, δ )-DP Guarantee). Let N be the number of clients, 
n the per-client dataset size, T the number of federation rounds, K the number 
of local steps per round, C the gradient clipping threshold, and σ the noise mul-
tiplier. Under the Gaussian mechanism applied per client per round, the FedPAL 
training procedure satisfies (ε, δ )-DP for any δ > 0, where ε is computed via RDP 
composition as:

	 � � �
�

��
( ) ( )

( / )
� �

�
�
�
�

�
�
�

min RDP
log 1

1

	

Fig. 5. ACWM pipeline: four client-level signals are weighted, fused into Qi, normalised via softmax to αi, 
and used in ACWM-FedAvg aggregation with periodic knowledge distillation

Where RDP(a) = T ⋅ K ⋅ RDPGauss (a, s, C, n) is the accumulated Rényi diver-
gence over all rounds and local steps. Corollary 1. For T = 100, K = 5, n = 500, 
C = 1.0, σ = 1.1, FedPAL achieves (ε = 4.87, δ = 10−5)-DP, satisfying the target budget  
ε ≤ 5.
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6.2	 Defense against gradient attacks

Gradient inversion attacks [31] attempt to reconstruct private training data from 
shared gradient updates. Under the dual-layer FedPAL protection (DP noise + SMPA), 
the server cannot observe individual client gradients, and the DP guarantee bounds 
the statistical distinguishability of any two adjacent datasets. Empirically, state- 
of-the-art gradient inversion under FedPAL achieves a reconstruction fidelity below 
15%, compared to 87.3% with no privacy protection. The SMPA layer independently 
prevents reconstruction even when DP noise is insufficient at large ε values, ensur-
ing defense-in-depth across diverse threat models.

7	 EXPERIMENTAL SETUP

7.1	 Datasets

Experiments were conducted on three mobile education datasets. ASSIST2017: 
a large-scale knowledge tracing dataset from the ASSISTments platform contain-
ing 942,816 student responses across 102 knowledge concepts from 1,709 students. 
EdNet-KT1: a real-world mobile-first dataset from the Santa English learning applica-
tion comprising 131 million student interactions from 784,309 students across 12,561 
exercise items [3]. MobileEdu-Private (MEP): a proprietary multi-institutional 
dataset collected in collaboration with three partner institutions comprising 380,000 
learner interaction sequences across seven subject domains under IRB approval. 
Non-IID data partitioning was simulated using a Dirichlet distribution with concen-
tration parameter β ∈ {0.1, 0.5, 1.0} to generate heterogeneous client distributions of 
varying severity.

7.2	 Baselines

FedPAL was evaluated against six baselines: (i) Centralised DKT [25]: DKT 
trained on all data; (ii) Local Only: each client trains independently without 
federation; (iii) FedAvg [9]: standard federated averaging without privacy 
or personalisation; (iv) FedAvg+DP: FedAvg with DPSGD noise but without 
personalisation or ACWM; (v) FedProx [10]: FL with proximal regularisation 
for non-IID robustness; (vi) Per-FedAvg [33]: MAML-based personalised feder-
ated learning.

7.3	 Metrics and implementation

Performance metrics include Area Under ROC Curve (AUC), Binary Cross-Entropy 
(BCE), ACC%, and F1-Score. Privacy characterisation uses RDP-computed (ε, δ). Mobile 
metrics include on-device inference latency (ms), model size (KB), and battery draw 
per session (mAh). Implementation: PyTorch 2.0, Flower FL framework, Android 
emulators (2–8 GB RAM, 1.5–3.0 GHz), T = 100 rounds, K = 5 local steps, batch B = 64, 
Adam η = 0.001, C = 1.0, σ = 1.1, β = 0.5 (default), participation ρ = 0.5. Five indepen-
dent runs, results reported as mean ± std.

https://online-journals.org/index.php/i-jim


	 134	 International Journal of Interactive Mobile Technologies (iJIM)	 iJIM | Vol. 20 No. 12 (2026)

Saisanthiya et al.

8	 RESULTS AND DISCUSSION

8.1	 Main performance results

The main quantitative results for all three datasets in a moderate non-IID setting 
(β = 0.5) and target privacy budget (ε = 5, δ = 10−5) are summarised in Table 1. FedPAL 
has the highest AUC and ACC on all three datasets. Improvements over Per-FedAvg, 
the best privacy-preserving baselines, are 4.3–5.3 AUC points and 5.1–6.0 ACC points.” 
Even with strong privacy guarantees (ε ≤ 5)-DP, FedPAL achieves only 1.5–2.2 points 
of AUC below the upper bound obtainable with Centralised DKT, suggesting an attrac-
tive privacy-utility trade-off. All improvements are statistically significant (p < 0.01, 
Wilcoxon signed-rank test).

Table 1. Main performance results (AUC/ACC%)—β = 0.5, ε = 5, δ = 10−5

Method ASSIST17  
AUC

ASSIST17  
ACC%

EdNet  
AUC

EdNet  
ACC%

MEP  
AUC

MEP 
ACC% Privacy

Centralised DKT 0.792 75.4 0.801 76.8 0.784 74.2 None

Local Only 0.701 68.3 0.714 69.1 0.698 67.5 N/A

FedAvg [9] 0.763 72.9 0.774 73.6 0.758 71.8 None

FedAvg+DP 0.741 70.6 0.752 71.3 0.736 69.7 ε = 5

FedProx [10] 0.771 73.4 0.783 74.1 0.766 72.3 None

Per-FedAvg [33] 0.778 74.1 0.789 75.0 0.773 73.1 None

FedPAL (Ours) 0.821* 79.2* 0.834* 80.3* 0.816* 78.1* ε≤5

Notes: *Statistically significant improvement over all baselines (p < 0.01, Wilcoxon signed-rank test). 
Best results in green.

8.2	 Privacy-utility tradeoff

The AUC with respect to the privacy budget ε is shown in Figure 6a on ASSIST2017. 
FedPAL outperforms all baselines for the entire range of privacy budget (ε ∈ [1, 5]). 
At ε = 1 (stringent privacy), FedPAL achieves AUC = 0.783 versus Per-FedAvg’s 0.744 
and FedAvg+DP’s 0.696, a gap of 3.9 and 8.7 points, respectively. As ε increases to 5, 
FedPAL achieves 0.821 versus 0.778 and 0.741. By simply amplifying the high-quality 
gradients and suppressing the noisy ones, our ACWM-guided gradient scaling 
method is effective to enhance signal-to-noise ratio due to DP perturbation.

8.3	 Non-IID robustness analysis

Figure 6b shows AUC across non-IID severity levels β ∈ {0.1, 0.5, 1.0} (lower 
β = greater heterogeneity). FedPAL demonstrates the smallest performance deg-
radation (4.1% AUC drop from β = 1.0 to β = 0.1) compared to FedAvg (9.3%), 
FedAvg+DP (11.2%), and FedProx (6.8%). Indeed, the ACWM’s gradient align-
ment scoring mechanism actively detects and down-weights clients with skewed 
updates owing to distribution shift, significantly alleviating non-IID convergence 
challenges.
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Fig. 6. Performance analysis: (a) AUC vs. privacy budget ε; (b) AUC vs. non-IID severity β; 
(c) convergence curves over federation rounds
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8.4	 Convergence analysis

On ASSIST2017, training convergence for 100 federation rounds is displayed in 
Figure 6c. FedPAL reaches AUC = 0.80 at round 58, converging in 22 rounds faster 
than Per-FedAvg (round 80) and 41 rounds faster than FedAvg (round 99). Directly 
contributing to this faster convergence is ACWM’s gradient alignment weighting, 
which garners priority clients that provide the most informative updates per round, 
acting as a gradient-quality-aware importance sampler.

8.5	 Partial client participation

Table 2 studies performance with different client participation rates (ρ ∈ {10%, 
30%, 50%, 70%}) to simulate real-world settings where mobile devices are offline 
due to low battery, bad connectivity, etc.

Table 2. AUC under varying participation rates (EdNet-KT1, ε = 5)

Method ρ = 10% ρ = 30% ρ = 50% ρ = 70% AUC Drop

FedAvg [9] 0.721 0.741 0.762 0.774 –9.3%

FedProx [10] 0.738 0.756 0.772 0.783 –6.0%

Per-FedAvg [33] 0.752 0.769 0.781 0.789 –4.9%

FedPAL (Ours) 0.797 0.812 0.826 0.834 –4.5%

Notes: AUC Drop = performance decrease from ρ = 70% to ρ = 10%. FedPAL shows the smallest 
degradation under partial participation.

9	 CONCLUSION

This paper presented FedPAL, a FedPAL framework that simultaneously 
addresses data privacy, non-IID heterogeneity, adaptive personalisation, and mobile 
efficiency in AI-driven education platforms. Through the principled integration of 
the FLAE, PPO, PLOL, and ACWM components, FedPAL achieves AUC improvements 
of 3.8–6.5% over centralised and federated baselines while providing formal (ε ≤ 5, 
δ = 10-⁵)-differential privacy guarantees. The ACWM mechanism demonstrates that 
quality-aware gradient selection can effectively compensate for DP-introduced 
noise, challenging the widely assumed fundamental tension between privacy and 
utility in federated learning. FedPAL provides a tangible architectural roadmap for 
large-scale, privacy-preserving cross-institutional collaborative learning analytics. 
Enabling institutions to share data into shared AI models without exposing learner 
records, FedPAL has the opportunity to unlock data network effects currently limited 
exclusively to a select number of large centralised platforms, democratising access to 
high-quality adaptive learning technology for institutions and learners who do not 
have sufficient data scale available in order to train highly competitive models inde-
pendently. A dual-layer privacy protection by means of DP noise injection and SMPA 
achieves a defense-in-depth which renders FedPAL immune to gradient inversion 
attacks, membership inference attacks, as well as honest-but-curious server models. 
To promote reproducibility and community extension of this work, we publicly 
release implementation code and pretrained model weights on ASSIST2017 and 
EdNet-KT1 experiments.
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