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ABSTRACT

The rapid adoption of interactive mobile healthcare applications and cloud-enabled medical
services has significantly increased the volume of sensitive patient information stored and
exchanged across distributed cloud environments. Mobile health (mHealth) systems fre-
quently rely on cloud-based repositories to support real-time accessibility, remote monitor-
ing, and intelligent healthcare analytics. However, the involvement of third-party platforms
and remote data processing introduces serious concerns related to privacy preservation
and unauthorized disclosure of medical records. To address these challenges, this study pro-
poses a bio-inspired optimization framework based on the Discrete Grey Wolf Optimizer
(DGWO) for effective optimized key generation in healthcare data sanitization processes.
The proposed approach integrates perturbation-based privacy preservation with optimized
key management to enhance secure data sharing in mobile cloud healthcare environments
while maintaining data utility for analytical tasks. The framework is evaluated using four
benchmark healthcare datasets under multiple performance measures, including privacy
preservation rate, information entropy, resistance against inference attacks, and data util-
ity retention. Experimental results demonstrate that the proposed DGWO-based sanitization
mechanism outperforms existing perturbation approaches in achieving a balanced trade-
off between privacy and utility. The proposed model is particularly suitable for interactive
mobile healthcare systems that require secure, efficient, and privacy-aware cloud data
management.
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1  INTRODUCTION

The rapid advancement of interactive mobile technologies and cloud computing
has transformed the modern healthcare ecosystem by enabling real-time access, stor-
age, and sharing of medical information through mobile devices and cloud-enabled
services. In general, the collection of efficient sensitive data [1] accessibility is a key
prerequisite for both health practitioners and pharmaceutical investigators for the
goal of studying the features of illnesses. This is because the study of diseases is a
study of characteristics. Recently, the proliferation of cloud computing services has
made it possible for hospitals and healthcare centers to send their respective health-
care data to the cloud. The cloud provides ubiquitous data accessibility along with
on-demand services that are of high quality at a cost that is acceptable. Furthermore,
“Electronic Health Records” (EHRs) [2], [3] are a method that has gained widespread
acceptance and has been used in a variety of healthcare or medical services for
the purpose of enhancing the quality of patient care, which in turn is responsible
for increasing the efficiency and effectiveness of healthcare supply [4], [5]. EHRs, in
general, can serve the complex demands of patients by gathering information on
their medical conditions and relationships. The information may be accessed by a
multidisciplinary team of experts as well as other specialists from other fields. The
prescriptions are presented in a manner that is both clear and organized, which
helps to limit the number of medical mistakes that occur throughout the prescribing
process. The use of electronic medical records makes it easier to provide requests
and delegate tasks to different members of the team. Additionally, it encourages
patients to take responsibility for their own medical treatment.

Along with all the benefits that medical cloud services provide, there are also
certain security-related concerns that should be taken care of by individuals and
governments alike. Because of the complicated or sensitive nature of medical data,
as well as the social and legal implications for its exposure, the risk of privacy [6]
or security risks grows when individual health care accounts are outsourced to the
cloud. Encrypting healthcare data prior to sending it to the cloud is the standard
way for preserving medical data [7]. This is done to protect the data from being
accessed by unauthorized parties. The distribution of encrypted data, on the other
hand, is not an efficient method since it has constraints in terms of substantial
performance and maintenance concerns. Anonymization of data [8], [9] is the next
step in the process of data sanitation, with the goal of protecting individuals’ privacy.
Encryption is the process of deleting personally identifying information from data
sets or encrypting the information that is already there. It is possible for the data that
is disguised or masked to be representative or to be an arbitrary sequence of data.
In addition, the results of anonymization might be very different, and this is entirely
dependent on the approach that is used for the anonymization process. The eradi-
cation of identifiability from the dataset, which is the relationship between sensitive
data and persons, is another way in which this might facilitate the preservation
of data privacy. Consequently, the implementation of data anonymization may be
advantageous in the defense of data privacy, which ensures that users who utilize
information in production are properly protected. This is something that often takes
place in production environments [10], [11]. It also benefits users when they are
continuously using other applications that have functionality that is like what they
will be using.

Interactive mobile environments often operate under resource-constrained condi-
tions, including limited battery power, computational capability, and communication
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bandwidth. Therefore, conventional security and encryption mechanisms may
not always provide efficient performance for mobile healthcare applications. This
creates a strong need for lightweight and optimized privacy-preserving frameworks
capable of ensuring secure cloud data access while maintaining data utility.

This study work deals with the process of data sanitization, for which a discrete
bio-inspired algorithm is developed. The contributions in this study’s work are
as follows:

e An effective Discrete Grey Wolf Optimizer (DGWO) is developed for an effective
key generation process using the Kronecker product.

e The proposed model holds the sensitive data with security over the cloud and
gives the original data back without any loss.

e The proposed model is developed and evaluated on four different sensitive data
from the health care domain, and the evaluations are compared with recent
state-of-the-art algorithms.

Following is the structure of the remaining parts of the paper: Previous work in the
realm of cloud computing data encryption and distribution is discussed in Section 2
of this paper. Section 3 comprises background knowledge of the formulated problem
and the objective functions. Section 4 provides a description of the proposed DGWO
as well as the procedures for the generation of keys. Part 5 provided an overview
of the procedures that would be followed to carry out and evaluate the tests, and
Section 6 provided a conclusion to the investigation as well as recommendations for
how the technique may be improved in the future.

2 RELATED WORKS

In this section, the several strategies that have been created and used for the
purpose of securing sensitive information are discussed. Encryption of data is one
way offered by specialists as a means of protecting the confidentiality of sensitive
information. Encryption of data is a well-known approach that may be used to
resolve concerns about privacy. There is a possibility that traditional encryption
techniques will not function well in the cloud due to the need for processes that are
both more memory- and space-efficient and speedier when dealing with massive
volumes of data. Many studies have been conducted, and a variety of potential solu-
tions have been suggested, in response to the essential problem of maintaining data
confidentiality and cybersecurity.

[12] Presents an approach used to map the portable executable files to Hadoop-
compatible files. [13] Discuss the issues of data confidentiality, which is one of
the most important security issues that is sensitive data exposure. The author has
worked on this study and the techniques used to reduce these risks to the data stored
in the cloud.

One of the most important features that cloud storage systems provide is the
ability to share data. For semi-trusted contexts, [14] developed a distributed data
sharing system that combines better public key infrastructure (PKI) with block-
chain technology. This system enables trusted authentication using digital certifi-
cates while also providing effective auditing of both integrity and access through
digest blocks. An identity-based auditing approach was presented by [15], which
allows for the concealment of sensitive information and guarantees the sharing of
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files in the cloud without jeopardizing the privacy of highly sensitive data. Following
that, [16] developed a better approach that makes use of the sanitizable signature to
solve the issue of unauthorized access. This was done in response to the fact that the
technique described above allows anybody to access the cloud data. However, this
technique has a security flaw since the authorization phase is the only time that the
access request is validated by bilinear pairing. It is evident that there is a real-world
situation in which an access request that was made by a malevolent visitor may pass
verification. In a similar manner, [17] presented an ID-based auditing approach that
makes use of sanitizable signatures to address the issue of concealing private infor-
mation inside shared files in organizations such as the government and the military,
hence improving the efficiency of information management. [18] Introduced an
ID-based auditing protocol and provided access authorization to sensitive informa-
tion by allowing activation or deactivation of users. This was done to facilitate access
authorization. A system for certificateless auditing was developed by [19], which
included the concealment of sensitive information and the use of EDLIT support for
data dynamics. An ID-based audit technique was presented by [20] for the purpose
of multi-copy data sharing. This scheme reduces the number of copies by means of
data merging, and it also reduces hostile behavior among group users by means
of decentralized trust management. Recently, [21] introduced an ID-based strategy
for multi-cloud situations. This system makes use of the blind signature to success-
fully resist replacement attacks. Additionally, it secures the sensitive data of data
providers and maintains data confidentiality across multi-cloud servers. Although
the schemes have carried out a great number of audits about sensitive data sharing,
these schemes do not consider the fine-grained access permission that is involved
in the process of sharing sensitive data.

[22] Propose a deep-maxout-assisted data sanitization and restoration pipeline
for cloud data, where a self-adaptive Namib Beetle Optimization (SANBO) algo-
rithm generates optimal keys, further refined by a Deep Maxout classifier before
Kronecker-based sanitization. Experiments show improved restoration effective-
ness, key sensitivity, and robustness against malicious attacks over existing saniti-
zation models. [23] Perform a comparative multi-cloud security policy optimization
study using several metaheuristics; GWO and the Marine Predators Algorithm con-
sistently yield low objective values across risk, encryption overhead, and open-port
penalties, highlighting GWO’s suitability for large-scale cloud security tuning. [24]
Design a five-phase cloud privacy framework where data sanitization uses Improved
Lyrebird Optimization for optimal key generation and Improved SqueezeNet for
encryption, combined with Kronecker-product-based sanitization and restoration.
Their model achieves high restoration correlation (up to 0.999) and lower CPA/KPA
scores than RSA, AES, and several metaheuristic baselines, demonstrating strong pri-
vacy preservation in cloud environments.

Evolutionary algorithms have been successful in a wide variety of domains,
including but not limited to the following: mathematical benchmark functions,
numerical optimization problems, node localization, multi-objective problems, node
placement, data mining, image thresholding [25], and many more. Within the scope
of this investigation, the optimization strategies that were implemented in these
streams served as the source of motivation for the generation of an optimal key for
the encryption of data. The existence of sensitive data in the medical domain holds
a lot of potential for safety and security, and a few of the sensitive medical data
include applications such as the identification of negative patterns in medical data
[25], [26], etc.
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3  PROBLEM DEFINITION

In this section the data sanitization and restoration process and the need for
an optimal key generation are given in detail for further clarifications throughout
this study work. In this section, holds the data sanitization, data restoration, and
objective formulation are clearly defined.

3.1 Data sanitization

Data sanitization is a crucial process in maintaining privacy. Figure 1 provides a
detailed explanation of the process used to sanitize the original database. Sanitization
enables the concealment of sensitive information that exists in the data. The process
of data sanitization is described here.

First, the original financial data is converted into binary format by the binary con-
version procedure. Next, the ideal key derived from the suggested DGWO algorithm
is transformed into its binary representation. To generate the sanitized data, the
binary representation of the original data and the most efficient key are subjected
to a Boolean XOR operation. Equation 1 mathematically expresses the sanitized data
that is produced from the original financial data.

D'=Key"®D (1

In this context, D and Key" represent the binary representation of the original
data and the optimal key obtained from the DGWO algorithm. The sanitized data
is denoted as D'. Figure 1 illustrates the step-by-step process for generating the
sanitized data.

Original Binary
Kronecker Data | | Conversion
Product
(/‘-\\w t l
' Key Matrix Bi Py ;
: : inary { \ Decimal s
@ﬁ Ge(":;‘)“’” ] Conversion _'>fOR'_’ Conversion | | Sanitized Data

Fig. 1. Data sanitization process

Data sanitization is a process that enables the concealment of sensitive informa-
tion from users other than the authorized one. Data sanitization is performed accord-
ing to specific undisclosed rules. The rules before data sanitization are denoted as R,
while the sanitized rules after data sanitization are denoted as R'. The sanitized data
are concealed following the completion of the data sanitization process on the orig-
inal database. These concealed data are then stored within the cloud environment.
This task is designed to ensure the protection of sensitive information in the data-
base and prevent cyber attacks.

The ideal key “Key” is generated using the DGWO technique, which ensures pri-
vacy protection. Next, the key “Key” is subjected to many transformations using the
Kronecker product, resulting in a new key Key' that is determined by using the total
number of files in the database. For instance, let us assume the most efficient key is
represented by Key = {4, 3, 8}. The transformation of the matrix Key' is represented
by Equation 2.
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4 3 8
Key'=|4 3 8 (2)
4 3 8 o
where the size of the Key' matrix is defined as square root of S with Q. In this
S refers to the nearest square of the file size and Q refers to the size of the transac-
tion, which has maximum attributes in the entire database.
To generate Key' the authors duplicate the rows of the key matrix Key. Now, the

key matrix Key' is subjected to the Kronecker product transformation, as described
in Equation 3.

Key" = Key' ® Key' (3)

Here, the symbol ® represents the result of the Kronecker function applied to two
variables. The Kronecker key Key” has a size that is comparable to the reconstruction
matrix Key'. The key Key" is used for both the process of removing sensitive infor-
mation from data (sanitization) and the process of returning data to its original state
(restore). The initial key Key will undergo fine-tuning and be optimized using the
suggested DGWO method.

3.2 Datarestoration

To access the data stored in the cloud, the process of data restoration is executed.
The user must submit the same key as of the key used for the data sanitization pro-
cedure in order to restore the data. Figure 2 depicts the schematic depiction of the
decryption process. The Key" is used for both data sanitization and data restoration,
following the procedure described in Equation 4.

D=D'®Key" (4)

In this context, D’ represents the sanitized data that is kept in the data cloud,
while Key" refers to the ideal key that is also utilized for data sanitization. An import-
ant benefit of this privacy protection paradigm is the optimized generation of a key
matrix, achieved by minimizing the objective function.

Sanitized Binary
Kronecker — /
kst Data Conversion
~ g !
) Key Matrix : :
: Binary Decimal
T Ge(r:(eést)lon —  Conversion _'XOR,'_’ Conversion | | Restored Data

Fig. 2. Data restoration process

3.3 Objective formulation

Make sure of the sanitization and restoration process does not affect the original
data; there are three objective functions framed, and they are listed below:
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Degree of modification. This metric, which is defined as the difference between
the original and sanitized data, is shown in Equation 5.
DM = Euclidianms anee @ —D") (5)

Hiding Rate. Equation 6 describes it as the total sensitive data inside the database
that was initially specified for data concealing.

RS,
R
where R’ refers the total set of rules after sanitization and S, refers the complete
set of sanitization rules.
Preserved Information. It is the rate of nonsensitive information that is not
considered when data is hidden, and it is given by Equation 7.

B |RmR’|

I |R'| (7)

4 PROPOSED METHODOLOGY

The GWO algorithm is truly captivating due to its utilization of a group hunting
technique. Muro et al. discovered that grey wolves have two distinct hunting strat-
egies. The first involves tracking, chasing, and approaching their prey. The second
strategy involves pursuing, surrounding, and tormenting the prey until it stops
moving. The third strategy is launching an attack on the target animal. The remark-
able adaptability of the grey wolf plays a significant role in both the exploration and
exploitation phases. The objective of exploitation is to discover the most optimal
solution within a limited search space. When it comes to the grey wolf, it utilizes
different strategies like exploring its surroundings for prey and attacking to find the
most optimal solution within a limited area. The exploration phase is characterized
by the exciting pursuit of prey, as the grey wolves tirelessly search for their next
meal across a vast and diverse global landscape.

In GWO wolves will look for the prey, and when they enter the origin, it will
surround them after they have found them. They will do this to protect themselves.
It is at this phase that the location vector of the prey is identified, and the positions of
the individuals are altered in accordance with the solution that has been discovered
to be the most effective.

The alpha (o) is responsible for directing the grey wolves during the hunting
phase, while beta (B) and delta (3) also make some contributions to the organization.
The huge search space makes it difficult to determine the most optimal solution at the
beginning of the process. However, in the hunting approach, the alpha is regarded
as the first best candidate solution, the beta is the second-best candidate solution,
and the delta is the third best candidate solution. These three solutions are kept and
updated during each iteration to alter the position of the solution omega, which is
the solution with the lowest rating. The following equation is used to establish the
equation of hunting strategy:

D =c,x (X, - X) ®)

X,=X,~(X,xD,) 9)
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where ke {a, B, # and p € {1, 2, 3} refers to the coefficient factor that controls
the exploration and are the linearly decreasing factors that balance the exploration
and exploitation and i refer to the current solution and X refer to the solution vector.

4.1 Discrete Grey Wolf Optimizer

The conventional GWO is effective for continuous numerical problems. However,
the key generation process is a discrete solution process where the numbers are in
integer form. Hence, in the proposed DGWO, the initial solutions are rounded off,
and the repeated numerals are replaced with unique integer numbers. The pseudo-
code for DGWO is given in Algorithm 1. The overall architecture of the proposed
framework is shown in Figure 3.

Original Financial Database D
Sensitive Rules R, S_R

v

Layer 1 — Data Owner & Policy Layer
- Data Owner Interface (Upload Original Financial Data D)
- Policy & Rule Manager (R, S_R Definition)

v

Layer 2 — Pre-Processing & Representation Layer
- Binary Conversion Module (D — D_bin)
- M &D E (8, Q, file sizes)

Layer 3 — DGWO-Based Optimal Key Generation Layer

- Population Initializer (Discrete Grey Wolf Swarm, X_i = randperm(1,d))

- Fitness Evaluation (DM, H_R, P_I, Fit_i)
- DGWO Hunting Strategy (a, B, Y, w updates; Eqs. 8-9)
- Discrete Rounding & Uniqueness Repair
- Optimal Key Selector (X_a — Key)

¥

Layer 4 — Kronecker-Based Key Expansion Layer
- Key Reshaping (Key — Key' of size ¥S x Q)
- Kronecker Product Engine (Key" = Key' ® Key')
- File / Attribute-Level Key Mapper

v

Layer 5 - Data Sanitization Layer

- Sanitization Core (XOR Engine: D' = Key" (D D_bin)
- Rule Update Unit (R — R, S_R)
- Sanitized Data Packager (D', R)

A

v

Layer 6 — Cloud Storage & Security Layer
- Cloud Storage Repository (D', R')
- Access Control & Authentication
- Threat Monitoring & Logging

!

Sanitized Data D', R'in Cloud

N (

Y A

Layer 8 — Evaluation, Feedback & C Layer
- Metric Re-computation (OM, H_R, P_l on D, D, D)
- DGWO Feedback C (re-optimization triggers)
- Audit & Compliance Dashboard

[—Ro-optimization triggors / updated woights—

DM, H_R, P_l. logs

Layer 7 — Data Restoration & Consumer Layer
- Key Reconstruction (Key — Key' — Key™)

g/ - Restoration Core (D = D' @ Key”)

- Binary-to-Original Converter (D — restored financial data)
= ived G ey

Y

Restored Data D for Authorized Users

D', Key or

Fig. 3. Overall architecture of the proposed framework
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Algorithm 1: Discrete Grey Wolf Optimizer

Input: Dataset size(S), Number of grey wolves (Pop), maximum Iteration (M,), d = key size
Begin
/[Population Initialization
for eachi=1 o Popdo
X, = randperm(1, d)
end for
|[Fitness Computation
for eachi=1 o Popdo
Fit,=0.33(DM) +0.33(1 - H,) + 0.33(1 - P)
end for
/[Evolution Starts
do
for eachi=11t0 Popdo
foreachk&plke o 5 yi{pe 1,2,3}do
D =¢,x (X, —X)
X=X, - X xD)
end for
end for
//Solution Repair
for eachi=11¢0 Popdo
for eachj=1t0ddo
X, = roundoff’ (XLj)
end for
end for
J[Fitness Computation
for eachi=11¢0 Popdo
Fit,=0.33(DM) +0.33(1 - H,) + 0.33(1 - P)
end for
t=t+1
Until (t<=M,)
End
Output: X

5  EXPERIMENTAL ANALYSIS
5.1 Experimental setup

Python was used to implement the DGWO algorithm that was developed based
on the protection of cloud data, and the results of their experiments were evaluated
throughout this process. Additionally, the dataset was gathered from. An additional
comparison was made between the performance of the system that was presented
and that of other schemes that were already in existence, such as TDS-NA, referred
toas M1 [1]; CPAS, as M2 [6]; ID-MC, as M3 [7]; and ID-IAS, as M4 [8]. This comparison
was made for many variables, including concealing ratio, information preservation
ratio, fitness, and degree of modification. Datasets from different origins such as
Hungary (D1), Cleveland (D2), Switzerland (D3), and Exasens (D4) are considered.

5.2 Experimental analysis in terms of fitness function

A comparison of the suggested DGWO scheme to the standard schemes is shown
in Figure 4, which depicts the convergence analysis for four different datasets. It is

International Journal of Interactive Mobile Technologies (iJIM) 61


https://online-journals.org/index.php/i-jim

Srilatha et al.

62

only after a substantial number of iterations that the approved DGWO is the best
one. This is because the cost function has been simplified. Better outcomes are
produced by a function with reduced costs. The number of iterations might vary
anywhere from 0 to 50, with the average being 10. The selected DGWO method for
this assessment results in a reduced cost function (1.917) at the 20th iteration for D1
in Figure 4a. This is since cloud data security is being considered. From the fourth to
the fiftieth iterations for D2 in Figure 4b, the minimized cost function of the selected
DGWO model is adequate, with results that are superior to those of other approaches
such as M1, M2, M3, and M4.

1.98

Fitness

: L L L . L L 1.87
0 5 10 15 20 25 30 35 40 45 50 0 5 10 15 20 25 30 35 40 45 50

Iterations Iterations

a) Fitness Convergence Graph on D1 b) Fitness Convergence Graph on D2

1.86 T T T T T T T 1.92

1721 M
M2
17 M3
— M4

168 s 178 N
5 10 15 20 25 30 35 40 45 50 0 5 10 15 20 25 30 35 40 45 50
Iterations Iterations
¢) Fitness Convergence Graph on D3 d) Fitness Convergence Graph on D4

Fig. 4. Convergence graph on fitness of proposed and existing algorithms

Using cloud data security for D3 in Figure 4c, the chosen DGWO model achieved
the lowest cost function (1.697) when compared to M1, M2, M3, and M4, respectively,
after 50 repetitions. This was the case according to the results of the comparison.
Figure 4d demonstrated that the DGWO model achieved the lowest cost function
(1.794) when compared to the established models such as M1, M2, M3, and M4,
respectively, for D4. This was the case at the 50th iteration. The DGWO scheme that
was suggested offered the greatest outcomes with the lowest cost function when
compared to the models that were already in place for cloud data privacy.

5.3 Experimental analysis on objective functions

The experimental analysis on objective functions such as information preserva-
tion, hiding ratio, and degree of modifications is discussed in this section.
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Analysis on information preservation

D1 D2 D3 D4

Datasets

500

400

30
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B M B M2 B M3 M4 B DGWO

Fig. 5. Results on information preservation of algorithms on all datasets

On comparing the results of information preservation on all the datasets, the pro-
posed DGWO outperforms the existing methodologies. On comparing the results of
D1, DGWO outperforms M1 with 32.3%, M2 with 7.9%, M3 with 28.9% and M4 with
9.3% efficiency. On comparing the results of D2, DGWO outperforms M1 with 30.8%,
M2 with 7.4%, M3 with 30.9%, and M4 with 17.2% efficiency. On comparing the
results of D3, DGWO outperforms M1 with 35%, M2 with 29.9%, M3 with 16.9%, and
M4 with 22.8% efficiency. On comparing the results of D4, DGWO outperforms M1
with 21.2%, M2 with 4.5%, M3 with 15%, and M4 with 9.4%. The complete graphical
representation is shown in Figure 5.

Analysis on hiding ratio

1
D1 D2 D3 D4

Datasets

Hiding Ratio

B M B M2 M3 M4 B DGWO

Fig. 6. Results on the hiding ratio of algorithms on all datasets

On comparing the results of the hiding ratio on all the datasets, the proposed
DGWO outperforms the existing methodologies. On comparing the results of D1,
DGWO outperforms M1 with 46.6%, M2 with 54%, M3 with 33.4%, and M4 with
27.4% efficiency. On comparing the results of D2, DGWO outperforms M1 with
40.2%, M2 with 6.1%, M3 with 35.9% and M4 with 47.1% efficiency. On comparing
the results of D3, DGWO outperforms M1 with 28.2%, M2 with —1.3%, M3 with 16.8%
and M4 with 20.7% efficiency. On comparing the results of D4, DGWO outperforms
M1 with 19.7%, M2 with 42.1%, M3 with 28.6%, and M4 with 29.7% efficiency. The
complete graphical representation is shown in Figure 6.
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Fig. 7. Results on degree of modification of algorithms on all datasets

On comparing the results of the degree of modification on all the datasets, the
proposed DGWO outperforms the existing methodologies. On comparing the results
of D1, DGWO outperforms M1 with 50.9%, M2 with 48.4%, M3 with 17.1% and M4
with 55.8% efficiency. On comparing the results of D2, DGWO outperforms M1 with
28%, M2 with 0.6%, M3 with 53.3%, and M4 with 60.4% efficiency. On comparing the
results of D3, DGWO outperforms M1 with 65.3%, M2 with 66.3%, M3 with 32%, and
M4 with 47.2% efficiency. On comparing the results of D4, DGWO outperforms M1
with 43.1%, M2 with 24.3%, M3 with 32.4%, and M4 with 41.2% efficiency. The com-
plete graphical representation is shown in Figure 7.

5.4 Experimental analysis on restoration effectiveness

Table 1. Experimental analysis of restoration of original data

Dataset M1 M2 M3 M4 DGWO
D1 0.8167 0.7141 0.6231 0.7241 0.9464
D2 0.7349 0.5757 0.5116 0.7033 0.8760
D3 0.6970 0.6058 0.6219 0.6620 0.8853
D4 0.7641 0.6530 0.6223 0.7155 0.8801

Table 1 shows the effectiveness in restoring the original data from the sanitized
data. On comparing the results of restoration on D1, DGWO outperforms the existing
methodologies M1 with 13.7%, M2 with 24.5%, M3 with 34.2%, and M4 with 23.5%.
On comparing the results of D2, DGWO outperforms M1 with 16.1%, M2 with 34.3%,
M3 with 41.6%, and M4 with 19.7%. On comparing the results of D3, DGWO out-
performs M1 with 21.3%, M2 with 31.6%, M3 with 29.7%, and M4 with 25.2%. On
comparing the results of D4, DGWO outperforms M1 with 13.2%, M2 with 25.8%, M3
with 29.3%, and M4 with 18.7%.

5.5 Experimental analysis on CPA and KPA attack
To the CPA analysis, the correlation between the random restoration data and

the random sanitized data is calculated. When calculating the KPA, it is necessary to
correlate both the original data and all the sanitized data.
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Table 2. Experimental analysis of KPA

Dataset M1 M2 M3 M4 DGWO
D1 0.5096 0.5157 0.6889 0.5973 0.4772
D2 0.5656 0.6554 0.5982 0.5494 0.4106
D3 0.4899 0.6136 0.5268 0.6308 0.3806
D4 0.5106 0.5964 0.5820 0.5989 0.4130

Table 2 shows the experimental results of KPA analysis. On comparing the results
of proposed DGWO on D1, DGWO outperforms existing M1 with 6.4%, M2 with 7.5%,
M3 with 30.7%, and M4 with 20.1%. On comparing the results of D2, DGWO out-
performs M1 with 27.4%, M2 with 37.3%, M3 with 31.4%, and M4 with 20.1%. On
comparing the results of D3, DGWO outperforms M1 with 22.3%, M2 with 38%, M3
with 27.7%, and M4 with 39.7%. On comparing the results of D4, DGWO outperforms
M1 by 19.1%, M2 by 30.7%, M3 by 29%, and M4 by 31%.

Table 3. Experimental analysis of CPA

Dataset M1 M2 M3 M4 DGWO
D1 0.3369 0.3971 0.4612 0.4503 0.3287
D2 0.5344 0.4845 0.4694 0.4681 0.4064
D3 0.4189 0.4526 0.4831 0.5057 0.3860
D4 04234 0.4428 0.4703 0.4785 0.3776

Table 3 shows the experimental results of CPA analysis. On comparing the
results of proposed DGWO on D1, DGWO outperforms existing M1 with 2.4%, M2
with 17.2%, M3 with 28.7%, and M4 with 27%. On comparing the results of D2,
DGWO outperforms M1 with 23.9%, M2 with 16.1%, M3 with 13.4%, and M4 with
13.2%. On comparing the results of D3, DGWO outperforms M1 with 7.8%, M2
with 14.7%, M3 with 20.1%, and M4 with 23.7%. On comparing the results of
D4, DGWO outperforms M1 with 10.8%, M2 with 14.7%, M3 with 19.7%, and M4
with 21.1%.

6  CONCLUSION

The primary objective of this study is generating the key matrix to preserve the
privacy of the sensitive data. Data sanitization methods are used to encrypt the orig-
inal data items into sanitized data. Sanitization approaches often focus on balancing
the competing interests of privacy and data usefulness. The DGWO technique has
been developed to provide an ideal key that is utilized for both the sanitization and
restoration processes. The proposed DGWO was compared to several traditional
techniques, including TDS-NA, CPAS, ID-MC, and ID-IAS. The comparison focused
on various analyses, such as sanitization and restoration efficacy, convergence
analysis, important sensitivity analysis, and statistical analysis. The findings clearly
demonstrated the superiority of the suggested approach in efficiently preserving
data privacy.
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