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PAPER

Federated Swarm Intelligence for Privacy-Preserving 
Mobile Collaborative Learning: An Energy-Efficient 
Client-Selection Framework

ABSTRACT
The increase in mobile learning escalates the friction between data-led personalization and 
safeguarding sensitive, institutionally fragmented student data. Centralized analytics neces-
sitates the aggregation of raw records, which conflicts with privacy regulation and mobile 
resource limits. A novel federated swarm-intelligence framework for mobile collabora-
tive learning to train a student-outcome prediction model using simulated devices without 
any raw data transmitted from them. A three-tier structure where cloud, edge and mobile 
interfaces work together is proposed, along with a particle swarm optimization (PSO) con-
troller for energy-aware and latency-aware client selection. Further, we deploy differential 
privacy via DP-SGD with a formal accountant and employ membership-inference audit. 
Federated training obtained in all simulations accuracy (AUC up to 0.91) equal to that of 
centralized while a PSO selection strategy achieved 40–46% reduction in communication 
rounds and 73% less energy use compromising accuracy only marginally. Differential privacy 
provides a certifiable guarantee (ε ≈ 1-8) at low cost.

KEYWORDS
mobile collaborative learning, federated learning, particle swarm optimization (PSO), 
differential privacy, client selection, edge computing, learning analytics

1	 INTRODUCTION

Learning has now mostly transitioned to mobile devices. They relate what 
learners are engaged with in the classroom to what they subsequently do, leaving 
behind a steady stream of clicks, submitted assignments, minutes on a page [1], [2]. 
The trail can help. Personalization can be driven through this, Students who are 
slipping can be flagged, and material can be adapted to what a learner actually 
needs. The challenge lies in the sensitivity of the data, its dispersion across various 
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institutions, and the fact that it resides on phones with low battery life and unreli-
able connections. The majority of learning analytics systems achieve this by collect-
ing all the data to a central server before a model is trained. Making that choice 
may violate data-protection law, give attackers a compelling target [3], and disre-
gard the circumstances under which the data was originally generated. Federated 
learning takes the opposite route instead of gathering the data, it transmits the 
model to the location of data: every device trains at its location and only shares its 
updates, not the raw records [4]. In education, where confidentiality matters and 
institutional control matters, it seems like a natural fit, and yet still rarely used in 
practice [5]. Two barriers are blocking the path. There is cost first. In each round 
of training, energy and bandwidth are spent. That consumes time in sending out 
requests and the actual task of training. Therefore, it is a waste of resources to 
engage every device. Some are slow, some low on battery, some barely connected 
etc. The second one is more subtle: just because something is shared does not mean 
it’s private. A description of updates can still leak knowledge of the underlying data 
behind the updates [6]. So privacy has to be measured and proved, not assumed. 
We deal with both problems simultaneously. As it operates on a cloud, edge, and 
mobile stack, this framework considers which device should be included as some-
thing worth optimizing. In every round, a controller that utilizes particle swarm 
optimization version 2 (PSO-V2) searches for a set of clients which provide the most 
model up-date at the least cost. Updates produced during the training are differen-
tially private with formal guarantees and membership-inference attack is used to 
ascertain how much can still be inferred afterward. We do not say that it is more 
accurate than the alternatives. Our aim is to achieve the same level of accuracy 
as that of the centralized training while reducing the communication cost signifi-
cantly and providing a privacy guarantee.

The paper consists of four main contributions. Client selection in federated mobile 
learning can be modeled as a multi-objective particle swarm optimization (PSO) 
problem. The aim is to achieve a balance between predictive usefulness, energy, 
and latency. The membership inference attack combines the DP-SGD and a formal 
accountant with an empirical audit, so privacy is both guaranteed and measured. 
The framework is evaluated using two public education datasets, three federated 
algorithms, four selection strategies, and averaging over several seeds along with 
a privacy-utility analysis, a heterogeneity analysis, and ablation studies. It is clear 
where the gains come from: the efficiency that swarm-based selection delivers is 
clearly defined, as is the formal guarantee of differential privacy.

The following section outlines the organization of the paper: In this section, we 
are going to reviews related work. Section 3 outlines the structure, types of federated 
architecture and PSO controller, privacy mechanisms, datasets, and experimental 
setup. The results are found in Section 4, followed by Section 5, which discusses the 
study’s limitations, and lastly, Section 6 concludes.

2	 RELATED WORK

In the domain of educational technology, swarm intelligence has a rich history of 
utilization, with PSO being the most preferred technique among researchers. Using 
this approach, many different optimization problems have been solved. Examples 
include the construction of learning paths which respect both a knowledge graph 
and the profile of the learner [7], [8], balancing competing teaching goals when 
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recommending resources [9], and only recently, making performance predictions 
interpretable by combining optimization with XAI [10]. According to surveys of this 
work, the techniques work but almost always centrally over data gathered in one 
place and paying little attention to the devices that produced it [11]. Our work is 
closest to a recent study. This study combines swarm intelligence with mobile inter-
action in a cloud-edge-mobile design. Its authors candidly pointed out privacy and 
low-end device support issues remain unsolved [12].

Federated learning has not been developed in a vacuum, but speaks directly to 
these gaps. The initial proposal was to train a shared model across many devices 
without gathering data [4] and later methods such as FedProx cope with harder 
cases where clients (and their data) differ a lot [13]. Considerable research has been 
done on moving federated learning to the network edge, with recent surveys detail-
ing its promise and challenges, which include communicating overhead, uneven 
devices, and coordination [14], [15]. A different line of work leverages biology. They 
use distributed swarm learning to boost the robustness and communication effi-
ciency of edge training for the Internet of Things [16], [17]. The education plays a 
vital role in the technology. There are edge architectures which help to minimize 
latency and also help to keep data local [1]. There are edge-AI systems which help to 
determine quality of the teaching over the wireless network [18]. The absence of any 
plan to optimize the client participation against the real energy and latency budgets 
holds a lot of importance.

Both literatures address privacy issues, but in education, where data frequently 
relates to minors and high-stakes outcomes, privacy is particularly sensitive. 
The literature on privacy-preserving federated learning surveys the attacks and 
defenses that matter for decentralized training [3], while differential privacy pro-
vides a rigorous standard [19] that DP-SGD advances as a practical workhorse [20]. 
Membership-inference attacks provide a concrete way of testing whether a model 
has memorized its training data [6]. According to a report, in the field of education, 
some studies show federated learning achieving the same accuracy as centralized 
learning on tasks such as dropout prediction but being better able to resist attack 
[21], [5], and others construct cross-institutional models which never pool student 
records [22]. In contrast to mobile collaborative learning, evaluation on a single axis 
is also conducted [2]. Our paper shows that this can be integrated: we optimize who 
participates, we ensure privacy formally rather than by assumption, and we audit 
the leakage that remains.

3	 MATERIALS AND METHODS

3.1	 System architecture

The framework adopts a three-tier cloud–edge–mobile architecture, illustrated 
in Figure 1. The cloud tier hosts the global model, the PSO client-selection control-
ler, and the differential-privacy accountant; it never receives raw learner data. The 
edge tier comprises regional relay nodes that aggregate and forward model updates, 
reducing the communication distance between mobile clients and the cloud. The 
mobile tier consists of heterogeneous client devices, phones and tablets of differing 
compute throughput and bandwidth, each holding a private partition of student 
data and performing local training. Only differentially private model updates flow 
upward; selection decisions and the global model flow downward.
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Fig. 1. Three-tier cloud–edge–mobile architecture
Notes: Raw data remains on devices; only DP-protected updates are shared, and PSO selects an efficient 
client subset each round.

3.2	 Federated learning framework

Let K clients be assigned the learners’ population, each storing a private dataset. 
A shared classifier predicts whether a student will withdraw from a course based on 
various features. The training is conducted in round synchronously. In every round, a 
group of clients is chosen as participants, the most recent global model is sent to each 
of the selected clients, each selected client performs several local epochs of stochastic 
gradient descent on its own data, the resulting updates are aggregated into a new 
global model. The framework includes support for three aggregation algorithms: 
federated averaging (FedAvg) [4], FedProx with a proximal term for heterogeneous 
clients [13], and FedAvg with server momentum (FedAvgM). A centralized model 
that uses pooled data provides an upper-bound reference, while federated training 
with full participation provides a no-selection reference.

In choosing the classifier, a small multilayer perceptron with two hidden layers 
and dropout regularization was used for its low computational cost on mobile 
devices. Data are divided in a non-independent and non-identically-distributed 
(non-IID) way to reflect institutional heterogeneity through a Dirichlet partition that 
concentrates more with a parameter to control the level of heterogeneity.

3.3	 PSO-based client selection

Every round, multi-objective optimization is solved by PSO formulated for cli-
ent participation. Every particle contains subset of clients which is a candidate. The 
expected learning utility of the objective rewards, estimated from the volume of data 
received from clients and the most recent loss, is parameterized by the penalization 
of simulated cost (i.e., combination of per-client energy and latency). The cost model 
for a candidate subset S estimates energy as a function of local computation (epochs, 
samples) and communication volume. Its latency is equal to compute time + (com-
munication volume or bandwidth)client, where the per-client compute throughput 
and bandwidth are drawn from a fixed, seeded heterogeneous distribution to model 
strong and weak devices. The configurable trade-off weight between utility and cost 
balances inefficiency against one. By varying this weight, the efficiency frontier that 
can actually be achieved can be traced. The swarm iterates with standard inertia, 
cognitive, and social coefficients and returns the best subset for the round. In com-
parison, PSO considers three baselines: random selection, power-of-choice selection 
[23], which always prefers high-loss clients, and full participation.
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3.4	 Differential privacy and leakage audit

Certain clients get trained locally with DP-SGD [20] which clips per-sample 
gradients and adds calibrated Gaussian noise to give official guarantee. We calculate 
the privacy budget ε using a formal privacy accountant instead of a hand derivation, 
making our reported guarantee certifiable. We sweep the budget over several values 
to characterize the privacy–utility trade-off. A black-box membership-inference 
attack [6] is utilized to empirically audit residual leakage. Specifically, the attack 
is trained on the prediction-confidence features to distinguish members from 
non-members, with the success rate averaged over multiple data splits. An attack 
success level that is approximately 0.5 results in behavior that is close to random 
guessing and, as such, inflicts not much leakage of information.

3.5	 Datasets

Dataset used for the study was public and educational. The open university 
learning analytics dataset (OULAD) contains information on 32,593 students across 
seven modules. It contains demographic details, counts of interaction with the  
virtual-learning-environment, counts of assessment submissions and final 
outcomes [24]. The prediction target is binary withdrawal, with a base withdrawal 
rate of 31.2%. The UCI Student Performance dataset is made up of records for 
secondary-school students in two subjects, with demographic, social and school- 
related attributes [25]. It is a smaller, harder benchmark that tests generalization. 
For both datasets, the features were cleaned, encoded, and scaled; a held-out test 
partition was reserved; and the training population was split across clients using 
either a non-IID partition by course module or by a Dirichlet allocation.

3.6	 Experimental protocol and implementation

Every setting was assessed using five random seeds, and all reported metrics are 
the mean and standard deviation over seeds. The accuracy, F1 score, and area under 
the curve measured predictive quality (AUC). The total energy (joules), communi-
cation latency (seconds), and communication volume (megabytes) of system cost 
together with total rounds to convergence was measured. Membership-inference 
attack success together with the certified ε characterized privacy. Statistical 
comparisons across methods used the Friedman omnibus test pairwise Wilcoxon 
signed-rank comparisons against the strongest baseline were also computed with 
the caveat that five paired seeds cannot attain a two-sided p-value below 0.0625 
so the Friedman test is treated as the primary inferential tool. The Python imple-
mentation of the framework makes use of, firstly, PyTorch for modeling. Secondly, a 
federated simulation engine for orchestration. Thirdly, a library for the DP-SGD and 
its accountant. Fourthly, the standard metaheuristics library for PSO. Finally, the tool 
for adversarial-robustness for the membership-inference attack.

4	 RESULTS

4.1	 Predictive performance and federated–centralized parity

The main comparison on OULAD across all algorithm-selection combinations 
is presented in Table 1. The performance of the federated configurations matched 
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centralized upper bound as the best federated AUC of 0.910 slightly exceeded the 
reference centralized one at 0.898, while the accuracies were between 0.82 and 0.84 
for the strategy selection. The difference in accuracy across selection strategies was 
low compared to the standard deviations. The Friedman test across methods was 
significant (p = 0.015). The weaker performance of the momentum variant was the 
major contributor. Further pairwise Wilcoxon comparisons against the strongest 
baseline were not significant. Hence, methods are comparable in predictive quality.

Table 1. Main comparison on OULAD (mean over five seeds)

Method Acc F1 AUC Energy (J) Latency (s) Attack
Centralized 0.818 0.733 0.898 0.0 0.00 0.538

FedAvg/random 0.827 0.753 0.910 227.8 3.09 0.493

FedAvg/PSO 0.828 0.749 0.910 209.2 1.85 0.490

FedAvg/power-of-choice 0.828 0.709 0.907 226.9 2.94 0.500

FedAvg/full 0.839 0.745 0.908 764.7 4.96 0.501

FedProx/random 0.834 0.759 0.910 227.8 3.09 0.499

FedProx/PSO 0.827 0.747 0.910 209.2 1.85 0.489

FedProx/power-of-choice 0.830 0.719 0.907 226.9 3.06 0.501

FedProx/full 0.841 0.750 0.909 764.7 4.96 0.506

FedAvgM/random 0.819 0.698 0.900 227.8 3.09 0.497

FedAvgM/PSO 0.820 0.733 0.901 209.2 1.85 0.497

FedAvgM/power-of-choice 0.817 0.720 0.894 225.1 2.93 0.493

FedAvgM/full 0.816 0.678 0.890 764.7 4.96 0.504

Table 2 reports the same comparison on the smaller UCI dataset. Absolute perfor-
mance was lower and more variable, as expected for a harder, smaller benchmark, 
and full participation tended to yield the highest accuracy. Crucially, the efficiency 
trends observed on OULAD persisted: PSO selection again achieved the lowest latency 
among selection strategies at accuracy comparable to random selection, supporting 
the generalization of the efficiency benefit even where absolute accuracy is modest.

Table 2. Main comparison on UCI Student Performance (mean over five seeds)

Method Acc F1 AUC Energy (J) Latency (s) Attack
Centralized 0.733 0.373 0.676 0.0 0.00 0.575

FedAvg/random 0.726 0.442 0.696 204.0 2.27 0.489

FedAvg/PSO 0.717 0.401 0.677 201.2 1.23 0.493

FedAvg/power-of-choice 0.612 0.424 0.700 200.0 1.91 0.476

FedAvg/full 0.763 0.363 0.671 678.3 3.26 0.503

FedProx/random 0.727 0.443 0.696 204.0 2.27 0.495

FedProx/PSO 0.718 0.405 0.677 201.2 1.23 0.496

FedProx/full 0.765 0.373 0.671 678.3 3.26 0.490

FedAvgM/random 0.733 0.345 0.650 204.0 2.27 0.488

FedAvgM/PSO 0.711 0.420 0.666 201.2 1.23 0.509

FedAvgM/full 0.757 0.384 0.661 678.3 3.26 0.514

https://online-journals.org/index.php/i-jim


	 164	 International Journal of Interactive Mobile Technologies (iJIM)	 iJIM | Vol. 20 No. 18 (2026)

Tawil et al.

4.2	 Efficiency of swarm-based client selection

The main advantage of PSO selection is its efficiency. On OULAD with FedAvg, PSO 
reduced communication latency from 3.09 s (random) to 1.85 s, a 40% reduction, 
while altering accuracy by less than 0.001. When we compare it to full participation, 
PSO saves 72.6% energy (764.7 J to 209.2 J), latency by 62.6% and communication 
volume (66.8 MB to 20.0 MB) by 70%. According to Figure 2, various strategies are 
summarized. In UCI too, random selection gave significantly improved latency even 
by 46% by PSO. According to these outcomes, PSO is classified on the accuracy-energy 
frontier illustrated on Figure 3 in the favorable region, with significant savings in 
energy and latency for negligible loss in accuracy. Due to PSO’s speed in leveraging 
a larger network, any latency advantage will outweigh any raw energy advantage 
(which is the more relevant property for responsive mobile classrooms).

Fig. 2. Communication latency (a) and energy (b) by client-selection strategy on OULAD
Note: PSO attains the lowest latency and energy among practical strategies.

Fig. 3. Accuracy–energy trade-off across all algorithm–selection combinations
Note: PSO selection attains near-best accuracy at a fraction of the energy required by full participation.
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4.3	 Privacy–utility trade-off

Table 3 along with Figure 4 illustrates the impact of differential privacy on 
OULAD. The accuracy level was slightly decreased compared to not using the refor-
mulation method. In fact, with no coupling (ε = ∞), the accuracy of the model was 
0.828 and the AUC was 0.910. When using DP (ε = 1, 4, 8), the accuracy level went 
down to approximately 0.74. Coupling had a more beneficial impact on the AUC 
which only went down (without coupling) to about 0.87–0.88 on successive steps. 
In all situations membership-inference success was close to 0.5 indicating limited 
empirically measurable leakage even before DP. This is because the dense model 
trained on low-dimensional tabular data does not very strongly memorize records. 
In this world, differential privacy is probably best understood as providing a certifi-
able formal guarantee, not as yielding any large empirical reduction in the success 
of such attacks.

Table 3. Privacy–utility trade-off on OULAD (DP-SGD, mean over seeds)

Privacy Budget ε Accuracy AUC Attack Success

1.0 0.746 0.873 0.501

4.0 0.741 0.878 0.498

8.0 0.741 0.879 0.501

∞ (no DP) 0.828 0.910 0.490

Fig. 4. Privacy–utility trade-off as the budget ε varies
Note: Stronger privacy (smaller ε) lowers accuracy while attack success stays near random guessing.

4.4	 Robustness to data heterogeneity

According to Table 4, we see robustness to non-IID severity controlled by Dirichlet 
concentration α (smaller α means more heterogeneous clients) The accuracy grad-
ually declined from 0.832 at alpha equal to 1.0 to 0.786 at the very heterogeneous 
alpha equal to 0.1 with AUC staying above 0.89 throughout. The framework launches 
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without collapsing under the realistic heterogeneity of cross-institutional educational 
data, a property necessary for deployment across schools with different populations. 
The trend is shown in Figure 5.

Table 4. Robustness to non-IID heterogeneity on OULAD (Dirichlet α)

Dirichlet α Accuracy AUC

0.1 (most heterogeneous) 0.786 0.898

0.5 0.827 0.910

1.0 (least heterogeneous) 0.832 0.912

Fig. 5. Accuracy and AUC versus heterogeneity
Note: Performance degrades gracefully as client distributions become more non-IID.

4.5	 Ablation studies

The framework’s behavior is clarified with two ablations. In the assumption of 
the PSO cost-weight (refer to Table 5), we confirmed that this is the control that leads 
the method to the efficient frontier: the weight was raised from 0.0 to 0.8 and it 
reduced the energy from 244.8 J to 190.7 J − a 22% saving, and the accuracy drops 
only from 0.837 to 0.832. When we increased the number of clients, we could see 
the scaling we expected. The energy increased with the size of the federation. From 
10 clients we had 136.7 J to 501.4 J at 50 clients. The accuracy started at 0.815 and 
increased to only 0.838 which is only a small increase. This shows how we have a 
large training population in terms of effective training. The cost-weight ablation is 
visualized in Figure 6.

Table 5. Ablation of the PSO cost-weight on OULAD

Cost-Weight Accuracy AUC Energy (J)

0.0 (utility only) 0.837 0.912 244.8

0.4 0.836 0.913 223.8

0.8 (efficiency-leaning) 0.832 0.904 190.7
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Fig. 6. Effect of the PSO cost-weight: higher weights trade a small amount of accuracy for lower energy

5	 DISCUSSION

The findings communicate a consistent and, we believe, honest story. To begin 
with, federated training is a legitimate substitute for centralized analytics in this 
environment. Through the use of two datasets and three aggregation methods, The 
total privacy model achieved the same predictiveness as a centralized model without 
mixing the raw data generating the prediction policy. This response to the primary 
privacy problem with data-driven education leaves institutions in control of their 
own records. Moreover, the swarm-intelligence element finds its application not in 
enhancing accuracy but in improving performance. The selection of PSO decreased 
latency and energy considerably while achieving the same level of accuracy as the 
other strategies. In a mobile classroom where battery life and response time deter-
mine the adoption of the tool, a 40 to 46 percent reduction in latency at no cost to 
accuracy is a significant gain. As we state directly, PSO does not enhance accuracy; 
the selection mechanisms are statistically tied on that metric, and the contribution 
is efficiency, not prediction. The privacy findings require a careful approach. Most 
of the reduction in membership-inference success stems from aggregation rather 
than differential privacy. When a model is averaged across many clients, it hardly 
memorizes any single record. Therefore, even without DP, the attack is already near 
chance. Differential privacy bestows on systems a formal, provable guarantee on top 
of the empirical robustness and at only a modest cost to accuracy. To say that MPPI 
and MPCC produced a huge drop in attack success is to misread our own data. The 
actual usefulness of federated learning is that the certificate average cannot provide 
and this is precisely the point for educational use. The mobile tier is simulated: the 
energies and the latencies are supplied by a documented cost model with seeded 
device variation rather than by measurements on real handsets, so the absolute 
figures are best read as comparisons rather than ground truth. In the leakage audit, 
we are depending on attack of single type, and a stronger adversary might bring to 
surface leakage we did not. The accuracy of UCI is modest, meaning the compact 
model and feature set may be better suited to richer datasets such as OULAD. Having 
only five seeds limits statistical power. The Friedman test can inform us, but having 
further seeds will sharpen the pairwise comparisons. These all point to an obvious 
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next step: measuring on physical phones, testing against a wider array of attacks, 
modeling clickstreams with sequential architectures, and scaling the federation.

6	 CONCLUSION

This study proposes a federated swarm-intelligence framework for privacy- 
preserving mobile collaborative learning. This is developed based on the cloud, edge 
and mobile architecture with PSO-based client selection, differential privacy with 
formal accountant and membership inference audit. By conducting experimenta-
tion on two different public education datasets with a wide range of algorithms 
and selection strategies, while at the same time averaging over multiple seeds, it 
was found that the researchers system managed to reach centralized-level accuracy 
without ever centralizing data. It also managed to cut latency by around 40 to 46 
percent, and cut energy by as much as 73 percent through swarm-based selection 
at the same accuracy. Last but not the least, the researchers system also delivers a 
certifiable privacy guarantee. The framework provides a transparent and deploy-
able path to energy-aware, privacy-preserving learning analytics on heterogeneous 
mobile devices, while keeping the efficiency benefit of selection distinct from the 
formal guarantee of differential privacy. Subsequent efforts will involve examining 
the cost model on actual hardware, expanding the privacy examination process, and 
also extending the method to more complex models. These include, studying how 
students acquire knowledge over time.
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