Online-Journals.org

J I M International Journal of
[ Interactive Mobile Technologies

PAPER

iJIM | eISSN: 1865-7923 | Vol. 20 No. 19 (2026) | 8 OPEN ACCESS

https://doi.org/10.3991/ijim.v20i19.63193

A Mobile Edge Computing and Blockchain Framework
for Secure Cross-Island Critical Mineral Traceability

Musran Munizu' @ (2),
Suraya Ainun Lestari' (>,
Muhammad Asdar'©,
Adeel Akmal?©,
Danial Kasim'

'Hasanuddin University,
Makassar, Indonesia

2University of Iceland,
Reykjavik, Iceland

musran@fe.unhas.ac.id

ABSTRACT

Cloud-based traceability systems depend on continuous connectivity, limiting their reliability
in geographically dispersed mineral supply chains where prolonged network outages may
occur. This study proposes an offline-first architecture integrating Mobile Edge Computing
(MEC) with a permissioned blockchain for secure cross-island critical-mineral traceability.
Traceability events generated at mines, transport routes, ports, vessels, warehouses, and
processing facilities are locally validated, digitally signed, encrypted, and queued at MEC
gateways during connectivity loss before synchronization with the blockchain. The frame-
work was evaluated using 12,384 synthetic traceability events derived from a critical-minerals
dataset and six simulated attack categories. After a 24-hour outage, the proposed framework
maintained 98.7% record completeness compared with 58.2% for the cloud-only baseline. It
achieved an average attack-detection rate of 98.5% and reduced post-outage synchronization
delay from 466 sec to 185 sec. These findings demonstrate the potential of an offline-first MEC
blockchain architecture to improve traceability continuity, tamper detection, and shared veri-
fication in critical-mineral supply chains operating under intermittent connectivity.

KEYWORDS
mobile edge computing (MEC), permissioned blockchain, critical-mineral traceability, offline-
first architecture, mobile logistics

1  INTRODUCTION

The transition toward low-carbon technologies is increasing demand for critical
minerals such as nickel, lithium, cobalt, copper, graphite, and rare-earth elements
(REEs), which are essential to electric vehicles, battery storage, renewable-energy
systems, and related technologies [1]. Consequently, reliable traceability of mineral
origin, movement, custody, and processing is increasingly important for responsible
sourcing, regulatory compliance, and supply-chain resilience. Critical-mineral trace-
ability is particularly challenging across geographically dispersed supply chains. In
Indonesia, for example, mineral production and processing may span remote mines,
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storage facilities, island ports, vessels, smelters, and export terminals. Multiple oper-
ators and information systems create risks of delayed, duplicated, incomplete, or
manipulated records [2]. These risks are amplified by unreliable connectivity at remote
mines, vessels, and small ports [3]. Cloud-based traceability systems generally depend
on network access to transmit field data to centralized servers; prolonged outages
can therefore create gaps between physical mineral movements and their digital
records, weakening auditability and custody verification [4]. Mobile Edge Computing
(MEC) can reduce this dependence by processing, validating, and temporarily stor-
ing traceability events near their source [5]. MEC gateways can capture operational
information from sensors, identification systems, mobile applications, and authorized
operators [6]. However, centralized edge or cloud storage alone may not provide suf-
ficient shared trust among independent actors such as miners, transport operators,
ports, processors, auditors, and regulators [7]. Permissioned blockchain can enhance
Multi-access Edge Computing (MEC) by enabling distributed verification, digital iden-
tities, cryptographic signatures, and smart contract-based transaction validation.
However, blockchain technology does not ensure the accuracy of source data [8], and
many blockchain-based traceability solutions presuppose continuous connectivity.

While prior research has explored blockchain-based supply chain traceabil-
ity, IoT monitoring, and edge computing [9], [10], there has been limited focus on
offline-first integration of MEC and permissioned blockchain for cross-island critical
mineral logistics during extended connectivity disruptions. This gap constitutes the
primary research focus of the present study.

This study develops and evaluates an offline-first MEC blockchain framework
designed to capture and validate mineral traceability events locally during network
outages. The framework preserves event integrity using hashing, digital signa-
tures, and encrypted storage. Upon restoration of connectivity, it synchronizes and
verifies queued events through a permissioned blockchain. Evaluation metrics
include record completeness, synchronization performance, transaction processing,
resource utilization, and detection of simulated security attacks.

2 LITERATURE REVIEW

Security, trust, and processing efficiency are major challenges in distributed
systems, and solutions such as MEC and blockchain are gaining traction to address
these challenges [11]. MEC processes information close to its source, minimizing the
delay in information communication and reliance on centralized cloud platforms.
Edge devices, however, still can be accessed, tampered with, and compromised, and
the cryptographic keys can be stolen. MEC systems have been suggested using block-
chain to secure the communication between the edge devices and enhance trust in
industrial IoT systems [12]. Inaccuracy of data is not a problem because it will not
be reliable even if it is written on a blockchain. Other research has thus found ways
to attest to data generated on the edges, detect storage errors, and secure distributed
data from unauthorized modification [13].

Blockchain-based solutions can help in the generation, distribution, renewal,
and revocation of keys [12]. To keep such sensitive data conveyed between the edge
and blockchain system safe [14], privacy-preserving techniques have been imple-
mented. Earlier research has demonstrated how blockchain can be utilized to
address the business challenges of mineral provenance, responsible sourcing,
transparency in operations, safety, regulation, and coordination of supply chain
actors [15]. A distributed ledger could serve as a shared ledger for mining companies,
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transport operators, port authorities, protein processors, auditors, and regulators
to keep mineral-related transactions [8] [16]. Blockchain is employed to support
responsible cobalt sourcing and prove mineral-origin [13]. There are also a number
of proposals to use DLT and IoT-based systems to enhance transparency, sustainabil-
ity, and inspection efforts in the mining industry [6], [17]. To ensure the authenticity
of the data from the mining enterprises, blockchain can be linked with digital water-
marking [4].

In coal mining, Consortium blockchain is used for security and information sharing
applications [18]; In access control and mining-related transactions, smart contractors
used for IoT applications [19] [20]. In terms of the security area, related topics involv-
ing zero-trust architectures, artificial intelligence, explainable threat detection, and
optimization techniques to boost threat detection performance and scalability were
investigated [7, 9, 10]. The research of Blockchain and MEC has also been explored in
mobile and aerial networks in which the communication conditions vary [20].

To summarize, the existing studies validate the use of the MEC for local processing
and temporary storage and the blockchain for data integrity and trust, access con-
trol, transparency, and traceability. There is, however, little research that merges all of
these attributes (limited to offline-first edge processing, permissioned blockchain syn-
chronization, cryptographically attached local records, replay detection, duplicate pre-
vention, and custody validation) into one package for critical-mineral transportation
between islands. A framework of MEC-blockchain, therefore, needs to be offline-first
S0 as to be able to ensure a secure capture of the mineral events in disconnected areas
and synchronization with the shared ledger when connectivity has been reestablished.

3  RESEARCH METHODOLOGY
3.1 Architecture of the proposed MEC-blockchain traceability framework

The proposed architecture integrates MEC with a permissioned blockchain for
secure, offline-first critical-mineral traceability across geographically dispersed loca-
tions (see Figure 1). Traceability events from mines, transport routes, ports, vessels,
warehouses, and processing facilities are captured from authorized users and devices,
including GPS, sensors, QR/RFID systems, and mobile applications. Key attributes
include batch identity, mineral type, origin, weight, location, timestamp, custody, and
destination. MEC gateways locally validate and store events during connectivity 1oss
before blockchain synchronization [1], [2]. Validation checks required fields, partici-
pant identity, event sequence, custody status, duplicates, and anomalous entries.

Once validated, each event receives a unique identifier and sequence number,
is digitally signed, and is cryptographically linked to the preceding event to support
tamper detection [11], [14]. Events remain locally stored with a defined synchro-
nization status until blockchain confirmation. When connectivity is restored, the
MEC gateway authenticates with the permissioned blockchain and submits queued
events sequentially. The system checks for duplicate, replayed, out-of-sequence,
and custody-conflicting transactions; valid events are recorded on the ledger, while
invalid events are flagged for review [18], [19].

3.2 Cross-island supply-chain scenario and system actors

The proposed framework involves mineral batch transport across the Island
starting at remote mining locations to ports, vessels, storage facilities, and
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processing facilities. Each mineral batch (1) is given a specific mineral type, min-
eral origin, mineral creation time, and specific operator identification number at the
mining site:

B,=H(M,||L,| |T,||0) (1)

Each will take the form of (B) for the batch identifier, (M) for the type of mineral,
(L, for the location source, (T) for the date created, (O, for the operator performing
the action, and (H) for an encryption hash function. The whole trip of a batch (2) can
be represented as:

P(B)=1S,S, ...,S,} 2)

The movement of batch (B) in the supply chain is represented by (P(B)), and the
different stages of supply chain are represented by (S,), (S,), ..., (S,). A representation
of a custody-transfer event (3) is:

C,={B,A,A.T,L,S,S} (3)

The (A) and (A,) represent the actors who send and receive the message, and dig-
ital signatures (S) and (S,) are used for their respective actors. The synchronization
status (4) is given as:

1, if network connectivity is available

4
0, if the gateway is offline @

Sync(E) = {

If the value is set to zero, then the event will be left in the local transaction queue.
The set of system access rules (5) controlled the access to the system:

USER/ACCESS
LAYER

>

CHAIN LAYER

1, if actor A is authorized for role R,
Access(A,R )= ! 5)
J 0, otherwise
MEC GATEWAY LAYER
Data Capture
\
Data Validation
{
Event ID and Sequence
DATA CAPTURE/SUPPLY- Generation
|
. . PERMISSIONED SMART CONTRACT
| Sensors || GPS || RFID/QR | (-jp Hashing and Digital — -
| Weighing System | | Signature BLOCKCHAIN NETWORK LAYER
Documents 1 T
Encryption
] \ !
Secure Local Storage/ | On-Chain Storage | | Off-Chain Storage |
Event Queue I I
: v
* v — OUTPUT/
Synchronization Manager MONITORING
Store Event Locally Event Ordering LAYER
Status: Pending Duplicate Checking
Retry after Connectivity Replay Detection
Signature Verification

Fig. 1. Architecture of the proposed offline-first MEC-blockchain framework for cross-island critical-mineral traceability
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3.3 Edge-based data capture, processing, and local storage

This proposed framework relies on the ability to store and process important
traceability data for critical minerals closer to where supply-chain activities happen
using MEC gateways, which can temporarily store and process the critical-mineral
traceability data. The basic event structure (6) is shown as:

E={B,A,T,L,W,C,N} (6)

(E) is the (i)-th traceability event, (B) is the identifier of the mineral batch, (4) is
the actor or the device identity, (T) is the time when the event took place, (L)) is the
location at which the event occurred, (W) is the recorded weight, (C)) is the custody
status at the event, and (N, is the event-sequence number. The result of the valida-
tion (7) should be expressed thus:

1,if all validation requirements are satisfied

7
0,otherwise 2

V(E)= {
If (V(E) = 1), the event is taken to the next step for processing. When (V(E) = 0),

it is either rejected or put under manual review. The Hash value of the event (8) is
H=HE,||H_||S) (8)

where (H) is the hash of the current event, (H,,) is the hash of the previous event,
(S, is the digital signature. The event at time t, plus those events that are concurrent
with t, but not yet completed, is shown by (9):

Q,={E,|V(E) =1 A Sync(E) = 0} 9)

where Q, denotes the set of events that have been verified but not synchronized,
and Sync(E) denotes whether the event has been synchronized or not.

3.4 Permissioned blockchain and smart-contract design

The proposed framework includes a shared and immutable record of critical
mineral movements—created on an encrypted blockchain but with a permissioned
process for accessing it. The access decision (10) is written as:

1,if user ith role r can perform operation o
Awr,0)=] 0 BT P peratt (10)
0,otherwise
A transaction (11) is accepted only if all the validation conditions are met:
Valid(T) =1, AR, A S, A B, A O, an

where (I) is a valid identity of the participant, (R) is a sufficient role, (S) is a valid
digital signature, (B) is a valid batch, and (O) is a correct order in which events
occur. The blockchain record (12) can be represented as:

Li=H(]Di| |Bi| |Ti| |Ai| |Hi—1) (12)
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where [L,] is the hash contained in the ledger, [ID/] is the identity of the event,
[B] is the identifier of the corresponding batch, [T] is the time when the event was
recorded and [H, ] is the hash of the previous event in the same batch.

3.5 Edge-to-blockchain synchronization and security mechanism

The edge-to-blockchain synchronization mechanism allows sending traceability
events to the permissioned blockchain when the network connection is established.
The adopted events (13) waiting for synchronization are represented:

P,={E,e Q,|N,>N} (13)

where (P) represents the set of pending events, (Q,) represents a local event
queue, (N) represents the sequence number of event (E) and (N, represents the
sequence number of the most recent event from the blockchain confirmed by the
corresponding service (E). If any events are pending, they are sent in their original
order, as they have to occur in a valid sequence for minerals (14) to be represented
by the sequence-validation rule:

LifN, =N_ +1

. (14)
0,otherwise

Seq(E) = {

If (Seq(E) = 0), the event is considered to be an ordering violation and is returned
to consideration. The digital signature (15) is being verified with the public key of the
participant/MEC gateway:

Verify(E) = Verify,, (S, H(E))) (15)

(Pki) is the participant’s public key; (S)) is a digital signature; and (H(E)) represents
the cryptographic hash of the event. Every event has its own unique identifier,

sequence number, timestamp, and nonce. The last transaction-acceptance condition
(16) is expressed as:

Accept(E) =V, A Seq, A Sig, n Auth, A Dup, (16)

where (V) means that the event X, is valid, (Sig,) that the event signature is
OK, (Seq,) that the order of the events is OK, (Auth,) that the author of the event
is OK, and (Dup,) whether the event ID or nonce has already been recorded.
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3.6 Algorithm of proposed Offline-First Mineral Traceability

Algorithm 1: Offline-First Mineral Traceability

Input: Traceability event (E), participant (A), batch (B), network status (Net)
Output: Confirmed, pending, or rejected event
BEGIN

1. Receive traceability event El
2. IF required data are missing THEN
Reject El
Store error message
3. ELSE IF participant Al is unauthorized THEN
Reject El
Store security alert
4. ELSE
Assign event ID and sequence number
Generate event hash Hi
Digitally sign El
Encrypt sensitive data
5. IF network is unavailable THEN
Store Eiin local MEC queue
Set status « “Pending Synchronization”
6. ELSE
Submit Ei to blockchain
END IF
END IF

7. WHILE local queue is not empty AND network is available DO
8. Select the next event Ei
9. IF event sequence is incorrect THEN
Set status « “Sequence Conflict”
10. ELSE IF event ID already exists THEN
Set status « “Duplicate Rejected”
11.  ELSE IF nonce was previously used THEN
Set status « “Replay Rejected”
12.  ELSE IF digital signature is invalid THEN
Set status « “Invalid Signature”
13.  ELSE IF participant lacks custody rights THEN
Set status « “Custody Conflict”
14. ELSE
Execute smart contract
Store event hash on blockchain
Store sensitive files off-chain
Update custody status
Set status « “Blockchain Confirmed”
Remove Ei from local queue
END IF

15. END WHILE
16. Return event status

END
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4  RESULT AND DISCUSSION

The proposed MEC-blockchain framework was evaluated in a simulated cross-
island traceability testbed representing mines, ports, vessels, and processing facilities.
The experiment used the Kaggle Critical Minerals and Rare Earths (2015-2026) dataset,
comprising 1,548 records covering 24 minerals and 35 countries. Eight traceability
events were generated per source record, producing 12,384 synthetic events. Four
MEC gateways and a Hyperledger Fabric 2.5 permissioned blockchain were con-
figured to evaluate normal, constrained, and complete network-outage conditions.
During outages, events were retained locally and synchronized after connectivity was
restored. Six security-attack categories were also simulated, with 100 injected events
per category. The complete experimental configuration is summarized in Table 1.

Table 1. Experimental configuration of the proposed MEC-blockchain framework

Experimental Parameter Configured Value

Dataset

Critical Minerals and Rare Earths (2015-2026), Kaggle

Original dataset records

1,548

Number of minerals 24

Countries represented 35

Dataset period 2015-2026

Events generated per record 8

Total normal events 12,384

Number of MEC gateways 4

Edge-node processor Quad-core, 2.4 GHz
Edge-node memory 8 GB RAM
Edge-node storage 128 GB

Local database SQLite

Blockchain platform Hyperledger Fabric 2.5
Peer organizations 4

Ordering nodes 3

Consensus mechanism Raft

Blockchain state database CouchDB

Hashing algorithm SHA-256

Average on-chain payload

Approximately 2 KB per event

Off-chain file size

50-500 KB

Normal network condition

20 Mbps and 40 ms latency

Constrained network condition

1 Mbps, 200 ms latency, and 2% packet loss

Simulated outages 1,6, 12, and 24 hours
Events per attack type 100

Total injected attack events 600

Repetitions per scenario 30
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4.1 Experimental results

Figure 2 compares record completeness under increasing network-outage dura-
tions. The proposed MEC-blockchain framework maintained high completeness,
declining only from 99.9% at 1 hour to 98.7% at 24 hours. In comparison, the cloud-
only system declined substantially to 58.2%, while the centralized offline-first sys-
tem reached 95.2% after 24 hours. These results demonstrate the stronger resilience
of the proposed framework under prolonged connectivity loss.

100

90

80

70

Record Completeness (%)

60 1
~&— Proposed MEC-Blockchain
—&— Cloud-only

—4— Offline Centralized

50

0 1 6 12 24
Outage Duration (hours)

Fig. 2. Record completeness achieved under outage durations

—4— Proposed MEC-Blockchain
Cloud-only

—#— Offline Centralized
400 4

300 1

200 A

Synchronization Delay (s)

100 A

0 1 6 12 24
Outage Duration (hours)

Fig. 3. Synchronization delay
Figure 3 presents the synchronization delay after network reconnection. The delay

increased with outage duration as locally queued events accumulated. Following a
24-hour outage, the proposed framework synchronized in 185 s, compared with

iJIM | Vol. 20 No. 19 (2026) International Journal of Interactive Mobile Technologies (iJIM) 111


https://online-journals.org/index.php/i-jim

Munizu et al.

466 s for the cloud-only system and 161 s for the centralized offline-first system.
Although the centralized approach was slightly faster, the proposed framework
substantially outperformed the cloud-only system. Transaction-confirmation time
increased after prolonged outages; following a 24-hour outage, the proposed frame-
work required 29.4 s, compared with 66.2 s for cloud-only and 27.8 s for centralized
offline-first processing.

60 - —&— Proposed MEC-Blockchain
=w— Cloud-only
—%¥— Offline Centralized

50 1

40

30 1

20 1

Throughput (transactions/s)

10 1

AR

o el e on e 2

cors™ pec e e

Network Condition

Fig. 4. Transaction throughput

Figure 4 compares transaction throughput across network conditions. Under
normal connectivity, the proposed framework achieved 52 TPS, increasing to 31
TPS under constrained connectivity and declining to 18 TPS after a 24-hour outage.
Although the centralized offline-first system achieved slightly higher throughput,
the proposed framework substantially outperformed the cloud-only system during
constrained connectivity and post-outage recovery.

100{ o —

o

90

80

70 A

Detection Rate (%)

60 1

50 4 —@— Proposed MEC-Blockchain
—&— Cloud-only
—a&— Offline Centralized

40

el (e Vo L4 S0 \zed ce
‘,\od\“ o Spie? e? \w 208 o0 aud\o( 3 & r,ea"‘e“
WO

Attack Type
Fig. 5. Security-attack detection rates
Figure 5 compares security-attack detection across six simulated attack catego-

ries. The proposed framework achieved detection rates of 97-100%, with an overall
rate of 98.5%, compared with 61.5% for the cloud-only and 73.7% for the centralized
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offline-first system. Invalid signatures achieved the highest detection rate (100%),
while unauthorized custody transfers recorded the lowest (97%).

4.2 Discussion

The findings demonstrate that the proposed MEC-blockchain framework can
improve critical-mineral traceability under intermittent connectivity, particularly
where cloud-dependent systems are vulnerable to prolonged network outages. After
a 24-hour outage, the framework maintained 98.7% record completeness, compared
with 58.2% for the cloud-only system and 95.2% for the centralized offline-first
approach. This supports previous research highlighting the value of edge comput-
ing for localized processing and reduced dependence on continuous cloud connec-
tivity [1], [2]. The results also extend blockchain-based mineral traceability studies
[3], [6], [8], [13], [16] by explicitly addressing offline operation and post-outage
synchronization.

The 98.5% average attack-detection rate further indicates that cryptographic
hashing, digital signatures, sequencing, access control, and smart-contract valida-
tion can strengthen tamper detection and transaction integrity. This is consistent
with previous MEC-blockchain security research emphasizing authenticated data
exchange and integrity protection [11], [12], [14]. However, blockchain verification
should not be interpreted as guaranteeing the accuracy of source data; incorrect
sensor measurements or authorized but inaccurate inputs may still enter the sys-
tem. Performance results also reveal an important trade-off. Although the proposed
framework substantially reduced synchronization delay compared with the cloud-
only baseline (185 versus 466 s after a 24-hour outage), the centralized offline-first
system was slightly faster at 161 s and achieved higher transaction throughput. Edge
CPU utilization also increased during recovery. These results suggest that blockchain-
enabled distributed verification introduces computational overhead in exchange for
stronger traceability, tamper evidence, and multi-organization verification.

Overall, the framework appears most relevant to geographically distributed min-
eral supply chains where continuity, shared verification, and security are prioritized
over maximum processing efficiency.

5  CONCLUSION AND LIMITATION

This study proposed an offline-first MEC—permissioned blockchain framework
for secure cross-island critical-mineral traceability under intermittent connectivity.
MEC gateways enable local validation, signing, encryption, and storage of trace-
ability events during network outages, while the permissioned blockchain sup-
ports distributed verification and tamper-evident records. Evaluation using 12,384
synthetic traceability events showed 98.7% record completeness after a 24-hour
outage, an average attack-detection rate of 98.5%, and a reduction in post-outage
synchronization delay from 466 s for the cloud-only baseline to 185 s. These findings
demonstrate the framework’s potential to improve traceability continuity and secu-
rity in geographically distributed mineral supply chains. However, the evaluation
was simulation-based. Future research should prioritize field validation at mines,
ports, and vessels, integration with calibrated weighing systems and digital product
passports, hardware-secured MEC gateways, alternative connectivity such as satel-
lite communication, and privacy-preserving blockchain mechanisms. The study is
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limited by its simulation-based evaluation using synthetic traceability events and a
four-gateway testbed. Future research should validate the framework in real mineral
supply chains and examine larger networks, hardware-secured MEC gateways, and
privacy-preserving mechanisms.
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