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Abstract—The rise of m-commerce has brought the intention to the issue of
privacy concerns among mobile users, and studies showed that it is an im-
portant factor that affects attitude and intention to purchase smartphone apps.
The objective of this paper is to investigate the issue of privacy concerns on the
attitude and purchasing intention among Malaysian smartphone users. This pa-
per employed the Theory of Planned Behavior (TPB) to investigate the role of
privacy concerns in influencing the decision making process. The paper pro-
vides significant insights on the issue of privacy concerns in the usage of
smartphones which can help developers such as Google and Apple to improve
their apps stores to provide better protection for users’ privacy and security in
Malaysia.
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1 Introduction

As more consumers embrace the rise of the Internet era, the online privacy con-
cerns remains a top priority for every smartphone user [1]. Many companies find it
difficult to ensure privacy and security on their apps for their users to use and engage
in a successful transaction, especially where cybercrimes are fast increasing. Privacy
concerns naturally become an important issue as e-commerce makes it ascent into an
important business aspect of most organizations. This is due to the fact that marketers
are collecting more information on customers who are buying online to study not only
their characteristics, but also their purchase preferences and behaviors. These con-
cerns have proven to have negative consequences for the adoption of e-commerce [2],
[3]. In Malaysia alone, it was reported by Malaysian Communication and Multimedia
Communication agency (MCMC) that the country has a 35% of smartphone penetra-
tion, resulting to more than 10 million smartphone users. It is even predicted that
smartphone penetration in Malaysia will rise to 60% by 2015. The statistics also re-
veals that Malaysia holds a 66% of Internet users from the population, with 60% in-
ternet penetration and 140% mobile penetration, with 47% of Malaysians own more
than one mobile phone [4], [5]. Of the current smartphone users, 50.9% of them have
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installed 10 to 30 apps in their smartphones [4]. In another investigation, the Wall
Street Journal examined 101 popular smartphone apps and found out that 56 apps
transmitted the phone’s unique identifiers to other companies without users’ aware-
ness, while about 47 apps transmitted the device’s location to outsiders [6], [7]. Fur-
thermore, the study revealed that both Apple iOS and Google Android mobile operat-
ing systems regularly record and transmit location data without the consent of phone
owners. These findings represent concerns regarding users’ information privacy, es-
pecially when MCMC stated that most Malaysian smartphone users tend to opt for
“jailbreak” smartphones that allow the downloading of apps which have not been
approved by app stores as these apps may impose security and data integrity risks [4].
This confirms that the increasing number of smartphone users will only lead to the
increasing of privacy risks [8], [9].

In addition to these alarming statistics, the lack of academic research on the influ-
ence of privacy concerns on consumers’ intention to purchase smartphone apps still
suffer from a holistic understanding of the issue, especially when including other
influential factors that affect the decision to purchase apps such as the stimulus of
social influences and one’s own perceived ability to perform the behavior. Although
there are significant number of theories and research on the effect of privacy concerns
on purchase intention in the general concept of information systems and e-commerce
[10], there is a little evidence if the findings of those studies still hold true in the mo-
bile technology context [11]. Known past studies lack the attempt and initiative to
investigate and examine the role of privacy concerns on smartphone apps purchase
intention by integrating a theoretical predictive consumer behavior framework such as
the Theory of Planned Behavior (TPB) in the context of smartphone privacy. Despite
the existence of several studies that used TPB on mobile devices related topics, they
do not explicitly studied the effect of privacy concerns on smartphone apps purchase
intention [12], [13].

On this regard, the objective of this paper is twofold. The first is to investigate the
issue of privacy concerns on the purchase intention of smartphone apps. More pre-
cisely, the aim is to give further insights on the issue of privacy concerns in the usage
of smartphone apps stores which can help developers such as Google and Apple to
improve their apps stores to provide better protection for users’ privacy and security
in Malaysia. The second objective of the paper is to provide a better understanding on
the role of privacy concerns and perception towards the purchase or usage behavior
among Malaysian smartphone users through the utilization of the Theory of Planned
Behavior as the roles of perceived behavioral control and subjective norm are also
taken into consideration.

2 Literature review
2.1  The concept of privacy concerns

Privacy has long been identified as a moral right [14]. As far as technology is con-
cerned, ref [15] defined it as “the moral right of individuals to be left alone, free from
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surveillance or interference from other individuals or organizations, including the
state”. Specifically, it is the concerns of users on the collection, usage and manipula-
tion of personal information by firms or entities due to the fear of loss or threat or
breach of privacy. This definition is tailored toward its information aspects, rather
than its physical, legal, and behavioral aspects [16]. Ref [17] identified four core
measurements for dimension of individual privacy or “concerns for information pri-
vacy” (CFIP) where these dimensions have been widely used by researchers in gen-
eral [18]. These measurements are collection, improper access, errors and secondary
use. Collection in the context of information privacy can be defined as the concerns
related to the huge amount of personal information collected and stored in the compa-
ny’s database. Similarly, improper access is the concern that the collected information
becomes accessible to unauthorized people. Errors concerns the perception that per-
sonal information related to individuals may become incorrect due to unintentional or
malicious alterations. Finally, secondary use is the concern on the way the collected
personal information is used by a third party for other purposes other than the initial
intention [17]. The context of this relationship in information privacy has also gained
attention in the literature. Ref [17] validated the construct of the use of behavioral
intentions to measure individuals’ tendencies to be skeptical in dealing with technolo-
gy, which could be used to gather, share their personal information. This construct,
which was mainly derived from [19] is being widely used in the literature to explain
the user behaviors with technologies across various contexts [20], [21], [22].

On this regards, considerable attention has been paid to the issue of privacy con-
cerns and security on smartphones [9], [23]. It was found that many users who have
downloaded apps from app stores such as Google Play and Apple’s App Store have
low concerns on privacy. This is because they tend to disregard security alerts when
they install apps from these app stores, with most of them unable to understand the
risks and privacy issues associated with that installation [24], [23]. These studies
suggested that users are more concerned about their privacy on their computers com-
pared to their smartphones. It was further concluded that users believed that
smartphones and personal computers are different. What makes smartphone users
different is that they are exposed by considerable vulnerabilities and exposures
through the traditional hacking, malwares and spywares, while at the same time are
vulnerable to collection and dissemination of personal information by smartphone
apps [25]. Google for instance has reportedly provided Australian developers with
customer’s personal information which included e-mail addresses [26]. On the other
hand, iPhone users are exposed to privacy breach threats as the smartphone’s Unique
Device Identifier (UDID) of the device can reveal user’s behavioral patterns and in-
formation if exploited based on apps usage or the device itself [27]. According to a
recent study conducted by Pew Internet Project [28], more than half of smartphone
users decided to uninstall apps from their smartphones due to the concerns of personal
information with 54% deciding to forego apps installation while 30% of users unin-
stall apps when privacy became a concern. Another report by Hewlett-Packard found
out that 9 out of 10 smartphone apps are vulnerable to privacy issues [28].
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2.2 Theory of planned behavior

The Theory of Planned Behavior (TPB) [29] was developed with the goal of pre-
dicting the intentions and behaviors of individuals over a multitude of scenarios in a
real life environment. TPB is extended from the original Theory of Reason Action
(TRA) [30], [31] due to TRA’s limitations and lack of effectiveness in handling indi-
viduals’ behaviors where they are having incomplete control over those behaviors
[32], [33]. It is widely acknowledged that TPB has been used by many researchers in
its consistency to predict the intentions and individuals in a variety of situations [33],
[34]. According to TPB, an individual’s behavior to perform an action is determined
by the individual’s intention to accomplish the behavior whereas the intention is
based on the attitude, subjective norm and the perceived behavioral control of the
individual [29]. Attitude refers to the positive or negative connotation or feeling that
an individual possess in performing a behavior [29], [35]. Subjective norm is the
normative belief of an individual that is influenced by other people and social pres-
sure to perform a given behavior; it can reflect the desire of oneself to perform certain
actions which are dependent on whether people perceive the actions as favorable or
not [29], [34]. On the other hand, perceived behavioral control is defined as an indi-
vidual’s perception of his or her own capability to perform a behavior of interest [29].
It includes the perception of resources, knowledge and facilitating conditions required
to perform the behavior [13]. Research on the behavioral intention and attitude is well
established in the literature [29], [30]. This establishment also includes information
systems and technology adoption [35], [36]. These studies in the IT adoption context
further confirm the old notion that the relationship between attitudes and intentions is
based on the human need to achieve cognitive consistency [37].

\

Subjective . Actual
Intention -
norms behavior

Attitude

Perceived
behavioral
control

Fig. 1. Theory of planned behavior

3 Theoretical framework and conceptual development

The literature reports inconsistency of findings on whether privacy concerns has a
relationship with the behavioral intention. [38] for instance reported that a majority of
the privacy concerns dimensions were found to have no relationship with consumers’
intention to perform online purchasing act. Yet, [39] found a negative relationship
between privacy concern and intention to transact in an online environment. Con-
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sistent with prior research [21] and [40], individuals who are concerned about their
personal information privacy would refrain from keeping their personal identifiable
information from their online transactions in order to protect their identity. Thus, it is
hypothesized that:

H,: There is a significant relationship between privacy concerns dimensions and
smartphone apps purchase intention.

The effect of privacy concerns on attitude or intention had been discussed in the
literature and has resulted to some interesting findings (e.g. [41] and [33]). [42] found
that the attitude of consumers towards direct marketing is negatively associated with
the degree of concerns on privacy. This negative influence of privacy concerns over
attitude was also confirmed by [41] when they investigated consumers’ attitude to-
wards websites for e-mail campaigns. Similarly, [43] have argued that individuals
with stronger concerns about information privacy tend to exhibit negative attitudes
about using a technology. Therefore, it is hypothesized that:

H,: There is a significant relationship between privacy concerns dimensions and
attitude towards smartphone apps purchase.

Some studies did find that subjective norm does have an influence on the intention
to implement technology-related behaviors [34], [13]. [13] has stated that referent
power of peers’ suggestions and recommendation will have a significant effect on
manipulating an individual’s decision to adopt new technology or services. In the
context of mobile related issues, this appears to hold true in the context of this study
since social norms was found to have a positive impact on the intention to adopt mo-
bile shopping habit. Therefore, it is hypothesized that:

Hj;: There is a significant relationship between subjective norm and smartphone
apps purchase intention.

There have been several studies confirming that that perceived behavioral control
has an influence on the individual’s intention to perform certain behaviors, specifical-
ly in the context of information technology-related topics [33], [34], [13], [44]. Ref
[34] indicated that perceived behavioral control on buying product from a Web mer-
chant positively influences the intention to buy products from the Web merchant. In
addition, ref [13] confirmed that perceived behavioral control has a direct positive
influence on an individual’s intention to perform mobile shopping. Therefore, it is
hypothesized that:

Hy: There is a significant relationship between perceived behavioral control and
smartphone apps purchase intention.

In the context of online shopping or e-commerce, several literatures have provided
the basis that attitude affects intention to perform behavior. For example, [33] has
indicated that when users have positive attitude towards online shopping, the intention
of the users to shop online will increase, provided that the users’ trustworthiness to-
wards the privacy concern on online shopping is high. Additionally, other researches
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on information technology-based behaviors have supported the notion that attitude
has a positive effect towards intention [45], [33], [34], [13]. Therefore, it is hypothe-
sized that:

Hs: There is a significant relationship between attitude and smartphone apps pur-
chase intention.

Attitude has been proven to exhibit the capability to mediate the relationship be-
tween two variables in multiple contexts such as online learning and online shopping.
Ref [46] revealed that attitude mediates the relationship between the likelihood to
abort online transaction and other predictors (i.e. information control and effort sav-
ing). Therefore, it is hypothesized that:

Hg: Attitude towards smartphone apps purchase mediates the relationship between
privacy concern dimensions and smartphone apps purchase intention.

Privacy
Concern:

Collection

Unauthorized Attitude
secondary use \ towards
Improper Access smartphone
apps purchase

Error

Subjective Y.V

norm Smartphone
intention
Perceived /
behavioral

control

Fig. 2. Research framework

4 Methodology

The respondents targeted for this research are consumers who have experienced
purchasing and installing smartphone apps through apps stores or repositories such as
Google Play Store and Apple Store. Thus, the unit of analysis for this research is
individual consumers aged between 20 to 40 years old since these consumers have the
capability to acquire not just free apps but also paid apps. These individuals also have
a better experience in using smartphones. The study used survey instrument to test the
research hypotheses in accordance to the practice in the information privacy literature
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[17]. Measurement scales were adapted from prior research. This has been made to
ensure the measurements are valid and reliable. Items measuring attitude towards app
purchase were adopted from [46]. The measurement items for app store purchase
intention were adopted from [13]. Finally, measurement items for information privacy
concerns were adapted from [17]. All items were measured using a five-point Likert
scale from “Strongly disagree” = 1 to “Strongly agree” = 5. The questionnaire was
distributed to a pool of Malaysian customers in three different geographical locations
in Malaysia, namely, the capital Kuala Lumpur, the state of Selangor and the state of
Sabah. Both non-probability convenience sampling and snowball sampling were used
to collect data because both have been widely used in investigating consumer behav-
iors on e-commerce related issues [45], [33]. Furthermore, those types of sampling
techniques were necessary to ensure the customer must fulfill the research criteria.

5 Results

5.1 Profile of Respondents

Out of 1200 questionnaire sets sent, 457 respondents were received. After dropping
7 for incompletion, 450 usable respondents were used for the data analysis. The anal-
ysis of the respondents’ demographics reveals that 54.7% of the respondents are male,
while 45.3% are female. This indicates an adequate balance of the two genders. Most
respondents are aged between 21 and 29 years old (58.0%); 36% of respondents have
undergraduate degree followed by diploma holders at 30.7%; more than half of the
respondents (56.7%) have steady monthly income (i.e. public / private / self-
employed).

5.2 Smartphone Apps Usage

This section provides statistical information on the smartphone usage of respond-
ents who have participated in the study. The results indicate that the highest percent-
age of chosen app store is Google Play Store with 71.3% followed by the Apple Store
with 20.0%. Google Play Store indicates that respondents use Android-based
smartphones whereas Apple Store represents Apple’s iPhone-based smartphones. The
higher usage of Android-based smartphones among Malaysian is consistent with the
reports of MCMC of the Malaysia 2013 headphones survey where the majority of
Malaysian use Android-based phone at 79.2%. The other 8.7% consists of BlackBerry
World (Symbian-based), Window Stores (Windows Phone-based),among others.

5.3  Reliability analysis

The values for all constructs and their variables are presented in Table 1. It can be
seen that all values are above the recommended value of 0.8, which shows a good
reliability consistency [47].
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Table 1. Reliability analysis

Construct Variables Number of items | Cronbach alpha
Privacy concerns Secondary use 4 0.93
Errors 4 0.88
Unauthorized access 3 0.85
Collection 4 0.82
Attitude Attitude towards smartphone apps purchase 6 0.93
Subjective norm Subjective norm 3 0.85
Perceived behavioral [Perceived behavioral control 3 081
control ’
Intention Smartphone apps purchase intention 3 0.87

5.4  Descriptive analysis

The purpose of the descriptive analysis is to measure the mean and standard devia-
tion for all the variables of the study. Based on the scale, mean that score lower than 2
indicate low responses, mean scores from 2 to 4 show moderate responses while mean
scores higher than 4 represent high responses. The results compiled in Table 2 reveals
that three variables have moderate mean scores ranging from the lowest to the highest
respectively: smartphone apps purchase intention (2.99), attitude towards smartphone
apps purchase (3.15) and errors (3.84). The rest of the variable showed high responses
based on the mean scores that are higher than 4 which are collection (4.11), unauthor-
ized access (4.40) and secondary use (4.47).

Table 2. Descriptive statistics

Variables Mean Standard deviation
Collection 4.11 0.70
Improper access 4.40 0.59
Unauthorized secondary use 4.47 0.58
Errors 3.84 0.87
Subjective norms 2.75 0.97
Perceived behavioral control 3.80 0.80
Attitude towards smartphone apps purchase 3.15 0.97
Smartphone apps purchase intention 2.99 0.93

5.5  Multiple regression analysis

Multiple regression analysis was used to identify the relationship between the vari-
ables of the research model. The first hypothesis (H;) attempts to examine whether
there is a significant relationship between privacy concerns dimensions and
smartphone apps purchase intention. The results in Table 3 indicates that 6.0% of
variances in smartphone apps purchase intention can be explained by privacy con-
cerns (R° = 0.06, p < 0.01). Only the errors dimension of privacy concern is shown to
be significant at p < 0.05, thus, H; is partially supported.
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Table 3. Multiple Regression Analysis for Hypothesis H,;

Dependent variable Independent variable Std. Coefficient Beta () t-value

Smartphone apps purchase |Privacy concern:

intention Collection 0.067 0.721
Improper access -0.078 -0.717
Unauthorized secondary use -0.054 -0.477
Errors 0.244* 2.710
R 0.06
Adjusted R’ 0.02
Significant F 0.11

The second hypothesis (H,) attempts to examine whether there is a significant rela-
tionship between privacy concerns dimensions and the attitude towards smartphone
apps purchase. The result in Table 5 indicates that 5.0% of variances in attitude to-
wards smartphone apps purchase can be explained by privacy concerns (R° = 0.05, p
< 0.01). Out of the four dimensions of privacy concerns, only unauthorized access
dimension is found to have a negative influence on the attitude of respondents (f = -
0.252, p < 0.05). The unauthorized access dimension has the largest unique contribu-
tion to explaining attitudes towards smartphone apps purchase as the part correlation
value of -0.186 of the dimension suggests that the dimension contributed to 3.4% of
variance in attitude. Therefore, H” is partially supported.

Table 4. Multiple Regression Analysis for Hypothesis H,

Dependent variable Independent variable Std. Coefficient Beta (p) t-value

Attitude towards Privacy concern:

smartphone apps purchase |Collection 0.11 1.173
Improper access -0.252% -2.301
Unauthorized secondary use 0.187 1.658
Errors 0.06 0.662
R 0.05
Adjusted R’ 0.02
Significant F 0.11

The hypothesis Hj; attempts to examine whether there is a relationship between
subjective norms and smartphone apps purchase intention. The result in Table 5 indi-
cates that 20.0 percent of variances in smartphone apps purchase intention can be
explained by attitude where the subjective norms variable is shown to have significant
relationship with purchase intention (R* = 0.20, p < 0.01). Therefore, H; is supported.

Table 5. Multiple Regression Analysis for Hypothesis H;

Dependent variable Independent variable Std. Coefficient Beta (B) t-value

Smartphone apps pur- Subjective norms

. . 0.443%**
chase intention

6.007

R’ 0.20
Adjusted R’ 0.19
Significant F 0.00
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The hypothesis Hy attempts to examine whether there is a relationship between
perceived behavioral control and smartphone apps purchase intention. The result in
Table 4.15 indicates that 13.0 percent of variances in smartphone apps purchase inten-
tion can be explained by attitude where the subjective norms variable is shown to
have significant relationship with purchase intention. (R° = 0.13, p < 0.01). Therefore,
H, is supported.

Table 6. Multiple Regression Analysis for Hypothesis H,

Dependent variable Independent variable Std. Coefficient Beta () t-value
Smanphone. apps pur- Perceived behavioral control 0.357%* 4.649
chase intention

)i 0.13
Adjusted R’ 0.12
Significant F 0.00

The hypothesis Hs attempts to examine whether there is a relationship between atti-
tude towards smartphone apps purchase and purchase intention. The result in Table 7
indicates that 36.0 percent of variances in smartphone apps purchase intention can be
explained by attitude where the attitude variable is shown to have significant relation-
ship with purchase intention with 8 value of 0.59 (R’ = 0.36, p < 0.01). Therefore, Hs
is supported.

Table 7. Multiple Regression Analysis for Hypothesis Hs

Dependent variable Independent variable Std. Coefficient Beta () t-value
Smanphone. apps pur- Attitude towards smartphone apps 0.598%* 9068
chase intention purchase

)i 0.36
Adjusted R’ 0.35
Significant F 0.00

5.6  Mediation analysis

In order to test the mediating role of attitude on the relationship between privacy
concerns dimensions and smartphone apps purchase intention, a mediation analysis
suggested by [48] is employed. The proposed method attempts to look at the values of
Lower Level Confidence Interval (LLCI) and Upper Level Confidence Interval
(ULCI) to establish a mediation effect of a variable. If there is no zero value between
the two values, a mediation effect is established. This relationship suggests that atti-
tude towards smartphone purchase mediate the relationship between the dimensions
of privacy (collection, unauthorized access, secondary use and errors) and the inten-
tion to purchase apps. Table 8 summarizes the values of LLCI and ULCI for all four
dimensions of privacy where the role of the mediating variable is designated for atti-
tude. It can be seen that only the unauthorized access dimension of privacy concerns
that does not have a zero value between the value of both LLCI (-.0.444) and ULCI (-
0.406). This indicates that attitude does have a mediation effect. For the other dimen-
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sions, the zero values exist between the two values, which indicate that there is no
mediation effect of attitude. Thus, Hypothesis Hg is partially supported.

Table 8. Mediation Analysis for Hypothesis Hg

Items Effect Standard Error t-value LLCI ULCI
Collection 0.087 0.075 1.16 -0.367 0.254
Unauthorized access -0.239 0.103 -2.321 -0.444 -0.406
Secondary use 0.181 0.110 1.645 -0.371 0.413
Errors 0.039 0.062 0.629 -0.088 0.156

6 Discussion

One of the main objectives of this paper was to examine and identify the
smartphone apps purchase intention among smartphone users in Malaysia. It is im-
portant to note that this paper investigated both the relationship between privacy con-
cerns and attitude towards app purchase and the relationship between privacy concern
elements and apps purchase intention, which is one of the significance of this re-
search. While numerous studies investigated app purchase intention instead of atti-
tude, several of these studies found that attitude toward technology and intention to
use IT are positively related [49].

The relationship between privacy concerns and attitude towards smartphone app
purchase reported in this study was consistent with previous findings. The concerns
for information privacy (CFIP) instrument [17], [21] were found to have a significant
manifestation of privacy concerns in the mobile context. However, in this study, only
unauthorized access was not found to have an influence on attitude. Similarly, the
privacy concern’s significant relationship with purchase intention was only accounted
for one dimension of the concerns for information privacy (CFIP), which is errors,
while the others were found to be not significant. This is consistent with previous
research which used The CFIP dimensions to mediate the relationship between com-
puter anxiety and behavioral intentions [50].

These findings were not expected when looking at the trend of previous research
[21], [51]. However, these findings need to be taken with caution for two reasons: The
first reason is because attitude is modified as individuals obtain and process infor-
mation regarding attitude objects [52]. This suggests that information privacy should
be examined within different contexts to fully understand attitudes of individuals
towards any business practice [53], [21]. Attitude in this sense is too delicate to catch
the actual behavior of information privacy, especially when the technology is not well
formed as the case for app purchase. To rectify this, ref [54] suggested expanding
attitude to incorporate the concept of persuasion and ability, a sequence of changes
occur in attitude. The second reason for looking at the results with caution is the na-
ture of the information privacy dimensions themselves. The CFIP components are
developed to capture the information privacy as reflective construct that may be more
accurately modeled as a second-order factor rather than first-order dimensions [55],
[21]. Moreover, the question of whether a directional change in one construct of the
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whole dimension may imply similar directional shift in other constructs is applied in
this dimensions [56].

Nevertheless, such findings on attitude are consistent with some previous research.
Ref [57] found no significant relationship between users’ concern for information
privacy and their attitude towards using firewall protection for their electronic devices
such as computers, although attitude was found to mediate the impact of perceived
usefulness on behavioral intention. The findings of this study also confirm previous
conclusions that individuals are concerned about information privacy as a general
case and at an aggregate level, while the way in which individuals are concerned
about collection, unauthorized secondary use, improper access, and errors require
expanded consideration at the micro level of each dimensions [58]. This argument
was also observed and justified by [59] where they observed the influence of cultural
values of 38 countries including Malaysia in only errors and unauthorized secondary
use, rather than the whole dimensions of the concerns for information privacy (CFIP).
Similarly, [60] confirmed the significant differences between the concerns for infor-
mation privacy (CFIP) in New Zealand and previous research of [21]. The current
status of CFIP dimension may also justify the findings of this research to a great ex-
tent. Although the CFIP measurement was validated [21], [61] , [20], the acknowl-
edgement of [17] that the dimensionality of the scale has yet to be proven to be abso-
lute still hold true. Nevertheless, this research significantly contributes to the proposal
of [21] that the theoretical and operational assumptions of the concerns for infor-
mation privacy should be reinvestigated in light of new technology and practice. The
purchase behavior using apps is considered an emerging technology where such in-
vestigation may provide a better understanding on the dimension [62].

This paper was also able to demonstrate the ability of TPB to predict user’s behav-
ior to purchase smartphones apps. The result of the analysis has shown that the origi-
nal constructs of attitude, subjective norm and perceived behavioral control in TPB
were able of fully explaining the intention of smartphone users to purchase
smartphone apps. It is proven that there is a significant relationship between attitude
and intention to purchase smartphone apps. This finding is consistent with majority of
the studies in the consumer-related behavior field as positive attitude is a usual indica-
tion for positive-oriented behavioral intention [29], [34], [63]. In terms of subjective
norm, this study backs the finding by [64] where the authors revealed that the recom-
mendation by other people generally influence the decision of users to download
smartphone apps compared to other influences such as ease of use, value for money,
pleasure and apps ranking. This is exceptionally true in the context of users down-
loading networking or social media type apps such as WhatsApp, WeChat, Twitter or
Facebook. Concerning perceived behavioral control, ref [65] revealed that when
smartphone users are given the choice to purchase premium apps that required the
least permissions for personal data, they are more willing to purchase apps. While it is
highlighted that these users may have high concern for information collection, they do
have the ability to purchase expensive apps instead of just free apps. This shows that
when users have high level of perceived behavioral control in the presence of personal
data security, the intention of users to purchase smartphone apps will be higher.
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7 Managerial Implications

The paper provides further insights to the knowledge concerning smartphone apps
privacy concerns from the consumers’ intention and attitude in Malaysia. This was
done by investigating the concerns for information privacy dimensions. Some
recommendations may be provided. Firstly, this study can assist the responsible
government agencies in smartphone users’ privacy security, concerns and consumer-
related fields such as The Malaysian Communication and Multimedia Commission
(MCMC). Privacy awareness campaigns should be more prevalent in the Malaysian
context as it is confirmed that the privacy concerns in Asian countries such as
Malaysia is low and worrying. Thus, this paper suggests that some guidelines and
recommendations should be implemented to increase privacy awareness. These
suggestions may include organizations maintaining solid security policies, assessing
security awareness in regular periods, develop easy to access and understand
information security learning sessions and establishing long term implementation to
get users involved in security training. These recommendations, in hindsight can also
be applied to the general public. As for the study’s implication on the role of
smartphone app stores administrators such as Google Play Store and Apple Store as
well as smartphone app developers, the current policies and standards set forth by
these parties with accountability may not be sufficient in ensuring safe and reliable
information practices. It is recommended that certain actions to be considered for
better data protection and integrity. Government may also intervene or act by asking
app stores and developers to stop collecting smartphone users’ personal information,
investing in cybercrime and infrastructure and creating standard and guidelines for
data collection in smartphone devices. Important government agencies such as
MCMC may collaborate with foreign agencies to establish an intricate network of
cooperation in sharing information and practices that can enhance security measures
for the smartphone realm.
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