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Abstract—The purpose of this research was to synthesize and to evaluate 
the elements of the student relationship management system using the internet 
of things to collect the digital footprint for higher education institutions. The re-
sults of the research showed that the student relationship management system 
using the internet of things had five elements, which were: 1) identify module; 
2) alert module; 3) tracking module; 4) SRM module and 5) analytic module. 
The evaluation result of the student relationship management system using the 
internet of things to collect the digital footprint for higher education institutions 
had overall appropriateness at a very high level and the overall appropriateness 
of usability result at a very high level. 

Keywords—Student relationship management, internet of things, digital foot-
print  

1 Introduction 

Students are considered to be the centre of an education institution. Therefore, uni-
versities value the importance of their students. In some countries, learning experi-
ence outside the classroom is considered more important. Since the mid-twentieth 
century, concerns about a wider learning experience outside the classroom and the 
expansion of university education, which has started in many countries, has raised the 
number and variety of students. Thus, the university must understand the nature of 
student mental health and society, which play an important role in the student’s aca-
demic achievement. Therefore, the concept and direction for the development of stu-
dents and student affairs must be defined [1], as we know that current technology 
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brings knowledge and learning to society [2]. Information systems used in higher 
education institutions may support the process of academic management, such as 
registration, management, etc. However, the system does not allow close monitoring 
of the student’s academic activities, including the evaluation of academic perfor-
mance and learning support. On the other hand, we must accept that, in order to man-
age student relationships, activities and support for academic performance, it must be 
monitored at all times [3]. Finding a modern tool that is appropriate within the infor-
mation technology (ICT) age as it now has such an important role with our lifestyle is 
very important [4]. At present, the internet of things has the ability to connect devices 
extensively and has brought development that leads to an intelligent city and also 
more healthy applications [5].  The internet of things (IoT) is a concept that collects, 
verifies and manages information in real time by connecting to large Internet net-
works and linking between devices as well as people. Therefore, the Internet network 
would provide such services including: connecting, managing, recognizing and con-
trolling the communication between people and objects [6]. In the digital age, we now 
live two sorts of lives, either online and offline. Our digital path is built from our 
interactions and behaviour in the digital environment, with our digital footprint as the 
key component [7].  

One of the first steps, which need to be taken to create an innovation in student 
services, is to change the viewpoint. The innovation will not only change the services’ 
methods and their rationale, but also the method of service delivery to ensure prompt 
access. Higher education institutions must adopt the viewpoint that students are at the 
centre of interactions [8]. However, with the integration of online social networks and 
IoT infrastructure, as well as the popularity of Smartphones, identification using be-
haviour when accessing online social networks is now a new and emerging concept 
[9]. The prediction of the attributes and preferences of each user can be used to im-
prove products and services [10]. Higher education institutions should give priority to 
the construction of the internet network infrastructure and the preparation of appropri-
ate technology, which will make the most impact [11, 12]. Analysis of student behav-
iour can be used as the reference point of the university’s effectiveness. It can also be 
used to foster organizational culture and manage student lives [13]. The mentioned 
background and significance of the research question prompted the researchers to 
study the conceptual framework of student relationship management using the inter-
net of things to collect a digital footprint for higher education institutions. 

2 Literature Reviews 

2.1 Student relationship management  

Customer Relationship Management (CRM) is currently widely known around the 
globe but, for higher education institutions or universities, which are not commercial 
institutions, in order to earn the customer’s trust, the relationship between the institu-
tions and the students must be managed [3]. The purposes of the adaptation of the 
CRM concept to higher education institutions are to:  
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• Build inbound and outbound connections with customers (students) 
• Create satisfaction and loyalty among customers (students) 
• Attract new customers (students) 
• Create a competitive edge 
• Retain both new and existing customers (students) [14] 

Therefore, universities adopted the student relationship management (SRM) con-
cept in order to improve the quality of the learning process and activities of the stu-
dents [15]. While there is a lot of research that focuses on CRM, only a small portion 
deals directly with SRM in the context of the field of education. As a result, there is 
not enough technological support for SRM in universities. For example, SRM system 
architecture should be proposed to support the concept and SRM techniques should be 
introduced to aid the university’s business intelligence [3]. 

Using information technology and communication can help to maintain a close re-
lationship with customers, which is beneficial for the organization [16]. The key to 
CRM is to design a communication and IT support channel for front desk and other 
customer contact points. As for direction setting for the higher educational market, 
CRM strategies and implementation must be adapted to the specific context. Howev-
er, as SRM is a set of activities designed to create and maintain the relationship with 
students [16,17], the strategy for customer relationship management will differ ac-
cording to the types of customers, depending on their positions in the customer life 
cycle, starting from initiating the relationship with prospects, retaining existing cus-
tomers and rebuilding the relationship with lost customers [16,17]. SRM is a tool that 
promotes learning as part of sustainable development, especially in higher education, 
which has become increasingly demanding [18]. There are risks in using SRM. If the 
university does not use it properly, the ultimate purpose cannot be achieved. In order 
to use SRM effectively, an appropriate tool is required, including the methods to real-
ize the concept of student relationship management comprehensively and systemati-
cally. Although currently there is little research supporting the hypothesis that SRM 
induces risk, the issues should be considered while managing the university [18].   

2.2 The Internet of things  

The internet of things (IoT) is the network of physical objects or “things” em-
bedded in electronic devices, software and sensors. Connecting these objects to the 
network will allow them to collect and exchange information. IoT allows the objects 
to perceive and to be controlled by the existing network infrastructure. It creates the 
chance of integration between physical objects and computer system, resulting in 
effectiveness and accuracy, as well as generating economic benefit. All devices can 
be identified using an embedded computer system, but they must work together under 
an Internet-enabled infrastructure. Experts have forecasted that IoT will contain over 
50 billion objects by 2020 [19]. A British technology pioneer, Kevin Ashton, intro-
duced the concept of IoT as a network of objects, which are globally interconnected 
by embedded rfid in 1999 while working at Auto-ID Lab, formerly known as Auto-ID 
Center. Generally, IoT is the more advanced connection of devices, systems and ser-

iJOE ‒ Vol. 15, No. 6, 2019 101



Paper—The Synthesis of the Student Relationship Management System Using the Internet of things… 

vices than machine-to-machine (M2M) communication and it covers various proto-
cols, domains and applications [19]. The digital technology platform is the basis of 
digital business and it must have access to the digital system. Every organization has 
five technology platforms: the information system, customer experience, analysis and 
intelligence, as well as news and information, IoT and business ecosystem platforms 
[20]. The elements of IoT are: A. identification; B. sensor; C. communication; D. 
calculation; E. service and F. semantics [21]. IoT promotes changes in education, 
learning, teaching, managing, experimenting and training in education institutions, 
etc. Currently, IoT is initiating an education revolution as it collects, verifies and 
manages data in real time while connecting to the larger Internet network, connecting 
between objects and connecting to people. Therefore, the Internet network will pro-
vide the connection, management, perception and control between people and objects 
[6]. The various methods and technologies used to develop the monitoring systems 
are as follows: 

RFID (Radio-frequency identification) is an automatic-identification method. 
Personal information is stored in an electronic device called a RFID Tag (signal gen-
erator) and is retrieved by a RFID reader (interrogator) using radio frequency [22]. 
The attendance management system is employed to control and check students [23]. 
The technology, which is used to monitor and check students in schools, is RFID and 
IoT. The system uses RFID technology to monitor the student’s activities and track 
the location of the students within the school’s premises, allowing parties with differ-
ent access rights, including parents, system administrators and school bus drivers, to 
keep track of the students at all times. Activities and movement of students can be 
monitored and tracked by parents, school management and drivers at specified levels 
[19]. 

BLE (Bluetooth Low Energy) is a wireless technology, which allows Smartphone 
applications to identify the exact location of students, both indoor and outdoor, with 
high accuracy. The signal from a beacon can be used to trigger the application to send 
notifications specific to the time and location. The beacon is a small and inexpensive 
device that uses battery power. Currently, beacon technology is widely adopted in 
various businesses, including retail, entertainment, reception, transportation, health 
care, outdoor media, and in private locations [24]. The beacon developed mobile 
phone applications and servers, which are used to monitor activity or attendance of a 
class with more than 1,000 participants. Moreover, if the participants choose to attend 
different activities, they do not have to register again because their personal infor-
mation has already been saved to their mobile phone application [25].  

2.3 Student affairs  

UNESCO has been assigned to study student affairs and the International Associa-
tion of Student Affairs and Services Professionals (IASASP) has specified the desired 
outcomes of student affairs operation in higher education institutions as follows:  

• A high quality, well-rounded greater learning experience;  
• Improved higher education access regardless of ability/background;  
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• Better retention and progress toward graduation 
• Increased graduation rate 
• Enhanced career/employment prospects 
• Sustainable interest in lifelong learning  
• A life as a responsible, contributing community member and citizen [1]. 

University life is complex and students must adapt to classes and strive to achieve 
a good academic result, which is very time and energy consuming. Factors include, 
for example, extra-curriculum activities, a hectic social life, the need to get a job be-
cause of financial pressure, being a member of a new club with a small number of 
members, communication with friends and family, endeavoring to be both physically 
and mentally healthy while facing increasing and decreasing workloads and obliga-
tions, etc. Therefore, it is considered a challenge to succeed in such environment [26]. 
There are many things relating to the student’s life, which need to be considered. 

Firstly, to fully understand student life, their Smartphones are automatically and 
continuously inspected to evaluate their mental health, academic performance and 
behavioral trends.  

Secondly, analysis to learn about the relationship between information from auto-
matic detection and the set of health measures.  

Thirdly, to observe the trends in the student lifecycle as it shows that the student’s 
positive attitude and conversation levels, low stress, healthy sleep and daily activity 
patterns are starting to be affected [27]. 

2.4 Digital footprint  

A digital footprint is the trace of information left by digital service users [28]. The 
process of creating the “digital footprint” depends on a structured approach, which 
combines input (collection) and output (value), with a feedback loop that controls the 
whole process. The feedback loop will gradually increase the value and adjust the 
outcome (value). The process starts from analyzing data gathered from various 
sources (focusing on the digital footprint) to generate value. The outcome is called 
‘behavioural DNA’ and it provides a detailed description of the person [29]. As a 
result of the popularity of mobile phones with sensors, impressive growth in the num-
ber of Internet network and social network users, the use of the sensor network in 
public buildings, facilities, private premises and the outdoor environment, the “digital 
footprint” left by users while interacting with their physical space in the cyber world 
has been accumulating continuously [30]. When the current university students are 
accepted and join the campus, they will leave a unique digital footprint in the univer-
sity’s IT system. A student’s digital footprint includes: 

• Demographic data 
• Academic records 
• Assignments and test results 
• Library access and borrow & return history and 5) access to WiFi or other net-

works [31]. 
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2.5 Student services 

One of the first steps to create innovation in student services is to change the view-
point of the services by, not only rethinking why the services exist, but also how the 
services are provided. The viewpoint has shifted so that students are the centre of all 
interactions [8]. A boarding school (BS) is a school where students study and live 
within the school premises. The school provides various extra-curriculum activities, 
which support learning, as well as good facilities, including computer labs, and gym 
and entertainment rooms, which help the students to relax and enhance their brain 
development. One of the common problems for BS management is that they use out-
dated systems, which cannot check the location of the students. The application of a 
RFID Metric Card system to the school monitoring system is an improvement for the 
school management process because it introduces the automatic detection of the 
movement of the target group and it enhances the safety of the students 

]22[ .Community services in universities can be enabled by analyzing data collected 
from sensors in personal mobile phones, GPS of public buses, WiFi or Bluetooth 
connecting points in the building, the relationship on the social network, etc. [30] 

]30[ . The development of innovation in education institutions should align with key 
trends, which are:  

• Image and branding 
• Creating and changing sustainably 
• Lifelong relationship 
• Technologies for supporting and improving student/customer experience ]8[ .  

2.6 Student behaviour 

Every time a user retrieves a webpage, lots of data is generated in the form of log 
files. Analyzing such log files will allow us to understand user behaviour [32]. The 
behaviour would be different, depending on event and time and it can be observed 
from mobile phone usage data stored in the mobile phone’s log files [33]. However, 
the integration of social networks to IoT infrastructure, as well as the popularity of 
mobile devices, plays an important role in establishing identification, which is the 
basis of the behaviour exhibited when using social networks, resulting in a new con-
cept [9]. The prediction of attributes and preferences of each user can be used to im-
prove products and services [10]. Student behaviour analysis can be used as a refer-
ence of the university’s effectiveness. It can also be used to foster organizational cul-
ture and manage the lives of the student [11].  

The conceptual framework of student relationship management system using the 
internet of things to collect the digital footprint for higher education institutions as 
shown in Figure 1. 

Figure 1 shows the conceptual framework of student relationship management sys-
tem using the internet of things to collect the digital footprint for higher education 
institutions. 
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Fig. 1. The conceptual framework of student relationship management system using the inter-

net of things to collect the digital footprint for higher education institutions. 

3 Research Objectives 

Our research objectives were as follows: 

• To synthesize the elements of the student relationship management system using 
the internet of things to collect the digital footprints for higher education institu-
tions. 

• To design the elements of the student relationship management system using the 
internet of things to collect digital footprints for higher education institutions. 

• To evaluate the elements and usability of the student relationship management 
system using the internet of things to collect the digital footprints for higher educa-
tion institutions. 

4 Research Methodology 

The research was conducted in three phases as follows: 
Phase 1: The synthesis of the elements of the student relationship management 

system  using the internet of things to collect the digital footprints for higher educa-
tion institutions by reviewing documents, literature and related research, including the 
following references: [16], [22], [34], [35], [36], [37], [38], [39], [40], [41]. 

Phase 2: The designing of the element diagram of the student relationship man-
agement system using the internet of things to collect the digital footprint for higher 
education institutions. The research instruments for this phase were: 1) the element 
diagram of the student relationship management system using the internet of things to 
collect the digital footprint for higher education institutions and 2) the suitability 
evaluation form of the designed element diagram. 
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Phase 3: The evaluation of the student relationship management system using the 
internet of things to collect the digital footprint for higher education institutions by ten 
experts who had experience in the field of student relationship management (SRM), 
the internet of things (IoT) and information and communication technology (ICT) 
using purposive method. 

5 Results 

The synthesis of the elements of the student relationship management system using 
the internet of things to collect the digital footprint for higher education institutions 
are shown in Table 1 

Table 1.  The synthesis of the elements of the student relationship management system  using 
the internet of things to collect digital footprint for higher education institutions. 

Research 
Student  

Relationship 
Management  
System using 

the 
Internet of 

Things 

Maria, 
Mari-

bel [16] 

Herdawatie
, Mohd., 
Zarina 

Mohd. and 
Mohd.[22] 

Melissa, 
Jonice, 
Jano M 

[34] 

Ji-
rapong, 
Sakchai 

[35] 

Sahoo 
[36] 

Srinivas, 
Prashant

h, 
Sundara-
vadanam, 

Ma-
heshwar, 
Prasanna 

and 
Vara-

lakshmi 
[37] 

Mboun
gouu 
[38] 

Bozidar, 
Marijana, 

Zorica, 
Alesksan-
dra, Milos 

[39] 

Jiten-
dra, 

Hyung-
il, 

Meena, 
Ashish, 
Danish 

[40] 

Ab-
dul, 

Jyoth
i [41] 

Identify 
Module ü ü ü ü ü ü  ü ü ü 

Alert Module ü  ü ü    ü ü  
Tracking 
Module 

 ü ü ü ü ü ü ü  ü 

SRM Module  ü ü ü  ü   ü ü 
Analytic 
Module 

ü  ü ü   ü    

 
According to Table 1, the synthesis of the elements of the student relationship 

management system using the internet of things to collect the digital footprint for 
higher education institutions consisted of five elements:  

• Identify module 
• Alert module 
• Tracking module 
• SRM module 
• Analytic module 

The design of the element diagram of the student relationship management system 
using the internet of things to collect the digital footprint for higher education institu-
tions is shown in Figure 2. 
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Fig. 2. The element diagram of the student relationship management system using the internet 

of things to collect the digital footprint for higher education institutions.  

According to Figure 2, the element diagram of the student relationship manage-
ment system using the internet of things to collect the digital footprint for higher edu-
cation institutions consisted of five elements as follows: 

Identify Module is the module that interacts directly with the users. This module 
works when the user passes the sensor spot, the system will send user data to the da-
tabase and identify the information regarding the user. 

Alert Module is the module that will send alert messages or notifications for users 
to interact with the system. 

Tracking Module is the module that stores the usage data when users have passed 
the system devices.  

SRM Module is the module that will send the information to the users by manag-
ing the data that is sent from the sensor spot according to the individual requirement 
and will be repeatedly updated when usage has been detected. 

Analytic Module is the module that analyzes the data stored in the system and will 
be reported as a conclusion result for people who officiate in management who make 
the relevant decisions. 

The evaluation of the student relationship management system using the internet of 
things to collect the digital footprint for higher education institutions is shown in 
Tables 2 and 3. 

Table 2.  The evaluation of the student relationship management system using the internet of 
things to collect the digital footprint for higher education institutions. 

List of Evaluation 𝑥𝑥𝑥𝑥 ̅ S.D. Level of appropriateness 
Identify Module 5.00 0.00 very high 
Alert Module 5.00 0.00 very high 
Tracking Module 5.00 0.00 very high 
SRM Module 4.50 0.71 very high 
Analytic Module 5.00 0.00 very high 
Total 4.90 0.14 very high 
 

According to Table 2, the overall evaluation result of the student relationship man-
agement system  using the internet of things to collect the digital footprint for higher 
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education institutions was at a very high appropriate level (𝑥̅𝑥= 4.90, S.D. = 0.14). 
Considering each item, every item was at a very high appropriate level.  

Table 3.  The usability evaluation of the student relationship management system  using the 
internet of things to collect digital footprint for higher education institutions. 

List of Evaluation 𝑥𝑥𝑥𝑥 ̅ S.D. Level of appropriateness 
The suitability of  IoT devices in terms of supporting the system 5.00 0.00 very high 
The suitability of digital footprint management 5.00 0.00 very high 
The system performance 4.50 0.71 very high 
The suitability for implementation 5.00 0.00 very high 
Total 4.88 0.18 very high 

 
According to Table 3, the overall usability evaluation result of the student relation-

ship management system  using the internet of things to collect the digital footprint 
for higher education institutions was at a very high appropriate level (𝑥̅𝑥= 4.88, S.D. = 
0.18). Considering each item, every item was at a very high appropriate level. 

5 Conclusion and Discussion 

According to our evaluation results of the student relationship management system  
using the internet of things to collect the digital footprint for higher education institu-
tions, had an overall appropriateness at a very high level and the overall appropriate-
ness of usability result was at a very high level, which showed that the experts had 
consistent opinions. As shown in the synthesis result, the student relationship man-
agement system using the internet of things to collect the digital footprint for higher 
education institutions consisted of five modules including: the identify module, alert 
module, tracking module, SRM module and analytic module.  

The identify module is the module that interacts directly with the users, sends user 
data to the database and identifies the information regarding the user, which is in 
accordance with Sahoo, who stated that the identify module will receive the data from 
an authorized user for authentication and proceed to the next step within the applica-
tion [36]. 

The alert module is the module that sends alert messages or notifications for users 
to interact with the system, which is in accordance with Jirapong and Sakchai, who 
stated that the alert module is there to provide information to the users [35]. 

The tracking module is the module that stores the usage data when users have 
passed the system devices, which is in accordance with Mboungou, who stated that 
the tracking module was used for managing and tracking campaigns for the target 
group [38]. 

The SRM module is the module that sends the information to the users by manag-
ing the data that is sent from the sensor spot according to the individual requirements 
and will be repeatedly updated when usage has been detected, which is in accordance 
with Bozidar, who stated that the SRM module can automatically send individual 
information about the learning activities to the users [39]. 

108 https://www.i-joe.org



Paper—The Synthesis of the Student Relationship Management System Using the Internet of things… 

The analytic module is the module that analyzes data and can be used by people 
who officiate in management and make the relevant decisions, which is in accordance 
with Mboungou, who stated that the analytic module provides user and transaction 
data analysis in order to improve the relationship with customers [38]. In terms of 
implementation, there should be more research on the context of higher education 
institutions management for effective and appropriate usage. 
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