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Abstract—In recent years, electronic money facilities are increasingly di-

verse. It may replace conventional payments. The use of physical money can be 

diminished by utilizing digital money, which is realized by smartphone apps, 

bar codes, smart cards, and so on. The types of smart cards used also vary, and 

it can be divided into two methods, i.e., with contacts and without contact. In 

this work, we develop electronic transaction devices using dual interfaces: con-

tact and contactless smart cards. As computational processing, we employ the 

Raspberry Pi 3 Model 3. It has a high processing speed, large memory, and 

small size. Hence our system enables to compact in a portable box. The features 

offered on our transaction device are as follows: transaction menu, balance 

check menu, payment menu, and top up menu. Also, we provide a device trans-

action connection to the printer. Therefore, proof of transactions can be printed 

out easily. The device developed also provides a touch panel display to display 

the transaction menu. 

Keywords—Smart card, contactless and contact smart card, electronic transac-

tion device 

1 Introduction 

The rapid development of information technology has a significant impact on hu-

man lifestyles. In Indonesia, this progress provides various facilities, one of which is 

the payment mechanism. The use of electronic money can increasingly replace regular 

payments. Electronic money offers many features and eases to use for transactions. 

Indonesia government regulation also triggers on the demand for electronic money, 

ex. Payment transactions on the highway, public transportation, and toll road that are 

required to use smart card contact. 

In 2017, the volume of transactions using electronic money was recorded at 

943,319,933 transactions with a nominal value of 12.375 trillion rupiahs. This number 

increased compared to 2016, which amounted to 683,133,352 transactions with a 

nominal value of 7.063 trillion rupiahs [1]. As of December 2019, there are 35 com-
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panies registered at Bank Indonesia (BI) [2]. This fact shows that there is an excellent 

opportunity for companies to open up participation and competition in electronic 

money-based businesses. 

There are several payment methods support transactions using existing electronic 

money, including Debit cards, Credit cards, E-wallet, Smart card, and Wireless pay-

ment. Based on the technology used, it can be divided into two types of electronic 

money, namely Chip-based and server-based. Chip-based electronic cash is realized 

with a non-touch mechanism card, which is then called as a “smart card”. Whereas, 

Server-based digital money (E-wallet) generally uses applications on smartphones as 

media transactions such as T-cash, Go-pay, i.Saku, Sakuku, LinkAja, DOKU, Dana, 

OVO, and so on. The e-Wallet has disadvantage, e.g. the digital money only applies 

to specific merchants. Their services only for partner merchants. So, if the transaction 

is not with their partner, we must use another payment method. Another drawback is 

it depends on the internet network.  

Chip-based, server-based, or combination of both are the most widely used for 

electronic money transactions nowadays, especially in Indonesia. This condition en-

courages researchers and application designers in developing electronic payment 

systems with high-flexibility, fast data processing, user friendly, and it has a good 

performance (high-reliability). The existence of smart cards has received special at-

tention since the last two decades. This embedded chip card has been widely used for 

various access applications. Research on the use of smart cards as electronic transac-

tions have been carried out in [3-4], they implemented at System-On-Chip Zynq-700. 

Furthermore, media access control for security has been conducted, as in [5-9]. In 

[10], the RFID-based smart cards for goods locator applications have also been im-

plemented. RFID-based contactless card has been proposed in [11-14] as a medium 

for electronic money transactions. However, In Ref [11-14] have not been equipped 

with the following features: payment, balance check, and top-up on single board com-

puters. In Indonesia, many people have become users of smart contact and contactless 

smart cards. Thus, its penetration as a payment medium will increase significantly for 

the coming years. 

The commercial electronic transaction devices have been found in cashiers of 

modern shops, minimarkets, or supermarkets. They have used this device to receive 

non-cash payments from a smart card by inserting it, as shown in Fig. 1a. Moreover, 

there is a contactless device as shown in Fig. 1b (using Dana E-wallet device). How-

ever, it is still rarely found electronic transaction devices with dual interfaces. There-

fore, the motivation of this work is to design and develop an electronic device with 

dual-mode that ready to mass-market. The technology adopted of the developed de-

vice is based on single-board computers. Electronic transaction devices as visualized 

in Fig. 1(a) cannot be applied at other applications like toll payment devices, as shown 

in Fig. 1(c), because in Indonesia, most of toll payment devices use the contactless 

smart card method. As such, our system can later be applied anywhere and for any 

payment application. That is why the two-payment mode is necessary. 
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a) b) 

 

(c) 

Fig. 1. Commercial device of portable electronic transaction: (a) contactless; (b) contact smart 

card; (c) toll payment device that uses a contactless smartcard 

Two payment methods, using contacts & contactless smart cards, are implemented 

on our system. It can be used to pay, refill (top-up) money, and check balances on 

minicomputers that are integrated with online database servers. Other features offered 

are Wi-Fi, print receipts, and payment list updates. 

Later, this portable transaction device will be applied in Institut Teknologi Ban-

dung (ITB) campus, integrated with other services within ITB environment, e.g. 

ITB’s smart canteen, ITB’s parking system, and ITB’s bike sharing system as elabo-

rated in [15] and so on. Contact and contactless smart card will also be realized by 

ITB’s student identification card. 
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2 System Design 

2.1 System Block 

The whole system can be seen in Fig 2. It consists of three main parts, namely the 

hardware, software, and server. The system has specifications as follows: 

 It can perform balance check, top-up, and payment transactions 

 Contact, and contactless-type smart cards can access it 

 User interface using an LCD touchscreen 

 It can print the transaction proof by a thermal printer 

 The transaction history is recorded on the server. In this paper, we focus on point 1 

to point 4. We will expand the content of this paper which covers point 5 in further 

publication. 
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Fig. 2. Block diagram of a portable electronic transaction system 

2.2 Operation procedure of smart card 

The communication between reader to the Smart card need several procedures as 

shown in Fig. 3. Smart card contact has various types, an A-class smart card works at 

4.5 to 5.5 V with 60 mA of maximum current. Then B-class and C-class operate at 2.7 

to 3.3 V and 1.62 to 1.98 V with maximum current about 50 mA and 30 mA, respec-

tively. At the first step, the smart card reader will determine the required operating 

voltage. 

Further, the smart card will do following tasks: activate, cold reset, or warm reset. 

The operating voltage starts from the lowest to the highest voltage. This procedure 

must be done so the reader does not damage the card due to overvoltage. If the smart 

card supports that voltage class, it will respond “answer to reset” (ATR). While if the 

smart card does not send ATR, meaning that it does not support the used voltage 

class. 

The following are the activation procedure: firstly, adjust the reset pin in the low 

state, then turn on the VCC. The I/O pin is set in the position of receiving data, and 
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the clock pin is triggered by a clock signal starting at Ta point. The Cold reset can be 

done by keeping the reset pin at a low state on initial activation, about ~400 cycles 

(delay tb) which are calculated from the Ta point. Then the reset pin is set in a high 

state at Tb point. After that, the smart card will respond between 400 to 40,000 clock 

cycles. If the smart card does not answer within this period, the reader will deactivate 

it. The deactivation process starts by setting the reset pin in the low point, turning off 

the clock signal, and the last step is turning off the VCC. Due to the reset signal is in 

low state, the signal on the I/O pin will be ignored. The activation and deactivation 

process timing diagram can be seen in Fig. 4(a) and Fig. 4(b), respectively. 
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Fig. 3. Procedure for class selection on a smart card 

 

(a) 

 

(b) 

Fig. 4. Timing diagram of: (a) activation and cold reset processes; (b) deactivation process on 

the smart card 
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2.3 Data transmission on smart card 

The data communication between the reader and smart card is serial in a bitstream 

form that is represented by high states and low states. While the voltage level used is 

corresponded the required voltage class, namely ± 5V, ± 3V, ± 1.8V with 0V as the 

reference voltage. In direct conventions, the high state is represented by a higher volt-

age (± 5V or ± 3V or 1.8V), while 0V represents the low state. Whereas in reverse 

conventions do the opposite. 

Elementary Data Unit (ETU) is the width for one bit of data. The ETU value is de-

termined by the ratio of F per D multiplied by the clock cycle. F is the clock rate con-

version integer, while D is the baud rate adjustment integer. Both F and D values can 

be obtained from information in ATR. At the beginning of communication, ETU 

values are determined as 372/f second, where f is in Hertz. 

Character sending between a reader and a smart card contains 10 bits data, which 

can be high or low. Before the sending data process, the I/O pin condition must be in 

high state. The process starts with sending “start bits” as the first bit, which is low 

conditioned. Then proceed with sending 8 bits data (the second bit to ninth bit), the 

last is the parity bit (10 bits). The parity value for each bit must be not odd (even), 

which means if the number of bits 1 in the data is odd, then the parity value is 1. And 

if the number of bits 1 in the data is even, the parity value is 0. After sending the tenth 

bit, the I/O pin will remain in high state for 2 ETU before being ready to send the next 

character. The character frame format is illustrated in Fig. 5. 

data

Start bit

Pause bit

high

low

 

Fig. 5. Data frame character of communication between the smart card reader and smart card 

2.4 Hardware design 

As in Fig. 2, the smart card reader hardware can be divided into five primary parts, 

i.e., power supply board, single board computer (SBC), LCD display and input, reader 

module, and printer. We used Raspberry Pi 3 Model B as SBC (application proces-

sor), functioned to run the electronic transaction program. Raspberry Pi has complete 

features, such as USN, serial, SPI, Ethernet, Wi-Fi and GPIO extender. In this work, 

Ethernet and Wi-Fi connections were used for connecting a reader device to the server 

through the internet. USB and serial connections were applied for interfacing the 

reader device to printers and smart cards, respectively. The SPI connection was used 

as data communication between the reader device to an LCD & touch panel module, 

while the GPIO pin functioned to detect whether the reader device was connected to 

an electrical input or not. To display and enter the character, we used an LCD module 

& 3.5 Inch touch panel. The hardware of smart card reader device is depicted in Fig. 

6. 
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Fig. 6. Hardware design of electronic transaction devices based on contact and contactless 

smart card 

Power supply board, as shown in Fig. 7 was designed to provide a safe power sup-

ply for all circuits. There are three loads in the reader device that must be powered 

properly: SBC, smart card reader, and printer. However, the power supply for the 

printer is developed separately because its input voltage varies, ranging from 5V to 

12V with a relatively high current requirement. Moreover, we also provide battery 

backup in our board. 

Supply I
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input

Charger

Battery

Supply II

Single 

Board 

Computer

Smart card 

reader

Thermal 

Printer

 

Fig. 7. Block diagram of power board 

The reader device was employed to read contact and contactless smart card. The 

contact smart card refers to the ISO/IEC 7816 whereas contactless smart card refers to 

the ISO/IEC 14443 A/MIFARE standard. In the smart card reader device, there are 

three types of interface, namely contact, Secure Access Module (SAM), and contact-

less interfaces. We used Microcontroller ATMega 328 as pin signal controller in the 

contact and SAM interfaces. To control the signal on the contactless interface, we 

used MFRC522. 
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2.5 Application design 

The application has functioned as a graphical user interface. It was used to control 

the components in the reader device. Thus, it can work correctly, as expected. Con-

trolled components include a smart card reader, LCD display, and printer. The appli-

cation also handles input received through the touch panel. To be easy to operate the 

application, a menu layout and good input handlers need to be realized.  

The layout on the LCD screen as visualized in Fig. 8(a), was divided into three sec-

tions, namely: 

 Toolbar 

 Body 

 Navigation 

The toolbar section contains hours & dates, the status of the charger, battery, and 

wireless LAN connection while the body section includes menus that will be dis-

played by LCD screen and then operated (selected) by the users. Three transaction 

menus will be displayed, namely, balance check, payment, and top-up menus. Besides 

three transaction menus, as mentioned before, a configuration menu is also involved 

(Fig. 8b) in managing wireless LAN, printer, and partner list. Application must be 

able to access console on Linux. In this work, we used Qt library to develop applica-

tions. 

Qt is a free and open-source widget toolkit to develop GUI that run on various op-

erating systems or embedded systems. By using Qt, special libraries also can be creat-

ed, ex. interface library to a charger, Wi-Fi network, thermal printer, smart card read-

er, and ADC reader feature. The charger library uses for interfacing the reader device 

to the charger board. Thus, the inputted power to the smart card reader device can be 

detected correctly. Considering this condition, we need two GPIO pins (for input and 

output) taken from the 40 pins GPIO extended on the Raspberry Pi.  

 

(a) (b) 

Fig. 8. Application interface: (a) the layout on the LCD display containing transaction men-

us; (b) main menu  
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(a) (b) 

Fig. 9. Charger library: (a) flowchart; (b) output 

The two GPIO pins are then connected to a relay that already connected to the 

charger line. If the charger is “on” position, the GPIO input & output is connected so 

that the input pin will be read as state high. It indicates that the charger is on. If the 

charger is “off” position, the relay disconnects the connection between the GPIO 

input & output, so the input reads state low. In this library, a timer is created to check 

the result every three seconds and send it, in the form of Signals & Slots, which is a 

communication mechanism in Qt. To test this library, we used a debug function found 

in Qt in which the workflow is depicted in Fig. 9(a). Based on the test results, as 

shown in Fig. 9(b), the library has appropriately functioned as expected. When the 

charger is turned off, the state becomes off and vice versa. 

The network library was used for substituting the wireless LAN configuration on 

the reader device. The developed application requires an access to the Linux console, 

this configuration is done using the command on Linux console, wpa_cli -i wlan0 

reconfigure. Before calling the command reconfigure, we need to create a file 

wpa_supplicant.conf which contains the name SSID and key. Before the file is creat-

ed, turn off the network with the ifconfig wlan0 down command, then turn it “on” 

again with the ifconfig wlan0 up command. 

The Smart card Library was used to handle the data exchange between the smart 

card reader and the Raspberry Pi. All actions done by the application are translated to 

the command on the reader module. And all responses sent from the reader module 

are translated into Signals & Slots. The printer library was used to create data formats 

(such as the align used, font size, and font style) to be printed out using a thermal 

printer. 
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3 Results and Analysis 

3.1 Implementation 

A photograph of portable electronic transaction device is visualized in Fig. 10. It 

has a weight of 128.58 gram, and L x W x H of 161 cm x 85 cm x 62 cm, respective-

ly. The casing of portable transaction device is implemented using 3-Dimension print-

ing with Polylactic Acid (PLA) material.  

  

(a) (b) 

 

 

 

(c) (d) 

Fig. 10. The appearance of a portable electronic transaction device: (a) complete system [16]; 

(b) top view; (c) bottom view; (d) device dimension 

3.2 Smart card operating procedure 

After the hardware and firmware are realized, the next step is to evaluate the smart 

card reader. First, we test it using contact smart card type. The Answer to Reset 

(ATR) data will start sending after the smart card reader has activated and cold reset. 

Fig 11(a) is the signal reading results from the logic analyzer for contact I interface. 

Smart card 

Contactless 

Smart card Contact 

Charger 

Ethernet 
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(a) 

 

 
(b) 

 

Fig. 11. The ATR signal received by the smart card reader: (a) on contact interface; (b) using 

ACR39U reader; (c) on SAM interface 

From these signals as in Fig. 10(a) are then converted to bit streams (1 and 0 

logics). By using the ETU calculation formula, we obtain clock cycles as follow: 

1ETU  372 clock cycles. The conversion results are then separated be-

tween start bit, data, CRC, and pause bits. Thus, the actual data is obtained. Further, 

the obtained data are then converted to hexadecimal, so that the ATR value obtained 

is 3B 13 96 17 02 17, as shown in Fig. 11(b). To validate these results, the smart card 

is tested on the ACR39U reader. The SAM interface (contact II) test also using the 

same method, the logic analyzer test of SAM interface can be seen in Fig. 11(c) that is 

similar to the simulation result on contact I. Based on the test results, it was found that 

the reading of the ATR value on contact I and contact II interface was correct. 

 

(a) 
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(b) 

Fig. 12. The results of: (a) writing data and (b) reading data on contactless type smart cards 

using the proposed smart card reader 

Later, we evaluate the read and write mechanism of contactless-type smart cards. 

The procedure used is the same as the contact type smart card test, which is writing 

data to the smart card (shown in Fig. 12a) and then reading it and comparing the 

results. In this test, the written data is stored in sector I. The test result of the reading 

mechanism on contactless smart cards can be seen in Fig. 12(b). To prove it, we test 

reading smart card by using a cellular telephone with an android OS that supports 

NFC. We use a specific application provided by NFC Tools. The reading results using 

NFC Tools can be seen in Fig. 12, it shows that the data sector 1 at the initial 6 bytes 

is 51 30 30 30 30 31, which is similar to results depicted in Fig. 12(a) and Fig. 12(b), 

i.e., 51 30 30 30 30 31. It proves that the smart card reader on contactless-type is 

functioning correctly. 

 

Fig. 13. Smart card reading results using the NFC Tools application 
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3.3 Functional testing 

The balance check menu is used to display the nominal balance on contact and 

contactless smart cards. The flow chart of the balance check process can be seen in 

Fig. 14. To make it easier to operate, we added several guide menus, as shown in Fig. 

15(a) and Fig. 15(b) for contact and contactless type of smart cards, respectively.  

The first step to check balances is to open the main menu, then select the smart 

card types. If the type of smart card is contact, put it in the provided slot. If the con-

tactless smart card type, then attaches/tap it at the provided spot. If the smart card is 

successfully read, the balance will be displayed on the LCD screen as visualized in 

Fig. 15(c). 

Users can select the payment menu to make payments using a smart card. The first 

step in the payment process is to open the main menu, then select the type of smart 

card used. This menu also displays a list of partners registered with the device. If the 

business partner is not yet recorded, we can make a payment by entering the partner 

ID manually. The complete payment process is illustrated in Fig. 16. 
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Main menu

Contactless type of 

smart card?

Yes

End

Attach the smart card

Insert the 

smart cardNo

Display current balance

 

Fig. 14. Flowchart of balance checks on contact and contactless smart cards 

iJOE ‒ Vol. 16, No. 3, 2020 39



Paper—A Portable Electronic Transaction Device Based on Dual Interface Smart Card 

   

(a) (b) (c) 

Fig. 15. The appearance of balance check menu on the card reader application: (a) a guide on 

contact smart card “please insert your card”; (b) a guide on contactless smart card 

“please attach your card”; and (c) balance check result 

After selecting a smart card type, the transaction menu will be displayed and then 

select the “payment” button. In this payment menu, a list of registered partners will be 

displayed on the screen, and there is one button provided to enter the ID partner man-

ually. Partner ID is set uniquely to distinguish between one partner to other partners. 

After selecting partners or entering ID manually as visualized in Fig. 17(a), next step 

is to enter the paid cost, then press the OK button. After that, the confirmation menu 

will display the total cost and the partner name. This menu is used to check whether 

the information entered is correct or not. If so, press the OK button. 

Then insert the smart card in the slot provided if we use a contact type smart card. 

Once this step successfully, the password menu will be displayed. Enter the correct 

password, and the application will continue the payment process, which is to reduce 

the balance on the smart card with several values entered. The information menu will 

be displayed successfully, making a payment accompanied by the current balance 

value as visualized in Fig. 17(b). Also, the application will send transaction data to the 

server and print transaction proof as depicted in Fig. 17(c). 
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Fig. 16. Payment flow diagram 

  

 

(a) (b) (c) 

Fig. 17. Payment transaction menu: (a) list of partners, e.g., Rumah bundo, sate maranggi; (b) 

transaction result; (c) payment transaction print out 
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Flowchart of top-up process is depicted in Fig. 18. Following are steps of the 

balance top-up: firstly, enter the main menu, then select the smart card type. After 

that, select the top-up transaction type to display the topup menu. In this menu, a 

button which contains the nominal contents is displayed, i.e., 5K, 10K, 25K, 50K, 

100K Rupiahs as visualized in Fig. 19(a). The user can choose the desired balance or 

refill the balance with tokens. A token is a unique code created by a server to fill a 

balance. The token input menu will be displayed when the “token” button is pressed. 

If the entered token is valid, we will see a confirmation menu on the application as 

shown in Fig. 19(b). The next step is to press “YES” button. Then, insert the smart 

card in the provided slot. If the process is successful, the information menu will be 

displayed and successfully refilled, along with the current balance value. Also, the 

application will send transaction data to the server and print successful top-up proof 

as shown in Fig. 19(c). 
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Fig. 18. Top-up flow diagram 
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(a) (b) (c) 

Fig. 19. Top-up transaction result: (a) the appearance of successful top-up on application; (b) 

proof of top-up activity 

4 Conclusion 

A Portable transaction device with dual interfaces (contact and contactless smart 

card) has been successfully developed using Raspberry as an application processor, 

ATMega328 as a smart card reader, and touchscreen as a user interface. In addition, 

transaction application can perform following tasks: balance check, top-up, and pay-

ment transaction. In this work, writing data on the smart card still uses the plain text. 

Therefore, it is still vulnerable to duplication. We do not compare our system’s per-

formance and to the available (existing) device, but compared to other devices on the 

feature aspect, our system can be operated in dual-mode and also can be connected to 

the own servers. Therefore, we expect that the transaction activity can be more se-

cured. In further research, we will extend this paper with other major performance 

metrics (major properties parameters). We will apply the encryption feature as well as 

SAM mechanism for security. 
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