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Abstract—One of the primary concerns of the World Health Organization is 
the improvement of medical care by reducing adverse events in the medication 
process and enhancing the safety of patients. These issues are mainly related to 
the management of expensive and high-risk medicines in hospitals. In this pa-
per, we enhanced medication management by minimizing the possibility of 
medication errors from its prescription-validation to its preparation. For this 
purpose, we designed a hospital and pharmacy services management system by 
employing digital signature using Radio Frequency IDentification technology. 
Our proposed system is equipped with ESP8266 modules, RFID readers and 
tags which allow the detection of taking medications and ensures an automated 
medication management.  

Keywords—Radio frequency IDentification, medication, safety, traceability, 
patient safety. 

1 Introduction 

Recently, information technologies are very used in various economical services. 
Healthcare field is mainly linked to the economic development [1]. It is rapidly evolv-
ing which causes high needs for efficient hospital management applications [2], [3]. 
The process of modernization of healthcare institutions is undergoing leading to vari-
ous innovational health management methods. In hospitals, the occurrence percentage 
of medication error for ordering is 56%, administration is 34%, transcribing is 6% and 
4% for dispensing [4], [5]. Although hospital statistical data show that most 
healthcare institutions have computerized medical data, the Institute of Medicine 
(IOM) reported that a patient can be subjected to multiple medication error during the 
clinical process [6]. In addition, each year the United States have approximatively 1.5 
million of preventable medication errors. Hospital management comes a solution to 
speed up the material and information flow, improve the medication safety and reduce 
errors [7], [8]. Similar system can also be used for recording the health cards of pa-
tients. 

Latest European Union guidelines and trends have established the introduction and 
the implementation of hospital management standards. In 2019, the European Union 
countries introduced medication labeling standards and by the end of 2020 instru-
ments, biological samples, and medical devices will be labeled. Therefore, automatic 
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identification elements have come under the spotlight and became a trend. Thus, it is 
necessary to determine the correct identification technology depending on the applica-
tion context.  

In healthcare environment, it is necessary to develop the following actions to en-
sure: 

• Reduce medication errors by preventing and identifying adverse events. 
• Evaluate and fix medication errors when they occur. 

Traditionally, medical institutions use the managing method of warehouses [9], 
[10]. In warehouses, different types of method are implemented to assign data to 
products in logistics [11]. For example, according to the regulation of medicine label-
ing, the European Union medicines and materials are labelled with a European Article 
Number (13-digit code), a serial number, a batch number, and a Global Trade Identi-
fication Number. These data are presented on the packaging of the product in a GS1 
code format. The matrix code of GS1 data is read when medications are issued in 
order to verify and confirm the action. In case the medication genuineness is con-
firmed, the medications are given to the patient. 

Radio Frequency IDentification (RFID) technology is one of the most used solu-
tion for people an assets identification. Thus, it is a promising technology for auto-
matic generation of product documentation, inventory management, supply chain, 
online tracking [12], [13] and healthcare applications [14]. 

The main contributions presented in this paper are the following: 

• A hospital and Pharmacy service management system using digital signature with 
Radio Frequency IDentification technology. 

• A speed up of the material and information flow and improvement of medication 
safety with an automated and intelligent medication management.  

In the following paper, we presented related works in Section 2. We introduced our 
proposed system and presented its performances in Section 3. Finally, conclusion is 
given in Section 4. 

2 Related Works 

Different researches on medication management systems have been developed and 
achieved high performances by adopting the appropriate designation technology. 
Table below presents different existing management systems.  
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Table 1.  Survey of management systems 

Ref. Description 

[15] Proposed a framework for personalized medication treatment management. 
Could be employed to extend the existing personalized care systems. 

[16] 
Enhanced inpatient medication safety by proposing a double RFID based system. 
Proposed an extended RFID authentication protocol for online cases and RFID grouping proof for 
offline cases. 

[17] 

Proposed a hardware architecture and technical scheme of an intelligent information system based 
on cloud computing and IoT. 
The architecture of the system is constituted of: network, three layers of perception, and application. 
Improved the efficiency among the systems by realizing a communication and an interconnection 
among communication terminals. 

[18] 
Proposed an indoor positioning system based on wireless signals. 
Improved the accuracy and the reliability of the collected data using P-P plot, Q-Q plot, and Gaussi-
an distribution. 

[19] 

Evaluated the application of RFID technology in tracing medications and patients in an intensive-
care unit. 
Demonstrated the technical viability of RFID for the medicine process and concluded that the appli-
cation cost was too high. 

[20] Obtained the traceability of medication and patients using RFID technology. 
Studied the effectiveness in the routine hospital clinical practice for health personnel. 

[21] 
Proposed an automated monitoring system for medication stocks. 
Used two types of sensors which ensure a wide range of medical product management (medicines 
and medical equipment). 

3 Our Proposed Management System  

3.1 Radio frequency IDentification technology 

Radio Frequency IDentification [22] was originally developed along with the de-
velopment of mobile telephones, computers, and wireless networks. It is implemented 
in different environments such as healthcare to avoid counterfeiting of medicines. The 
process of identification (Fig.1.) consists of reading an RFID tag attached to an asset 
or a person without any physical contact.  

 
Fig. 1. RFID identification process 

iJOE ‒ Vol. 16, No. 12, 2020 157



Paper—RFID Medication Management System in Hospitals 

If the tag possesses the same energy source as the reader, then it can be classified 
as passive. If the tag does not possess the same energy source as the reader, then this 
tag is active. The third category is the semi-active tags wherein the tag energy source 
is used for power supplying the chip and the reader energy source is used for data 
transmission.  

 
Fig. 2. RFID tags 

RFID technology works under the following frequency bands: 

• Low Frequency: 125 -134 KHz 
• High Frequency: 13.6 MHz 
• Ultra-High Frequency: 865-954 MHz 
• Microwave: 2.4 -5.8 GHz 

RFID technology offers large possibilities such as different shapes of tags and stor-
ing information in the tag memory but requires extensive research due to its particular 
complexity. 

3.2 Methodology and results 

In order to design an effective medicine management system, it is necessary to se-
lect the right components that will operate with the medicine process (ordering, ad-
ministration, transcribing and dispensing). The main components of our proposed 
system are the following: 

• Arduino Uno board 
• ESP8266 modules 
• RFID readers (NFC) 
• Passive RFID tags 
• Computer  
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Table 2.  Component of the proposed system 

Component description Component 

Arduino Uno board 

 

ESP8266 module 
(Wi-Fi module) 

 

RFID Reader 
(PN532 Module – NFC) 

13.56Mhz 

 

Passive RFID tags 
 

 

Computer 
(Toshiba satellite skullcandy l50-b-11g) 

 

 
Our proposed management system is constituted of three main parts: the pharmacy 

system (Fig.2.) which is placed in the pharmacy, the doctor/nurse modules (Fig.3.) 
which are carried by the medical personnel and the tracking modules (Fig.3.) which is 
placed at each hospital room gate. All medications, doctors, nurses and patients have 
RFID tags and are identified by PN532 NFC modules. These RFID tags do not need 
any physical contact with RFID readers. The communication between RFID module 
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and Arduino Uno board of the pharmacy system is made via Serial Peripheral Inter-
face (SPI) using SS, clock, MISO and MOSI). Arduino Uno board and ESP8266 
communication is made via TX and RX for the other modules. ESP8266 modules are 
used to send RFID ID to the pharmacy system to track medications. The system needs 
a power supply of only 3.3V. 

 
(a) 

 
(b) 

Fig. 3. (a) The design of the pharmacy system (b) our proposed pharmacy system 

  

(a) (b) 

Fig. 4.  (a) The tracking and the nurse/doctor module design (b) our proposed tracking and 
nurse/doctor module  
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Fig. 5. Placement of the management system in the hospital 

 Each medication was assigned by a digital signature (RFID tag attached to the 
medication packaging back) to its unique identification code (ID). When a medication 
is transported by a nurse through RFID gates, the medication is identified and tracked 
by comparing its stored digital signature and its ID. 

Table 3.  Medications with their respective ID codes 

  
 

 

ID: C5 38 1F 5A ID: C5 38 2F 6E ID: C5 37 3F 5C ID: C5 39 FF 67 

 
  

 

ID: C5 34 2B 14 ID: C5 31 5F 38 ID: C5 36 2F 99 ID: C5 38 3B 45 
 
Each doctor, nurse and patient have a unique digital signature which is its unique 

RFID identification code (ID). 
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Table 4.  Doctor, nurse and patient with their respective ID codes 

Nurses Doctors Patient 

    
 

ID: FF FF FF 01 ID:EE EE EE 01 ID: AA AA AA 01 ID: BB BB BB 01 ID: DD DD DD 01 

 
The process flow of the medication management system is described as follows: 

• Step1: When a doctor prescribes medications after diagnosing a patient, data of the 
prescription, the patient and the nurse in charge are stored in the pharmacy system 
database using the doctor digital signature. 

• Step 2: After the reception of the prescription, the system automatically assigns 
each medication to an RFID tag ID. 

• Step 3: After checking and preparing the prescription, the pharmacist sends a noti-
fication to the nurse. 

• Step 4: The nurse checks if there is any updates, changes or errors in the prescrip-
tion. If not, the nurse confirms the reception of the right medications with her digi-
tal signature via a her/his mobile RFID reader. 

• Step 5: The tracking system starts tracking and sends notifications of the medica-
tion locations. 

• Step 6: The nurse dispenses medications to the patient. 
• Step 7: If needed, the doctor updates the prescription of the medications. 

The proposed medication process is divided into two main phases: Prescription 
phase and medicine dispensing phase.  

3.3 Prescription phase  

In this first stage, the doctor prescribes medications after diagnosing a patient. 
Once the doctor’s ID is verified, the pharmacist prepares the medications and sends a 
notification to the nurse in charge. The doctor receives a query to change the prescrip-
tion if the pharmacist suspects an error in the prescription.  
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Fig. 6. Prescription phase overview 

The prescription phase process can be described as follows: 

• Step 1: The doctor sends its prescription along with her/his ID, the patient ID, and 
the nurse ID using her/his module. If the doctor ID is confirmed at the pharmacy 
system level. The pharmacist prepares the prescription by packing medications and 
scanning their respective RFID tags.  

 
Fig. 7. Prescription sent by the doctor at the pharmacy system level 

• Step 2: The pharmacist sends a notification to the nurse in charge of the patient 
medication. 

3.4 Dispensing medication phase  

In this last stage, the nurse verifies if the prescription is right (patient, medications, 
dosage and time are right).  
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Fig. 8. Dispensing medication phase overview 

The process of the dispensing of medications is as follows: 

• Step 1: The nurse checks the prescription information. If the nurse suspects an 
error, she/he alerts the pharmacist using her/his module. 

 
Fig. 9. Prescription information received by the nurse 

• Step 2: If the information is right, the nurse receives medications and confirms the 
reception. 
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Fig. 10. Medications received by the nurse 

• Step 3: The nurse dispenses medications to the patient and confirms the dispens-
ing. 

 
Fig. 11.  Confirmation of the dispensing of medications  

When the nurse receives the prescription prepared by the pharmacist, those medi-
cations are tracked in the hospital. The tracking modules send notifications of medica-
tion locations to the pharmacist system.  

 
Fig. 12.  Tracking notification sent by the tracking module to the pharmacy system  

3.5 Case of changes in the prescription 

If after taking medications the patient has any unusual reaction, the nurse notifies 
the doctor. The doctor then renews the prescription and goes to step 1 of the prescrip-
tion phase. 

Our proposed system demonstrates an improvement of the medication process and 
patient safety in hospitals. The advantages and disadvantages of this management 
system are the following: 

Table 5.  Advantages and Disadvantages of our proposed management system 

Advantage 

Immunity against environmental changes (temperature…) 
Security 
Mobile object identification 
Ease of use 
Fast reading and scanning of multiple objects  
Write/Rewrite ability  
The nurse/doctor modules can easily be replaced by smartphones. 

Disadvantage  Sensibility to environmental signals mainly caused by medical devices  
Need of professionals for the system technical support 
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4 Conclusion 

Our proposed RFID medication management system experimentally demonstrated 
to be effective for the improvement of the medication process and patient safety. This 
system can be integrated into various medication planning and managing systems due 
to its simplicity of use and adaptability. Our proposition is also able to speed up the 
information flow, improve the medication-patient safety and eliminate errors caused 
by healthcare institutions’ employees by scanning a large number of medications at 
the same time. Our RFID medication management system is designed according to 
the requirements of the recent healthcare trends. Thus, the nurse/doctor modules can 
easily be replaced by smartphones. 

5 Perspectives 

Besides the effectiveness of our medication management system, developing a 
management software and database also adding a display screen to the doctor/nurse 
module remain important issues we will focus on in our future works.  
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