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Abstract—The blockchain is revolutionizing the current IT industry by increasing its integration with other prominent technologies like Artificial Intelligence, Internet of Things, Big Data and Cloud Computing to name a few. It works
as a distributed network with no central authority, where the data is continuously
added in the form of blocks. The blocks are validated by the network itself, which
makes it transparent and secure. It was first used as a ledger for the transactions
of a crypto currency named bitcoin, but with time, innumerable industries have
started to implement it. And because of its promising future, it would not take
much time to spread in all the IT related areas globally. The blockchain technology is contemplated to be a technology that is still in its infancy and needs a
thorough research so that it can be utilized to its full capacity. Consequently, in
order to provide a thorough analysis, this paper gives a systematic and comprehensive review of architecture and working of the blockchain along with its types
and important characteristics. This paper also discusses about the prominent
blockchain platforms available today along with the description of diverse blockchain supported application areas. Based on our analysis, the issues related to the
blockchain technology and the areas in which the work can be done in future are
also pointed in this paper, which would be helpful for practitioners and researchers who are willing to work on this fast-growing platform.
Keywords—Blockchain, Distributed Ledger, Crypto Currency, Smart Contracts, Data Management
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1

Introduction

The concept of Blockchain Technology was first introduced by Satoshi Nakamoto,
almost a decade ago [1]. It was the first time when a distributed network was integrated
with the cryptology in order to carry out the peer-to-peer transactions of a crypto currency named bitcoin in a secure and transparent manner. Initially, the usage of blockchain was restrained because of its complexity and unpredictability, but with time it has
gained the global attention. And if we talk about today’s scenario, “The Economist”
has compared it with “trust machine” and has predicted, “the blockchain will redefine
the world”, also the Gartner Report rated the blockchain as one of the highest “inflated
expectations” among all the developing technologies [2,9]. The blockchain is a model
that utilizes the several technologies like smart contracts, peer-to-peer transactions, decentralized and distributed network along with the cryptographic algorithms [3,4].
Basically, a blockchain is a data structure that is used during the transactions, which
stores the information or data in the form of blocks, and these blocks are connected
chronologically to make a chain of blocks called blockchain. It is the duty of the nodes
within the network to connect these blocks to one another, with the help of the hash
values that present in the block itself, each block has its own hash value along with the
hash of the previous block, that helps in making the block connections [4]. The blocks
are in encrypted form to assure the security and integrity of the data, and the network
itself does the validation of the blocks. The blockchain is still in its development phase,
and has fascinated governments, researchers and organizations, as it has the potential
of making the transactions safer, faster as well as cheaper. The number of crypto currencies based on the blockchain architecture has reached almost 2000 and still continues to grow [5]. And the landscape of blockchain is also evolving at a high pace in other
areas beyond crypto currency. In fact, the usage and implementation of blockchain has
left the crypto currency platform far behind it, and has become the best choice of various industries that needs decentralization in an immutable way with all the historic information. The blockchain is a novel methodology that uses the consensus in a distributed manner for creating, verifying, processing and updating the data. The data is stored
using the block structures, while it is manipulated using smart contracts [7].
The smart contracts in the blockchain plays a vital role; it was first defined by Szabo
[6] as “a computerized transaction protocol that executes the terms of a contract”, that
eliminates the need of any external element during transaction and reduce the risks related to security. Essentially, a smart contract is an agreement among the parties that
might not trust one another completely but have agreed upon certain terms and conditions enforced by the contract, in blockchain the smart contracts are scripted and runs
on the decentralized network without trusting any central authority or third party [8].
Since the blockchain infrastructure is decentralized and uses distributed networking, it
can be very useful for may application areas, and is expected to change the entire face
of the Internet and human behaviors over Internet. The growth of blockchain has gained
attention from several prominent IT industries and has given them opportunity of expanding their businesses. IBM has introduced BaaS (Blockchain as a Service) that is a
service platform provided to the consumers to work on the blockchain and develop their
own businesses or perform researches [10]. NASDAQ also launched a trading platform
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called Linq that is based on the blockchain framework. Microsoft, Amazon and Google
have also joined the business of BaaS. The Information Technology is evolving and
reaching towards the level where efficient techniques and tools are being developed
and deployed so as to handle the large amounts of heterogeneous data called Big Data.
The amount of data being generated online has promoted the learning based on information provided by this data itself, as the data is growing exponentially. As per a study,
Google receives more than 4 million queries every minute, while the number of mails
being and sent and received is around 200 million. Around 72 hours long videos are
being uploaded on the YouTube and thousands of pictures are uploaded on Instagram,
thousands of tweets shared on twitter, millions of messages are exchanged on
WhatsApp, all this information is generated and circulated in just one minute, and maintained on the cloud-based environments [75,76,79]. It has been said by International
Data Corporations that the digital data being generated is rapid and is going to be ten
times of the amount of data in 2013, by the end of 2020 [77, 78]. Since, the decisions
are based on the information received from this huge chunk of data, it has become necessary to handle this Big Data in a way that is efficient along with secure, tamperproof
and transparent so that no unauthorized person can access the data. Since, the blockchain supports the distributed architecture, the data is made available and accessible to
every node on the network. Moreover, the new data block can only be added to the
chain after being validated by entire network. This makes the decision making reliable
and trustworthy. Furthermore, the data on the blockchain is in encrypted form, which
eliminates the risks of data breaches or leakages.
In order to identify the research and work that has already been done in the field of
blockchain technology, a systematic analysis of several research papers and scholarly
articles is done. The overarching objective of this paper is to focus on the existing information related to the architecture and working of the blockchain and its implementation in various application domains. The paper also gives insight about the open issues
and the future research areas in the field of blockchain. The rest of this paper is organized as follows. In section 2, a brief overview of the blockchain technology is outlined
in which the architecture and working of blocks and blockchain, different types of available blockchains, its distinct characteristics and the available blockchain platforms are
summarized. Next section 3 discusses about the various application areas in which the
blockchain-based systems have been applied successfully. The issues in the blockchain
and the possible future trends are discussed in section 4, which is followed by the conclusion in section 5.

2

Blockchain Overview

A blockchain is a time stamped, distributed network with peer-to-peer connectivity
that validates itself, and because of its uniqueness it is gaining attention progressively.
The complete development of the blockchain can be divided into three stages as shown
in Figure 1 below [11]. The first stage is called Blockchain 1.0 that includes the crypto
currencies available in the market, second stage is Blockchain 2.0, which consists of
ledger agreements like smart contracts and consensus protocols and the third stage is
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Blockchain 3.0 that consists of applications areas beyond the other two stages including
IoT, healthcare, education, security etc. which is going to transform the lives of people
and the IT industry.

Fig. 1. Development stages of Blockchain

Blockchain 1.0 is consists of crypto currencies including bitcoin which is the first
ever crypto currency that gave the concept of blockchain technology. The basic blockchain structure solved the security, integrity and authenticity concerns that made it so
popular [12]. The transactions are secured by using digital signatures and hash values.
The fundamental technology behind Blockchain 2.0 was smart contracts, which has two
main properties the digitization of assets and mapping of real-world logic to these assets
through scripting languages. This has made it more popular as real world can be traced
on the blockchain network and the origin as well as the authenticity of the content can
be traced. The third stage of the development phase of Blockchain is still under progress
and the definition is quite ambiguous and totally dependent on its future scope and
potential. The blockchain is going through a rapid developing phase; the next gen could
have many aspects like integration and inter operation with other dominant IT technologies like cloud computing, IoT, artificial intelligence, big data etc. [13,14]. The Blockchain 3.0 uses the decentralized network structure and consensus mechanisms for the
new developments in technology. This generation of Blockchain development phase
would transform both the IT industry as well as Human computer interaction with the
help of blockchain of things and blockchain as a service.
2.1

Blockchain architecture & working

Blockchain is a type of data structure that is used to store the transaction data in the
form of blocks and connect these blocks to one another to form a chain called blockchain. The size of this chain grows with the number of transactions, as with every transaction a new block is generated and added to the chain as shown in Figure 2. In the
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blockchain-distributed network every member of the network is responsible for maintaining, approving and updating of the entries. There is no central authority, which
means every participant ensures the validation and security of the network. The members might not trust one another but had to agree through a common consensus to maintain reliance.

Fig. 2. Blockchain with sequence of Blocks

Following are the basic architectural components of the blockchain architecture, although there could be more than these components, but for the basic understanding of
the working blockchain technology these components are very important:
Block: A block is the basic data structure element of the blockchain that is divided
into two parts: header and transactions as shown in Figure 3. The header consists of the
information such as the index number, hash of the parent block, time stamp etc. that
validates the existence of the block. The first block of the blockchain is called ‘genesis
block’, and it does not have the hash for the previous block as it does not have any
parent block. These blocks are created by any of the node within the network and must
be accepted by all other nodes in order to be added into the blockchain. The blocks
could be of three types, the blocks that are added to the longest blockchain, are called
“main branch blocks”. The blocks that have the hash of the previous block, which is in
another chain or the chain that is not the longest in the network, are called as “side
branch blocks”. These blocks are not considered to be the part of the main blockchain,
but if in future more blocks are mined and referenced to these side chain blocks, then
there is a chance that this chain containing the side branch blocks become longer and
considered as main chain. While if the block is pointing to a parent block which is not
in the knowledge of the current node, then that block is called “orphan block”.
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Fig. 3. Structure of a Block

Transaction: The transactions are the basic building blocks of the blockchain platform. The transactions contain the address of the recipient and sender along with the
data. The sender of the data sends it after applying the digital signature to the hash of
the previous transaction. After that, the transaction is broadcasted to the entire network,
and all the nodes of the system have their copy of the blockchain, and they calculate
the current state using all the transactions of the blockchain. As the transactions are
publicized, each of the nodes verifies it. All these transactions are time stamped, that
keeps the track of the time at which it was generated. Also, when a block is manipulated
in the blockchain, instead of changing the existing block, a new block is created and
added, this ensures that all the information created so far is untouched and maintains
the integrity of the system.
Peer-to-peer network: Blockchain works on the peer-to-peer network; it is a distributed system that does not have any central controlling authority, which means all
the nodes are equally important and have the equal influence, which is assured by the
consensus protocol. These peers are responsible for providing the storage and computation powers to the network, also since they are not centralized, there do not exist any
single point of failure. The blockchain could be permission-less or permission-based,
in which the addition of nodes will be dependent on the permission from the other nodes
available in the network.
Consensus protocol: In blockchain distributed peer-to-peer network the copy of
each and every transaction is available to all the available nodes. It is the consensus
protocols that make the blockchain secure. As it is the duty of the consensus mechanism
to ensure that every individual has the updated, identical and consistent copy. And the
new block is added only after the approval by all the available nodes. The goal of the
consensus is to make an agreement between the nodes throughout the network with
equal rights, co-operation and participation. The popularly available consensus mechanisms include Proof of Work (PoW), Proof of Stake (PoS) etc. [81].
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Working: From the above discussion we know so far that blockchain is basically a
chain of blocks that are connected together using cryptographic algorithms. Each block
of the blockchain consists of the hash of previous/parent node, timestamp and the transaction data. It is not possible to modify the data of blockchain, because the transactions
are done through a publicly available distributed network, and the changes made are
permanent, as they cannot be altered. All the nodes agree to a consensus agreement
that works as the trust mechanism among the various parties. The blockchain is a selfverified network, which assures the validity and authenticity of the transactions. The
transaction in a blockchain network is a multi-step procedure as shown in Figure 4 and
described below.

Fig. 4. Working of Blockchain

Blockchain platform is used to carry out the transactions on a distributed decentralized network in a secure manner. When a transaction is requested by a node, it is first
represented as a block containing all the necessary information like time stamp, transaction details, data, hash of previous node to which it would be connected etc. or in
simple terms it is a block of digital data. This block is then broadcasted to all the nodes
present in the network, these nodes verify whether or not the transaction is genuine and
follows the consensus. After the verification of the block, the block is added to the
existing blockchain and the transaction is completed. The blockchain is basically a giant
track of the records and transactions happened so far. It is considered to be secure than
any other platform available today and has fault tolerance capability because of its distributed nature.
2.2

Blockchain types

The blockchain technology is being adapted by various industries and can have numerous applications. It can be used in different domains in different ways; following
are the types of blockchain networks that can be selected by the users on the basis of
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their requirements as shown in [15-18]. All these types of blockchain are different from
one another, but they have commonalities such as peer-to-peer connections, distributeddecentralized network structure and block-based time-stamped transactions.
Public blockchain: A public blockchain is a permission-less distributed network
that does not have any types of restrictions. Anyone who wants to get access of the
blockchain can join the network and become an “authorized node”. This node has the
right to perform transactions, access the past records and historical transactions, and
can verify the blocks of data. The public blockchains are usually used for the transactions of crypto currencies, which are secure if the users follow the protocols strictly.
The users can trust the public blockchain because they do not need to know the by
themselves, the proof-of-work ensures it. Since, anyone can become the part of a public
blockchain, its size is usually very large, that makes it more secure because larger the
chain, more distributed are the records. Moreover, it is transparent as the ledger of all
the records is open and available to all the authorized nodes.
But with all these benefits, there are few shortcomings of public blockchain including slow speed of processing the transactions, because the number of nodes is large in
the network, and for every transaction the verification and proof of work consumes
more time, that also makes it difficult for adding more nodes to the network and hence
the scalability is also a concern. Furthermore, the amount of energy consumed in such
networks for proof-of-work is also very excessive that is neither efficient economically
nor environmentally.
Examples of Public Blockchain are Bitcoin, Litecoin and Ethereum.
Private blockchain: A private blockchain is a permission-based distributed network
that has a few restrictions and only works within a closed network. These blockchains
are usually preferred by the organizations that want only the restricted members to access and participate in the network. And no one from outside the network can access
the information [19]. The total control of all the aspects is in the hands of the organization’s authorities. Such networks can be used for managing identity, ownership management of assets, managing supply chain etc.
The advantages of private blockchains over public blockchains are its speed and
scalability. As the number of nodes in this type of networks is restricted, the speed is
higher because the verification and consensus procedures do not take much time, that
makes it possible for the networks to make thousands of transactions per second. Additionally, the number of nodes can be decided as per the requirements and makes the
network more scalable and flexible. However, this blockchain is not an open and publically available network, therefore only trustworthy members are added to the network
and the trust is also maintained throughout the lifetime because the information being
transmitted is confidential. Furthermore, the number of nodes is lesser that may lead to
security easier data breach or hacking of the entire network.
Examples of Private Blockchain are Corda, Fabric and Sawtooth.
Consortium blockchain: It is a type of blockchain that is controlled by some of the
nodes. In this, a group of representatives of several organizations called “consortium”
come together to take the decisions for the betterment of the network. These networks
are used mainly in the banking sectors and government organizations. In such networks,
some of the nodes are responsible for controlling the consensus procedures while some
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of them are allowed for participation in the transactions. It might be seen as a combination of public and private blockchain, as the network consists of multiple nodes like
public blockchain and the restriction on these nodes like private blockchain [20].
Examples of Consortium Blockchain are Energy web foundation and R3.
2.3

Blockchain characteristics

The blockchain network has several salient characteristics that make it the best
choice for the transactions in secure and transparent manner. Some of its relevant features are listed below:
Decentralization: A blockchain network is a peer-to-peer connection oriented distributed network that can be used to store the transactions [21]. The information is distributed among all the nodes of the network automatically without any third-party involvement [22]. Moreover, decentralization means that there is no single central authority, which means there does not exists any single point of failure [23,24]. Also, the
data is totally under control of its owner with the usage of private key and can be transferred to anyone anytime.
Time stamping: Every transaction of the blockchain is created in the form of a
blocks that gets the time stamping in chronological order. This provides the complete
history of the transactions to the users and assures the transparency and traceability
[25]. It not just promises the originality of the data, but supports the permanent nature
of the blocks. With its help the existence of the block can be validated without any
doubt.
Immutability using cryptographic hashing: The blocks in the blockchain cannot
be altered, if someone wants to modify any data, then a new block is generated instead.
This assures that the data once registered within the network would never get deleted
or modified [11]. This also ensures the integrity of the network, because if any of the
blocks gets deleted or modified then the hash of the previous node gets affected and the
entire network is notified and the transaction would not be approved [26].
Consensus protocols: Consensus protocols are said to be the core part of the blockchain technology. It is a mutual agreement between all the nodes of the network that
tells how the transactions will be validated [21]. It provides a way to maintain trust
between the unknown nodes of the network and deliver reliability to the platform. There
are several types of consensus methods available today like proof-of-work and proofof-stake.
Smart-contracts: Smart contracts are basically the source code that is implemented
on the blockchain when the required conditions are satisfied. They have been in the
market even before the blockchain and works as a contract, which does its work without
the need of any third-party intervention. The data is released only after the mentioned
requirements are met. They are the core concept behind the Blockchain 2.0 generation
and have the capacity to process and manage the digital assets [27].
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2.4

Prominent blockchain platforms

Ever since the bitcoin was proposed and implemented using blockchain network, the
technology has gained huge popularity and several platforms working on the mechanism of blockchain have been anticipated. In this section, a brief description of few
most famous ones is given below:
Ethereum: Ethereum was founded in 2013, it provides an open-source platform
based on blockchain distributed computing network. It is used for implementing smart
contracts on customized blockchain. It offers Ethereum Virtual Machine (EVM) for
smart contracts working, and every node of the network is asked to run the EVM application. It is a public blockchain and works on proof-of-work that makes it a bit slower.
The users of Ethereum are charged in the form of Ethers.
Hyperledger fabric: It uses the modular architecture for building blockchain-based
applications. The flexibility is provided to the users to add the components as per their
choice, which makes this platform different from others. This is a permission-based
system that means the node needs to ask for the permission to be a part of the network
and only the known systems can participate in the transactions.
Corda: R3 consortium is world’s largest financial organization that has developed
the R3 Corda, a blockchain based platform. It allows several organizations to perform
business transactions with one another directly without needing any intermediary. It is
also a permission based blockchain network that allows only the authorized participants
to access the data. It was first designed for application in financial industry, but is now
being used in various application domains.
Ripple: It is a platform that focuses on connecting the banks, digital assets providers,
exchanges etc. to communicate via blockchain based distributed network called RippleNet. It also promotes a crypto currency called Ripple, and the transactions are made
through this. It uses the probabilistic voting technique to implement the consensus
among the nodes and is considered to be faster and scalable.
Quorum: Ethereum developers along with the J.P. Morgan founded the blockchainbased network called quorum, which is an extension of Ethereum that mainly focus on
enterprises. Since, it is an extension of Ethereum, it is also an open source and free of
cost platform. It implements the vote-based approach to process the transactions. The
nodes of this network are not publicly accessible, as it works on the permission-based
ledger.
There are several other blockchain-based platforms available in the market today,
but the above five are the most popular ones, a summarized view of these platforms is
given in Table 1 below:
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Table 1. Summary of Blockchain Platforms

3

Blockchain Application Areas

Blockchain is a platform for maintaining the transactions and records that can be
used by any application domain. It is a transparent way of protecting and securing the
data, and keeping it indestructible. Since, the blockchain is a distributed network, the
data is broken into pieces and distributed among all the nodes of the network, and hence
it is impossible for anyone to tamper it. This has made the blockchain the hero and is
being adapted by several industries to make their business more secure, cheaper and
faster. A few of them are depicted graphically in Figure 5, and discussed in this section
below:

Fig. 5. Different applications of Blockchain Technology
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• Crypto currencies & Finance: The blockchain technology is being used in various
financial areas nowadays including banking, settlement of assets, prediction marketing etc. [28]. If we talk about the banking industry, thousands of transactions takes
place every second and involves the money and other assets, this make the blockchain an ideal choice for this sector. The blockchain can be beneficial for the banking
in terms of storage, speed as well as electricity consumption [29]. Blockchain offers
a variety of applications in finance industry like loan management [30], digital payments [31], financial auditing [32], banking services [29], crypto-currencies etc.
[33,34]. Blockchain provides a secure and safe way of money exchange and allows
the user to work on the transparent platform with very low operational cost. It also
eliminates the need of any intervening party that makes it more cheaper because
managing all the mediators is quite costly. Furthermore, with more and more number
of persons in between means more vulnerable and error prone the system is, so
blockchain eliminates all these vulnerabilities from the finance network.
• Education & Innovation: Education is another area in which the blockchain is making progress and several researchers are being conducted to promote online education and training [82,83]. The blockchain networks are known for their immutable
record generation process that might help in the education and development sector
to keep a track of all the activities and researches across various learning institutions
and research organizations [35]. The blockchain could also be used for keeping the
record of the courses studied by the students and the degrees and certificated issued
to them [36], so that no one can generate or show any fraudulent certification or
degree. It can also help in carrying out the research in a protected manner, as one
can use the blockchain network to keeping and maintain the intellectual properties.
Since the network itself, on the basis of the timestamps, verifies the blockchain, the
intellectual property would be safe and maintain its origin by itself. The researcher
can also work on this platform to keep their research safe and maintain its integrity
throughout the entire process. In the regard of research papers, a blockchain platform
is proposed in [37], that keeps a track of the contributions made by the authors on
the basis of the editing.
• Healthcare & Welfare: Healthcare industry is one of the industries that might have
the most possible use cases of blockchain in order to develop a transparent infrastructure for storage and analysis of healthcare data [38]. It can also help in development of new medicines and also a less costly healthcare diagnosis. Several researches have been conducting in this area focusing on secure data management [39],
medical image sharing [40], digital contact tracing [80, 84] and general medical records storage [41]. Apart from the patient diagnosis and the medical records, the
blockchain can also help in analyzing the data generated by intelligent devices, tracing the origin of the drugs, records of side effects of a particular drug etc. Moreover,
the pharmacies could also use the blockchain platform to keep the supply chain information traceable among the producer, consumer and the seller [42]. Blockchain
can also improve the state of art of the insurance sector, from putting the quotation
to claiming the expenses; the blockchain can provide a transparent way and reduce
the fraudulent requests.
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• Security & Privacy: The data available today in any sector is huge in amount and
heterogeneous in nature, and demands the security and privacy. And using the blockchain technology, the security aspect can be enhanced [43], and the system can become more scalable and flexible. One of the main aspects to maintain the security in
blockchain is to use cryptography and secure the transactions among the users.
Since, the blockchain uses the hash values of parent nodes to connect the new blocks
and also each block has the timestamp along with the encrypted data, it becomes
impossible for the hacker or any outsider to break into the network and hence, the
security and privacy is maintained. Several blockchain-based platforms are already
available in the market today like are Namecoin [44] and Alexandria [45] that gives
privacy, efficiency along with the censorship resistance.
• Business & Economy: The potential of the blockchain platform can be utilized in
the field of managing the business processes using the blockchain based communication. The blockchain can be exploited in managing the supply chain of the business
products, satisfying the supply and demand [46], automatic payments using verifications [47] etc. The blockchain can be used in e-commerce for commercial marketing [48], verifying the product ownership [49] and identifying the fraudsters [50].
Apart from the electronic purchase, the physical vending machines can also be managed by the blockchains, by maintaining the correct and updated information regarding the availability of products. Another aspect of e-markets is online payments,
which can also use the blockchain platform to work properly. The rating of sites and
the products also plays an important role in e-business, and blockchain can be used
in that direction as well. This rating procedure is known as reputation system that
can be done either by using a scale of 1to5 or by writing the reviews in human language [51].
• Governance & Citizenship: The government has always maintained the records and
the official documents of the citizens and government-based organizations. The
blockchain can be used to provide a platform for securely integrating the government
infrastructures. The goal of blockchain governance is to provide the same facilities
and services to the citizens in a decentralized way. Some of the services that come
under blockchain governance are registration of marriages, legal documents, contracts, voting etc. [11]. A passport service system called World Citizen Project [52]
is an implementation of distributed blockchain network that identifies the citizens
globally. Since the technology and Internet is becoming ubiquitous in human lives
and in order to maintain the personal records like name, credit score and personal
characteristics, blockchain based platform could be an intelligent choice as it would
integrate these details securely [53]. Blockchain can be used in public sector as well,
for e-resident platform [54], taxation procedures [55], property management [56]
etc. E voting is also a prominent area that can apply the blockchain; this would not
only reduce the cost of conducting the polling but also prevent the fake voting [57].
However, the existing e-voting systems are there, but a central authority maintains
them, which can be hacked or breached easily by simply taking over that central
point. Therefore, adapting the distributed environment would make it secure, and
particularly blockchain will make the entire polling transparent as well as traceable.
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• Internet of Things & Data Management: Internet of Things (IoT) is one of the most
widely used IT domains that have gained huge popularity in the past two years. It is
estimated that the number of devices connected to the IoT is going to increase with
time and would reach about 500 billion in the coming decade. The implication of
IoT has not just remained restricted to the smart devices and smart homes; in fact it
is going to cover almost every possible industry at a very large scale. And in future
the world will become a smarter and densely connected network. In todays scenario,
any failure in the IoT environment would cause the lost of personal data that would
affect the individuals as well as the organizations. The main security areas of IoT are
the transactions and connections among the devices and with the database storages.
In order to make the smart world a sustainable option, IoT can be merged with blockchain for the safe and secure transactions, and because of its decentralized nature,
there would not have any single point of failure that would cause the loss of personal
data [58]. The integration of IoT and blockchain would return good more trust
among the parties; faster transactions because of the distributed nature and require
no intermediary that would give a low-cost system.

4

Open Issues and Research Potentials
The blockchain has been in the market for almost a decade and since then it has been
applied to various application areas as we have discussed so far in this paper. However, there are still some issues that might arise while working on the blockchain. In
this section, we will be focusing upon some of the limitations of this emerging technology and also throw light on its future research potentials.

• Consensus Protocols: Blockchain is a combination of various technologies like distributed network, decentralized mechanism, cryptographic algorithms, time stamping, consensus procedures etc. And in order to effectively utilize the blockchain platform, we need to improve the technicalities behind these technologies. If we talk
about the transactions of a blockchain-based system, the consensus procedure is the
core component that imposes rules to the nodes and consumes time and resources
[59]. Since, the transactions need to be faster in blockchain, an improvement could
be made to the application of consensus mechanisms so that the throughput of the
system improves. Several researches are analyzing the different protocols for the
same, so that the system could have more security, scalability with low cost and
power consumption [16].
• Scalability: In blockchain a block is made whenever a data is generated or modified,
besides it keeps the history of all the transactions, moreover a copy of the data is
distributed to all the nodes within the network. All these features provide a high level
of transparency, openness, security and guarantee of availability of data. This entire
mechanism generates a huge amount of data and requires a huge storage for the same
[16]. So, in order to generate blockchains that are efficient, more effective solutions
are required. As the number of transaction increases, it becomes difficult for a single
node to handle such huge amount of data, so a reconstruction of blockchain or ex-
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pansion of the storage is required [60]. Another way to manage the data on blockchain could be to delete the transactions after a certain time and keep the blockchain
lighter; this would fasten the validation step [61]. Ethereum have also proposed a
mechanism of sharding in which the blockchain would be divided into shards and
each shard would be considered as an individual blockchain to overcome problem
of performance.
• Regulations: However, the blockchain has changed the entire ecosystem of IT industry, it has also confronted various aspects of governance and laws. It has been
elicited by a series of regulations because of its exceptional nature [62]. In order to
improve the situation of rules and regulations imposed on the blockchain technology,
a thorough understanding is needed. Several countries have already started working
in this direction and are trying to work on the anonymity, Internet identity management, jurisdiction and legal issues, legal rights etc. The legal tools can be replaced
by the blockchain technology because of its cost effectiveness. Also, the secure and
verifiable nature of the distributed network of blockchain would facilitate the new
government models [63].
• Interoperability: The applications based on the blockchain technology are growing
at a very high rate and provides solutions to several heterogeneous types of problems. Many organizations are working on bringing the bitcoin to the trade market,
and if it happens then the entire face of trading would be changed, by letting the
users and several types of international organizations to invest in crypto-currencies.
However, with more and more transactions on crypto-currencies, the chances of
hacking are also increasing and needs certainty to assure the malicious exchanges
[64]. The currently available platforms for the operation of crypto-currencies are
very distinctive and difficult to use, so several researchers have proposed resolutions
to work on these problems and make the interoperability easier [65,66]. Software
and hardware solutions are provided by Blockstream [67], that allows the different
blockchains to coordinate. Not all types of organizations are embracing the blockchain technology because of the lack of certain regulations but still there are more
organizations that need this technology because of the growing need of digitization
of assets and their management in secure way.
• Data Management: The concern of privacy and security of the data over any platform has always been a concern for the users as well as the organizations. Withstanding all the benefits and applications, the blockchain still lacks in providing the
required security and confidentiality to the data because of the data residing on the
ledger that is publicly available [68, 84]. Several systems have been proposed for
blockchain-based applications that maintain the data, but none of these are application independent, which means they are all reliant on the context in which they will
be used, and in case of IoT based applications the demand of data security is very
high [69]. Several models suggest different mechanisms for ensuring the data privacy, but the eminent problem in this context is the traceability and privacy during
the transactions [70]. The most common one is using the smart contracts, but they
also have their vulnerabilities themselves require frameworks for verification of their
correctness.
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• Integration with other Prominent Platforms: The world has seen various applications of Cloud Computing, IoT, Big Data and Artificial Intelligence, and almost
every time we are working on the Internet, we are using at least one of these famous
technologies. If the blockchain would be integrated to any of these platforms, the
resultant infrastructure would yield facilities like never before, in the most efficient
manner. The cloud can be integrated to the blockchain to provide the blockchain as
a service model to the users in a cost-effective manner with minimal labor effort
[71]. The IoT works on the intelligent devices that are connected together to analyze
the incoming data and respond accordingly in a smarter way. If the blockchain based
IoT is developed, the security of the data increases because usually the data generated by the intelligent devices is very private and sensitive like healthcare data, and
needs proper confidentiality that could be achieved with the blockchain based infrastructure [72]. Everyone knows the wide application areas of Artificial Intelligence,
and if merged with the blockchain, the results it would yield will be glorifying. The
public ledger of blockchain would provide a scalable network for the AI applications
to provide the results more accurately in several application domains [73]. The secure nature of blockchain makes it a good candidate for application of big data analysis and management [74]. Although handling the big data over blockchain would
be a hectic thing to do but if it is implemented properly then it would be the most
effective and efficient way for big data handling.

5

Conclusion

The blockchain platform works around several computing algorithms and frameworks like distributed ledger, decentralized network, cryptography, time-stamps, consensus protocols, smart contracts, peer-to-peer connections etc. and the integration of
all these concepts make the blockchain an ideal choice for several application areas like
banking, healthcare, education, e-commerce, governance, data management etc. by
providing faster and cheaper transactions along with maintaining the immutability and
confidentiality of the data. Furthermore, with the time passing the technology would
become more mature and the range of its application domain would also increase. In
this paper, we identified the various application domains in which the blockchain-based
platform has been implemented successfully and also identified the areas that still need
some work to make the implementation of blockchain based infrastructures fruitful and
provides the researchers with the possible potential areas for future works.
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