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Abstract—Sensitive data has become an essential part of life today. With 
the increase in sensitive data, the importance of maintaining its confidentiality 
and integrity has increased. One of the solutions became to store this data in the 
cloud. But the risk of revealing this data still exists. This is because the rate of 
attack, leakage and loss of this data has become a serious matter. The importance 
of sensitive data in our current era is considered our oil, as it is very important 
in several uses in statistical analyzes and other important matters that help the 
authorities to know the type of people and their interests, and when publishing 
this information it is important to know what information should be available and 
What information should not appear or be used on the sites. In this paper, discuss 
this issue, which is one of the most important security issues that is sensitive data 
exposure. We touched on this research and the techniques used to reduce these 
risks to the data stored in the cloud. Mention the types of sensitive data and the 
types of attacks that may affect these data, and mention the points of weakness, 
and then the methods of protecting this data.
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1	 Introduction

Disclosure of sensitive data in storage, transmission, and permanent use in many 
locations poses a major risk to users’ privacy. With the technical development that we 
live in the last five years from 2015 to 2021, It has published Statista magazine, Statis-
tics about the number of Internet users in the world, and is Statistical review by Joseph 
Johnson published the date Jan 27, 2021, “How many people use the internet?

Almost 4.66 billion people were active internet users as of October 2020, encom-
passing 59 percent of the global population. Mobile has now become the most important 
channel for internet access worldwide as mobile internet users account for 91 percent 
of total internet users [1].

We know now that the use of the Internet and websites has become an essential part 
in various aspects, this is why the increase in Internet users on websites or surfing the 
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Internet requires new methods of data protection, especially sensitive data. Sensitive 
data can be any information that is needed to be secured from unauthorized access. Sen-
sitive data can be banking information, Social Security numbers, and login credentials.

Many papers discuss preserving information and ways to protect it. One of the pro-
posed solutions is to preserve the information and avoid its exposure to danger or dis-
closure, as they suggested storing the information in remote places such as the cloud 
and storing it in areas that are difficult to obtain, but the protection of information via 
the cloud is still a matter under study, as it is also vulnerable to attackers. Insiders and 
outsiders.

The rest of this paper is organized as follows; Section II, literature review, in this 
section, issues related to sensitive data are discussed. Section III, discussion, in the 
discussion section, we touched on sensitive data and its types, what are the methods 
used to attack this sensitive data, and the extent of the danger and spread of data in the 
environment of the cloud, and access to this data has become easier. Section IV. Data 
protection techniques concludes this paper discussing the possible methods and types 
of data protection. And to raise awareness, and reduce the risks in attacking this type of 
data in the framework of the cloud.

2	 Literature review

In this section, we review some studies that measure the impact of sensitive data on 
the Internet world or the technology world in particular. We talked about some technol-
ogies that helped protect information, but the issue of protecting sensitive data needs to 
be further developed in the use of the presented technologies.

Obaida, M. et al. [2] they presented the Secure Sensitive Data (SSD) Eclipse Inte-
grated development environment plug in. This tool will help bridge the gap for sensitive 
data theft. Also, it provides real time interactive security feedback to Java developers. 
The SSD uses static analysis of Java Applications for detecting security vulnerabilities. 
In order to keep sensitive data encrypted and managed right in the web application, 
the authors focus on five rules. Given that rules, by presenting icons and messages that 
describe the bugs with the written code and feedback on how to resolve them, the tool 
can alert the user. Then they analyzed the tool on three separate metrics: coverage of 
recommendations, enhancement of programmers, and overhead of the tool.

Muhasin, H. et al. of [3] focused on factors that effect on the decision of manage-
ment information systems on sensitive data in public cloud like: Data Confidentiality, 
Availability, Privacy, Integrity, Authentication, Anonymity, Authorization and Defining 
the responsibilities. Also conduct Interviews and surveys to explain the impact of these 
factors on the decision in managing information systems on sensitive data in cloud 
environments.

Shu, X. [4] A system has been proposed to detect the leakage of sensitive data to pre-
serve confidential information and the ability to control sensitive information and not 
to disclose it or make use of it in a misplaced legal position. A mysterious fingerprint 
system has been proposed that helps enhance the privacy of data during the detection 
of data leakage from private files and E-mails. It helps and enables the data owner to 
delegate the task of securely examining the content to the inspection service providers 
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without disclosing sensitive data to preserve its privacy, and that is by getting to know 
the DLD provider and Internet service provider (ISP) provider to cooperate between 
them in preserving the data without spreading it.

Bentajer, A. et al. of [5] they proposed Cloud system CS-IBE, a scheme based on 
Identity-Based Encryption (IBE) through Library Pairing Based Cryptography (PBC). 
The system is designed to secure confidentiality of data against unauthorized, harmful 
and unauthorized access. The proposed design allows cloud users to securely process 
and store their data. It also assures that IBE’s flexible and expandable key management 
without an increasing key store is secure. They introduced the design implementation 
and verified it by an empirical analysis.

El Makkaoui [6] This research aims to develop the speed of verifying the security 
of the information in the data stored in the cloud because most of those who use the 
cloud use devices with limited resources such as (mobile phones, tablets, and etc.) The 
researchers’ proposal was to use homomorphic encryption (HE) so that the third party 
could have the ability to deal with confidential data and information, and Cloud-Paillier 
scheme has also been proposed, which will help in the decryption process faster while 
maintaining the level of security in the data and the level of encryption. The effective-
ness of the Cloud-Paillier scheme has been proven through experimental simulation 
work. About the effectiveness of decoding speed and maintaining the level of security.

Table 1 explains how quickly the suggested scheme responds to the decoding and 
verification of data, while maintaining the level of information security.

Table 1. Decryption time performance [6]

Plaintext Bit Size Cloud-Paillier Cloud-Paillier’s Variant

100 2189.96 ms 252.33 ms

200 2052.52 ms 243.80 ms

300 2175.62 ms 251.96 ms

400 2180.17 ms 250.29 ms

500 2109.57 ms 247.35 ms

600 2036.49 ms 241.33 ms

700 2015.63 ms 240.28 ms

800 2042.99 ms 245.39 ms

900 2034.51 ms 238.47 ms

1000 2181.36 ms 253.25 ms

Sulochana, M et al. of [7] they provided an efficient model for data security and 
integrity stored using the multi cloud method. Solving the challenges of data security in 
the public environment. Multi cloud strategy uses two or more distinct cloud to reduce 
the risk of failure of service availability, data loss, and privacy loss. The system intro-
duced provides a stable and secure infrastructure that facilitates user data protection 
and defends the system from other external agents. To ensure data security, the data is 
encrypted by using the RSA encryption algorithm. They present how the system oper-
ates and evaluate the results provided by the system.
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Similarly, authors in [8] proposed a system that stores EHR in the cloud, using a 
blockchain known as MediBchain platform, also using PAU Private Accessible Unit as 
a Trusted Third Party (TTP) of a system which is a medium between user and block-
chain. The system is divided into two levels, first contains Registration Unit information 
and second contains blockchain. Sensitive patient’s data are stored in the blockchain 
to obtain security and integrity and other part of the EHR data is stored in the cloud in 
encrypted format using ECC.

Sastry, K. et al. of [9] proposed a system to prevent access patterns of personal and 
business data with Novel approach by profiling user behavior to confirm if and when a 
malicious insider criminally accesses someone sensitive data in the cloud services. Also 
use decoy technology that allows them to keep decoy information or dummy informa-
tion in the file system to deceive insider data theft attackers.

In [10], this paper is based on the security of personal information in the internet 
sales to study security of data privacy. The personal information divided into general 
information and critical information to ensure it does not leak out of the private data 
and stored by private cloud. Also adopt the membership degree to define the selection 
of trust cloud. And then compare experimental results and results of selected trust cloud 
with Qos evaluation.

Authors in research [11], the researchers explored the attacks facing the data that 
are dealt with in the cloud and that is stored in many cloud resources. The researchers 
looked at the most important sources that must be dealt with in complete confidentiality 
and to have adequate protection steps implemented, which is the hypervisor because it 
is the first source of data access and transfer of resources. It has also been hoped that 
attacks targeting the side channel in the cloud will be detected. Examples of these tech-
nologies are RSA and AES. It has also been suggested in this research about attacks that 
target the cloud and the success rate of these attacks.

The research needs an additional survey about the most important protection meth-
ods in the infrastructure of the cloud and the structure of the resources through which 
this data is transferred.

Kholidy, H. et al. of [12] they presented an approach to detect Impersonation attacks 
in Clouds. Three different mechanisms are proposed to detect Impersonation attacks. 
The first method was to evaluate a series of associated system calls from the operat-
ing systems of VMs. The second evaluates the Network Flow data from the network 
environment. Third, by using neural networks to produce better detection. Through 
two intrusion detection frameworks, CIDS and CIDS-VIRT (Cloud Intrusion Detection 
Dataset) they evaluated the models.

Researchers in [13] propose the Proficient Security over Distributed Storage (PSDS) 
method, which aims to protect data in cloud computing. It has been recognized in recent 
years that the increasing use of cloud computing in uploading and preserving data 
reduces the burden on storage space of the resources used. This research suggested the 
PSDS system in protecting information by dividing the information is divided into two 
parts. A part that carries public information and a part that carries sensitive information.

The sensitive information is divided into two other parts and divided into two types 
of clouds. After that, the encryption key is applied to the sensitive information, and then 
they are combined and combined with the public information, and then the decryption 
key is applied to obtain on a general text. This research is compared with other research 
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focused on technologies such as SA-EDS, Reliable Framework for Data Administra-
tion (RFDA), Encryption and Splitting Technique (EST) to secure data storage over 
multi-cloud.

Table 2. Comparison of techniques in protecting data in the cloud

Technologies Purpose Research

data-leak detection 
(DLD)

Detected data: This technology aims to maintain the privacy 
of data leak detection as it helps the data owner in the data 
authorization process without revealing sensitive data, and it 
also adds to Internet service providers to offer their customers 
DLD technology as an additional service with strong privacy 
guarantees.

Shu, X. et al. 
of [4]

(IBE)
Identity-Based 
Encryption

Proposed Cloud System CS-IBE to secure confidentiality of 
data against unauthorized, harmful and unauthorized access. 
Also allows cloud users to securely process and store their data.

Bentajer, A. 
et al. of [5]

Multi cloud strategy.
RSA encryption 
algorithm.

provided an efficient model for data security and integrity 
stored in the public environment using the multi cloud method

Sulochana, M 
et al. of [7]

MediBchain 
blockchain
ECC encryption for 
data in cloud.

Proposed system that stores EHR in cloud, using MediBchain 
blockchain where sensitive patient’s data stored in the 
blockchain to obtain security and integrity and other part of the 
EHR data is stored in the cloud in encrypted format using ECC.

Alomar et al. 
of [8]

Novel approach
decoy technology

Prevent access patterns of personal and business data with 
Novel approach by profiling user behavior to confirm if and 
when a malicious insider criminally accesses someone sensitive 
data in the cloud services Also use of decoy technology to 
deceive insider data theft attackers.

Sastry, K. et 
al. of [9]

CIDS and CIDS-VIRT 
(Cloud Intrusion 
Detection Datase)

Presented an approach to detect Impersonation attacks in 
Clouds

Kholidy, H. 
et al. of [12]

Proficient Security 
over Distributed 
Storage (PSDS) 
method

Protected data: This technology aims to protect data as it is 
able to add protection to data as it divides the data into two 
parts, part general data and sensitive data, and this technology 
divides sensitive data into two parts, and each part is encrypted 
and distributed on a multiple cloud, and public data is 
encrypted and uploaded to One cloud.
 Detected data: This technology has also been tested against 
multiple attacks, and the results show that it is resistant to the 
main attack associated with cipher text and plain text attacks.

Shahid, F et 
al. of [13]

According to Table 2, some studies have suggested effective systems or solutions by 
using different technologies to protect the confidentiality and security of sensitive data 
in either a public or private cloud environment. Where some technologies depend on 
data encryption algorithms.  It also protects data against threats and attacks targeting 
sensitive data.

On the other hand, some research has provided solutions for detecting and prevent-
ing attacks such as impersonation attacks and detecting data leaks.
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3	 Sensitive data discussion’s

In this section will discuss all the problems of sensitive data that have been addressed 
by many types of research in the revolution of technology development and the increase 
in data around us and the extent of the impact of this data on the surroundings of per-
sonal life and work, we will discuss methods of protection and ways to maintain the 
level of data security in technologies The modernity, and because the cloud is con-
sidered the modern technology in the field of data preservation as a third party and to 
reduce the burden of data on devices. At the end of the research, will discuss the data 
problems in the cloud and the techniques used to protect data in the cloud.

3.1	 Overview of sensitive data

When sensitive data exposure may occur? If a company or any entity inadvertently 
exposes personal data. Also, it is a result of not protecting a database adequately in 
storing their information. This may be a result of weak encryption. Another, if someone 
mistakenly uploads information to an incorrect database [14].

3.2	 Sensitive data types

Different kinds of data may be exposed in a sensitive data exposure. Credit card 
numbers, Banking account numbers, Social Security numbers, healthcare data, home 
address, phone numbers, dates of birth, session tokens, and user account information 
such as usernames and passwords are some kinds of data that can be left exposed.

3.3	 Sensitive data attacks

Component many types of attacks can expose sensitive data. These include:
SQL injection attacks. It is the most common application attack. 65 percent of 

the time, this occurs when bad users manipulate SQL queries to perform malicious 
commands. Sometimes these commands are intended to reveal sensitive data. Figure 1 
shows how SQL Injection can occur, by entering a malicious parameter that appears 
as a normal input or request but is actually malicious. On the other hand, servers must 
provide protection against these attacks, otherwise this data becomes vulnerable [15].
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Fig. 1. SQL injection example

Phishing attacks. This type often occurs in emails or text messages with the aim 
of capturing sensitive data from the user without knowing him. Where the attacker 
deceives the victim by directing him to a site that appears as a confiscated site. The 
victim enters his sensitive data and the attacker steals it [16].

Insider threat attacks. This is the kind of risk that many companies face. It is a 
danger to the employees. As they can see some sensitive data. It is possible that some 
of them steal it or exploit it in an illegal way [17].

Ransomware attacks. It is one of the malicious programs that may affect the 
victim’s device through a link that the victim thinks is a reliable link. But once you 
click on this link, this malicious program is downloaded, and then the attacker can see 
the victim’s sensitive and confidential data to seize this data and harm the victim [18].

3.4	 Vulnerabilities and problems facing data protection

We know that data protection plays an important role in organizations and employ-
ees are the main driving factor in methods of preserving and protecting information, 
and it is important to develop the working staff around information protection due to 
the complete control and access of employees to the resources of devices and the Inter-
net completely [19].

Hackers can exploit this control and access to find vulnerabilities or send vulnera-
bilities to the network, and they are used without the employees’ knowledge of their 
dangerousness.

And among the risks that have been addressed in many types of research on informa-
tion breach in many organizations and institutions are [19]:

1.	 Entering illegal sites without the knowledge
2.	 The use of personal company accounts in public sites
3.	 Leave sensitive data open for a while on the sites
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4.	 Data theft
5.	 Use of unsafe (open) networks

With the increase in the use of the Internet and the conversion of all services into 
electronic services, whether for the public sector, the private sector, or individual uses, 
many companies, and government agencies have been exposed to security breaches due 
to the lack of experience of employees about the most important risks that may cause 
information breach and the most important methods that may lead to the disclosure of 
this information [19].

3.5	 Data breaches in cloud computing

Data breaches are a security event in which sensitive data is copied and used in illegal 
projects, and this data is used by plundering and exploiting by an unauthorized person, 
and sensitive data may be personal information, trade secrets, intellectual information, 
personal inventions, and Other information that revolves around the same person only, 
without the intervention of a third party, and these data may be related in several fields 
such as education, industry, health information, financial services, and others[20].

It is important to develop information security in those agencies that contain infor-
mation on a large number of people, which may cause a disaster in the event of a secu-
rity failure in their system, so there must be many security precautions [20–24].

One of the most famous problems facing sensitive information that targets people 
without knowing what is happening around them is social engineering social engineer-
ing is one of the most important threat factors in cybersecurity, which may put organi-
zations and individuals at risk, Figure 2. Shows the method of social engineering and 
how to benefit from it in several ways [11].

Because of the nature of humans to trust people without knowing their insides, cau-
tion must be taken and there are limits in the disclosure of personal information, and 
it is important to ensure the use of strong accounts and confidential numbers that are 
difficult to violate and not to link these numbers to personal things [11].

Fig. 2. Life cycle of social engineering
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Five Ways to Protect Yourself [11]:

1.	 Avoid E-mail that contain a request for personal information, such as requesting the 
year of birth, graduation date, and other personal information that helps the attacker 
guess the passwords of your accounts.

2.	 Social engineers may deceive the victim by asking for help or providing a specific 
service in exchange for a specific offer, as they cheat on many aspects of assistance 
in exchange for simple information that may be used in illegal exhibits.

3.	 One of the most famous types of hacks in which social engineers scam is spam, as 
it is a source for them to provide accounts and fake sites with you in exchange for 
obtaining correct personal information through this mail, it is necessary to cancel 
advertising subscriptions to the E-mail and avoid opening random E-mail.

4.	 Be sure to provide protection programs on your laptop or mobile device, as they help 
reduce attacks and preserve sensitive information. Be sure to update the system, as 
it is one of the most important reasons that help devices maintain a normal level of 
security, and use VPN connection.

5.	 Knowledge and reconnaissance is the best proof in knowing the types of possible 
attack and the forms of attack that are aimed at obtaining sensitive information for 
the victim. It is necessary to know in the field of cybersecurity and to follow up on 
organizations supporting this field, as it is our current age.

Recommendations are to enter training courses in the field of cybersecurity and 
knowing the dangers of this field, and many organizations in Saudi Arabia offer training 
courses of excellent and enriching quality such as the Ministry of Communications and 
information technology, the Saudi Federation for Cybersecurity [11].

Take care not to divulge the national identity number, as it is the primary target for 
an attacker of sensitive information.

And other information such as full name, phone number, marital status, and bank 
accounts.

4	 Data protection techniques

Until transferring client data to the cloud, using a variety of methods to secure it. 
The research group has proposed a variety of masking strategies related to the variety 
of data security situations. While this variety can be perplexing, it also has the benefit of 
allowing for the management of a wide range of privacy and accessibility requirements 
[25]. This session will focus on some of the more recent data protection techniques that 
have been used or may be used to allow privacy in the cloud.

4.1	 Data splitting techniques

Data splitting is a security procedure that uses fragmentation-sensitive data and 
stores the fragments in specific form in separate areas. Fragments should be designed 
in such a way that a single fragment does not cause the subject to be re-identified, nor 
does it disclose sensitive information that can be attached to a particular subject [18].
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Data splitting workflow. Data can be outsourced to multiple cloud accounts within 
the same CSP or to different clouds, each operated by a different CSP running much 
of the same service, by a local proxy executing data separating, for example a multi-
cloud [18].

The workflow for data segmentation and storage is illustrated in the Figure 3. The 
proxy first collects the data to be outsourced from the customer and evaluates the pos-
sibility of exposure. To use it, the proxy uses the user’s privacy specifications (Step 0 
in Figure 3.), which determine the collection of attributes that may lead to re-identifi-
cation. The proxy then determines how data is separated and also how many storage 
locations are required to avoid disclosure; each data fragment is a collection of data that 
can be securely stored together. Also, it keeps the splitting criteria and storing positions 
in a local database (Step 2). Finally, each data fragment is forwarded to a different CSP 
(Steps 31 to 3n).

Fig. 3. Data storage and splitting workflow in a multi-cloud environment

4.2	 Data anonymization methods

Data anonymity helps to maintain the confidentiality of data and maintain the pri-
vacy of data, and it is done by dividing the data (and also encrypting the data).

Disseminating data and making them open source may be exploited as a third party 
in unreliable science, the exposed data may be handled in a useful way in the analysis 
process and beneficially make use of it, but it must be that this data does not directly 
affect people or link it. Of specific individuals and this may enter into the personal 
information of individuals [25].

Encrypted data may be useless for people who do not know about encrypting this 
data, other than data that may be anonymous, but which has a benefit for all uses.

Cloud computing offers high areas of information storage, and cloud providers 
may provide services in dealing and analyzing data, service providers may provide 
data encryption services and anonymous data analysis services, and the main advan-
tage in dealing with anonymous data and encrypted data is the speed of dealing with 
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anonymous data, it is easier and faster in the process of analysis and ease of processing. 
The use of anonymity is done by storing the data in the cloud [26–28].

Attributes can be classified as
A.  Identifiers. The identifiers contain sensitive personal information and may be 

exposed and tampered with, and this information may be such as (Social Security 
Number). These features must be removed from anonymous groups and replaced with 
random values.

B.  Quasii-dentifiers. It is the scattered information that is not known directly. 
There must be causes or complementary information to it to arrive at an explicit 
identifier, such as the information may contain age and standard of living, and through 
this information, the extent of the person’s knowledge may be reached. The semi-
identifiable information is anonymous.

C.  Confidentiality. It is the sensitive features and characteristics of the individual, 
and it may be information that pertains to the individual and does not belong to personal 
identity information. External information can be used without changing the basic 
information or entering it, and it is considered useful orders for the analytical benefit.

D.  Non confidential attributes. Non-confidential features are which general and 
inaccurate information can be used. They are considered open data and are subject to 
publication and public use and do not require any influences or consequences that may 
hinder their personal.

E.  Non-perturbative. There is an inference from public information to private 
information by deriving this information, pivoting it and making use of it in a second 
way, and making it a source in the analysis.

There is exploitation in data analysis by showing some data as general data, but it 
carries meanings and personal details and sensitive data, and some data is attributed to 
different people. However, troubled masking may preserve the statistical properties of 
the original data better than non-per durative masking. The best-known perturbative 
masking methods are

Privacy models: The data privacy system requires the addition of many resources to 
maintain the level of privacy of the data, and the type of data must be preserved. It may 
require very sensitive data, publishable data, and data that must be in the privacy field 
only. Analysis of some data requires that the data be public and it is not private, but it may 
be that this data after analysis brings sensitive and accurate data, by adhering to the pri-
vacy model, it is necessary to take into account the type of privacy, the type of data level, 
and the external data from the public cloud, regardless of the type and size of the cloud.

4.3	 Cryptographic techniques

Most of the other technology plans deployed to resolve privacy issues in the cloud 
include cryptography as one of the strongest and most significant building blocks. Mod-
ern cryptography has grown to serve a wide range of real-world security requirements, 
many of which are relevant to cloud computing. Cryptography as a field reflects a large 
variety of information security goals, user architectures, and functionalities [24, 29].

Because of the recent data leak outbreak, many cloud storage providers now use 
cryptographic solutions to encrypt the data they hold, especially symmetric encryption 
techniques like AES-256. However, Since the CSP also handles all of keying content 
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in such services, the protection of the data security is ultimately dependent on the con-
sumers’ interest in the CSP [25,30].

There are many mechanisms that enable clients to send an encrypted data set to the 
cloud while also allowing the cloud to execute useful functions on the data set such as:

A.  Public-key encryption. The receiver produces two keys: a public key that can 
be shared with the public and a private key that is kept a secret. The security properties 
of PKE schemes ensure that if the sender knows the public key, he or she will produce 
cipher texts that are intended to be transmitted to the recipient.

B.  Identity-based encryption. Depending on a central point of authority they are 
used at the same time by a group of people, each of whom is given a unique identity by 
the central authority. Strings, such as a name or an e-mail address, are used to describe 
identities in this context.

C.  Searchable encryption. Previous to outsourcing, secure the data by encrypting 
it in a way that makes for highly secure search.

D.  Order-preserving encryption. Enable for the encryption of numerical data in 
a manner that allows the encrypted data to be compared, and hence the cipher texts 
to be ordered according to their corresponding plaintext values. For one-dimensional 
set queries, as well as maximum, minimum, and top queries, OPE schemes are a very 
effective solution.

5	 Conclusion

Security of sensitive data has become an important matter with the development of 
technology and its remarkable progress, and all transactions are made via the internet, 
and the information must carry correct values to be dealt with in government agen-
cies and official agencies in the provision of electronic services. Information is stored 
through the cloud, and it is necessary to raise the level of security in the cloud to pre-
serve the sensitive and private information of people, such as personal photos, identity 
numbers, and other sensitive personal data. Information should be secure in the cloud. 
In the future, we seek to discuss and develop one of the techniques that help provide 
adequate protection in the cloud and preserve sensitive information specifically that is 
stored in the cloud.
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