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Abstract—In this study, a new method has been eliciting for encoding 2D
and 3D color images. The DNA strand construction was used as the basis for
structuring the method. This method consisted of two main stages, the encryption
and decryption stages. As each stage includes several operations to reach the
desired goal. In the coding stage, a special table was prepared to show the mech-
anism of work. It starts with encoding the DNA bases into two binary orders,
then two zeros are added to the string to finally consist of four binary bits whose
size is parallel to the representation of a set of hexadecimal numbers represented
in binary, where the XOR operation is then done between the two values to be
the result is completely different from the original code. Then the binary values
we obtained are converted to decimal values that are placed in an array with the
same size as the image to be encoded. Finally, this last array was processed with
the exponential function factor, so the final result is a 100% encoded image.
In the decoding stage, another algorithm was built that reflects the work of what
preceded it in the encryption stage, where the result was an exact copy of the
original image. It is worth noting that standard images of different sizes were
used as testing images. The performance evaluation of the method was calculated
based on several factors: MSE, peak PSNR, and the time required to perform the
encoding and decoding process. The method achieved good results when com-
pared with the results of other methods in terms of quality and time.
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1 Introduction

The interchange of data in the era of the internet has resulted in a rapid increase in
the amount of information sent and received. The sending information via the internet
has made life easier, it faces a significant challenge: secure data transfer [1, 2]. This is
entirely attributable to the annual increase in the number of hacking and intrusion inci-
dents. People have entered an era of big data information as a result of the growth of
artificial intelligence, the Internet of Things, 5G, and other technologies [3]. To address
the issue of secure communication, two distinct approaches have developed and are
widely utilized throughout the world: cryptography and steganography. Information
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is closely related to people’s lives, and various aspects of life will produce a large
amount of information [4, 5]. Among them, digital is widely used due to its intuitive
and vivid images and has become the mainstream information transmission medium.
Therefore, we must pay close attention to the security protection of digital images.
The three methods to protect the mainstream of digital images are encryption, infor-
mation hiding, and digital watermarking. Encryption of Information is widely used in
fields such as protecting the confidentiality of documents, and digital watermarking
technology is mainly used for identity verification and copyright protection. Recently
DNAs are being used as one as the strong technique of encryption owing to their great
information density. Based on the above situation, the most commonly used method
for digital image protection is image encryption. Security becomes a significant subject
for modern computing systems [6—10]. The governmental offices, banks, and military
information are the most important places that can’t afford any leakages to their secret
data. To save data from robberies, secret writing methods were used, and the most
popular ones are cryptography and steganography. DNA cryptography can encrypt or
encode the data using DNA computing techniques due to the DNA properties like par-
allel molecular computing, storing, transmitting the data, and computing capabilities
[11-14]. DNA is also used for other purposes like Cryptography, Intrusion detection
systems, and Steganography. The basic unit of DNA molecules is nucleotide, and a
nucleotide is composed of multiple nitrogen-containing bases. Compared with tradi-
tional computers, DNA has a greater data density. Using DNA encoding to carry image
information, relying on the complementary pairing of the four bases of A, G, C, and T
to achieve various logical operations for image encryption, this method is referred to as
DNA encryption. While DNA encryption generally requires biological experiments to
operate, it is difficult to control external factors such as experimental equipment
and experimental environment, and then pseudo-DNA computing is introduced for
encryption. In recent years, pseudo-DNA calculations are mainly DNA addition, DNA
subtraction, DNA XOR, and DNA XNOR operations [15-17]. These operations are
simple and easy to operate, but they are of little biological significance. the princi-
ple of DNA mutation into image encryption and applied the biological significance
of DNA to encryption. By using the principle of DNA mutation to diffuse the pixel
value, the encryption effect is good. Based on the application of the above-mentioned
DNA mutant biological operations in image encryption. To introduce more biological
operations, this article uses the principle of DNA strand displacement to select a stable
DNA structure. In recent years, it has increased biological operations and biological
significance, increased the relevance of keys and plain text, and improved randomness.

2 Related works

In [18, 12], the authors developed a modern data security method by considering
the advantage of DNA-based Advanced Encryption Standard (AES) cryptography
and DNA steganography. This technique will furnish multilayer security to the secret
message. The message is firstly encoded into DNA bases then, the DNA-based AES
algorithm is applied to it. In the final step, the encrypted DNA will be concealed into
another DNA sequence. Triple-layer security is established to the secret message by this
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hybrid technique. In [19, 20], a new DNA symmetric cryptography is built to enhance
the security of data, where the achieved results approve that the encryption process of
plaintext is very secured. Shweta and Indora [21] applied a DNA cryptography method,
and they hide the achieved sequence of DNA into video frames. As a consequence of
the study, the frame is unnoticeable yet the video appears to be identical. The increase
in PSNR and the decrease in MSE demonstrate the technique’s effectiveness. Akiwate
and Parthiban [22] presented Dynamic DNA as a key-based technique that is capable
of accepting a variety of data types, including characters, text files, pictures, and audio.
Each time the random key created at the sender is used to decrypt the ciphertext at the
receiver, the technique becomes extremely resistant to a variety of assaults. A novel
cryptosystem was proposed by Pavithran et al. [23] based on DNA cryptography and
the finite automata method. This system generates a key based on receiver attributes
and the same key used for encryption. Unlike steganography, which conceals data from
hackers, numerous forms of research have been proposed using DNA steganography.
Sushma et al. [24] developed a technique in which secret data is translated to binary,
then to DNA nitrogen bases and finally to a DNA sequence. The DNA sequence is then
translated into amino acids. These amino acids are then translated to binary and inserted
into a cover image using the 2-3-3 embedding approach, before being delivered to the
receiver over the communication channel. Musanna et al. [25] devised a technique
based on a Neural Network algorithm using the DNA codon’s Least Significant Bit
(LSB) to achieve the lowest cracking probability while maintaining a short execution
time. The secret messages are encoded within the sequence of the reference DNA. The
combination of encryption and steganography techniques increases the data’s security.
Qi et al. [18] presented a new haze image steganography approach by embedded the
text with the weather effects of the used image. This system is based on three parts: first,
estimate the image model parameter, adjust haze effects, and finally embed the mes-
sage. A new image steganography method was presented [26] that was used to enhance
image transformation. This system is introduced a hybrid chaotic map, then represents
a new shift operator to shuffle cover image pixel positions to improve the resistance
against attacks. A multilevel cryptography method for cloud computing was proposed
by Kumar et al. [27], where both DES and RSA methods are used to increase the secu-
rity of the cloud storage. Kumar et al. [28] presented a new symmetric cryptography
method depending on Caesar cipher, where the sender sends the hash code instead of
the symmetric key. Nunna and Marapareddy [29] proposed a new system that used both
cryptography and steganography techniques by using XOR operation to encrypt text
and insert it into the image based on chosen key. A new application was proposed by
Pizzolante et al. [30] that used to compress and encrypt a message or file, then sends
it by using the standard SMS. Carpentieri et al. [31] proposed a novel steganographic
method used for cloud-based data exchange, and this method used compressed archive
as an information carrier.

2.1 DNA coding and operations

DNA contains four bases: A, T, C, and G, and two binary numbers are needed to
represent the four bases, such as A (00), T (11), C (01), G (10), so there are different
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representation methods. As we all know, A and T are complementary, and C and G are
complementary. In the binary system, 00 and 11 are complementary. The pixel value
of the image is between [0,255] and is composed of an eight-bit binary. Therefore, a
single pixel is composed of four DNA bases. For example, for a pixel value of 155, the
corresponding binary bit is “10011011”, and the DNA sequence generated by the rule
in the Table 1 is “GCGT”.

Table 1. DNA coding rule

DNA BASE Coding Rule
A 00
C 01
G 10
T 11

Table 2. Coding rules of the system

DNA BASE DNA BASE Coding Add 2 Zeros Hexa Number Make XOR
A 00 0000 B(1011) 1011
C 01 0100 D(1101) 1001
G 10 1000 E(1110) 0110
T 11 1100 F(1111) 0011

Image cryptography. The function of this phase is to encrypt standard color images
with 2D and 3D as in the following proposed algorithm:
Proposed algorithm for encryption process:

Input original 2D or 3D image.

Begin:

Step 1. Convert each pixel from decimal to binary format, (8 binary bits).

Step 2. Assign every 2-binary bits according to the DNA BASES rules, as given in
Table 2.

Step 3. Add 2-zero bits to the DNA binary string.

Step 4. Put (B, D, E, and F) hexadecimal numbers against the DNA BASES rules,
as given in Table 2.

Step 5. Make XOR (hexadecimal number, new DNA binary string).

Step 6. Convert the result to decimal format.

Step 7. Apply for every converted number in its original location.

Step 8. Repeat the above steps until the last pixel, getting a new image.

Step 9. Generate (e-function matrix), as e-factor.

Step 10. Make math(new image, e-factor).

Output: Stego image.....End.

Figure 1 illustrates the the proposed algorithm for the encryption process.
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Fig. 1. The encryption algorithm

Image decryption. This phase care about the decryption process of the proposed
system, as in the following algorithm:

Input: Stego image.

Begin:

Step 1. Make inverse Math. Operation with (new image, e-factor).
Step 2. Convert each pixel in (new image) to binary format.

Step 3. Make inverse XOR get the original DNA binary string.
Step 4. Remove the two added zeros from the DNA string.

Step 5. Rearrange the string of binary as in origin DNA bases rules.
Step 6. Convert DNA to decimal.

Step 7. Convert decimal to the original image.

Output: Origin 2D or 3D image....End.

Figure 2 shows the proposed algorithm of the decryption process.

/
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o gl 3D image to origin image to decimal asm origin

Fig. 2. Decryption algorithm

3 Experimental consequences

The consequences in this research depict that the proposed algorithm achieves
important security protection with high-quality images by using DNA bases, XOR, and
e-factor.

Figures 3 and 4, show the applying of work. Figure 3a and 3b represents the encryp-
tion process whereas the 1st line illustrates the origin images, while the 2nd and 3rd
lines illustrate the resulting second and third stego images. Figure 4a and 4b represents
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the decryption process whereas the first line depicts decrypted images, while the second
and third lines show the reverse stages of image restoration. Finally, the origin image
back to its first state in the third stage. The original images are visually completely iden-
tical to the causing stego images.Namely, the decoding algorithm worked efficiently to
restore the images to their original state.

First stage stego

Final stage stego

Fig. 3a. Encryption stages of 2D color image
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First stage stego “

Fig. 3b. Encryption stages of 3D color image
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e - factor

First stage

Fig. 4a. Decryption stages of 2D color image
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Fig. 4b. Decryption stages of 3D color image

4 Quality evaluation and accuracy measures

They denote the sort of measure used to compute the variation range between images
following the application of these measures and encryption of the confidential image.
Two widely used and significant metrics are used to demonstrate the image’s quality
prior to and following the encryption and decryption operations. They are as follows:

4.1 Mean square error (MSE)

The mean square error (MSE) quantifies the cumulative squared error (i.e., pixel
deviations) between 2 images.
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Where: m and n the image dimensions and c(i, /) the pixels of stego image.

4.2  Peak signal to noise ratio (PSNR)

PSNR can be used to determine the peak error. A greater PSNR indicates a higher
image quality:
2

R
PSNR =10log,, ——
10 MSE

2
Where: R is the higher potential value of the pixel’s densities.
Encoding and decoding times are also utilized as a performance evaluation.
Tables 3, 4 and 5 show the summary results of the work represented by numbers, as
follow:

Table 3. MSE values after and before encryption

Origin Image Size in (kb) MSE Decrypted Image Size in (kb) | MSE

2D image (clown image) 128 30.023 2D image 44 19.4

3D image (pepper image) 140 33.92 3D image 96 21.15
Table 4. PSNR values after and before encryption

Origin Image Size in (kb) PSNR Decrypted Image Size in (kb) | PSNR

2D image (clown image) 128 29.105 2D image 44 10.348

3D image (pepper image) 140 35.089 3D image 96 12.749

Table 5. Time after and before encryption

Origin Image Time of Encryption in (ms)
30.014

36.029

Time of Decryption in (ms)
19.986
25.004

2D image (clown image)

3D image (pepper image)

5 Conclusions

The proposed work concentrates to encrypt color images with 2D and 3D in mul-
tiple layers of encryption. The DNA is attributed to the pixel properties of the image.
Thus this procedure makes it more secured. Obviously from the results, it was obtained
the strong encryption of color images by using the DNA rule bases and the rest of the
functions of the coded rules. Where these images were mathematically processed with
the exponential function to increase encryption and obtain more secrets. It was noted
too that the MSE and PSNR values of original images are more than that of encrypted

110 http://www.i-joe.org



images, which means very good encryption because when (MSE and PSNR) are high
values the distortion will be lower. It was cleared that Spending time on encryption and
decryption explains that the encryption algorithm needs more time than the decryption
algorithm. It is worth noting that the encrypted images are completely not similar to
the original images, and the decoding algorithm returned the encrypted images to their
previous era.
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