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Abstract—In order to encrypt and compress a color image
simultaneously, an encryption and compression algorithm
for color image was proposed based on a hyperchaotic sys-
tem. A hyperchaotic system was utilized to make a pure
white image into a uniform distribution and colorful palette.
In compression process, indexing technology was utilized to
map the 3D data of color image to two-dimensional sub-
script of palette. The compressed image would continue to
be encrypted by loop feedback in physical space and time
space. Simulation experiments show that the algorithm is
realized to encrypt and compress a color image simultane-
ously. It has large key space, high security, and big com-
pression ratio as well as great application value in secure
communication of color image.

Index Terms—Secure Communication, Image Encryption,
Index Technology, Compression Coding

L INTRODUCTION

Image encryption is widely utilized in finance, security,
military and other fields. The amount of image data be-
comes larger and larger from binary image to gray image
to color image. A true color image consists of pixels in
image matrix. Usually per pixel is represented by red (R),
green (G), and blue (B). The amount of data of an mxn
true color image is mxnx3x8 bit, 24 times binary image of
the same size if 8 bits are utilized to represent gray level
of each color. The large amount of color image data limits
the massage transmission and the storage speed. There-
fore, both reliability of encryption scheme and compressi-
bility of data should be considered in the encr?q}:)tion of
color image. Most current encryption schemes "™ didn’t
consider compressibility of image data after encryption. In
fact, many compressibility scheme of color image **
cannot be utilized in encrypted images as order of ar-
rangement as well as pixel value will change, and the cor-
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relation among pixels is disorganized. Normally the image
should be encrypted after compressed "\, In recent years,
there have been some studies on the compression for en-
crypted images **'. A resolution-progressive compression
scheme was proposed in literature [8] to compress en-
crypted images. In literature [9], a lossy compression
scheme was proposed to utilize pseudo random permuta-
tion to encrypt original image. By removing coarse coeffi-
cients in orthogonal transformation and reconstructing
valid information from detail coefficients, the encrypted
data can be compressed. Encryption and compression in
these processes are chronological. So it is a hotspot to
study on com?ressing and encrypting color images simul-
taneously "%,

An encrypted compression scheme for color image is
proposed to compress color images while encrypting it. It
is different from former encrypted schemes in that chaotic
signal takes effect in a pure white image instead of a se-
cret image. Instead of changing pixel position or pixel
value, the encryption of secret image maps each pixel to a
subscript in white image. Simulation experiments analyze
the compression ratio of the algorithm and the compres-
sion quality. And also the statistical characteristics, key
space and sensitivity of encrypted images are tested.

IL ENCRYPTED COMPRESSION SCHEME

The encrypted compression scheme is shown as Fig-
urel. First, the hyperchaotic sequences after numerical
transformation are taken effect in a white image to make a
palette with rich colors and uniform distributed colors.
Then the Euclidean distance is calculated and each pixel
in secret image and the color in palette are compared to
find out the subscript corresponding to the nearest color in
palette. Finally the subscript is coded as binary data
stream, and the data stream after compression and encryp-
tion can be obtained by circularly encrypting data stream.
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Figure 1. Process of compress and encryption
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A. Making palette

1) Hyperchaotic signal

In recent years, hg/]%erchaotic signal is widely used in
encryption scheme ! s its high sensitivity for initial
conditions and pseudo randornness However, its key
space is small, cornplexity of sequences is not high, and
the cryptosystem is not secure. So Changei Wen etc. pro-
posed composed chaotic system ['*! Jln% Wang, Congxu
Zhu etc. proposed hyperchaotic system ''”) to increase
key space and improve the safety of cryptosystem.

The hyperchaotic system shown in equation (1) is uti-
lized to make palette. Literature [18] has proved the sys-
tem is hyperchaotic.

x=a(y-x)

y=cx—-Xxz+u (1)
Z=-bz+xy

u=-dx

In equation (1), when a=35, b=3, ¢=35, d=8, Lyapunov
index is k1=012788, k2=011470, k3=0, k4=-381429.
There are two positive Lyapunov index and the sum of
index is less than zero. This proves it is a hyperchaotic
system.
2) Making palette
The process of making palette is divided into following
steps:
Stepsl: A white image is generated and the compression
ratio of secrete image depends on the size of image. Let
A represents the generated white im-
ge: A={a(i,j,k)l<=i<Mal=j=< Na,k=123} . in
which a(l’ J’l) s a(z,],2) and a(l’]’3) represent three
basic color components red, green, blue of some
pixel. The value of all components is 255 because the
image is white image. The coding bits of each encoded

[log,(Max Na)] ,

pixel of secret image are in
which [ -|represents upward rounding.
Steps2: Original value is set as x(l) , y(l) ,Z(l] and u(l). Hyper-

chaotic sequence x, y, z and u are generated by equation
(1) and the statistic distribution laws and value range of
x, v, z and u change by equation (2). The sequences are:
X ={x(i),l =i = Lx,x€[0,255]}

Y ={y()]l=i=Ly,y€[0,255]}

Z ={z(i)] =i = Lz,z€[0,255]}

X(i)= mod(ﬂx(i) +x(i +N/2)\><M],256) 2)
Steps3: Palette 4’ is calculated by equation (3) utilizing

sequences X, Y, Z with length of MaxMb and each
component of white image:

A ={a'(i,j,k))<i<Ma,) =< j=<Nak=1273}

a'(i,j))=a(i, j,))®x((@ -1)Na + j)
b'(i, j))=b(i, j,)®y(i —1)Na + j) (3)
C,(l.,j,l) = C(i,j,l) ) Z((l - 1)Na + .])
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B.  Search for index value

S represents the secret image:

S={s(i,j,k)1<si<Ms]l<j<Ns,k=123} .

which s, />1) , s, J»2) , s(i, J>3) represent three
basic color components red, green, blue of some pix-
el. The Euclidean distance between the pixel of secret

image (i,j) and the color of palette is calculated by Equa-
tion (4).

D(m,n) = \/2 (s(i, j, k) —d'(m,n,k))* 4)

The code value B of pixel point s(i,j) of secret image is
inquired by encoding the value m and n which is obtained
when Euclidean distance is minimum:

B= {b(i),l =i = MsxNsx[log,(Max Na)),b(i) E{O,l}}~

(3) Code encryption
Code B is divided into H sectlons represented as B; ,B;
B, which

B {b @l=i<Lb (l) E{O 1}}and the length of

each section is L. Initial key SK is constructed from se-
quence v of length (H+1) xL, and it is formed by hy-
perchaotie sequence X, y, z, u generated by initial val-

ue xo , y2 , Zg and ué :
SK ={sk(i)1 =i = (H +)x Lsk) €]} oy
strucetion method is showed by equation (5):

sk(i)=0 if v(i)<0

{sk(i) =1 ifv(@i)=0

Original key divided into H+1 section represented as
SKo,SK1 SKh SKH,

which SK, = {sk (), =<i=<L,sk (z)E{O l}} and the
length of each section is L.

The code generated by first-round encryption is repre-

1 pl 1 1 .
B!,B.,---,B,,---,B), ) in
which B! = {}()), =i = L,b\(i)E{0.1}f. The en-
cryption key of first round is represented
as SK!,SK),---,SK,,--+,SK, , in
which SK} = {sk}(i)1 =i = L,sk)()E{0,1}} . The
encryption algorithm is showed by equation (6):

B, =B, ®5K, (©)

Key is calculated by equation (7):

sk, (i) = sk, (i) if h=1

sk! (i) = sk, ()®b_ (L) ifi=land h=1 (D

sk, (i) = sk, ,())®b,_,(i-Vif i = 1and h=1

The code in first section is encrypted by initial key
SK,. The keys of code in other sections are generated by
iterating initial key, vertical cyclic shift (physical space

cycle) and horizontal cychc iteration (time space cycle).
The generated code of K™ round encryption is represented

)

sented as

as Bk Bk Bk Bk , ln
which B {b ()l<is<L bk(z)E{O 1}}. The key o
K™ round encryption is represented
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as SK{,SKj--+,SK +++,SK}; : in
which SK/ = skt ()] =i < L,sk!()E{0,1}} . En-
cryption algorithm is showed in equation (8):
By =B @SK (®)
Key of k™ round encryption is calculated by Equation
).
ski (i) = sk, (Y®b (L)  ifi=land h=1

skl (i) = sk, (Y®b(i-1) ifi=land h=1 ©)
sk (i) = sk, ,()®b} (L)  ifi=land h=1

ski (i) = sk, ()@ b} (i-1) ifi=land h=1

Key of code in first section is generated by XOR be-
tween the original key and the shifted encryption data in
last section during previous encryption process. Keys of
code in other sections are generated by XOR between
original password and cyclic shifted encryption code in
previous section in physical space.

III. SIMULATION ANALYSIS

The simulation experiments are conducted in
Matlab7.0. Several secret images are chosen to simulate
in this experiment. The result showed that the algorithm is
feasible. The following experiment utilizes 130x130 24
bits true color image “sudayingyong.jpg” as secret image.
The size of white image is 64x64. In equation (4), the
system parameters are a=35, b=3, ¢=35, d=8, and the ini-
tial value are 2.5, 5.2, 3.0, 7.3. Runge-Kutta4-5 method is
utilized and the stepping is 0.001. In equation (2), M is
chosen as 3x10*. Original white image and palette are
shown as Figure?2 (a) (b).

Original secret image and reconstructed image after
compression are shown as Figgure 3 (a) (b).

A.  Analysis of encryption effect

The encryption process can be divided into two pro-
cesses in the study. One is compress coding process. It is
the process of searching subscript corresponding to each
point of secret image in palette and coding. The decryp-
tion image can be obtained by reconstructing the code.
Simulation experiment will analyze the compression ef-
fect and the quality of reconstructed image in the process.
Another process is to circularly encrypt code. It will con-
tinue to be encrypted by loop feedback in physical space
and time space. The encrypted secret image can be ob-
tained by directly reconstructing encrypted code. The
encryption result is analyzed, the pixel distribution histo-
gram after encryption is drawn, the correlation coeffi-
cients of encrypted image in all direction are calculated,
and the similarity degree between plaintext and cipher-
text, information entropy, peak signal to noise ratio etc.
are calculated.

1) Analysis of compression ratio and quality of
reconstructed image
The compression effect can be represented by compres-
sion ratio. And compression ratio can be calculated by
equation (10).

image data after compression

CR=1- x100%

image data before compression (10)
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Figure 3. Original secret image and reconstructed secret image after
compression

Compression ratio is zero when bits are equal before
and after the image is compressed.
The quality of reconstructed image can be described as
the similarity degree between reconstructed image and
original image. The equation (11) can be utilized to cal-
culate similarity degree of color image.

22(2(S(’Ff’k)-%)(s'(i,j,k)-m)) a1
SIM = — 'Z Jj=1\k=1 — :
\/2 (2(S(i,j,k)—%)z)\/ZZ(Z(SV(LJ.J()_%)Z)
< 1 » Ms Ns
s(k) = ZES(i,j,k)
where Msx Ns A & |

1 Ms Ns

SO = s & 2 R
MSXNS i= 121 , k:1,2,3

Where s and §' represent original secret image and
secret image after reconstruction. The similarity degree is
1 when s and s' are equal.

The similarity degree between reconstructed image and
original image can also be calculated with the change of
palette size and the compression ratio of encryption im-
age. The relation between compression ratio and similari-
ty degree is shown as Figure.4.
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Figure 4. The relation between compression ratio and similarity de-
gree
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Figure 4 shows that with the increase of compression
ratio, the similarity degree between reconstructed image
and original image becomes lower, although small. The
similarity degree between reconstructed image and origi-
nal image is 0.99962 when the compression ratio is
0.33333. The similarity degree is 0.95316 when the com-
pression ratio is 0.75000.

2) Effect of cyclic encryption

a) Correlation coefficient

The decrypted secret image §' and encrypted secret
image s" can be obtained by utilizing codes after com-

pression coding and codes after loop feedback to index
from palette and reconstruct secret image.

The equation (12) can be utilized to calculate original
image § , and correlation coefficients of adjacent pixel of

three components—red, green, blue in all directions s',
s" . The result is shown as Table L.

TABLE 1. COMPARISON OF ENCRYPTED IMAGE

Image Horizontal Vertical Diagonal

Direction Direction Direction
Original Red Component 0.9471 0.9088 0.8711
Image Green Component 09507 09151  0.8786
Blue Component 0.9572 0.9242 0.8924
Average Value 0.9517 0.9160 0.8807
Reconstructed Red Component 0.9451 0.9059 0.8691
Image Green Component  0.9491 0.9131 0.8768
Blue Component 0.9536 0.9185 0.8856
Average Value 0.9493 0.9125 0.8772

Encrypted Red Component 0.0040 -0.0082 -0.0086
Image Green Component  -0.0074 0.0129 0.0032
Blue Component -0.0014 0.0012 0.0142
Average Value -0.0016 0.0020 0.0029

oV, )

7" VD(x)/D(y) (12)

In equation (12):
1 & )
D(x) = NZ (x; = E(x))

N

E(x) =%in

cov(x, y) = % > (3= B, = ()

Table 1 shows that the change of correlation between
original image and reconstructed image after compression
and coding is small in three directions. The quality of
compressed image changes little. The correlation coeffi-
cient of adjacent pixel in image approaches to zero after
loop encryption. Statistical characteristics of original im-
age have been diffused to ciphertext randomly.

b) Visual effect and gray distribution
Reconstructed image §' and encryption image s" can
be shown as Figure 5 (a) (b). The histogram of original
image S and red component of encryption image s" are
shown as Fgure 6 (a) (b).
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Figure 5. Reconstructed image and encryption image
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Figure 6. Original image and red component histogram of encrypted
image

Figure 5 and Figure 6 shows that encrypted image totally
change visual effect, and the gray distribution of image
tends to be uniform.

¢) Peak signal to noise ratio

The calculation method on peak signal to noise ratio in
literature [15] can be a reference, and equation (13) can
be utilized to calculate peak signal to noise ratio.

Peak signal to noise ratio:

XYZmax S%.,.-
PSNR =1010 SR (13)
&S, S

X,p,z

where A stands for pixel point in original secret

image, S’ e stands for pixel point in encrypted image. x,

y are row and column respectively, while the value of z
are 1,2,3. The encrypted image is undecipherable when
peak signal to noise ratio is blow 20 dB. The peak signal

14
to noise ratio of encrypted image \) by simulation cal-
culation is 7.1862. It proves that the effect of encryption
is good and the plaintext can be concealed totally. The

!
peak signal to noise ratio of reconstructed image S is
33.3927, far more than 20. It proves that the quality of
compressed image is good.

d) Information entropy

Equation (14) is utilized to calculate information entro-
py of color image. It calculates information entropies of
three primary color components and obtains the average
value as the information entropy.

1 3 281
H=-— i,j)lo i,j 14
32 jzop( Nlog, p(i,j) (14

Where 7 represents the i" primary color component in
three primary color components, j represents the j” gray
value in 256 gray levels in experiments. The greater the
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information entropy, the more uniform the gray level dis-
tributes in image. Its maximum value is 8. The simulation
result shows that the information entropy of original im-
age is 7.2611, and the information entropy of encrypted
image is 7.9416. It is close to 8 and it is uniformly dis-
tributed.

B.  Key space and sensitivity analysis

1) Key space
The hyperchaotic system showed by equation (4) has 4
state variables. The hyperchaotic sequences for making

palette are generated by original value x(l) , y(l) , Z(l) and u(l).
The hyperchaotic sequence for code loop decryption are
generated by different original value xg , yg , Zé and ué .
If original value is expressed by 15 bits double-precision
real number, the key space can reach 10*" or 10*"° cor-
responding to the length of 199 or 399 bits.

2) Key sensitivity

In order to test key sensitivity, key x(l) is changed 107",

Then correct decryption and error decryption are simulat-
ed. The result is showed in (a) and (b) of Figure7.

Let s ands' express the image of correct decryption
and error decryption. Equation (15) is utilized to calculate
mean square error of color image based on the calculation
method of mean square error provided by literature [16].

1 Ms Ns 3 ,
Vot 2 2 2= gy (1)

The mean square error of image of correct decryption
and error decryption is 12236.5585.

EMS =

IV. CONCLUSION

The encryption and compression scheme for color im-
age is proposed to realize encryption and compression
simultaneously. Hyperchaotic system is utilized to make
palette with fruit colors and uniformly distributed color. It
can effectively reduce the quality loss of reconstructed
image after compression. By changing the size of white
image, the compression ratio of secret image can be ad-
justed. The similarity degree of reconstructed image and
original image is above 95% when the compression ratio
reaches 75%. The initial key is generated by hyperchaotic
system to further circularly encrypt codes that have been
encrypted and compressed. Encrypted image have a good
visual effect, large key space. Besides, adjacent pixel cor-
relation coefficient, peak signal to noise ratio, information
entropy and other evaluation index have reached or better
than the encryption algorithm proposed by literature [15].
The essence of obtaining a good compression effect is the
design of palette. To improve the design method of pal-
ette will help to improve the compression quality of color
image.
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