
Paper—Secure Chaos of 5G Wireless Communication System Based on IOT Applications

Secure Chaos of 5G Wireless Communication System 
Based on IOT Applications

https://doi.org/10.3991/ijoe.v18i12.33817

Haider TH. Salim ALRikabi1(*), Hussein Tuama Hazim2

1Electrical Engineering Department, College of Engineering, Wasit University, Wasit, Iraq
2Electrical Engineering Department, College of Engineering, University of Misan, Misan, Iraq

hdhiyab@uowasit.edu.iq

Abstract—This research is aimed at planning the manner in which the secure 
5G communication can be controlled based on traffic floods. To accomplish 
excellent administration execution of organization observing and 5G directing 
calculation is inescapable, dynamic steering in actual organization equipment 
isn’t reasonable for practical plans of action. Accordingly, to bring down func-
tional and capital consumption, we propose a strategy called versatile steering 
made do with the help of 5G Quality of Service and MANET (Mobile specially 
appointed Network). A practical 5G steering model which will help with fulfill-
ing the needs of the customers and simultaneously gives huge investment funds 
in item cost and convenience was presented in this paper. To perform versatile 5G 
steering, we planned geography in a virtualized climate. We customized CHAOS 
for network traffic flood the board which goes about as a consistent northward 
API in 5G directing. Network traffic is infused dynamically from 1MB up to 
10MB (connect b/w) in a progressive way for similar organization traffic with 
10 organization occurrences. In conclusion, we performed versatile 5G steering 
applying the control hypothetical method with the assistance of CHAOS and 
MANET calculations. By looking at two directing situations, we noticed a prom-
inent distinction in throughput for controlling organization traffic applications in 
MANETs. Network traffic flood data is refreshed after clockwork.

Keywords—network traffic, 5G, MANET, routing, CHAOS, topology, layers, 
security, IoT

1 Introduction

In recent times, the provision of optimum network capacity to end-users has become 
imperative for service providers because of the increased presence and use of services 
and applications that are dependent on bandwidth. The management of capacity in con-
ventional networks is time and resource-consuming as it needs more planning and time 
[1]. This problem can be solved by the proposed CHAOS algorithm because it can 
reduce and increase resources. Through network functions (NF’s), extra storage, CPU, 
and bandwidth can be provided; the request for these additional provisions can be made 
through VIM (virtual infrastructure manager) and assigned to NF’s. The modification 
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of parameters such as storage, CPU, and bandwidth within conventional networks can 
be achieved by fully replacing the physical device as noted by the author in [2]. One of 
the advantages offered by adaptive 5G routing is the reduction of cost for the service 
provider as it minimizes the required capital investment for maintaining the network 
devices. Experts and researchers have provided software-defined and virtualization 
approaches that are aimed at reducing the budget allocated for the maintenance of sys-
tems. To decrease the budget for system maintenance in IT departments virtualization 
and software-defined techniques are introduced. Researchers in the area of networking 
have made available several solutions that can solve numerous complex problems that 
exist in conventional networking as noted by the authors in [3, 4]. There is a wide 
range of routing problems associated with multimedia communications, but 5G routing 
happens to be one of the most difficult. The use conventional networks cannot be used 
in attaining certain 5G routing-specific goals such as finding an alternative route for 
unwanted traffic [5, 6]. For certain goals to be achieved and tasks accomplished there 
is a need for network flexibility and programmability [7–9]. The proposed CHAOS 
can be incorporated into networking so that the tasks can be achieved by the network. 
The adaptive network must be implemented so that the best path needed for 5G routing 
can be achieved. With the use of adaptive 5G routing, an optimal throughput as well 
as desirable 5G parameters can be achieved. Another benefit of adaptive routing is its 
ability to enhance the utilization of link bandwidth, thereby resulting in performance 
enhancement of multimedia applications [10–13]. Adaptive routing can also assist in 
improving link bandwidth utilization which in turn enhances performance for multime-
dia applications as shown in Figures 1 and 2.

Fig. 1. It has shown the use cases of 5G communication on IoT-based networks [14]

Control layer: In networking, the control layer is a layer that is disconnected 
from the networking infrastructure. Within the control layer, is embedded a controller 
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through which a centralized view is provided. Also, through the provided centralized 
view, underlying devices can be managed and configured while automated network 
policies are programmed. The main component of a network is its traffic controller, 
through which, flows are installed into network devices. Through the use of protocols 
like OpenFlow, optimal paths are installed in forwarding devices by the controllers 
[15–17].

Forwarding layer: This is the layer that is also referred to as the infrastructure layer 
because it is made up of all the network devices. With the help of this layer, data can be 
transferred to and from clients via several protocols installed by the traffic controller of 
the network. Network devices like switches or routers make up the forwarding plane. 
A wide range of tasks can be executed by such devices on data packets like prioritizing, 
outright blocking of packets, dropping, etc. [18, 19].

Application layer: the application layer is made up of numerous kinds of services 
and applications. This layer allows the management of applications like IDS, firewalls, 
and load balancers. Given the fact that the programming model of the 5G architecture is 
naturally open, applications are enabled to provide some details to the traffic controller 
of the network. This in turn aids the network to have greater flexibility, resilience, and 
organization. When considering the components of this layer, applications that provide 
direct support to forwarding plan operations like the process of routing in the control 
plane are not included.

Fig. 2. Different types of uncontrolled communication and routing traffic  
on the 5G network [20]

To accurately predict the existence of malicious and harmful users, the primary 
user spectrum occupancy identification process is to be developed. A huge number of 
harmful users will be used to analyze the accuracy of prediction. The use of MANETs 
is employed to enable the designing of an automatic reconfiguration of the cognitive 
features [21]. The cognitive techniques used in this work, make utility of the spectrum 

iJOE ‒ Vol. 18, No. 12, 2022 91



Paper—Secure Chaos of 5G Wireless Communication System Based on IOT Applications

that has not been used in military architectures. The MANET is designed with several 
cognitive features that are found in every layer. The different objectives of the design 
are; application-based, routing-based, and topology-based. Also, the steps involved in 
the design include design hierarchy, place platforms, design paths, design topology, 
manager checks, and design MAC schedules [22–24].

1.1 Problem statement

This research is aimed at solving and analyzing the following key issues:

•	 Why has the network traffic control’s topology not been found, which has to be a 
control network traffic overflow problem which can be formulated through the use 
of multi-objective 5G routing optimization?

•	 How is video streaming in-network presented by the 5G routing performance deg-
radation with the cell-blocking differentiation and dropping between the numerous 
stages of the MANET network topology?

•	 What are the different available protocols associated with mobile ad hoc networks 
used for the control of network traffic and enhancement of 5G?

•	 In what way does the 5G network enhance the secondary users as a channel reserva-
tion scheme? Also, an analysis of the location of the cooperative spectrum sensing 
used in MANET for controlling network traffic and resulting 5G is carried out.

•	 How is the quality of services enhanced by routing through the assistance of the 
incorporated CHAOS algorithm and MANET algorithm?

1.2 Aim of study

In this study, the MANET and CHAOS have been used to create a virtualized testbed 
that is employed in testing the network traffic integration, routing of 5G network, and 
implementation of adaptive 5G routing subsequent to the acquisition of the network 
traffic stubs. The testbed which was built enables network set-up and is designed with a 
Client-Server scenario that is separated using four MANETs (Mobile Ad-hoc Network). 
For CHAOS and MANET to be integrated, network management and orchestration are 
required. In addition, one of the requirements for the interaction between the controller 
and virtual network functions (VNF) is the management of the network through the 
use of MANET and CHAOS techniques. This way, the efficient operation of MANET 
can be achieved. Thus, the use of Python programming was employed in programming 
the proposed system through the two aforementioned frameworks. The heterogeneous 
MANET network is responsible for ensuring the 5G’s quality of services. The process-
ing of both algorithms is done in a time sense which does not affect the performance 
of MANET system. With this model, the quality of 5G’s service in MANET can be 
attained such as control of network traffic, MANET blocking probability, and termina-
tion probability of secondary uses. Secondary users will be used in enhancing the 5G 
quality of service with the proposal of channel reservation of schemes. An analysis of 
the location of the cooperative spectrum sensing is done in MANET for the control of 
network traffic and the resultant 5G network.
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2 Background

The review of related literature begins with the discussion of the joint implemen-
tation of 5G and CHAOS so that automated networks can be achieved as shown in 
Figure 3. In this work, adaptive routing is applied in multimedia communications so 
that 5G constraints can be eliminated [25]. In Software-defined networking, the concept 
of transparency is supported, thereby leading to the programming of network devices. 
Thus, when the northbound and southbound API are configured in 5G, it allows the 
functionality of a 5G-enabled NFV network. One of the key requirements of NFV and 
SDN networks’ design is services such as the management and orchestration of net-
works. Thus, the management of the network is important for the implementation of 
adaptive routing. The use of 5G routing can be employed as a network management 
tool that allows the control of network traffic, as well as the application of control the-
ory in networking. The author of the study [17], applied the control-theoretic approach 
to the joint operation of SDN and NFV networks, where the use of RINA was employed 
in the management of VNF nodes. In the study conducted by the authors in [18], the 
CPU load of two VNF instances was monitored, and they ensured that a balance was 
achieved for the traffic load for the different VNFs. This study is focused on imple-
menting a technique that is similar to that used by the authors in [26]; this is aimed at 
improving the throughput for multimedia communications through the implementation 
of the adaptive routing concept. The development of the northbound SDN API has 
received attention from a few authors. In [19], the researchers introduced and built an 
NBI architecture which is defined by the guidelines and principles of the Open Net-
working Foundation (ONF). In [20], the demonstrated Quite a few papers have been 
published regarding the development of northbound SDN API. The authors in [27] 
have developed an NBI architecture that follows principles and guidelines provided 
by the Open Networking Foundation (ONF). The work done by [28] focused on NBI 
design which uses REST services, being the most preferred option for northbound API 
in SDN. Also, the authors highlighted and discussed the problems associated with the 
use of REST API.
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Fig. 3. Physical communication with the implementation of 5G framework using radio links 
and optical fiber [28]

The authors in the study [29] and [30] focused on the use of SDN for 5G provi-
sioning. In the two articles, the authors demonstrated that the application layer plays a 
critical role in SDN when used for 5G routing. The authors used a certain framework 
in their study to showcase the flexibility that can be derived from the SDN applica-
tion layer. The use of network monitoring services can be employed in 5G routing as 
achieved in [31] and [32]. The key objective of this article is the provision of optimum 
link bandwidth for video streaming applications. Similarly, the researcher in [32] had 
similar objectives but achieved them using an idea different from the one used by other 
authors; they used NFV as the monitoring system for their work. In [33] 5G parameters 
were considered in calculating the optimal route for data transfer, while later priority 
flows were installed in the network. Similarly, NFV was as a routing function used in 
the study [34], in which several routes were created, and the classification of packets 
was done according to ipv4 and ipv6. The work done in this paper is in part related to 
[35], where an optimal routing function is obtained to improve the general throughput 
by making use of network monitoring. However, the current work is distinguished by 
the fact that it is focused on providing a single application where the adaptive 5G rout-
ing is implemented as shown in Figure 4.
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Fig. 4. Prioritizing the security concerns on 5G networks with the scale on board [36]

3 Methodology

In this study, the adaptive 5G routing has been deployed in a virtualized topology 
for network overflow of traffic through the use of both CHAOS and MANET algo-
rithms. Adaptive 5G routing is a method or routing that is also referred to as dynamic 
routing and is capable of establishing the best routes for data packets based on certain 
cond tions. Implementing adaptive routing is made easy when MANET and CHAOS 
are implemented. The possibility of determining the best routing path and directing 
packets using the same path is attributed to the open nature of MANET. Use of several 
parameters can be employed in calculating adaptive routing including, usage of CPU, 
hop counts, bandwidth, as well as other limitations of networking. When these are 
calculated, an optimal route can be found. In the testbed which has been created in this 
study, packets that are highly prioritized are forwarded towards the direction of the 
best path, which is the shortest route, while packets of low priority will be able to have 
an alternative route. Also, the mechanism of adaptive routing is only enhanced for the 
needed applications, which in the case of this study is the MANET application. In this 
work, the function of the virtual network was used as a service together with 5G routing 
for MANET application for the development of a control-theoretic approach that sup-
ports adaptive 5G routing for MANET application for the proposed topology. For this 
idea to be executed, MANET and CHAOS must be managed properly. Figure 5 shows 
the diagram approach.
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Fig. 5. Flow diagram of approach being followed

Every 5G routing can be viewed as a layer of communication, and the operation of 
CHAOS is reliant on the standards of layered recursive networking, and as such, all the 
routing is carried out and assembled into a single layer, which is made up of several 
clustered 5G routing where a repetitive process is needed for the various scope to cre-
ate a channel of communication. For instance, considering Figure 6, whereby services 
will be delivered by 5G (shared state) for N – level 5G. One of the ways through which 
network traffic can be controlled is through the provision of services to the lower 5G 
levels that have the primary responsibility of carrying out recursive communication. 
Individual layers do not possess their separate protocols, but the policies and configura-
tions vary based on the 5G quality of service. A collection of 5G is known as a Distri-
bution Application Facility (DAF) which carries out almost the same tasks and employs 
shared states. The shared states of 5G shared include a wide range of network traffic 
controlling application entities (App1 and App2), that is capable of executing a given 
function on different levels like multi-host, single host, or network level. The use of 5G 
can be employed in the provision of different services like streaming network packets, 
implementation of routing algorithms, and other network-related applications. One of 
the requirements for the interaction between different applications is low-level data 
transfer which can be derived from internal python-based Application Programming 
Interfaces (APIs). Figure 6 shows the Division of 5G routing on different levels with 
shared states for security areas.
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Fig. 6. Division of 5G routing on different levels with shared states for security area

In this work, MANET has been combined with CHAOS to provide a better set-up for 
conventional routing. Figure 7 shows the MANET and CHAOS algorithms used for the 
network alongside a controller and several networking devices like MANET and other 
heterogeneous devices whereby the two can be differentiated by the forwarding layer 
and control layer. In the case of this study, a centralized network view which is obtained 
by the controller makes use of the Link Layer Discovery Protocol to perform the cal-
culation of the shortest route between nodes. After the calculation of the shortest path, 
flows are generated by a controller, and the flows are installed in the MANET through 
the use of a variety of network protocols. It should be noted that two hops of 5G routing 
are required by the network traffic to arrive at a server. In the same fashion, two hops of 
adaptive 5G routing using the MANET and CHAOS are required by network traffic to 
arrive at a server. Thus, the same route taken to arrive at the server is used to block the 
overflow of network traffic. At the same time, the use of the network from MANET and 
CHAOS to inject traffic requires just a short time in 5G routing for MANET to network 
traffic so that the path can be shared. The metrics of 5G defense security architecture 
with low, medium, and best for communication for controlling the CHAOS traffic over-
flow with variable network bandwidth are shown in Figures 7 and 8.
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Fig. 7. The metrics of 5G defense security architecture with low, medium, and best for commu-
nication for controlling the CHAOS traffic overflow with variable network bandwidth

Fig. 8. The abstract CHAOS security model is being used in this work

Here, the transfer of network traffic segments has been carried out according to the 
link bandwidth that has been estimated. Thus, the bitrate of all transferred network 
packets is not affected by network traffic due to the shared link of 5G routing. The 
injection of network traffic varies from 1 MB to 10 MB successively for the same 
network traffic. It is through this process that downloading bitrate is provided to each 
segment by a MANET network; the segments are subjected to the processes of moni-
toring and recording. Therefore, in this study, it was hypothesized that the bitrate under 
the considered network decreases as a result of 5G shared links which results in lower 
network traffic and high use of bandwidth.

4 Results

Using the methodology described above, the 5G routing successfully executed the 
shortest path routing algorithm through the use of LLDP protocol. The use 5G rout-
ing enabled the addition of certain flows in a python programming language which is 
responsible for the duplication of every traffic emanating from the interface and for-
warding it to another interface. CHAOS and MANET algorithms’ flows are duplicated 
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by the representation. The configuration of python programming is done in a manner 
that allows it to generate an alert file anytime the number of incoming packets received 
by the network traffic increases; the incoming packets emerge from a source port of the 
HTTP server. Thus, the proposed system can identify all its incoming packets from the 
HTTP server with a particular port number and source IP. The system is also able to 
detect segments of network traffic using the port number of the 5G routing. A service 
is launched by the 5G controller where the published even is retrieved through the 
creation of a subscribed event. Therefore, the use of MANET and CHAOS stub algo-
rithms was employed in the communication layer that was generated. The information 
of network traffic overflow is updated every 1 sec and then transferred to the 5G routing 
controller. Figure 9 shows the quality of service related to time with bandwidth (Mbits), 
in the red line, shows high bandwidth [video] and green line explains high bandwidth 
[average] and in blue line explains low bandwidth [HTTP], and the purple explain low 
bandwidth [average]. Figure 10 shows without quality of service related to time with 
bandwidth.

Fig. 9. A graphical representation of network traffic bandwidth allowing different types  
of metrics in M-bits with QoS disabled for 5G communication
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Fig. 10. A graphical representation of network traffic bandwidth allowing different types of 
metrics in M-bits with QoS disabled for 5G communication

Fig. 11. This graphical representation explains the total networking traffic instances  
on the x-axis while the allowed traffic bitrate on the y-axis using for analysis of CHAOS  

with max-bitrate
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Fig. 12. This graphical representation displays the allowed traffic instances with CHAOS and 
5G communication routing enabled on all segments of network traffic

Figure 11 explains graphical representation explains the total networking traffic 
instances on the x-axis while the allowed traffic bitrate on the y-axis using for analysis 
of CHAOS with max-bitrate, and Figure 12 explains graphical representation displays 
the allowed traffic instances with CHAOS and 5G communication routing enables on 
all segments of network traffic.

5 Discussion

The 5G routing for a certain topology has been implemented in this work, and this 
has been done in a real-time network, where it is implemented based on CHAOS and 
MANET algorithms. An alternative route for 5G routing through which low-priority 
traffic can be directed rather than the shortest optimal route is calculated. It is believed 
that implementing the Alternate routing with the support of an algorithm will cause a 
gradual throughput increase in multimedia communication as shown in Table 1.

Table 1. The comparison between different algorithms for real-time 5G wireless 
communication with existing research

Article Algorithm Security Threshold

[37] Mid-Band and High-Band mmWave 96.57%

[38] Orthogonal Frequency-Division Multiplexing 
(OFDM)

98.17%

Proposed Mobile Ad-Hoc Network (MANET) 98.63%

Finally, segments of network traffic control are detected using layer three and layer 
four information in the proposed application. In the proposed approach, the CHAOS is 

iJOE ‒ Vol. 18, No. 12, 2022 101



Paper—Secure Chaos of 5G Wireless Communication System Based on IOT Applications

well configured on various levels so that incoming packets from 5G routing network 
can be identified. This is avoided by installing a mechanism known as deep packet 
inspection in the proposed system. This way, the overflow of network traffic can be 
detected in the video segments depending on the payload. The study is concluded by 
enlisting the major contributions of this work as follows:

•	 Deriving an optimal route through which the overflow of network traffic can be con-
trolled through the calculation of the 5G constraints such as bandwidth, CPU load, 
delay, and priority for the control of network traffic overflow.

•	 Implementation of alternate path algorithm for unwanted traffic.
•	 Initialization of CHAOS mode in any network under consideration such as MANET.

6 Conclusion

In this research, the limitations and challenges of conventional networking and 
MANETS have been discussed in this work. Also, the paper discusses how the pro-
posed CHAOS algorithm can be used in addressing the challenges. The concept of 
adaptive 5G routing has been proposed in this study and can be applied in several mul-
timedia applications where the provision of Quality of Service (5G) and revoking extra 
network traffic are the main objectives. The experimental results revealed that one of 
the ways through which an optimal dedicated path can be created for a certain service 
or application is by implementing an adaptive 5G routing. Doing this can also help in 
achieving network traffic segments of higher bitrate, approximately 10% more than that 
in a shared path using CHAOS. Thus, it is concluded that both algorithms are capable 
of enhancing the overall throughput of the network traffic. In addition, it was observed 
that when 5G routing is used as a network management tool, it allows the implemen-
tation of a theoretic approach to control CHAOS. At the moment, about all 5G con-
trollers utilize REST service to establish communication between a controller and 
network applications. The overflow of network traffic can be minimized by executing 
5G-enabled networks coupled with the application of CHAOS. Furthermore, numerous 
multimedia service providers can benefit from the implementation of the adaptive 5G 
routing in the real network. No limitations were recorded during the implementation of 
the proposed approach in a real-time network. Also, the optimal path was calculated, 
considering all the 5G parameters. Optimal 5G routing can be achieved by considering 
optimal 5G routing limitations such as delay, error rate, CPU load in the future, etc.
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