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Abstract—In the modern era, new and innovative ways of securing data and
communications are continuously developing. One such recent development is
using the concept of DNA as a means of data encryption. In this work, we propose
a new approach to encrypt data and communications on the MAVLink protocol
for unmanned aerial vehicles (UAVs) using a lightweight GIFT algorithm and
dynamic DNA coding (with binary bits). MAVLink is a communication protocol
for UAVs, which is currently unencrypted and can easily be intercepted by any-
one. As such, a secure MAVLink protocol has long been needed in the UAV
industry. We describe a novel secure communication protocol for UAVs using
dynamic DNA coding to encrypt MAVLink packets, which we call DMAV. Ex-
perimental results show that this novel means of securing the MAVLink protocol
performs better than the traditional method (i.e., using public and private key
cryptography). Therefore, the proposed approach could potentially change the
way secure communications are conducted between UAVs in the future.

Keywords—Mavlink, DNA coding, lightweight cryptography, UAV’s, secure
communication

1 Introduction

Unmanned aerial vehicles (UAVs; sometimes known as drones) have grown increas-
ingly prevalent in recent years [1]. An unmanned aerial vehicle is an aircraft that is not
flown by a person. This term is typically used to describe aerial vehicles that are not
traditional airplanes [2]. Many people think of drones when they hear the term UAV,
but UAVs also refer to UAS and SSTs, among others. UAS refers to a broader category
of aircraft than just drones [3]. By widening their military capabilities to include civil-
ian service, these aircraft are being exploited globally. UAVs can be flown remotely or
autonomously, conduct a range of missions, and may be equipped with a variety of
sensors [4]. They are generally much cheaper to operate than piloted aircraft. In the
future, UA Vs are likely to become even more common [5], with many companies using
them to deliver packages and perform inspections [6]. Their ability to deliver products
and services to hard-to-reach areas has led to an explosion in their civilian use. At pre-
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sent, a member of the public can order an unmanned aerial vehicle (UAV) from Ama-
zon, watch YouTube videos of drones flying around, or even build their own from
scratch. Despite their prevalence in popular culture and the mainstream, however,
UAVs are still relatively new [7]. An unmanned aerial vehicle is part of an unmanned
aerial system (UAS); a base station/ground control station (GCS), UAV, and commu-
nication system together constitute the unmanned aerial system [8]. MAVLink,
UAVCan, and UranusLink are three widely used UAV-to-GCS communication proto-
cols. As the most common and widely used communication protocol for UAVs and
ground control stations, MAVLink is supported by many UAVs[9]. It was developed
by Lorenz Meier in 2009 and released under a GPL license. MAVLink allows a GCS
and UAV to communicate in both directions. Instructions and control messages are sent
from the GCS to the UAV, while the UAV sends telemetry and other status information
back to the GCS [10]. Unmanned aerial vehicles may also communicate with one an-
other using the MAVLink protocol [10]. A number of unmanned aerial vehicles
(UAVs) and autopilot systems, such as Ardupilot and PX4, can communicate through
the MAVLink protocol. With the aid of these autopilot systems, unmanned aerial vehi-
cles (UAVs) can fly and navigate on their own [11]. The MAVLink protocol is also
used to communicate between UAVs and other devices, such as sensors [12]. UAVs
use the MAVLink protocol to send flight data to other UAVs to help avoid crashes, and
sensor data to other devices, which can be used to increase the effectiveness of a given
mission. In summary, MAVLink is an open-source and cross-platform lightweight net-
working technology [13]. MAVLink 2.0 uses timestamped hash-based message authen-
tication codes (HMACs) for message integrity and authentication[14]. It uses a Mar-
shalling library, which implies that system status messages and the instructions neces-
sary to execute in a particular binary format are serialized (as byte streams), regardless
of the platform. Binary serialization allows for small messages to be sent through a
variety of wireless networks, including Wi-Fi and even serial telemetry systems with
low data rates [15]. These features have led to the widespread adoption of MAVLink
as a communication protocol between autonomous vehicles and ground control stations
(GCS). While MAVLink is the most durable and widely used protocol for UAV com-
munications, it has security issues that leave it open to several types of assault, includ-
ing distributed denial of service (DDoS), listening in, and man-in-the-middle (MITM)
attacks [16]. These weaknesses arise because the MAVLink protocol does not encrypt
messages in transit. As binary communications between the GCS and the UAV occur
through an unencrypted channel, the latter is an obvious target for numerous security
threats. For this reason, unmanned aerial vehicles are at risk of being compromised
[17]. One of the most exciting areas in the world of information technology is the field
of DNA cryptography [18]. DNA cryptography is a method that uses DNA as an infor-
mation carrier to protect sensitive information. In biological science[19], DNA is the
repository of genetic information that is passed from one generation to the next [20].
This genetic information is what makes each individual unique[20]. DNA cryptography
is inspired by biological processes such as DNA [21] replication and transcription,
which are used to carry out processes in living cells and are responsible for the propa-
gation of genetic information from one generation to the next [22]. DNA is ideal for
carrying and protecting information, due to its unique chemical composition, which
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makes it a very robust medium with which to store data. The structure of DNA is made
up of a series of four possible nucleotides, which are joined together in a chain [23]. In
this paper, a dynamic DNA-based GIFT technique is adopted to encrypt MAVLink
packets and provide the user with protected, secure original data. The security require-
ments of confidentiality, integrity, availability, authentication, and confidentiality are
all achieved through this novel approach. The main contribution of this paper is the
identification of a new way of using dynamic DNA with MAVLink to secure direct
communication between a UAV and a ground control system. The proposed scheme
provides a robust and secure way to transfer data between a UAV and a ground control
system with a high data rate, while the communication channel is designed such that
only authorized parties can access it. The UAV is equipped with a genetic encoder that
changes its genetic sequence at regular intervals. This paper presents the first use of
DNA to construct molecular bonds between UAVs and ground control systems.

1. We propose the DMAYV protocol to secure the communication channel between a
UAV and a GCS.

2. We develop the lightweight D: GIF algorithm to encrypt a MAVLink payload, in
order to ensure secure communications between a UAV and a GCS.

The remainder of this paper is structured as follows: Section 2 provides a more in-
depth look at the MAVLink communication protocol. Section 3 discusses the
MAVLink protocol’s security flaws. Section 4 describes the use of DNA encryption
methods to exploit security flaws and vulnerabilities. Section 5 proposes a way to se-
cure the MAVLink communication protocol; our encryption method and security
measures are also described in this section. Section 6 provides the experimental results
regarding the performance of our proposed approach and efficiency benchmarking
against the original MAVLink protocol. Finally, our conclusions are offered in Section
7.

2 MAYVLink protocol

In the application layer, the MAVLink protocol specifies both the message
composition and how messages are serialized. When a data structure or object state is
serialized, it can be later saved or distributed in a different format. These serialized
messages are then passed to the lower levels—namely, the transport layer and physical
layer—for transmission through the network. A variety of transport layers are
supported, due to the lightweight construction of MAVLink; for example, TCP/IP, Wi-
Fi, or reduced serial sensor networks at 915 MHz are all options for transmitting the
MAVLink protocol through sub-GHz frequencies [24]. To stream MAVLink
communications across IP networks, the second alternative is to use a standard Wi-Fi
or Ethernet network interface. Both UDP and TCP are accepted by the MAVLink
autopilot at the transport layer, depending on the program settings [25]. Client-server
communication is not required to run a program user—agent program Protocol
(UDP)[26]. As a result, it may be unreliable when it comes to sending messages.
Nevertheless, MAVLink provides a quick and lightweight option for real-time, loss-
tolerant streaming communication [27]. TCP is a connection-oriented protocol, unlike
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UDP, which ensures that it should be used in a network and can be used to verify that
a request has been submitted and/or received. This signifies that the TCP protocol has
been overtaken as a reliable communication tool. The user must select the best option,
based on their own needs, when deciding between a TCP or UPD protocol. Binary
serialized data are used for communications between a UAV and the ground station
[28]. For bidirectional communication, serialization and deserialization of the message
are required. The sender and recipient are responsible for these actions. When compared
to alternative methods of serialization, fewer transmission messages are required when
using MAVLink serialization. MAVLink, MAVLink 1.0, and MAVLink 2.0 [29] are
the current versions of the protocol. However, there exists an alternative: sSMAVLink,
MAVLink’s alias. To the best of our knowledge, sSMAVLink has not yet been deployed
[30].

3 MAVLink protocol security concerns

Even though the study and development of unmanned systems are still at an early
stage, a great deal of effort is being put forward. This has been seen as a chance for
hackers and attackers to simultaneously exploit new faults and jeopardize the security
of these systems [30], with varying objectives. Numerous contributions have been made
by researchers working to improve security. One of the limitations of these security
solutions for unmanned systems is that they are still in the early stages of implementa-
tion or proposal [31]. Before a solution can be found, it is necessary to understand the
weaknesses of the MAVLink protocol [32] leading to difficulty in securing the network.
Security concerns for the MAVLink protocol are discussed in the following sections.
Furthermore, security factors are grouped into two categories: (1) Security require-
ments and (2) security threats/attacks [14]. This is expected to be beneficial to practi-
tioners and academics working towards the construction of unmanned vehicle security
frameworks and aerial vehicle threat models in the future [22].

Security attacks on MAVLink protocol
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| I I I
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Fig. 1. MAVlink security attacks [31]
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4 Security of drone communications

There is a considerable possibility of harm being caused to UAVs by flying objects;
hence, UAV protection and safety concerns must be considered [32]. It is possible for
hackers to quickly control a UAV, disrupting its ability to accomplish its mission or
otherwise wreaking havoc. As a result, enhanced UAV security is an absolute necessity
[33]. Vendors of drones currently focus on frequency hopping, spectrum dispersion,
and key sharing as aggressive security measures. Only ISM bands (e.g., the 2.4 GHz
band) and packet-based transfer methods (networking technologies) are legally
permitted for service providers[34]. Protocols such as [Pv4 share many similarities, but
lack security measures, rendering them susceptible to known attacks [31]. Figure 2
depicts the connectivity within a UAV system.

Control commands
(Auto-Takeoff, Start-Engines...)

>2 bytes
GCS 01010110110011101 0 %
Wireless link
Ground Contral Station uAY
—

Data (photo, video)
256 kb, 3Mb, 1Gb ...

Fig. 2. UAV communication link [35]

The wireless networking technology called MAVLink (short for Micro Air Vehicle
Link) enables entities to communicate with one another. Bidirectional communication
between a ground control station and a drone is possible through the use of this tech-
nology [36]. The GCS instructs and controls the drone, while the drone feeds telemetry
and status data back to the GCS. Lorenz Meier first published MAVLink for real-time
applications in early 2009, under the terms of a Lesser General Public License [37]. Up
to 255 aircraft can be supported by a single GCS using MAVLink. With a full payload,
the MAVLink protocol has a maximum packet length of 263 bytes (i.e., no payload
ACK). The MAVLink packet setup is depicted in Figure 3. The transfer of control and
telemetry data necessitates a bidirectional link. The GCS receives data from the aerial
vehicle and returns control information in the other direction n [15]. An error-correcting
checksum is then sent through the contact channel, in the form of a byte-by-byte
MAVLink message. If the checksums do not match, the message is deemed to be cor-
rupt and is deleted from the system. The start of an encoded transmission is timed using
a packet start sign (STX) in MAVLink [38]. The packet length (n) and checksum are
checked after n bytes following the receipt of the packet start symbol. In this case, the
decoded packet is processed, an ACK message is sent, and the process pauses until the
next start sign is sent out. If the checksum is incorrect (e.g., due to tampered or missing
message bytes), the packet is rejected, and the receiving system begins to look for the
next start sign packet [39]. MAVLink assigns a sequence number (SEQ) to each packet
as a security measure, in order to prevent packet loss. There is a limit to how far an
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unmanned aerial vehicle can fly if there is a high packet loss rate. Figure 3 [36]depicts
the overall process.

MAVLink v2 Frame(12 - 280)

stx | cen | NG | owp | oo | svs fcomp MSG ID PAYLOAD CHECKSUM SIGNATURE
FLAGS|FLAGS D | I (3bytes) (0-255 bytes) 2 bytes) (13 bytes)

»
3

Fig. 3. MAVLink packet [31]

5 DMAYV: Suggested protocol scheme

In this section, we discuss a method for ensuring the MAVLink protocol’s security
at runtime during a mission involving a UAV and a GCS. We suggest an entirely new
approach, based on an existing cryptographic process. As depicted in Figure 4, a layer
of security is added to the original MAVLink protocol. MAVLink packets cannot be
restarted if they have been intercepted by any transmitter device, which means that the
collected packets are of no value. The packets should be encrypted in such a way that,
even if an intruder manages to capture one, they will not be able to decrypt the data
within. A case study was considered to provide the findings described here. As previ-
ously mentioned, the experiment took place entirely online. Based on the use of drones
for civilian purposes, we assumed that the mission would last more than 15 minutes
and no more than 3 hours. The GCS and the UAV communicated by Wi-Fi. The sug-
gested system presents a new way to construct a secure channel between drones and
ground control stations, using dynamic DNA coding (with binary bits) in a lightweight
algorithm. We propose the use of the lightweight DMAYV protocol for encryption of the
payload, in order to strengthen the security of the proposed authentication method (see
Figure 4). Initially, the D: GIFT lightweight encryption method is used to encrypt and
decode the data. Dynamic DNA coding utilizing binary bits is more sophisticated than
available alternatives, able to provide superior encryption and more scrambling, con-
serves drone resources such as time and energy, and strengthens the security of the
micro aerial vehicle (MAV) communication protocol used to communicate between the
GCS and the drone. The D: GIFT encryption algorithm employs the substitution per-
mutation network (SPN) approach in symmetric key cryptography. There are two types
of D: GIFT: GIFT-64/128 (64-bit block and 128-bit key) and GIFT-128/128 (128-bit
block and 128-bit key). Each round in the D: GIFT block cipher consists of five opera-
tions: Sbox, DNA Encoding, Permutation, AddRoundKey, and Constant XOR. Analy-
sis of transmission characteristics, memory utilization, and other metrics was conducted
for optimal construction of the encryption and decryption techniques for the proposed
protocol, as well as reasonable comparisons with other known implementations. Addi-
tionally, we included the encryption approach in the Mission Planner, in order to enable
a secure connection between the SITL UAV autopilot and the ground control station,
decrypt the acquired packet, and extract the original MAVLink message. To carry out
the encryption procedure, an algorithm was designed. The Python language was used
to code the proposed system. The pseudo-code for the algorithms is provided below in
four sections: Algorithm 1, Encrypting the MAVLink packet; Algorithm 2, D:GIFT

1JOE — Vol. 18, No. 11, 2022 9



Paper—DMAV: Enhanced MAV Link Protocol Using Dynamic DNA Coding for Unmanned Aerial...

Encryption; Algorithm 3, Decrypting the MAVLink packet; and Algorithm 4, D:GIFT
Decryption.

O N
- *
umjmol o (oln - Ll irdryin e
—— —_ original MAVlink packet Danger Original MAVlink Packet
ﬂ__;__ﬁ
Encryption Decryption
UAV I CGS

Encrypted Packet Decryption
| sECurE J
SO0k iy -] SO0y -
=——=2

Fig. 4. Proposed DMAYV protocol

Algorithm 1: mavlink packet Encrypting
Input: Mavlink Packets
Output: Encrypted Mavlink Packets
Procedure (Encryption Mavlink)

initialization DroneObject

DO = packet (data)
if (Packet Count=RANGE)

(Key = List)

Picke RandomIndex

Key = Rand (Index)

For (n = =char)

if (Char= = Alphabet)

D: GIFT Encrypt (_ch)

Else

if (ch<= Num)

D: GIFT Encrypt (ch+2)

Send Encrypted Packets

End procedure
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Algorithm 2: D: GIFT Encryption

Input: MAVlink Payload
key bin 32bit

Output: Encryption payload

for each block do size 16bit

Convert to hex for 4bit

Change a bit from the key by using a Logistic map

for each round do
Sub Cells
permute the bits
permute DNA with a chaotic map
Add Round Key
Add constant
key update

end for

end for

o U b W N

1:
2:
3:
4:
4_
4_
4_
4_
4_
4_
5:
6:

Algorithm 3: Mavlink packet Decryption
Input: Encrypted Mavlink Packets
Output: Encrypted Mavlink Packets
Procedure (Encryption Mavlink)

initialization DroneObject

D0 = packet (data)
if (Packet Count=RANGE)

(Key = List)

Picke RandomIndex

Key = Rand (Index)

For (n = ch)

if (ch= Alphabet)

DGIFT decrypt (ch+2)

Else

if (ch £ Num)

DGIFT decrypt (char+2)

Original MAV1ink Packets

End procedure

Algorithm 4: DGIFT Decryption
Input: input
key bin
Output: Encryption image
Stepl: compute and store the round keys
For each R in rang(round)
For each I in rang (32)
Round key state[R][I] = key[i]
Step2: key update
For each 1 in rang (32)
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Temp key[i] = key[(i+8) %32]
For each I in rang (24)
key[i] = Temp key[il]
Step3: For each R in rang(round-1,0)
Add Round Key
key to key bits
add round key
add constant
permute DNA with chaotic map
Sub Cells
End for

6 Performance evaluation

In this section, we present an evaluation of the MAVLink protocol in conjunction
with our proposed encryption solution for protocol security. Furthermore, we assessed
the results in terms of resource utilization (e.g., CPU processing speed and memory
use). We compared our suggested protocol (DMAV) with the insecure original imple-
mentation in the MAVLink protocol. In comparison, our approach protected both the
secrecy of communication between the UAV and the GCS, and the integrity of the data
delivered. Thus, our technique securely encrypted the MAVLink packet without im-
pairing its performance or efficacy. According to the results of the experiments, our
technique transferred almost the same number of packets per second as the original;
there was only a one or two packet difference between the two quantities. The number
of packets sent per second with the original MAVLink protocol and with our method
are shown in Figure 5.

MAVlink VS DMAVIink
5000
4000
3000

2000
1000 I I I
o . Hm
1 10

Time in Second
mMAVIink = DMAVIink

No.Packets

20

Fig. 5. MAVlink vs. proposed DMAV—number of packets over time
Another critical performance metric is memory utilization. The results indicated that

the new approach consumed about the same amount of RAM as the original MAVLink,
as shown in Figure 6.
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MAVIlink VS DMAVIink
8000.15

8000.1

8000.05

8000 .
7999.95

Meomry in MB

Proposed Approach

mMAVlink B DMAVIink

Fig. 6. MAVlink vs. DMAVlink—memory consumption

7 Conclusions

A new approach for protecting the MAVLink communication protocol was proposed
in this paper. Dynamic DNA mapping and a lightweight cryptographic encryption tech-
nique served as the foundations of the proposed strategy. With this approach, an addi-
tional layer of security can be added to the MAVLink communication protocol, through
encrypting the packet’s payload. The MAVlink payload is encrypted utilizing DNA
with binary bits and lightweight GIFT. A single pixel can be transformed into 8-bit
binary bits, each of which may be encoded into a base using various rules controlled by
a chaotic sequence. As the decoding process is the exact opposite of the encoding pro-
cess, it is not addressed in this document. Ardupilot SITL, which uses the same autopi-
lot as real planes and UAVs, was used to mimic the environment with a virtual UAV.
The results demonstrated that our solution can protect communications without affect-
ing the original protocol’s performance or efficiency. Based on these findings, the pro-
posed technique was compared to those in the existing literature (e.g., MAVsec) and
benchmarked against the original insecure MAVLink protocol for validation. At pre-
sent, it is best suited for missions ranging between 12 minutes and 2 hours in length. In
future work, we intend to further develop the protocol in order to determine how much
encryption to utilize, based on a mission’s requirements.
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