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Abstract—Cyber security is a term utilized for describing a collection of
technologies, procedures, and practices that try protecting an online environ-
ment of a user or an organization. For medical images among most important
and delicate data kinds in computer systems, the medical reasons require that all
patient data, including images, be encrypted before being transferred over com-
puter networks by healthcare companies. This paper presents a new direction of
the encryption method research by encrypting the image based on the domain of
the feature extracted to generate a key for the encryption process. The encryption
process is started by applying edges detection. After dividing the bits of the edge
image into (3x3) windows, the diffusions on bits are applied to create a key used
for encrypting the edge image. Four randomness tests are passed through NIST
randomness tests to ensure whether the generated key is accepted as true. This
process is reversible in the state of decryption to retrieve the original image. The
encryption image that will be gained can be used in any cyber security field such
as healthcare organization. The comparative experiments prove that the proposed
algorithm improves the encryption efficiency has a good security performance,
and the encryption algorithm has a higher information entropy 7.42 as well as a
lower correlation coefficient 0.653.

Keywords—cyber security, medical image encryption, feature extraction,
diffusion, randomness, key generation

1 Introduction

Businesses utilize the cyber security as well as the physical security measures for
preventing unauthorized access to the data centers and the else electronic systems. One
aspect of cyber security that this protection is aimed at defending is the privacy, stabil-
ity, and availability of digital information. The demand for instantaneous, high-quality
content security for digital medical pictures is rising with the proliferation of comput-
ing and networking technologies that make it feasible to distribute such images [1, 2].
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The widespread availability of digital devices has facilitated the easy distribution of
digital photographs to anybody. Conventional encryption approaches are ineffective
in directly protecting e-health data due to size, redundancy, and capacity constraints,
particularly when the patient data is provided via open channels [3]. The digital picture
is one of the most important techniques of conveying vast quantities of information,
however to transfer this format safely, some cryptographic approach is required. Mul-
tiple methods of encryption have emerged in recent years, greatly enhancing the safety
of online picture sharing. Images have a high pixel high redundancy and correlation,
but the traditional encryption techniques, like International Data Encryption Algorithm
(IDEA), Data Encryption Standard (DES), Advanced Encryption Standard (AES), and
Rivest Shamir Adleman (RSA) being created for text information. Thus, the other light-
weight encryption technique has become one of the most prominent picture encryption
method [4, 5] and is frequently employed in cryptosystems. Some photos are very sen-
sitive, some images include secret data, and some images are delivered through inse-
cure transmission channels, therefore protecting them from any assault is necessary [6].
Visual cryptography is one technique to ensure the image data security. By using visual
cryptography, images may be encrypted in such a manner that they cannot be decoded
during the transmission. In order to prevent the frequency attacks, most lightweight
cryptography relies on the notion of diffusion/confusion of the image bits [7, 8]. There
are two potential dangers for picture data: First, the sensitive information might be
leaked from the image itself. Second, the picture data must be protected during the
transmission since it may be stolen and altered before being sent across a network [9].
The efficacy of an encryption method is dependent on the quality of its key. On the
other hand, the expanded key presents several challenges, such as a higher risk of for-
getting and a higher barrier to storage. The external nature of the key also introduces a
security risk into the encryption algorithm [5, 10, 11], and the present research is cen-
tred on the encrypting patient x-ray images, so they could be securely transmitted over
a network. To do this, the diffusion principle has been followed which is applied to the
pixels of the original images to generate the secret key, tested its randomness, and then
used it to encrypt the image.

2 Related works

Now more than ever, the information security must be bolstered due to the preva-
lence of defensive data being kept and communicated digitally across insecure chan-
nels. The visual component of data is crucial. The need to secure the images from
prying eyes has led to several adaptations of various encryption methods by research-
ers. As an example, [12] presented a technique for a two-dimensional chaotic map and
two secrets, both of which are relevant to the many different kinds of studies now being
conducted on substitutions, permutations, chaotic maps, spatial domains, diffusion, etc.
Picture encryption keys are generated by first slicing the image into four sections, then
encrypting each section individually n times, then reversing the keys for each section,
and finally repeating the process n times. As introduced by Al-Haj A. et al. in [13],
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the watermark picture may be embedded in the source image by using the Histogram
Shifting RDH technique in the spatial domain. A partially encrypted picture was pro-
duced. Pixel permutation was used to produce the key, and another spatial domain
watermark picture was utilized to encrypt the key using the RDH Histogram shifting
technique. Finally, the watermarked image and the encrypted watermarked image of
8-bit planes were merged to form 16-bit planes. By treating the generation of keys
as a 5D conservative hyper-chaotic system, Zhou M., et al. [14] created a novel, safe
technique of encrypting images. When using a diffusion mechanism that relies on both
plaintext and ciphertext, from encrypting the Ist. plaintext pixel block to encrypting
the final pixel block and then modernizing the 1st. cypher text block, the chaotic sys-
tem utilized for generating the pseudorandom orders must remain unchanged, and the
important encryption model’s streams must be random. In [15], the Josephus sequence,
two hyper chaotic systems (1-D and 6-D), LFSR generator, and SHA-512 hash function
and were all employed together. Three efficient scrambling operations were utilized
for permuting the columns and rows locations. With studies, like differential attacks
and fault propagation, their method is able to achieve a great performance and a high
resistance to a wide variety of security threats. When encrypting a picture, a special key
is utilized, and both the encryption and decryption steps from [16] must be taken into
account. For this reason, the idea of partial picture encryption has been investigated.
For the original picture to be recovered after encryption, the receiving end must have
access to the same key. In contrast, the approach presented by Zhou B. et al. in [6] uses
a fractal diagram to encrypt pictures by transforming them into a series of random pat-
terns whose shapes are determined by the parameters used in the pattern’s production.
Using the inverse technique, it may recover the original picture using these keys by
analyzing the form’s shape pattern. Fractal images of various forms may be generated
by performing this transformation, with the original images’ security assured. Accord-
ing to the findings, the proposed system is both efficient and secure in its execution,
requiring little time for calculations. An example of an elliptic curve cryptosystem was
provided by the method of picture encryption described in [17]. An elliptic curve is
shared by the two communicating parties. The sender first aggregates the pixel data
and transforms them to large integers, and then the sender encrypts the big integers
using ECC and the chaotic system, resulting in shorter encryption times. In the end,
the encrypted large numbers are used to create the encrypted picture. While the sug-
gested approach provides more security and greater accuracy, the encrypted message
is larger in size. To manage the encrypted data transfer over open networks, in [8], a
visual cryptography system, whose central principle is the encryption of an image that
disperses a secret across m different image shares, is found in this work. This method
makes it difficult for hackers to recover the original picture data. There is also a need
to use the effective encryption technique to protect the original image’s privacy and
security. Using this theory, a novel method of picture encryption and decryption that
use the diffusion technique and a mix of chaotic maps is created in the current study.
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3 Image encryption

The most advanced encryption technology [1] will ensure that the businesses are
properly secured from cyber threats. Most security systems use encryption because it is
one of the most effective means of keeping sensitive information safe. The subtleties of
biometrics vary from one person to the next, making it difficult to construct a security
system that relies on them; however, when the biometric system is used, it is important
to be aware of the risks involved, such as what happens if the reference template is
exposed by a meddler [18, 19]. This issue is addressed by cryptography, the encrypted
data security is reliant upon (2) factors: The cryptographic algorithm robustness and the
key secrecy and how a secret key method being distributed [11, 20]. This categorises
the crypto-systems as either private-type (symmetric) key or public-type (asymmetric)
key. When employing a public key to encrypt plaintext, the resulting ciphertext must
be decrypted using a corresponding private key. Private-key cryptography uses a single
key that is shared by the sender / receiver for both encryption and decryption [5].

When it comes to information security, the studies focusing on protecting the digital
images are a promising new area. The existing picture encryption algorithms distort the
original image into a meaningless random noise signal, making it more vulnerable to
attack [6]. In order to ensure the safety of data in interactive media prior to transmis-
sion over an unsecured channel, numerous picture encryption algorithms have been
developed recently. In the realm of picture encryption, the starting value of pseudo
randomness, chaos, ergodicity, and parameters, in addition to the process technique that
is utilised, are very sensitive [17, 21].

4 Features extraction

Processing that characterises’ borders, a crucial and fundamental characteristic in
image processing is called “Edge Detection and Feature-Extraction,” and it is essential
to the motion identification process. By pinpointing abrupt changes in pixel values,
the edge detection helps define the image’s areas, lowers the data and filters out the
noise without sacrificing the image’s essential structural qualities. With most photos
degraded by noise or certain data possession devices, lighting circumstances, etc., an
enhanced image is necessary for understanding. Most edge detection techniques start
with the premise that the edges are detectable anywhere there is a break in the picture.
Using this premise, one can derive the derivative of the image’s intensity value and find
the spots where the derivative is maximal, pinpointing the edges [22-30].
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5 Sobel edge detectors

Using edge detection, one may decrease the amount of data in a picture while still
retaining the crucial features. The proposed method uses Sobel edge detection, which
aims to maximise the accuracy with respect to the following criteria: (1) accurately
identifying the true edges while minimising the likelihood of false positives; (2) ensur-
ing that the detected edges are as visually alike to the true edges into the original image
as likely; and (3) ensuring that only a single false positive is generated for each true
edge point. Sobel edge detection masks incorporate the information about the edges in
the horizontal and vertical planes into a single metric. The masks look like this:

Row Mask Column  Mask

-1 2 -1 -1 0 1
0 0 0 -2 0 2
1 2 1 -1 0 1

Each of these masks is convolved with the corresponding picture. A row mask result
(S1) and a column mask result (S2) are now available for each pixel position. Using
these values, one gets the following definitions for the edge magnitude and edge direc-

tion matrices:
Edge Magnitude = /(S1* + 52?) (1)

Edge Direction = Tan™! [%} 2)

6 Proposed system

The purpose of this work is to hide any medical significance in the picture. To begin
the encryption procedure, the bits of the medical picture undergo a series of diffusions
and modifications to get a scrambling condition helpful for gaining access to the max-
imal blurring of the image; the Sobel filter is then used to identify the edges. The edge
image is a two-by-two matrix whose cells are individually divided into 3*3 squares,
and then their values are transformed to integers. Since there are 9 bits per window,
the highest possible integer number is 767, which indicates that there can only be a
maximum of three significant digits in an integer. Then, the total of each group of three
decimal places is added to the sum of the neighbouring groups, and the average of these
integer values is converted into binary to serve as the key for the encryption procedure.
The created key is XORed with each window of the edge picture and then subjected to
NIST randomness tests to verify its legitimacy. The proposed approach for encrypting
the medical images is elucidated in both algorithm 1 and Figure 1.
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Fig. 1. The general stages of the proposed medical image encryption technique

Algorithm (1) General algorithm

Input: Original Image
Output: Encryption Image
Begin
Step_1. Convert the original image into edge image using Sobel edge.
Step_2. Convert the edge image into binary two-dimensional array.
Step 3. Divide the array in the previous step to windows of (3x3).
Step_4. Each window in the previous step is converted into
an integer no., each number isn’t exceeded 3 decimals places.
Step_5. Create 1D array for storing the nos. made in the
preceding step, each number has 3 cells from 1D array.
Step_6. Sum each three cells in the previous step with the adjacent three cells and so on until the end
of array
Step_7. Calculate the average resulting in the previous step.
Step_8. Convert the result of the previous step to binary bits, these
bits represent the key generated for encryption process.
Step_ 9. Xored the generated key with all the windows in the matrix of edge image in step 3.
Step_10. The result of the previous step is the encryption image.
End

6.1  Feature extraction by Sobel edge detector

Since Sobel edge detection is so efficient at extracting structural information from a
wide range of visual objects, and since it greatly reduces the amount of data to be pro-
cessed, it is utilised to locate the feature points, as manifested in Figure 2. After using

the Sobel technique, the selected pixel is represented as a feature extraction vector.
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The following steps are applied to extract a feature by Sobel edge detector:

e Transform the image into grayscale

e Convolve the grey image with Sobel-x filter

e Convolve the grey image with Sobel-y filter

e Compute the gradient magnitude and direction
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Fig. 2. Sobel edge detector

6.2 Key generation

Several security studies agree that generating random keys is the most crucial step
in the encryption process. This is due to that an arbitrarily created long key being prob-
lematic to remember and, hence, tough to break. The feature extraction vector is used
to generate a random cryptographic key (K), as evinced in Algorithm 2. The key gen-
eration is followed by testing for randomness. All produced keys have successfully
passed the unexpected binary series and the random test; therefore, they can be used
effectively.
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Algorithm (2): Random Key Generator

Input: Image of Edge Detection
Output: randomly key
Begin
Step 1 Create a binary matrix from edge detection of image (Figure 3(a)).
Step_2 Divide the binary 2-dimentional array into size of (3*3) window, each one is equal to (9) cells,
as depicted in Figure 3(b).
Step 3 Convert the binary value of each window in Figure 3(c) into integer numbers, the
value of this number is not exceeding 511.
Step_4 Create one-dimension array, put the result of each window of step_3 in successive
three cells, and this will be illustrated in the Figure 3(d).
Step_5 Compute the average of all numbers in cells of Figure 3(d), as described in Figure 3(e).
Step_6 Create one-dimension binary array by converting the average of cells in Figure 3(e) in the
preceding step, such binary array refers as the key for the operation of encryption, and this will be
revealed in the Figure 3(f).
End

D

: o
-
- L4 1 * » &
N N N I N I I

Fig. 3. Key generation: “a” An edge image, “b” 2D array, “c” 9 Bits window, “d” 1D of cells,
“e” Average, and “f” Binary array (Key)

6.3  Medical image encryption

After the encryption equation has been fully implemented, the encrypted picture
will be displayed in the second stage of the encryption process, where the key obtained
using the Sobel technique will be utilised in the first step.

Algorithm (3) illustrates the steps of medical image encryption.
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Algorithm 3: Medical Image Encryption.

Input: Points of vector features and key generation
Output: Image encryption
Begin

Step 1: Apply the key created as clarified in the Figure 3(f) with a window, as

illustrated in the Figure 4 (b) by using XOR operator.
Ci=e(i) XOR b(i)

Step 2: The result is image encryption.

End

7 Experimental results

The suggested technique can be utilized for encrypting the images of each size or
kind. As portrayed in the Figure 4a—d, three samples from medical images have been
processed via the suggested procedure.

Sample

& Figure1 = O
Fi (e View Inses Tool Deskic Windo Mek

Dadde Q08| kE

nput image

Fig. 4. Three samples from medical images, (a) Input image, (b) Filtered image,
(c) Sobel detector apply, and (d) Image Encryption
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The measures that being utilized to asset the proposal performance include NPCR,
Medical image encryption time, Correlation as pointed out Equation 3 [32], Entropy
Coecfficient as pointed out Equation 4, UACI [32], and Equation 5 reference to Peak
Signal to Noise Ratio (PSNR).

UNY " (xi—UN Z0_ x(k))(yi—UN E7_ y(k)

Rxy = A3)
\/ _o(xk = E(x))? \/ ~ X (Vk—E(y))
Entropy = Z(p(i)) (log ?) @)
Where:

P(i): Probability of the count of an ith image gray value

2
PSNR =10Log10 M X N255 (5)

M 5V \[(mn) =T d(m,n)P

Where:

f (m, n): The original- image

(m, n): The decrypted-image

The suggested key generator yields a high resilience, as listed in Table 1, when
applied to four randomization tests on three medical pictures. All four of these tests
(Serial, Poker, Runs, and Frequency) demonstrated similar results.

Table 1. Four randomness tests for three medical images

Test Accept Degree Sample 1 Sample 2 Sample 3
Serial Test Should be <=6.3 3.27.250 1.542 1.078
Poker Test Should be <=11.1 4.300 0.725 1.263
TO 12.321 8.329 7.654
Runs Test Should be <=15.391
T1 1.341 2.361 1.561
Frequency Test Should be >=0.001 0.134 0.109 0.126

Table 2 shows the encrypted and encrypted time, the image, Correlation, entropy,
NPCR, PSNR, UACI, MSE for the encryption, and the decryption images, correspond-
ingly, as well as the values of entropy for various samples of medical images.

102 http://www.i-joe.org



L'€Y Lel 78'S9 6CL01 | 9€1'89 8790 St'L S9v
€18 I'1e 0S°0L 976’8 8¢'79 w9L0 SS'L £0'S
L1'G8 €6l 879 8018 75°89 £59°0 wL 68t
(uondAad9(q (uondArouy (uondArouy S (puodag)agewr|
adew| adewy agew| 1DVA | 4Dd4N | uonepaio) P Qc.::.mm [ s, (sopdureg) agewy [BIIPIA!
1231P3IA) UNSd | [BIIPIA) UNSd | [BIIPIN) ASIN uondLnuy

suondA1oud 95eWI [BIIPAW 921Y) J0J SJUSWAINSBLIW UONNJOAT *T qEBL

103

1JOE — Vol. 19, No. 01, 2023



8 Conclusions

In this research, the main objective of the process of encrypting medical images is
to protect the data of healthcare institutions, customers or employees and any other
information stored electronically from any type of cyber-attack. Where, the key was
improved by the Sobel edge detection algorithm in addition to that a set of measures
was used to calculate the degree of key strength by calculating the Entropy, Correla-
tion, NPCR and UACI. The results were 7.42, 0.653, 68.52 and 8.108, respectively for
sample (1la), and this indicates the degree of strength of encryption which ensures the
degree of confidentiality. The encrypted image and also when retrieving the original
image by doing the process of decrypting, the image turned out to be the image of a
high quality and did not induce any loss of information during the process of encryption
and decryption.
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