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Abstract—In the new era, the trend of using wearable devices and smart 
accessories gained considerable popularity and become a necessity utility for 
human life due to their major role to keep monitoring health conditions and pro-
viding healthcare services. The combination of IoT networks with edge com-
puting paradigms develops an intelligent e-health system that aims to monitor 
different real-time scenarios. The deployment of an e-health system exposes sev-
eral challenges regarding the security and privacy aspects, particularly in the case 
of dealing with an enormous quantity of medical data and the risk presented by 
exchanging operations with external entities. In this paper a comprehensive pre-
sentation covered the basic topics of e-health system layers thus the advantages 
and limitations in terms of existing challenges has been mentioned, subsequently, 
adapted to the exposed cyber risk through the traditional systems in exchanging 
medical data, a discussion of the blockchain technology come over for new appli-
cation opportunities, where this approach efficiently ensure the security of data 
transactions over the network, in addition, an overview outlined the main research 
works related to this technology. Therefore, a presentation study of diverse works 
reveals different security framework solutions related to e-health system’s layers, 
furthermore, uncovering the benefits of integrating intelligent technologies such 
as Machine Learning (supervised, and unsupervised types), Deep Learning, and 
Reinforcement Learning as well as introducing a comparison analysis of multi-
ple AI algorithm models based on their efficiency for future deployment related 
security purposes to provide a smart healthcare monitoring system that meets 
patient needs. The end of this review highlighted further research directions and 
the actual open challenges regarding the e-Health system’s limitations.

Keywords—Internet of Things (IoT), edge computing, blockchain network, 
Internet of Medical Things (IoMT), Artificial Intelligence (AI),  
healthcare data, Machine Learning (ML), Reinforcement Learning (RL),  
cloud computing, security

1 Introduction

IoT technologies-based Healthcare is the main component of human life and becomes 
a priority, specifically since the largest increase of viral and chronic diseases that spread 
rapidly where the need for a monitoring system to control and supervise the health 
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status of patients through specialists such as doctors, caregivers, and emergency depart-
ments. However, the biggest use of this technology with traditional architecture-based 
cloud computing led to serious challenges in terms of latency, quality of service 
(QoS), storage efficiency, energy consumption, and security. In the projection of the 
current pandemics, the pervasive deployment of IoT paradigm requires an interested 
resources such as processing units, storage spaces and managing data tools due the 
important volume of data generated. The development of a smart, dependable, flexible, 
and secure edge computing-based healthcare system has become a priority to oversee 
these challenges.

The health industry is going through a total digitalization in the next few years as 
numerous crossing platforms evolve to form a new operational framework for the health 
and healthcare sector. One of the main fundamental human needs today is healthcare, 
this business generates several billion dollars in revenue in the near future. Related to 
this subject, with the exceptional spread of contagious diseases such as COVID-19, 
according to the Organization for Economic Co-operation and Development (OECD) 
health spending as a share of GDP jumped to 9.7% in 2020, up from 8.8% in 2019. 
While with estimates that health spending still growing exponentially by years [1]. 
the digitalization of the health monitoring process gains important benefits to address 
the revealed lack of resilience of traditional health systems, according to precedence 
research the global smart healthcare market size in 2020 was 44.65 billion USD while 
expected to grow by 9.2% approximately 85.37 billion USD from 2021 to 2030 [2].

Although intelligent e-health systems based on IoT networks serve real-time health-
care applications, while still need a big effort to define innovative techniques to secure 
the collected data from the sensor layers which is considered sensitive personal data 
and allowed to be checked only by authorized healthcare professionals. In the recent 
literatures, most of IoT based healthcare systems try to focus on managing data in 
the edge-to-cloud layers with the special deployment of recent adaptive technologies, 
otherwise, the security and privacy of Medical data enable a development direction 
path for most of the authors by using recent techniques including the blockchain net-
work that is considered as an evolutional technology cover the basic data transactions, 
exchange and storage processes without any centralized control based on a distributed 
database [3], also the encryption algorithms that aim to preserve the anonymity and the 
integrity of health parameter records.

Over the past few years, Blockchain technology takes great attention from the indus-
try field along with the academic perspective [4], due to the potential impact of this 
technology to overcome security, storing, and data exchange challenges. However, this 
emergent technology influence directly the business process of healthcare results of 
organizations and external collaborators, also enhancing the health services of patients, 
optimizing the management of data, acquiescence improvement, and empowering effi-
cient use of healthcare-related data flow [5].

Therefore, this paper aim to provide a summary of some contributions in objective to 
build next generation of e-health systems based on recent technologies such the block-
chain networks, Artificial intelligence models, and traditional security mechanisms, 
to address revealed security and privacy challenges. Through this paper a structured 

iJOE ‒ Vol. 19, No. 02, 2023 43



Paper—Data Security Mechanisms, Approaches, and Challenges for e-Health Smart Systems

summary of different layers of this innovative system has been introduced as well 
as outlined many contributions related security aspect of each layer based on recent 
framework solutions along with an analytic comparison of different AI algorithms serv-
ing to enforce patient data protection over using this system model. Indeed, affording 
efficient data analytics with a combined edge-based healthcare system fulfil the recent 
requirement for an embedded healthcare ecosystem in term of latency, energy effi-
ciency, real-time prediction activities, and secure transactions between all the profes-
sional stakeholders.

In the remaining parts of this work, multiple aspects focus on the security of data in 
the e-health system will be discussed as the following main points:

•	 A summary of different technologies contributing to the e-Health smart system 
building.

•	 Representation of decentralized architecture system model with projection on the 
blockchain technology-related smart health care system.

•	 Taxonomy of different security frameworks and measures proposed for securing 
Medical Data in addition to exposing the benefit of integrating intelligent technol-
ogies while illustrating a comparison analysis disclosed different AI algorithms for 
serving security purposes.

•	 Future directions and open challenges.

2 Background

This part of the paper highlighted different elements of the healthcare monitoring 
ecosystem, such as IoT technologies, edge computing, and cloud computing, which 
are used to provide a well-consolidating system for monitoring health conditions and 
improve the response time in emergency cases, in addition to providing a higher accu-
racy of medical activities, especially for senior cases and in pandemic situations.

2.1 Internet of Things-based healthcare services

Currently, the Internet of Things (IoT) brings interesting benefits to several fields, 
including industries, vehicles, smart homes, hospitals, logistics, and more, for their 
efficiency and flexibility. However, the digital transformation aspect in the healthcare 
sector has a big impact from the advantages and facilities that will be provided to the 
patients. Combining Internet of Things with Healthcare services created a new para-
digm named IoMT, which stands for Internet of Medical Things. It is essentially made 
up of a collection of medical devices and components attached or located close to the 
patients that aim to monitor health parameters and activities within an intelligently 
supported environment, such as WBAN (Wireless Body Area Network), Smartphones, 
smart watches/bands, IP Motion Cameras, and healthcare assistant sensor devices [6]. 
Although the obvious operational and practical benefits of IoMT technology, it plays a 
crucial role in deploying core functions of healthcare services to patients.

44 http://www.i-joe.org



Paper—Data Security Mechanisms, Approaches, and Challenges for e-Health Smart Systems

In fact, these smart health devices have a fundamental role in collecting bio-signals 
such as ECG (Electrocardiography), EEG (Electroencephalography), EMG (Electromy-
ography), SpO², pulse rate, blood pressure, pandemic tracking, assistant management 
of diabetes parameters, cardiovascular disease, and cancer detection and diagnosis [7].

IoMT technology allows the combination of recent communication technologies 
with medical devices, to serve as a practical remote healthcare monitoring and treat-
ment tracking service. This technology is based on three essential layers, for instance, 
perception, network, and application layers [8]. Each layer defines several types of 
protocols used for exchanging data workflow as detailed in Table 1.

In order to keep remotely monitoring patients’ activities, ensure daily health assis-
tance and emergency aid, especially for elderly people, and to construct a global health 
management infrastructure to keep updating health status with other stakeholders. 
However, this technology reveal security difficulties can be an objective of various 
type of attacks related controlling data management of end user such as passive/active 
attacks, virtual/physical attacks, hardware/software attacks, and even human manip-
ulation attacks [9] which can be a subject for developing safety measures to preserve 
security directives illustrated in integrity, Reliability, availability, and non-repudiation 
of the system.

In view of the critical and private data communicated through IoMT network, 
the security and high availability of the interconnected devices must be ensured [8]. 
Besides the benefits offered by this technology, it still has limitations in terms of reli-
ability, interoperability, energy consumption, and security of medical data.

2.2 Edge computing paradigm-based healthcare functionalities

Edge Computing is an emergent technology that aims to allocate resources and ser-
vices regarding storage, processing, and security to end users to resolve IoMT layer 
limitations. However, the Edge Computing paradigm is a new computing architecture 
focused on bringing the cloud’s services close to the end user layer to benefit the cloud 
advantages [10]. In fact, this nascent technology provides several advantages over cloud 
computing, such as providing lowest latency, increasing security, and efficient energy 
consumption. These features make edge computing convenient for different scenarios, 
including healthcare, real time traffic management, industry, and education. According 
to [11], the edge computing model consists of a multiple heterogenous devices that 
communicate with each other and provide computing services, including storage and 
processing of data.
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Table 1. A Summary of main IoT layers with their communication technologies and protocols

IoT Layers Description
Communication Protocols and Technologies

Name Acronym Type

Perception 
Layer

Considered as the 
physical layer, collects 
medical data, and 
discover the physical 
environment, it is 
the first layer where 
execute identification 
and sensing operations.

IrDA Infrared Protocol

RFID Radio Frequency 
Identification

Technology

NFC Near Field Communication Technology

Bluetooth/BLE Bluetooth Low Energy Technology

Z-wave N/A Protocol

UWB Ultra-Wideband Technology

Network 
Layer

Particularly the layer is 
the middle layer which 
charged for ensuring 
communication and 
transport of data 
between interconnected 
devices of the network.

Wi-Fi Wireless Fidelity Protocol

NFC Near Field Communication Technology

ZigBee N/A Protocol

6LoWPAN IPv6 Low power Wireless 
Personal Area Networks

Technology

Bluetooth/BLE Bluetooth Low Energy Technology

LoRaWAN Long Range Wide Area 
Network

Protocol

Z-wave N/A Protocol

Application 
Layer

From this layer, the 
IoT network deliver 
applications to specific 
users, however it 
transforms the collected 
data in a processed 
form.

HL7 N/A Standard

COAP Constrained Application 
Protocol

Protocol

MQTT Message Queue Telemetry 
Transport

Protocol

HTTP Hypertext Transfer Protocol Protocol

Moreover, several papers addressed this technology from multiple angles in terms 
of optimizing response time of critical applications, saving energy consumption, and 
securing data coming from the sensor layers by multiple known mechanisms. Addi-
tionally, there are multiple forms of the gateway layer such as fog computing, Edge 
computing and Cloudlet which all perform the same role while bringing the resources 
and services near to the patient.

Edge devices are an extension of the cloud computing global network that aims to 
offload tasks to the edge layer resources to achieve the target of minimizing latency and 
increasing the efficiency of the data analytics process. However, the pervasive deploy-
ment of IoMT networks generates an important volume of data that needs to be ana-
lyzed and exchanged with third party organizations.

Otherwise, collected data related security and privacy outlines a big challenge, espe-
cially while utilizing the internet network to transport and manage remotely private data 
through the cloud computing layer and then to medical organizations and collaborative 
institutions. Even in this case, users still hesitate to share their private medical data 
among healthcare collaborator entities due to the internet’s essential risks [12]. Hence, 
deploying advanced security technologies can efficiently decrease the security threats 
and encourage patients to trust the system to share their medical data over the network.
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On the other hand, the deployment of edge computing highlights several limita-
tions regarding the quality of services, the latency especially in dealing with healthcare 
emergency situations where the time is crucial, the scalability of the system, and the 
protection of transferred data.

2.3 Overview on cloud computing technology

Basically, cloud computing is a centralized approach based on the traditional 
Client-Server architecture. The Cloud provides on-demand services such as Software-
as-a-Service, Platform-as-a-Service, and Infrastructure-as-a-Service, which can be 
ensured through the main three layers including Application layer, Platform layer, and 
Resource layer that help to build a compact Cloud system [13]. The key points of this 
technology are providing computing services for different kinds of applications based 
on sharing resources with multiple users at the same time. Hence, related to the health-
care field, cloud computing is helpful for digitalization of medical services including 
hospitals, patient records, and emergency diagnosis [14], hence enhancing the clinical 
results and quality of patients’ life.

Actually, cloud computing-based healthcare systems interact in a positive manner 
by helping patients’ treatment, including facilitate medical assistant and virtual health 
checking in the most remote environments [15]. However, with all these advantages, 
the cloud-related healthcare industry struggles from multiple difficulties, in particular 
high latency, confidentiality, and security of patients’ data, also the dependency of the 
internet network. While regarding health monitoring sector, the cloud computing con-
tributes to enhance the resource sharing and provide an effective remote healthcare 
monitoring, hence manage system with reduced costs. The security aspects open new 
research paths and challenges in medical research-based Cloud infrastructure in the case 
of dealing with the interesting amount of medical data generated from the IoT layer.

Fig. 1. Blockchain technology-based e-health smart system architecture
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3 Security mechanisms for exchanging medical data over 
e-Health systems

In this section from the review, regarding the integration of a healthcare monitoring 
system, an analysis study of different literature demonstrates several methods of secur-
ing the medical data exchange process by the deployment of recent techniques, espe-
cially the blockchain technology related hash techniques and cryptography algorithms.

3.1 e-Health system architecture

Remote monitoring and management of an intensive number of vital signs put an 
overload on the edge networks due to the limited resources of edge and IoMT devices, 
commonly user’s health data collected and processed in a centralized environment such 
as the hospitals and the clouds storing areas [16] where sufficient resources are avail-
able, this transition still struggles from issues in terms of data exchange security and 
privacy.

Otherwise, healthcare data generally reflects the patient’s health status that is col-
lected as Electronic Healthcare Records (EHR) form. Usually, medical parameters are 
collected through sensors and WBAN devices in the form of data streams that appear 
as time series records. The information extracted from Medical records can be clas-
sified into immutable information characterized by maintaining protection, integrity, 
and authenticity of data, whereas the other type of information is mutable data, which 
includes tags, raw data and descriptions [17]. Hence, the data is transmitted to the next 
layer composed of an edge computing device acting as a gateway device to execute 
basic processing and storing functions. Meanwhile, the edge device has an always-on 
connection function with the cloud services for extra processing services and improved 
storage capabilities in case of additional needs of resources.

During epidemics an urgent demand of an intelligent healthcare system become a 
necessity to avoid spread of pandemics, thanks to the edge computing, IoMT network 
and the Cloud infrastructure combined with security technologies and mechanisms, 
such as blockchain mechanism. Designing a secure, collaborative health model to inte-
grate multiple entities is now more realizable than ever before [6].

The architecture model e-Health system is based on three main layers composed of 
the typical system model: end user layer, Edge layer and Cloud Layer as seen from the 
Figure 1 that illustrates the main components of the next generation e-Health System. 
Meanwhile, this architecture represents promising alternatives that complement the tra-
ditional system-based cloud architecture [18]. However, the centralized architectures 
produce delays and low performance, as well as security issues for connected devices 
and data that might affect human lives.
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The current concerns in this system model architecture are to ensure total protection 
of personal medical data among all layers while guaranteeing the anonymity and integ-
rity of data. That can be achieved through deploying a decentralized approach based 
on the Blockchain concept and combinations of cryptography techniques and hashing 
algorithms over data exchanging processes.

3.2 Development toward decentralized architecture

Previously, data transactions were based on a centralized structure as mentioned in 
the subsection above by forwarding data from original source nodes to a central server 
for processing functionalities. The central sever node has the larger capacity in terms of 
resources and mechanisms. This topology shows multiple drawbacks, mainly latency 
for critical time response applications, data delivery, availability, third party application 
involvements, and security issues.

Therefore, edge computing is based on a distributed model in contrast to the Cloud 
Computing that operate on the traditional structure client-server interconnection [10]. 
While to achieve Cloud services is certainly slower and risky compared to edge com-
puting architecture due to multiple hop transactions that separate end user devices and 
the service cloud provider through internet network. The healthcare sector is a critical 
field when it comes to monitoring patients remotely in real time, where the needs for 
total securing environment and availability resources.

A huge part of the benefits has been adopted by decentralization of the network. This 
structure help to improve service delivery also enhance the security levels [19].

3.3 Exchange medical data based blockchain technology mechanisms

Sharing vital signs is a challenge for the edge computing-based healthcare system 
deployment. Before, data transactions were done internally into the end user layer, where 
only simple cryptography technologies were used. Otherwise, communicating the data with 
external stakeholders including doctors, insurance companies, regional hospitals, emer-
gency departments, and health government organizations as displayed from the following 
Figure 2 puts a high risk of leakage of personal patients’ data on the internet network.

Fig. 2. Edge computing based healthcare conventional system
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Basically, the edge computing architecture is based on a centralized approach. This 
model is still insufficient to integrate users in the healthcare global system due to its 
weakness in terms of security. However, the research community leverages the decen-
tralized architecture by deployment of the recent technologies, including Artificial 
intelligence algorithms with its variants (ML, DL, RL) and the Blockchain technology.

Among the decentralized technologies used to secure data transactions, the block-
chain technology, is an innovative solution that was launched in 2008 as a decentralized 
ledger recording the events in the form of information transactions over multiple net-
work peers into a peer-to-peer network. This technology has Three main types named 
as public known also as permissionless, private named as permissioned Blockchain and 
consortium or Hybrid blockchain [20]. Actually, Blockchain technology is a substan-
tive rapid development worldwide [21], due to strong encryption mechanisms along 
with all data transactions processes and also the complexity provided by the blockchain 
structure, this technology has become a main topic for secure data exchange in sev-
eral domains, while The blockchain is characterized by multiple advantages for newer 
smart scheme systems outlined as below:

•	 Interoperability with different nodes without any commitment of a third party’s 
policies.

•	 Depending on immutable distributed databases.
•	 Enforced protection by utilization of cryptography and hashing algorithms.
•	 High availability of access data, according to the decentralization and duplication of 

databases amongst all blockchain nodes.
•	 Ensuring high level security, resilience, integrity, and decentralized process flow of 

data.

Recently, the rapid evolution of Cyberattacks threats and privacy issues reveal serious 
challenges to preserve data from evolutive leakage risks and gaining the patients’ trust 
to share their data over the network. Meanwhile, the blockchain will play an import-
ant role in facilitating sharing of medical data and providing a distributed immutable 
database to store data, hence the blockchain system is based on two fundamental com-
ponents in the blockchain’s design, such as the consensus blockchain algorithm and 
smart contract structure. Firstly, the blockchain is formed on a particular consensus 
algorithm that ensures the integrity and coherency of all blockchain components based 
on a variety of algorithms such as Proof of Work (PoW), Proof of Stake (PoS), Practical 
Byzantine Fault Tolerance (PBFT), Delegated PoS (DPoS) [22]. On the other hand, 
smart contracts are defined as contractual programs composed of instructions and poli-
cies agreed upon by all network entities by fulfilling their obligations and following the 
automatic execution of the workflow [23].

The blockchain model is made up of multiple nodes that form a secure distributed 
network. Furthermore, among the blockchain network nodes, the miners, these com-
puting entities have the responsibility to validate the exchange process to added data 
into a verified blocks as represented in the Figure 3 which display the different process 
chain for validating a transaction of data inside the Blockchain Network, the miners 
are considered as contributors of the blockchain system while they guarantee the con-
sistency and enforcement of the smart contract [24]. Blockchain technology get better 
comprehensible by illustrating different features describing this technology as shown 
from the Table 2.
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Table 2. Blockchain network main functionalities

Functionality Description

Decentralized The blockchain operations doesn’t have any control from any governing authority or 
a node, it can be accessed from any entity connected to the network which offer less 
Failure, User control, no third-party involvement, zero scams transparency, less prone 
to breakdown and have an authentic nature.

Enhanced 
Security

The records in the network become immutable once have been stored in the blocks, no 
one can change the network characteristics due to using encryption layer.

Faster 
Settlement

Making the transactions faster due to the distributed characteristics of the system 
architecture which save much time specially for healthcare purposes.

Hashing Due to its complex structure and difficulty to break and alter the key, Blockchain 
network based on hashing as a best solution for securing transactions of data.

Distributed 
Ledgers

A blockchain shared database private or public and record all transactions, the ledger 
normally maintained by all nodes of the network, hence it offers managership, no extra 
favors, require ownership of verification, Quick response, and total security.

Consensus The blockchain architecture based on consensus algorithms which reveal the decision-
making process for the nodes on the network this result the system to run smoothly and 
being a trust network.

Therefore, to address security issues of sharing medical data, this part of the paper 
introduces related works dealing with the blockchain network integrating e-health sys-
tems. The authors in [25] displayed the empower of blockchain technology to ensure 
overall medical data exchange within diverse organizations, including patients, differ-
ent healthcare communities, private clinics, and hospitals. While the IoT, especially 
in the medical sector named as IoMT, carries highly critical patients’ medical data 
where the priority is to offer the best level of security in IoMT [26], [27]. Healthcare 
applications require the integration of the blockchain to maintain high confidentiality 
while exchange medical data, in the work [28] a description of a decentralized medical 
database based on the Ethereum Blockchain named Gem Health Network, beside the 
advantages offered by this solution, is still struggle from obstacles such as weakness 
in the patient identification and scalability. Additionally, the authors in [29] suggested 
a new healthcare system based on blockchain technology aims to enable searching 
of medical records in an encrypted manner, while as a consequence, this system suf-
fers from scalability issues. From the literature [30] the authors introduce a solution 
named MeDShare for sharing patient’s medical data with external organizations linked 
to cloud datacenters based on smart contract solution that enables audit, analyze and 
control over sharing health records while offer total control over data exchange activi-
ties and guarantee high level of authenticity and minimize security risks on data. Oth-
erwise, in [31] a new platform named BlocHIE based on two chain networks derived 
from Blockchain came to offer separately storing and exchanging Electronic Health-
care Records (EHR) in an objective to improve the system throughput and fairness 
through entities. However, this solution has an issue with scalability and flexibility. 
Indeed, expand smart healthcare system capabilities and improving the health quality 
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of services is an important aspect, an emergent solution referenced as Healthcare Data 
Gateway (HGD) comes to empower the patient’s ability to control, personalize, and 
manage their private data in a total secure environment based on blockchain technology 
introduced by Yue et al. [32]. Therefore, the emergent use of advanced technologies 
such as Artificial Intelligence, Deep Learning, and others, allows the authors in [25] to 
define a new Parallel Healthcare Systems Framework (PHS) based on the blockchain 
technology to enhance healthcare accuracy analysis and quality treatment delivery in 
secured environment by adopting artificial systems, computational experiments, and 
parallel execution approaches.

Fig. 3. Blockchain data transactions process flow

Once an increase occurs in feeding computing systems with data, the systems become 
smarter and more efficient thanks to the advanced AI technologies that are coupled with 
security mechanisms like the blockchain that lead to increased performance and gain 
the trustworthiness of users. With the same vision, Kuo and Ohno-Machado [33], rep-
resent a framework solution for a private blockchain network that aims to train machine 
learning model systems through the contribution of health data from all entities to 
improve the self-security development and management of data.
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4 e-Health system structure-based security measures 
related works

Protection of a user’s medical data is a serious challenge for healthcare monitoring 
systems due to the valuable generated information. However, next-generation systems 
try to provide an embedded system with security tools and algorithms able to deal with 
data safety problems in addition to providing optimal healthcare applications, which is 
still limited in terms of several factors. In this remaining section, this review introduced 
multiple security methods and frameworks deployed by researchers to enforce the sys-
tem architecture in the projection of different layers, in addition to a discussion of the 
benefits of integrating AI technologies to maintain security within an e-health system.

4.1 Security mechanisms for IoMT network layer

The end user layer is considered as a sensitive part of the e-health ecosystem archi-
tecture due to the essential presence of IoMT and sensor devices attached directly to 
the human body. However, this layer faced potential security threats, consequently this 
affects the creation steps of an efficient and secure healthcare monitoring system to 
ensure total protection of the private user’s medical data.

The IoMT network is currently exposed to a variety of security attack risks including 
Jamming Attacks, DDoS, Intrusions, Side Channel, Buffer Overflow, Impersonation, 
and Spoofing attacks [34]. Integration of practical countermeasures could bring a posi-
tive impact on safeguarding this layer from critical menaces.

Otherwise, the majority of the literature focuses on the security branch of the IoMT 
network in the end user layer [35]. According to the work presented in [36], the authors 
listed the most important communication protocols used by IoMT as well as their secu-
rity characteristics. Nevertheless, with the evolution of cyber mechanisms to exploit 
vulnerabilities due to protocols’ weaknesses, the authors in [37], presented a solution 
to reinforce authentication for Radio Frequency Identification (RFID) Technology to 
preserve location privacy, hence, ensure protection against DoS and replay attacks. 
While, in the literature [38] the authors introduced an emergent encryption solution 
using identity-based encryption algorithms named as VLFSR, which is useful for mit-
igating most of the attacks against RFID Tags. Additionally, the contribution of Eun 
et al. [39] helps to mitigate the security limitations that occur in NFC’s architecture by 
proposing two security mechanisms, SSE and SCH solutions, the Shared Secret Service 
(SSE) secures the communication between NFC devices through generation of secret 
key, while the Secure Channel Service (SCH) ensure the propre confidentiality and the 
integrity of target data. However, using Bluetooth or BLE connectivity within end user 
area may exposed network devices to critical security problems, thus the authors in [40] 
guided for a solution based on the AES coprocessor for encryption and decryption 
mechanisms applied on collected data, as well as Minh Dang et Jalil [41] the presented 
a solution to prevent leakage of data in transmission section based on frequency hop-
ping techniques. Meanwhile, the frequent use of devices with Wi-Fi communication 
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protocol requires high level protection by deployment of encryption access techniques 
for wireless connectivity such as WEP, WPA (Personal/Enterprise), WPA2, and WPA3. 
To prevent forwarding attacks, according to the authors in [42] introduced a sequential 
counter of frames where it can be reset it each time sending or receiving a frame for 
communication-based ZigBee protocol. Lastly, from the work [8] the authors conducted 
to use a combination of encryption mechanisms and tools such as Datagram Transport 
Layer Security (DTLS) and a host identification technology in addition with Internet 
Key Exchange (IKE) technology, this association of two technologies aims to establish 
secure communication channel for data transmission while using 6LowPAN protocol.

Besides all the advanced security techniques developed for the IoMT network layer, 
the risk increases continuously when it comes to protecting health data, in addition with 
lack of an organization charter to standardize the use of security utilities to enforce the 
end user layer.

4.2 Edge computing layer-based security feature techniques

Leveraging edge computing technology within the healthcare domain represents 
a significant challenge in terms of security for incoming end users’ data. From the 
edge layer, multiple activities launched such as processing, storing, data analytics, and 
forwarding operations to the cloud layer. All these procedures faced serious security 
threats.

Actually, to enforce this mid-layer in terms of security, the authors in [43] suggested 
a solution based on constant message expansion that helps to mitigate gateway attacks 
such as eavesdropping attacks, the robustness of this solution fulfills the security and 
privacy users’ needs. Furthermore, a proposed solution basically provides protection to 
systems and safeguards medical data. In case of device-edge communication based on 
IPv4 and IPv6, this solution used a lightweight version of IPsec Standards [44]. There-
fore, in the work [45] the authors introduced a security model based on a two-stage 
Markov algorithm, Intrusion Detection System (IDS) and a Virtual Honeypot Device 
(VHD) to detect harmful gateway devices located on the edge layer. However, due to 
the sophisticated features provided by edge technology, cyberattacks are still evolute 
with advanced techniques. Such as the case for end users’ requests based on HTTP 
protocol suggested in the work [8] should be encapsulated over SSL/TLS to construct 
an HTTPS exchange protocol to secure data transactions in the edge environment. 
Moreover, in the work [46] there is a proposition of an Intrusion Detection System as 
a detection layer of any malicious or threats. In fact, the heterogenous nature of edge 
computing systems integrating IoMT devices reveals the essential role to preserve col-
lected data safety as well as ensuring the privacy of patients information [10], which 
motivates patients to adopt this kind of systems with full trust.

Meanwhile, the authentication process is an important factor to affirm the privacy 
and preventing leakage of data. For this reason, Donald et al. [47] presented a technique 
based on a trusted third-party entity assigned to ensure the authentication process, even 
this strategy is still limited due to the dependency on an authentication server acting as 
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a gateway device. Additionally, in the work [48], the authors proposed a system-based 
user authentication while users’ credentials are stored on all edge devices belonging to 
the workflow network to ensure authenticated users at any edge node of the network. 
Therefore, the access control mechanism takes more attention in the deployment of a 
secure edge computing ecosystem. Hence, using Attribute-Based Encryption (ABE), 
that is considered as a cryptographic primitive attribute, to realize an access control 
attribute based on defined policies and rules introduced in [49].

Edge computing is an innovative technology that serves in a variety of domains. 
While recently this technology has taken a big interest on the healthcare sector by 
bringing health services to end users, this paradigm requires more development and 
improvement in terms of enhancing real time response in the same way as ensuring 
security of managed data.

4.3 Cloud computing related security approaches

The explosive growth of unstructured data mostly forwarded to be treated on cloud-
based technology [10], due to the insufficient capacity of storage neither of the pro-
cessing of the edge layer devices. Thus, cloud computing provides important capacity 
in regards of storage and computing resources, while following the combination with 
advanced technologies and big data analytics will be able to offer acceptable quality for 
healthcare remote assisting and expanding the healthcare services delivery.

Besides, the benefits of cloud technology, it presents limitations in terms of ensur-
ing the security of data exchanged with the edge network and high latency for critical 
health applications. Therefore, some researchers proposed solutions that aim to mini-
mize the security issues impact while basing on diverse mechanisms. According to the 
authors in the Work [50] proposed using a decoy information technology by deploying 
disinformation attacks to track the threats inside the system for securing the cloud. 
Additionally, as mentioned in the sections above, ensuring the security of exchanging 
medical data is guaranteed through the use of blockchain technology and other encryp-
tion algorithms.

Security and privacy are two fundamental approaches to building an efficient moni-
toring health system and enabling the confidentiality and integrity model of circulated 
data into the cloud computing model, where it becomes an active topic for the research 
community. However, according to the cloud-on-demand-service models including 
SaaS, PaaS and IaaS the security countermeasures separate from one service to another 
depending on the threats impact form, as for instance the authors in [51] introduced a 
methodology called MetaMORP(h)OSY used to reduce the Cross-VM Side-channel 
attack impact based on thermal behaviors tool that analyze the real time thermal status. 
Additionally, an approach based on creating an XML signature, named XML signature 
and encryption used against XML attacks [52]. Moreover, in the literature [53], a smart 
framework called Trusted Computing Base (TCB) is proposed to deal with the lack 
of interoperability with devices, it is considered as a sort of secure layer over the OS. 
Furthermore, Hashizume et al. [54] listed an approach based on the RSA algorithm 
that aimed at dealing with forwarded data in terms of preserving the authentication 

iJOE ‒ Vol. 19, No. 02, 2023 55



Paper—Data Security Mechanisms, Approaches, and Challenges for e-Health Smart Systems

and confidentiality. This cryptographic method mitigates data breach threats. Addition-
ally, a new framework proposed in [55] addresses the scanning of HTTP requests and 
responses to avoid data vulnerability issues through the use of a Web Application Scan-
ner. Even, for the Distributed Denial of Service (DDoS) attacks the Cloud Computing 
researchers proposed a set of solutions against this type of cyberattacks, as well as for 
[56] introduce utilizing Ingress filtering to ensure the address IP match the domain 
instead it will be drop. Otherwise, to avoid Hijacking attacks on the cloud, a deleting 
code technique that is applied on the network-based IDS to detect the vulnerabilities 
and correct them in real time to avoid any intrusion inside the cloud and leakage of the 
sensitive data [57].

Cloud computing technology provides multiple advantages to individuals in several 
domains, such as industry, education, media, health, and others. Otherwise, the import-
ant resources and services provided by this technology raise challenges to be addressed 
in terms of security and latency for real-time applications in further research work.

4.4 Security aspects related emergent technologies

Recently, Artificial Intelligence technologies (AI) and their subcategories, including 
Deep Learning (RL), Reinforcement Learning (RL), and Machine Learning (ML) have 
played a crucial role in deploying and managing smart systems in terms of optimizing 
processing activities. Basically, AI technologies are used in diverse fields such as smart 
cities, healthcare sector, industry, robotics, education, and web applications, which 
require a variety of intelligent algorithms adapted for different scenarios depending 
on deployment cost, latency, and flexibility constraints, as elaborated in Table 3 that 
enables a comparative study of diverse AI algorithms based on their marked efficiency 
in several domain applications across research contributions. Consequently, the param-
eters noticed in the table have been concluded through different research contributions 
result. Accordingly, the table makes a solid analytics basis for further deployment, par-
ticularly in security fields. The application of AI algorithms in the healthcare industry in 
terms of security improves the efficiency and reliability of health applications services, 
which leads to uncover the following contributions addressed the security and privacy 
aspects of the system.

The scope of this section discusses research contributions performed the integra-
tion of emergent AI techniques in securing e-health system environments. Therefore, 
in projection with the healthcare sector, the advantages of deploying these technologies 
enhance the quality of health services delivery as well as reinforce the security in an 
intelligent technique. As more data is fed into the systems, more systems become intelli-
gent and self-sufficient in their ability to predict and classify data [58]. Otherwise, Chen 
et al. [59] listed the recent countermeasure security against adversarial attacks-based 
Reinforcement Learning (RL) techniques. Additionally, in the work [60] the authors 
presented a review summarized the utilization of Machine Learning techniques to 
detect and identify multiple malicious attacks in the interconnected devices to enhance 
the security in IoT network devices. Furthermore, an authentication system based on a 
Machine Learning (ML) algorithm applied to extract bio-features as tokens forms, even 
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executes verifications of the block simultaneously in real-time without notifying users, 
as introduced in [61]. While, in the work [62] a new developed authentication scheme 
using naïve bayes ML algorithm named Risk-based Adaptive Authentication to analyze 
different authentication risks, this mechanism continuously monitors the channel char-
acteristics variation to optimize the authentication process for the users and devices for 
an e-health system. In [63] the authors introduced a Deep Learning solution based on 
Recurrent Neural Network (RNN) to detect the condition status of nodes within a WSN 
network to prevent network peers from cyber-attacks such as botnet attacks. Moreover, 
the authors in [20] proposed approaches of RL techniques such as Deep Q-Network, 
Double Deep Q-Network, and Dueling Double Deep Q-Network associated to an intel-
ligent Blockchain Manager toward achieve improvement in latency, security, and cost 
qualities. While, in [64] the authors introduced an approach based on the RL techniques 
such as the Dueling Double Deep Q-Network (D3QN) that able to select the most 
efficient Blockchain network depending on several constraints. The authors in [65] pre-
sented new mechanisms to discover DDoS attacks, which stand for Distributed Denial 
of Service within IoT Network based on Machine Learning and Deep Learning models 
while providing a comparison analysis of accuracy rate achieved by each algorithm. 
Apparently dealing with collected medical data put an overload on the e-health systems 
in terms of security due to frequent use of different end user devices that may exposed 
to serious threats, which drives the authors in [66] to introduce an approach based on 
Deep-Q-Network to minimize the cyber-attack impacts.

Today, the IoMT network represents the next generation of life assistance devices 
for tracking personal activities and instant medical records. This technology in asso-
ciation with edge computing and AI algorithms, builds a smart system with the 
embedded abilities to enable self-decision for critical situations before an actual event 
occurs, especially in the case of protecting private data as well as the whole system. 
The authors through the work [67] introduced a scheme of three Intrusion Detection 
System (IDS) with embedded Supervised Learning algorithms to build a performant 
detection layer on the network to determine malicious activities and attacks actions for 
instance DDoS, IoT framework weakness, Spoofing, Man-in-the-middle and Botnets. 
While over the work [68] Mahmood Naser et al. develops a combined security model 
based on AI Technology including deep and machine learning to protect the Wireless 
Sensor Network inside an IoT network layer with highest accuracy compared to others. 
Additionally, the work [69] presented a robust framework known as fog-based attack 
detection, proposed as an efficient solution related to the fog computing technology 
and an ELM-based Semi-supervised Fuzzy C-Means (ESFCM) approach, the frame-
work serves performant data analysis and enhances the speed of detection of malicious 
activities. Moreover, through the contribution [70] a detailed comparison study of dif-
ferent machine learning models was deployed to predict attacks such as DoS, spyware, 
malwares, misfunction of structures, and malicious on the IoMT layer. Accordingly, 
Table 4 listed a summary of the above contribution works, outlined different frame-
works proposed by authors-based AI algorithms to address Security problems among 
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health monitoring systems’ layers. We took into account the problems addressed and 
which techniques are considered to have the best accuracy in resolving the issue, along 
with the referring application domain and limitations of each listed framework.

Recently, the emergent AI Algorithms are the most deployed technologies in several 
system architectures due to the intelligence activities that can bring to systems to enable 
the ability to be more independent in decision-making operations, especially in critical 
domains such as the healthcare domain where patients’ data safety is the priority, as 
well as the urgent need to increase the security of systems in parallel with global tech-
nological evolutions.

5 Open research challenges and future directions

The continuous development of the new e-health smart systems generation enables 
the intention for the research community to work in resolving most of addressed secu-
rity issues related classical systems.

The vast use of IoMT devices reveal serious risks on healthcare monitoring systems 
in term of data privacy and security, however, deployment of a robust e-health system 
requires resolving the addressed issues regarding deployment of artificial algorithms 
and recent technologies. Additionally, the complexity of E-health systems has caused 
a variety of technical difficulties on different system’s layer where the need for a deep 
study and analysis for novel protocols ensuring the protected communication through 
multiple IoMT devices.

Considering optimization aspect of exchanging data over the network that opens 
new research directions as for instance deployment of lightweight security protocols 
especially for limited resource devices. In the same angle, the blockchain network 
implementation raise multiple challenges in sharing personal data with external stake-
holders due to the evolution of cyberattack threats, as for instance, working on opti-
mize and enforce data transaction while guarantee the privacy and security by avoiding 
involvement of third party applications, in addition, implementing next generation 
access control systems for connected blockchain entities while preserving a reasonable 
latency and deployment costs.

Finally, the Use of AI models particularly Deep Learning, Reinforcement Learning 
and Machine Learning will speed up system digitalization and independency for future 
systems deployment, as well as the combination of Blockchain-AI technologies will 
mark an important enhancement in security field of healthcare systems.
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6 Conclusion

Remote Healthcare systems become necessary due to the pandemic spread and the 
need for providing health assistance to the elderly, thanks to the edge computing based 
IoMT technology that brings resources such as computing, and storage services close 
to the end user. However, dealing and managing sensitive patient’s data introduces an 
important challenge in different stages of an e-health smart system. From the above 
sections of this paper, a brief introduction represents the main components of the 
e-health system. Furthermore, a detailed study revealed the benefits of incorporating 
Blockchain technology, as well as listing some research works adopted for e-health 
systems based on a decentralized structure to secure sharing medical records across dif-
ferent stakeholders such as hospitals, Doctors, caregivers, emergency departments and 
others, while the followed sections discussed multiple security mechanisms introduced 
by some authors deployed to secure different layers of healthcare monitoring system, 
which led to address the existing security issues, additionally, an analyze study of dif-
ferent contributions to implement the intelligent technologies algorithms based security 
aspect provided as countermeasures against multiple e-health Threats.

Besides the exciting role represented by AI algorithms shown as enabling system 
protection-driven decisions, adaptative to several situations, and high accuracy cover-
age, they are still causing significant challenges in the healthcare industry, for instance, 
missteps and serious false results with serious impact to be addressed for future deploy-
ment of this technology. The paper concludes by identifying future and open challenges 
to attaining the desired objectives in terms of security and privacy for the e-health smart 
system and its related medical data.

This paper disclosed the security and privacy drawbacks represented by e-health 
conventional systems due to the crucial challenges enduring to be addressed. Thus, 
perfect usage of intelligent algorithms and recent technologies can fulfill the remaining 
requirement for providing a suitable healthcare monitoring system. Furthermore, this 
study serves as an important basic structure for future contributions research to address 
unresolved security issues, particularly with the exponential deployment of connected 
medical devices, IoMT, where there is a need for a smart, robust, and secure architec-
tures for further research.
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