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Abstract—Health monitoring based on the internet of things (IoT) and cloud
computing is regarded as a hot topic to research. However, such systems often
face issues with delay and throughput due to the large amount of data that must
be transmitted from sensors to the cloud. One important type of data for health
monitoring is Electrocardiogram (ECG) signals, which generate a large amount
of data to be transmitted. This research treats this problem by modelling these
signals in order to reduce their size using Gaussian approximation. The cloud
server is an MQTT broker to which the sensors publish their data via a gate-
way. The Gaussian parameters are calculated in the gateway, which act as a Fog
layer, before published to the broker. The monitoring devices can subscribe to the
broker and access the transmitted data. Our experiments were conducted using
the MIT-BIH dataset and a real broker (HiveMQ). The results showed that the
system was able to significantly reduce delay in transmitting data and prevent
loss of information. Without using the Gaussian approximation technique, the
system was only able to monitor a limited number of patients (17 for Qosl and
23 for Qos0) without losing information. However, when using the Gaussian
approximation model with five functions, the system was able to monitor many
more patients (78 for Qosl and 100 or more for Qos0) without losing any data.

Keywords—ECG, 10T, real-time remote monitoring, healthcare system,
MQTT, HiveMQ, Gaussian modelling, fog computing

1 Introduction

In recent years, there has been a growing interest in the development and implemen-
tation of remote internet-based ECG monitoring systems. There has been a significant
amount of research on the development and implementation of loT-based ECG moni-
toring systems.

One of the main motivations for using loT-based ECG monitoring systems is to
enable remote monitoring of patients [1], particularly those with chronic conditions or
who are at risk of cardiovascular events. This can reduce the need for hospital visits and
improve patient outcomes by enabling timely interventions [2]. Even though it is now
quite advanced, the medical field is still unable to assist everyone. There are two causes
for this, one of which is that not everyone can afford costly medical care and the lack

1JOE — Vol. 19, No. 06, 2023 97


https://doi.org/10.3991/ijoe.v19i06.38581
mailto:11418@uotechnology.edu.iq

of universal access to such cutting-edge medical care is the other factor. Accessibility,
affordability, and efficiency might all be increased with the use of [oT in the medical
sector [3],[4].

There are numerous databases that can use to assess the approaches suggested in
studies that focus on the processing of ECG signals. (MIT-BIH) Arrhythmia database is
widely used for ECG signal analysis. It contains 48 half-hour patients of ECG record-
ings [5],[6].

Being represented by a vast volume of data and causing significant network con-
gestion, the real-time transmission of the ECG signal over the Internet is a challenging
task. The ECG signal can be compressed in a variety of ways, one of them is repre-
senting it using a number of Gaussian functions. Palash et al. [7] demonstrate that
using a Gaussian model to model an ECG signal is more memory-efficient than using a
different model. Abdul Awal et al. [8] create a simplified ECG model using the fewest
possible parameters that may realistically simulate the ECG shape in various cardiac
dysrhythmias, they suggest using 7 Gaussians functions to model an ECG beat. While
Mohammad et al. [9] study showed that 16 Gaussian functions used to represent the
ECG beat.

The use of [oT to remotely monitor the ECG signals has been the subject of numer-
ous research studies. Parmveer et al. [10] presented the implementation of MQTT as
a protocol for transferring ECG between the Raspberry Pi and Bluemix Cloud server.
Using a Raspberry Pi, Ashwini et al. [11], upload the ECG measurements obtained
from sensors at the Raspberry Pi and stored on the [oT server using the HTTP protocol
in accordance with patient IDs. This information will be analysed by the doctor, who
will then make an assessment and carry out health monitoring as a result. HTTP is not
well suited for use in the IoT because it is based on a request-response model.

Stefano et al. [12], The ZigBee protocol was utilized to transmit data from a sensor.
According to this investigation, 6 patients only could get an ECG after it had been com-
pressed and sent without an ACK with a 5% data loss. Multi-Patient ECG’s Monitoring
based on ZigBee and a web server for data storage and web applications is presented by
Ryan et al. in [13]. According to this study, the system can operate without issue with
less than 20 users. Ayaskanta et al. [4] show that the digital ECG sensor data for one
subject is received by the Raspberry Pi from the ADC through Wi-Fi and published to
be stored in the Cloud MQTT broker using MQTT Mosquitto client.

While Satija et al. [14] demonstrates how transmission of acceptable ECG signals
only through signal quality assessment (SQA), which can dramatically lowering the
strain on cloud servers, bandwidth, and maintenance expenses.

Alvee et al. [15] and Tamanna et al. [16] are used a Raspberry Pi as a fog to analyse
data from ECG sensors sent over an Arduino to determine whether the patient state was
acting abnormally (an alert is sent in the case of a critical situation) and send an SMS to
the doctor or nurse. the patient’s temperature and heart rate are then routinely sent to a
web cloud server where they are stored as a historical record. The predetermined people
can access the website and use the pi camera to keep track of the patient’s health.

Hoe et al. [17] presented two modes: the store-and-forward mode, which does not
have issues with data integrity and does not require a strong network, and the real-
time mode, which is more complex because data integrity can be affected by transmis-
sion latency and packet loss during real-time transmission, particularly for ECG signal
transmission. The use of inaccurate health data can result in misdiagnosis.
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Manju et al. [18] and Zhe et al. [19] are suggested developing a real-time ECG
monitoring system using cloud computing. The ECG data from the sensor is sent to a
web service through a mobile gateway. The communication protocol used between the
controller device and the mobile gateway is Bluetooth. As a result, the HTTP server
is able to accept the client’s request and provide the necessary response. The HTTP
server only provides a GUI for the ECG signal. Additionally, the smartphone app,
which acts as a mobile gateway, uses the MQTT protocol to transmit the ECG signal
from the ECG module to the app. James et al. [20] study state that, an ECG signal was
obtained using an AD 8232 sensor, and an Arduino MKR1010 microcontroller was
used to transmit the signal over Bluetooth to a matlab application, which displayed
the processed ECG signal, while beat per minute (BPM) uploaded to a thinkspeak web
server. Amjad et al. [21] proposed that The ECG patient signal is communicated to the
MYSQL database on the IoT cloud stored as a historical record, using the HTTP pro-
tocol. The patient’s doctor is able to access the web server to get the heart rate (HR) in
order to decide whether a catastrophic scenario has occurred and what action to take.

The majority of these studies did not consider the impact of network issues like
congestion and delay on the real-time monitoring of ECG signals. Furthermore, they
did not examine the amount of data that gets lost when monitoring a higher number of
patients. This data loss is concerning when monitoring a large patient population.

The propose system offers a solution to the issue of packets loss and latency in
remotely monitoring ECG signals in real time for a large number of patients by lower-
ing the size of the ECG beats utilizes a Gaussian function to model the signal [8]. The
characteristic waves of an ECG beat, such as P, Q, R, S, and T, often have shapes that
closely resemble a Gaussian distribution [9]. This, along with the mathematical proper-
ties and usefulness for statistical analysis, makes Gaussian a desirable choice for mod-
eling ECG signals. The method fits a Gaussian function to the ECG signal data using
Scipy’s curve fit function [22]. As a result, a set of optimized parameters are obtained
for each ECG beat, which can be used to reconstruct the ECG signal. The proposed
system uses a Raspberry Pi as a fog computing layer [23],[24] to implement the mod-
elling. The information is then sent to the online cloud via HiveMQ, a message broker
that enables communication between devices by utilizing the MQTT publish-subscribe
protocol. Monitoring devices have access to the transmitted data and can subscribe to
the broker, which enables them to reconstruct the ECG signal beats.

2 Material and methods

2.1  System design

The proposed system consists of sensor, transmitter module, controller and a broker
server as shown in Figure 1. After the AD8232 sensor senses ECG data, the ESP 32
module transmits the raw data to the Raspberry Pi 4 (8G Ram) controller through Wi-Fi
[25],[26],[27] acting as a fog layer for all pre-processing computations [24] including
denoising, normalization, feature extraction, obtaining heartbeats and Gaussian mod-
elling, this information is sent to the broker (HiveMQ), which is a message broker that
facilitates the communication between devices.
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Fig. 1. Frame work architecture of the proposed real-time multi-patient monitoring system

Paho MQTT is an open-source library that enables MQTT communication, allowing
connection to MQTT brokers to send or receive messages. It supports secure communi-
cation and is efficient with message queuing and automatic reconnections. This making
it suitable for low-power and unreliable networks. MQTT is a lightweight publish-sub-
scribe messaging protocol that is commonly used in IoT applications [25],[28]. The
Raspberry device was linked to the internet using Ethernet over fiber optic technology,
instead of WiFi, in order to connect to the broker server (HiveMQ). This is because
fiber optic offers benefits, such as high-speed connectivity and immunity to electro-
magnetic interference as shown in Figure 1.

2.2 Data collection

The MIT-BIH arrhythmia database has been used in this study to test its performance
and effectiveness as an open-source ECG database. It includes 48 Holter recordings
from 48 people, each with a duration of 30 minutes. Of these, 25 were chosen to include
clinically severe arrhythmias and 23 were healthy. Annotations for numerous rhythmic
and morphological arrhythmias can be found in this database. The primary purpose of it
is to identify abnormalities in individual heartbeats [29]. The data were extracted from
this database made up of Normal Sinus Rhythm beats (NB), Left Bundle Branch Block
(LBBB) beats, Atrial Premature Contraction (APC) beats, Right Bundle Branch Block
(RBBB) beats and Premature Ventricular Contraction (PVC) beats.

2.3  Modelling ECG signal

Gaussian fitting is a useful tool for modelling ECG signals and has several benefits,
including reducing the size of the ECG signal. By compressing the ECG signal, the
issue of bandwidth and network congestion is reduced, and the storage issue is also
addressed. The optimized parameters for each ECG beat can be used to reconstruct the
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ECG signal, allowing for a significant reduction in the size of the ECG data. This com-
pression of ECG signals makes it easier to transmit, store, and analyze large amounts of
ECG data, making it an essential tool in medical applications.

In This study, the ECG signal was modelled using summation of five Gaussian func-
tions, which is given by the Equation (1).

5. —(x-w?
F(x)= ) ae 2 (1)

n=1

The initial guesses for the height (a), position (1) and standard deviation (o) of each
Gaussian function are required to be provided in order to perform the modeling using
the Scipy’s curve fit function [22], and it returns the model’s optimal parameters (OP)
for the supplied data (ECG Beats). Every single beat gives (15) optimal parameters, the
ECG beat can be reconstructed from these model parameters. Also this can remove the
noise without any extra work. The proposed algorithm was applied to model ECG beats
for the five classes and the overall Root Mean Square error value RMS for each class of
ECG beats was calculated as listed in Table 1.

Table 1. RMS per ECG class type

Class Type NB LBBB RBBB APB PVC
RMS 0.017 0.007 0.031 0.076 0.018

The results in Table 1 indicated that the algorithm accurately modeled the ECG sig-
nal, with low RMS error values across all classes. ECG classes with their model fitting
by five Gaussian function are illustrate in the Figure 2.
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Fig. 2. Model fitting of different ECG classes
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24 MQTT and HiveMQ broker

MQTT (Message Queuing Telemetry Transport) is a lightweight, publish-subscribe
messaging protocol which allows devices to send and receive messages asynchronously
that is often used in IoT applications [30],[31],[32] with different levels of quality of
service (QoS) to optimize for different types of communication which allow users to
specify the level of reliability they require for each message includes three levels of
Quality of Service which determine the level of reliability in the delivery of messages.
QoS0 ensures that a message is delivered at least once, but may not guarantee delivery
to the intended recipient. QoS1 ensures that a message is delivered at least once and
attempts to guarantee delivery to the intended recipient. QoS2 ensures that a message
is delivered exactly once and guarantees delivery to the intended recipient. MQTT is
a messaging platform that offers reliability and security for IoT applications. It sup-
ports the SSL/TLS (Secure Sockets Layer/Transport Layer Security) protocol, which
establishes a secure communication channel between devices and brokers. SSL/TLS
provides encryption and authentication mechanisms to safeguard data transmitted over
the internet. SSL/TLS authentication verifies the legitimacy of devices accessing the
data, ensuring that only authorized entities can do so [33]. It also supports authentica-
tion, so that only authorized devices can connect to the network. It is well-suited for
IoT applications because it is designed to be efficient, low-bandwidth, and low-latency,
which are important characteristics for devices with limited computing resources and
connectivity. In contrast, HTTP (Hypertext Transfer Protocol) is not well suited for use
in the [oT because it is based on a request-response model, which means that the client
must initiate a request and the server must respond to it, that may not be practical for
resource-constrained devices [31],[33]. The HiveMQ is a message broker that facil-
itates the communication between devices. It is providing a central location (Cloud)
for devices to publish and subscribe to messages. When a device wants to publish a
message, it sends the message to the broker, which then distributes the message to all
devices that were subscribed to that topic. In this way, HiveMQ enables devices to
communicate with each other in a decoupled and asynchronous manner. HiveMQ also
provides various features that help ensure the reliability and security of MQTT com-
munication. For example, it allows users to define access control policies that restrict
which devices can publish and subscribe to which topics [34].

2.5  System implementation

The entire hands-on implementation was carried out on a public network with a
bandwidth of 2 Mbps. The ECG signal used in this system is limited to a one-minute
duration, as BPM (beats per minute) is the standard method of measuring heart rate [8],
[35],[36]. The typical resting heart rate for adults falls within the range of 60 to 100
BPM [36]. To ensure consistency and accuracy, the proposed system adopted 85 BPM
as the number of beats sent per minute for each patient. The design and construction of
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the hardware and software components are necessary to implement an IoT-based mon-
itoring system. The hardware components were implemented as indicated in Figure 1,
which describes the framework architecture of the proposed system. In terms of soft-
ware, the operations were conducted using the Python programming language and the
scikit-learn library, which is a computational tool in Python used for modeling the ECG
signals. Paho MQTT software was used to connect to MQTT brokers and publish or
subscribe to topics, sending or receiving messages as shown in Figure 5. To publish the
MQTT payload messages, a loop was used to iterate over a range of patient numbers
and use the publish method to send each message, which takes three arguments: the
topic (patient ID), the message payload (85 beats), and the QoS type. On the other hand,
to receive the data, the subscribe method used as in the python command below:

Publish command: client.publish(topic, payload, QoS)
Subscribe command: client.subscribe (topic, QoS)

In order to effectively evaluate the proposed system, we conducted a series of exper-
iments in actual network settings. The dataset was provided to the Raspberry Pi (fog
layer) via an SD card, and the Raspberry Pi was connected to the HiveMQ broker
through the MQTT Protocol, along with a host ID and port number that corresponded to
a specific account. Each patient gets 85 BPM, and converted to JSON format and bind
to the current time in seconds to obtain the payload message. The QoS level was set
to specific level to initiate the publishing process. The first experiment was conducted
with a single patient, and the number of patients was then incrementally increased by
10 until the final experiment, which included 100 patients. The delay time and packet
loss for each experiment were recorded. Two scenarios were performed:

Monitoring ECG signal before modelling. The Raspberry Pi sending the original
ECG signal to a MQTT broker. In this case, the message payload that was published
for each patient to the HiveMQ server contained 85 ECG beats, with 360 samples for
each beat as in Figure 3. Using any device, it was possible to subscribe to each patient’s
topic and monitor the incoming ECG signals. The publishing signals without modelling
from the Raspberry to the broker and the receiving messages in the subscription’s side
shown in Figure 4.

| Publish Publish
ECGsigna " s
Sensors Layer € Fog Layer (topic, ECG) Cloud Layer | [topicECG) Subscriber
)| ————»]
ECG Sensors ))) preprocess Broker
[y H

Subscribe (topic)

Fig. 3. Work-flow of the proposed system in the first scenario
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Fig. 4. Publish-subscribe with the first scenario

Monitoring ECG signal after modelling. The Raspberry Pi sending the optimal
parameters (OP) obtained from the modelled ECG to the broker server. In this case, the
message payload that was published for each patient to the HiveMQ server contained
85 ECG beats, with 16 samples for each beat (15 + class type) as in Figure 5. The pub-
lishing of the modelled signal to the broker and the receiving messages in the subscrip-
tion’s side shown in Figure 6. The monitoring devices can subscribe to each patient’s
topic and monitor the ECG signal after reconstructed.
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3 Results and discussion

The proposed system was implemented and initiated the transmission of ECG sig-
nals to the cloud broker without prior modeling and the QoS was set to 0. As the num-
ber of patients increased, the network rapidly became congested, leading to packet loss
and significant time delays. The experimental results, presented in Table 2, illustrate
the impact of the congestion on the system’s performance. The “No. of Topics sent”
column represented the number of patients whose data were published, while the “No.
of Topics received in Imin” column represented the number of patients whose data
were received on the subscription side within one minute. The “loss” column repre-
sented the percentage of data that was received after the minute ended, and the “Topic
loss” column represented the number of patients’ data that were lost in the network con-
gestion. The experimental results recorded in The Table 2 indicate that only 23 patients’
signals were successfully received within the first minute of initiating publishing, with
the remaining patient signals being received after the minute had ended. As the num-
ber of patients increased, the situation worsened, with a large percentage of patient
signals being lost when the number of patients exceeded 40. The practical experiment
depicted in Figure 4 demonstrates that out of the 100 published patients’ signals, only
39 patients’ signals able to receive. Of those, only 23 received their data within the first
minute, and the congestion on the network caused the loss of 61 patients’ signals data,
as shown in Table 2.

Table 2. The performance without modelling (QoS=0)

Tol;jioc' g:n ¢ Reici:':; ;I:l;lfnin Loss Delay Time Topic Loss

1 1 0% 2.1407 s 0
10 10 0% 24.2055 s 0
20 20 0% 53.0661 s 0
30 23 23% 53.3058 s 0
40 23 43% 53.7891 s 16
50 23 54% 54.3098 s 21
60 23 61% 54.3211s 26
70 23 67% 55.9878 s 29
80 23 71% 55.9908 s 38
90 23 74% 56.6540 s 51
100 23 77% 56.7865 s 61

When attempted to improve the situation by setting QoS to 1. While this did result
in eliminated the topic loss, the time delay increased. Only 17 patients signal data were
successfully received within the first minute of initiating publishing, with the remaining
patients’ signals data being received after the minute had ended as shown in the results
in Table 3.
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Table 3. The performance without modelling (QoS=1)

No. of No. of Topic . .
Topic Sent Received in 1 min Loss Delay Time Topic Loss

1 1 0% 2.1407 s 0
10 10 0% 44.2055 s 0
20 17 15% 53.0661 s 0
30 17 43% 53.3058 s 0
40 17 57% 53.7891 s 0
50 17 66% 54.3098 s 0
60 17 72% 54.3211s 0
70 17 76% 55.9878 s 0
80 17 79% 55.9908 s 0
90 17 82% 56.6540 s 0
100 17 83% 56.7865 s 0

In comparison to the first scenario, the second scenario resulted in completely
different outcomes due to the implementation of a Gaussian function to model and
reduce the signal data volume by over 90%. The time needed to complete the mod-
elling process for 85 beats was 1.7 s, in addition to the time required to receive and
reconstruct the ECG signal. When the QoS was set to 0, the absence of an ACK returns,
greatly contributed to eliminating congestion on the network and allowing the system
to receive signals parameters from all patients within a short period of time, averaging
at 1.9 s with no topic loss, as shown in the Table 4. The practical experiment depicted
in Figure 6 demonstrates the successful receipt of parameters for all 100 patients on the
subscription side who were published, without experiencing any loss.

Table 4. The performance with modelling (QoS=0)

Tolg?é :efn ¢ Relci:\./:c: ;[:l;lfnin Loss Delay Time Topic Loss

1 1 0% 1.7378 s 0
10 10 0% 1.8322s 0
20 20 0% 1.8180 s 0
30 30 0% 1.7445 s 0
40 40 0% 1.7898 s 0
50 50 0% 1.9178 s 0
60 60 0% 1.8530 s 0
70 70 0% 1.9278 s 0
80 80 0% 1.7481 s 0
90 90 0% 1.7478 s 0
100 100 0% 1.7778 s 0
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When the QoS setting was changed to 1, the system stopped to receiving signals
after receiving 20 patients signal parameters in order to return the ACK to the sender,
before resuming normal receiving. This resulted in only 78 patients signal parameters
being received within a minute of the publishing time when the number of patients
exceeded 79, as shown in Table 5.

Table 5. The performance with modelling (QoS=1)

Tol;jioc' g:n ¢ Relci(i)\.':; ;[:l;lfnin Loss Delay Time Topic Loss

1 1 0% 1.7682 s 0
10 10 0% 1.7618 s 0
20 20 0% 1.8180 s 0
30 30 0% 16.3381 s 0
40 40 0% 23.5347 s 0
50 50 0% 37.6547 s 0
60 60 0% 45.5227 s 0
70 70 0% 52.5389 s 0
80 78 2.5% 57.5332s 0
90 78 13% 58.7654 s 0
100 78 22% 59.5347 s 0

In addition, it is also worth noting that the delay in transmitting the signal on the
public network is ten times greater than on the private network [17]. This latency can
be attributed to network congestion and the number of hops the signal must traverse
before reaching its destination. Therefore, it is recommended that remote monitoring
operations for ECG signals be implemented on private networks to avoid these issues.

The Figure 7 below demonstrates how the transmission latency increases as the
number of patients increases. It compares two scenarios, one where the signal is not
modelled (labelled as “N”) and one where it is modelled using a Gaussian function
(labelled as “G”). The monitoring devices can subscribe to each patient’s topic and
monitor the ECG signal after reconstructed as the example shown in the Figure 8. The
Figure 9 also illustrates the proportion of loss of signal as a function of the growth in
patients’ number. The idea behind it is that as number of patients in a network increases
the delay in transmitting a signal and lost also increases. If a Gaussian function is used
to model the signal, it helps eliminate the bottleneck in the network and reduce the
transmission latency, resulting in less signal loss.
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4 Conclusion

This study proposes a monitoring system for electrocardiogram (ECG) signals using
the Internet of Things (IoT) and cloud technology. The system uses a five Gaussian
function to model ECG signal beats at the fog layer, which is a layer of computing and
data storage between the sensor layer and the cloud.

To eliminate network bottlenecks and decrease delays, the beats were transformed
from 360 samples per beat to 15 parameters represented by five Gaussian functions.
This reduction in signal size, which is less than 5% of the original size, did not compro-
mise the quality of the signal as indicated by the RMS values in Table 1. Additionally,
noise has been removed to get a cleaner signal.

The actual ECG signals are collected by sensors, modelled at the fog layer using a
Raspberry Pi4 device, after filtering and segmentation process, and then transmitted to
the cloud layer using the MQTT protocol. The HiveMQ acts as the broker server. The
system is able to publish one minute’s worth of ECG signal data (85 beats) for each
patient to their corresponding topic, so that monitoring clients can subscribe and access
this data, just like the example shown in the Figure 8 above. The practical experiments
demonstrate that while the system operates with QoS0, before modelling, the delay
time for receiving data from 20 patients can be up to 53 seconds and the maximum
number of records that can be received per minute is 23 when the number of patients is
increased to 100, resulting in 77% of records being lost.

While, when the signal is modelled before publishing, the delay time remained sta-
ble at an average of 1.9 seconds (modelling time + transmission time) throughout the
increase in patients’ number from one to 100, as shown in Figure 7, with no losses.

When the QoS setting was changed to 1, before modeling, to stay in the real-time
monitoring the maximum number of records that can be received per minute drops to
17 in 53 seconds, which resulted in 83% of records being received out of time when
publishing for 100 patients. But, when the signal is modeled before publishing, the
delay time remained stable at an average of 1.9 seconds (modeling time + transmission
time) throughout the increase in patients’ number from one to 20, without any losses.
However, the subscribing client cannot receive any record until the ACKSs returned to
the fog layer, causing only 78 records can be received within a minute when the num-
ber of patients is more than 78, and the remaining records are received out of time, as
shown in Figure 9.

Based on all of this information, we can conclude that the system operates smoothly
and efficiently, without any data loss or network overload, when sending the ECG
signal on QoS0, after it has been processed through the Gaussian function. Even
though the QoS0 is a fire-and-forget protocol but it gains the reliability from the TCP
protocol. That is because the MQTT is an application protocol runs in application
layer over the TCP which runs at the transport layer of TCP/IP suit. Hence, we can
confidently rely on this efficient and reliable system for sending ECG signals for
remote monitoring.
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