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Abstract—The Tactile Internet (TI) can be regarded as the next evolution
in the world of communication. With its envisioned purpose and potential in
shaping up the economy, industry and society, this paradigm aims to bring a new
dimension to life by enabling humans to interact with machines remotely and in
real-time with haptic and kinesthetic feedback. However, to translate this into
reality, Tactile Internet will need to meet the stringent requirements of extremely
low latency in conjunction with ultra-high reliability, availability, and security.
This poses a challenge on the available communication systems to achieve a
round-trip delay within 1 to 10 milliseconds time bound that enables the timely
delivery of critical tactile and haptic sensations. This paper aims to evaluate the
Real-Time Transport Protocol (RTP) through an emulation framework. It inte-
grates containerization using Linux-based Docker Containers with NS-3 Net-
work Simulator to conceptualize a haptic teleoperation system. The framework
is then used to test the protocol’s feasibility for delivering texture haptic data
between master and slave domains in accordance with the end-to-end delay
requirements specified by IEEE 1918.1 standards. The results have shown that
the timely provision of haptic data is achievable by obtaining an average round-
trip delay of 17.8493 ms from the emulation experiment. As such, the results
satisfy the expected IEEE 1918.1 standards constraints for medium-dynamic
environment use cases.

Keywords—Tactile Internet, haptic data, RTP, Docker Containers, NS-3

1 Introduction

The wireless communication technology is continuously evolving at an extremely
rapid pace. With the emergence of various Internet generations, and the massive efforts
to improve and shift the communication network away from traditional methods, doors
are opening to a new realm of endless possibilities in communication paradigms and
network capabilities in terms of reduced latencies, increased reliability, along with
the automation of human tasks. Hence, the need to envision a future where humans
convey not only audio and video streams, but also haptic and kinesthetic information
(i.e., touch and muscular movement) via the internet to remotely control machines,
systems, or robots is becoming of the essence in this era. In light of the unprecedented
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circumstances the world has gone through, from the endless lockdowns to travel restric-
tions and climate disasters and the pressing demands on healthcare infrastructure posed
by the coronavirus outbreak [1], an efficient, and reliable remote communication and
control to be deployed in such occurrences is essential to mitigate potential risks and
challenges.

Generally, human beings are known to be in constant interaction with their envi-
ronment. Aided by their sensory system, humans are capable of perceiving, manipu-
lating, and adapting to their surrounding environment in a varied manner depending
on factors such as the perception level of event, sensory stimulus, and the nature of
the event, be it sudden or foreseen. In the case of unforeseen event, the muscles react
within 1 millisecond, with an auditory reaction of 100 milliseconds and a visual reac-
tion of 10 milliseconds [2]. This enforces the technological applications with humans
in the circle to operate within the aforementioned reaction time ranges. However, if
the human is expecting to manually interact with the machine and receive a timely
response in real-time, a rapid response in the range of 1 millisecond should be achieved.
Yet, it is a challenge ever so critical and cannot be fully met with the existing network
infrastructure, as well as the kinematic and haptic sensors.

To accelerate this vision, a new dimension is being ushered into life. A next-
generation innovative technology that is standardized in IEEE 1918.1 was suggested by
a working group [3], and has been called Tactile Internet [4]. Tactile Internet broadly
refers to the real-time transmission, manipulation, control, and delivery of haptic infor-
mation remotely via the internet, with a delay of [1-10] milliseconds. It is expected
to transform the communication paradigm from the sole purpose of delivery of con-
tent to skills delivery [5]. With a plethora of critical and non-critical applications and
services in which Tactile Internet can be deployed in, from healthcare, Robotics [6],
transportation, industry, to education, and entertainment [7], comes the need to address
the enabling network technologies. The 5G communication systems can potentially
mitigate the challenges posed by the ultra-reliability and low latency requirements of
meeting a transmission delay of 1 millisecond and is expected to facilitate a stable
human-human, machine-machine and/or human-machine interactions [8]. Yet, the sig-
nificant strains on current networks persist to be a major hurdle in realizing the Tactile
Internet vision and the Quality of Service measures of respective applications.

A successful haptic data transmission and delivery form an integral part of the stabil-
ity and reliability requirements of haptic communication. Similar to every multimedia
stream transmitted in real-time, haptic data are susceptible to network disorders such
as delay, jitter, out of order delivery, along with packet loss, thus leading to instable
data transmission. In order to optimize the transmission of haptic data, several haptic
and non-haptic communication protocols have been proposed for this purpose. These
protocols are categorized as either transport or application layer protocols and have the
potential of providing an efficient haptic data delivery. Yet, these protocols should pos-
sess certain features to be able to meet the stringent Tactile Internet requirements. Such
features range from minimum overhead, error correction, synchronized data delivery,
prioritization of transmission and provision of key update messages.

For this, the needs arise for researchers to evaluate, and/or to re-evaluate commu-
nication protocols or create novel ones in order to facilitate a successful transmission
of haptic data. Yet, the availability of extensive analysis and evaluation of available
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network protocols’ capabilities is insufficient in literature. This is due to the large costs
of network equipment and haptic interfaces used to create evaluation testbeds, along
with the fact that several haptic protocols are proprietary of their creators, leading to
attempts limited to modelling the behavior of those protocols rather than evaluating
their real implementations.

In this research work, an IEEE 1918.1 compliant emulation framework based on the
use of Docker Containers and NS-3 is proposed to implement a real-time emulation
of all upper layers of the communication system. The framework’s master and slave
domains are represented by two containers on which two C++ based applications uti-
lizing JRTPLIB [9], an open-source, object-oriented RTP library, reside and run. The
network domain is simulated in the host computer through NS-3 to help evaluate RTP
capabilities in transmitting haptic data through the use of the LENA LTE network mod-
ule, which is one of the highly supported NS-3 communication technology modules.

The remainder of the paper is organized as follows: Section 2 presents a summary
of several relevant works to examine the previous implementations, simulation and
emulation frameworks and TI protocols. Section 3 presents the concepts and technol-
ogies used for the emulation setup and implementation. Section 4 shows the obtained
results, analysis and discussion on the emulation framework shortcomings. Finally, the
conclusion and future work are presented in Section 5.

2 Related works

Several networking testbeds, simulation, and emulation tools have been used for
various scientific and research purposes, allowing for the timely and cost-effective val-
idation and performance evaluation of algorithms and protocols. Network simulation
tools, such as NS-3 [10], OMNeT++ [11], OPNet [12], and NetSim [13] to name a few,
provide a flexible, cost-effective, and accurate software solutions that aid in testing var-
ious conceptual models and network topologies. Network emulation, on the other hand,
enables the execution of real protocols and applications on real hosts that can inter-
act through simulated network environment with focus on network impairments, thus
offering results closer to reality with applicable observations to real-world scenarios.

The promising research area of network emulation has driven many researchers to
exert their efforts into developing emulation frameworks. This can be seen in the work
presented by Ahrenholz, where CORE (Common Open Research Emulator) [14] was
introduced as a real-time network emulator tool capable of providing rapid instantiation
of hybrid network topologies that consist of both real hardware and virtual network
nodes. A lightweight network emulator that is worth mentioning is Mininet [15], which
utilizes OS-level container mechanism offered by GNU/Linux kernel to build realistic
virtual network applications and functions on one physical machine. This emulator,
however, lacks the support to containerized applications such as Docker, and has a
limited level of realism in terms of large-scale network modeling.

Authors in [16] leveraged on Docker containers in the design of their emulator
framework Kathara, which is presented as a lightweight alternative to virtual machines
to aid in the creation of arbitrarily complex network topologies on a single host. In
a similar fashion, the authors in [17] presented Megalos, a scalable, and distributed
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framework, that allows the emulation of complex network scenarios with several net-
work interfaces by relying on Docker and Kubernetes container-based technologies.
Nonetheless, the platform exhibits some limitations inherited from Kubernetes such as
timeout and latency issues.

The integration between NS-3 and Docker Containers was successfully accom-
plished by multiple researchers. This is evident in the works presented by [18] [19]
where emulation support of various network scenarios is granted through the use of
NS-3 and Docker Containers, with network bridges attached to the virtualized nodes to
allow packet transmission. The authors claimed that their Dockemu framework is only
limited by the hardware it runs on, yet the work was limited to a single type of node
and only two types of scenarios involving CSMA and WiFi channels. To address these
limitations, the Dockemu framework was extended by [20], whereby the original ver-
sion was adapted to cover multiple nodes and more complex IoT scenarios involving
the use of LTE and 6lowpan.

With regards to Tactile Internet testbeds, few researchers have contributed to this
area. Authors in [21], presented the Tactile Internet eXtensible Testbed (TIXT), which
is a generic, modular, and extensible testing environment that complies to the IEEE
1918.1 architecture and standards. The human to machine communication in both
virtual and physical environments was highlighted in the work. Yet, the low latency
requirements and network impairments were not thoroughly addressed.

Authors in [22] proposed a testbed for Tactile Cyber Physical Systems named as
TCPSbed whereby haptic sensory feedback of different modalities are exchanged
between the master and the slave, with emphasis on TCPS networking and non-net-
working latency experiments. Moreover, the support of both NS-3 emulated network
along with realistic network topologies and objects are available.

Along similar lines, authors in [23] presented loTactileSim as a virtual testbed that
utilizes Mininet network emulator to create the network topology between the master
and slave domains, as well as the tactile support engine. In addition, the CoppeliaSim
robotic simulator was utilized to create a virtual teleoperator. The testbed is aimed at
investigating the performance of real-time haptic teleoperation in both physical and vir-
tual industrial settings, taking the network impairments such as delay, and packet drop
into account to ensure a strict QoS and QoE requirement provisioning.

In the case of haptic communication protocols, numerous researchers developed
novel protocols or enhanced existing ones to address the transmission of haptic data.
Transport and application layer protocols such as IRTP [24], HoIP [25], Smoothed
SCTP [26], ALPHAN [27], PAHCP [28], QUIC [29], UDP [30], RTP [31], and MTIP
[32] among others have been adopted for haptic data transmission. Regardless, and to
our knowledge, very few efforts were directed to test the protocols’ performance in
any of the available simulation or emulation platforms except for the work presented
by [33] where the performance of HoIP was tested in a conceptual teleoperation case
study using NS-3 and the 5G mmWave module. Another instance is seen in the work
presented in [34] where an emulation platform based on Linux containers and NS-3
was created in aims of analyzing the performance and feasibility of Multipath TCP
protocol in heterogenous network environment of WiFi and 4G LTE.

Driven by aforementioned factors observed in literature, which reflect in the insuf-
ficient haptic protocol performance testing within emulated network environments, the
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use of simulated behavior rather than real implementations to evaluate the protocols
in question, along with the lack of realism associated with the sole use of simulated
behavior, the need to create an open-source, scalable, as well as flexible emulation
platform that is tailored for evaluating the performance of protocols for haptic data
transmission at an application level, with real protocol implementations to allow for the
network impairments to be examined, is essential to drive the research wheel for Tactile
Internet into further realms.

3 Proposed work

This section offers a general overview on the technologies used to implement the
proposed framework, along with the implementation details, and framework setup.

3.1 A technical overview

The proposed framework, which is based on the IEEE 1918.1 reference architecture,
aims to mimic a realistic behavior of haptic data transmission in a bi-directional tele-
operation system scenario. The emulation framework, as depicted in Figure 1, consists
of two Docker Containers, one of which acts as the master domain (operator) and the
other as the slave domain (teleoperator). Whereas the network domain in the Linux host
is represented by the NS-3 simulation of a Lena LTE 4G network topology which acts
as a link between the master and the slave domains. Real RTP packets, generated by a
C++ application are transmitted over the simulated network back and forth between the
two containers. The packets carry a multimodal texture data obtained from [35] [36],
with the 3-dimensional accelerometer sensor recordings represented as X, Y, and Z
directions along with the sound recordings represented by the letter S.

CONTAINER -2- (Slave) CONTAINER -1- (Master)
Slave App Master App
RTP

Host Linux OS

br-right

tap-right

Network Domain

NS-3 Node NS-3 Node

Tap NS-3 LTE 4G / Tap
Bridge Bridge

5G Network

£ Y i T Vo S S 5 50 eV i e i

Fig. 1. Architecture of the proposed emulation framework
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The following subsections are intended to serve as a background for the technologies
used in the emulation testbed.

Network Simulator Version 3 (NS-3). The Network Simulator version 3 (NS-3)
is an open source, discrete-event simulator available for research and educational pur-
poses to help facilitate the design, validation, and investigation of various network
communication technologies. It is considered as a replacement to its predecessor NS-2
and is built using C++ language with optional Python bindings. As such, it enables
users to write their scripts both in C++ and Python to create virtual nodes aided by the
various topology Helper classes, that enable the installation of internet stacks, applica-
tions and, devices to all created nodes.

NS-3 provides all the needed libraries and protocol stacks for implementing both the
4G and 5G communication networks, as opposed to GNS3 and Mininet whereby only
a configured behavior of the communication link exists with no dedicated modules or
packages. Additionally, more attention is given to the physical layer in NS-3 as com-
pared with the little or no attention with regards to all other options.

NS-3 is utilized in our proposed work to create the network domain to relay traffic
between the master and slave domains.

Containerization. Linux containers (LXC) provide operating system and
application-level virtualization environment leveraging on namespaces and con-
trol groups to allow running multiple isolated Linux systems on a single Linux host
machine. A logical boundary is formed within the same operating system in which an
independent root file system, process tree and network subsystem are provided [37].
Unlike the heavy-weight full virtualization of Virtual Machines (VM) where the phys-
ical computer is entirely emulated, many advantages are offered by Linux containers.
These are summed by: the faster and light-weight nature that enables the creation of
multiple container instances, the lower consumption of resources, in addition to the
faster boot time, portability, and consistency.

Docker Containers [38] are based on the same concept of Linux containers at its
core and are considered as a unified API to manage those kernel-level technologies.
Docker enables building containers through the use of portable images across mul-
tiple platforms, along with starting, stopping, destroying and deploying applications
in containers. Similar to LXC, it leverages on Linux kernel resource allocation and
isolation mechanisms such as cgroups, and namespaces. Docker initially used LXC
when it was first deployed, until version 0.9 when Docker created a specific driver,
known as libcontainer to help access kernel resources. Docker engine uses Dockerfile
for creating containers, where a base image is pulled from the Docker hub registry and
used to create different image templates. Additionally, it offers cross-platform support
and is considered to be easier to configure and scale, with better performance due to
layering of Docker container images. However, some of its downsides would be the
lack of low-level control similar to the one offered by LXC and risks from malware due
to running as root.

Docker containers’ strengths, flexibility, and portability in comparison with tra-
ditional Linux Containers make it the ideal technology for the proposed emulation
platform.

Tap Bridges. Bridging allows two or more network interfaces to forward traf-
fic through the use of MAC addresses tables which are built upon the knowledge it
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acquires from learning which host is connected to which network. The interfaces can
either be real or virtual, with the virtual ones, such as tap interfaces, appearing like real
interfaces to the host computer. They act as the entry and exit points of traffic which
passes through the network bridges and can be constructed using the Bretl Linux Pack-
age [39]. The tap interfaces on the other hand can be constructed using the Tunctl Linux
Package [40].

The Tap Bridge module of NS-3 is used to establish a virtual channel between the tap
interface and a node created inside NS-3 for the purpose of exchanging traffic between
the NS-3 simulation and the Linux host. Once the traffic flows from the host to the tap
interface, the TapBridge transforms the arrived packets into simulated packets. The
reverse is true when simulated packets are transformed into real packets through a write
operation on the tap interface. This process appears as if a packet has arrived on one of
the Linux host’s real interfaces.

Real-time Transport Protocol (RTP). RTP [41] is considered as one of the most
prominent transport protocols for real-time data transmission, such as the transmission
of audio, video, and simulation data. The transport of data is augmented with the Real-
Time Control Protocol (RTCP) which works hand in hand with RTP to help monitor
data delivery on large multicast networks in aims of providing a reporting mechanism.
Statistical and control data are carried within RTCP, including the number of bytes sent,
sent and lost packets as well as round-trip delay as feedback on the Quality of Service
which RTP provides. RTP is carried and built upon a lightweight version of the User
Datagram Protocol (UDP) and as such, it is regarded as a connectionless, best-effort
delivery protocol. Furthermore, RTP offers a sequencing system that allows the detec-
tion of missing or out-of-order packets and time-stamping information to help deter-
mine the interarrival packet time (jitter). This offers many useful features that can aid
in the transport of haptic data and calls for additional studies on the protocol properties.

3.2  The emulation setup

The emulation environment setup, depicted in the extended architecture in Figure 3,
needs to go through several phases to realize the full framework and as follows:

Docker Container and NS-3 integration. The initial step involves building an
Ubuntu image from which the Docker Containers can be created. The definition of
the base image along with the utility packages that are needed within the container
are collectively specified in the Dockerfile and as shown in Figure 2. Afterwards, the
two containers representing the master and slave domains are created. Upon creation,
the process IDs needed to identify the containers are stored in variables to be used
in subsequent steps. Later on, the left and right bridges, along with the left and right
taps are created and connected to each other by adding the tap devices to their respec-
tive network bridges. The network namespaces of the two containers are created with
the internal virtual ethernet interfaces of each container attached to respective bridges.
They are then peered with the containers’ external ethernet interface which are assigned
with IP addresses that are in the same subnet as its associated nodes of NS-3. Routing
information are also specified for each container to allow data transfer between the two
containers.
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1 [FROM ubuntu

2

3 RUN apt-get -y update

4 RUN apt-get -y install net-tools

5 RUN apt-get -y install iputils-ping
6 RUN apt-get -y install uml-utilities
7 RUN apt-get -y install bridge-utils
8 RUN apt-get -y install netcat

9 RUN apt-get -y update

10 RUN apt-get -y install gcc-9 g++-9
11 RUN apt-get -y install cmake

12 RUN apt-get -y install vim

Fig. 2. Dockerfile utility packages

LTE Network. The NS-3 Lena-LTE-EPC package is deployed for the purpose of
simulating the communication network. A typical LTE model is used for the core net-
work, wherein a single base station node B (eNodeB) with a point-to-point connection
to the Evolved Packet Core (EPC), a single Packet Data Network Gateway (PGW)
node and a single Serving Gateway, along with a single user equipment (UE) node
are incorporated. The master container and the UE node combined forming the master
domain, whereas the combination of the remote host node and the slave container form
the slave domain. However, one observation was made according to our trials and other
multiple researchers listed in [34] [20], which confirmed that the Tap Bridge module
cannot be connected directly to LTE devices, due to the fact that the only supporting
technologies for bridging in NS-3 are CSMA and WiFi. Owing to these facts, the UE
and remote host nodes are connected to an NS-3 node using a CSMA channel on which
the Tap Bridge is installed.
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m Host Linux OS m
R P
__VETH | VEH
10.0.5.8 10.048 |
br-right

tap-right

Network Domain

o)
- () R—
&G4 B
: o
Bridge  NRRR 1.00x eNB = 10.0.4x
Remote i
node PGW

Fig. 3. Extended architecture of the emulation platform
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JRTPLIB for RTP-based applications. Haptic data transmission is dependent on
a communication protocol residing in both the master and slave containers. After many
trials and errors with ccRTP library which was initially chosen for this purpose, the
decision to use JRTPLIB [36] came due to its compatibility with Ubuntu 20.04 oper-
ating system on which the emulation framework runs on, along with its flexibility,
availability of documentation, as well as ease of programming.

The haptic data were collected from the multimodal texture dataset containing 12 dif-
ferent texture classes [36]. The 3-dimensional accelerometer sensor recordings denoted
by X, Y, Z and sound recordings S are collected in four CSV files corresponding to each
direction of collected sensory readings and recorded sound. Each line in the X, Y, and
Z CSYV files corresponds to the readings of one texture class with 4000 samples per line
(20 seconds of recording x 200 Hz accelerometer sampling rate), with 16000 samples
(20 seconds x 8 kHz) for the sound recordings, all of which are of type float. As such,
we have chosen only one of the texture classes. The data were read from the CSV files
through a code specific for that purpose and all samples were combined and saved in a
vector to be accessed and transmitted by each application.

3.3  The emulation setup

The emulation experiment is conducted on a machine with Intel Core i7-8550U
CPU, running at 1.80 GHz with 4 cores, and 8 GB of RAM, with Linux Ubuntu 20.04
LTS OS. The Network Simulator Version 3.34 (NS-3) and JRTPLIB library version
3.11.2.

Two Docker Containers, representing the master and slave domains of the teleoper-
ation case study, are attached and linked to NS-3 via two virtual interfaces and Linux
Bridges. NS-3 TapBridge Module is used to allow the exchange of packets from both
containers through the simulated network domain, see Figure 2.

Using the JRTPLIB classes, the two RTP based applications on both containers were
created to perform the haptic data encapsulation and transmission. First, an instance
of the RTPSession class is generated and initialized by means of the Create() function
with the appropriate timestamp unit specified using the SetOwnTimestampUnit(). The
aim is to send packets containing the multimodal haptic data (3-dimensional displace-
ment and sound data) obtained from our data set [36]. The sampling rate of the data set
is 8 kHz for sound and 200 Hz for motion data on X, Y, and Z axis. The data should be
transmitted at a rate of 8 kHz, which gives a ratio of 40 audio samples for 1 motion sam-
ple in each direction (i.e. 3 haptic samples). For synchronization reason, zero values
for motion in X, Y, Z directions are sent with the other 39 audio samples, as depicted in
graphs in Figure 4 (a) and (b). The multimodal data are then combined, packetized and
sent by specifying the destination IP address and port for data transmission by invoking
the AddDestination() function and then the SendPacket() function which takes the data
to be sent as its first parameter along with the packet length.
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Fig. 4. A portion of the packetized multimodal data of (X, Y, Z, and S)

As for data reception, data sources are continuously traversed and polled using the
PollData() and GotoFirstSourceWithData() of RTPSession class to detect whether data
has been received in the RTP session. Once detected, the GetNextPacket() function is
utilized to extract received data along with other parameters such as the time of recep-
tion, the stream synchronization source identifier (SSRC), length of data received, and
so on. For the bilateral communication to be achieved, the code is slightly modified on
the slave end, whereby the received packets are echoed back to the master side but with
a 1-byte acknowledgement code signal attached to the same packet. Once perceived in
the master side, the other packets in sequence are sent in a similar fashion.

The network domain is situated in the middle of the master and slave domains and
acts as a bilateral communication medium that interfaces the two domains, whereby
texture haptic signals are exchanged, thus closing a global control loop. This exchange
is supported by the network domain comprised of 4G LTE network in which the UE
and remote nodes are used to relay haptic data traffic back and forth. However, for this
two-way communication to be realized, several routing techniques were needed to be
used due to the restricting specifications of the EPC’s end-to-end IP connectivity that
disallows packet transmission with destination IPs different to the one specified for the
UE node. Hence, without further routing, the PGW would end up dropping the packet
once arrived. For overcoming this issue, the Ipv4ListRouting class in NS-3 was edited,
and IP values were modified to allow the UE and the PGW to route/reroute the haptic
data packets to their destination containers.

4 Implementation results and discussion

The emulation platform was tested with the previously mentioned teleoperation sce-
nario, where 4000 multimodal samples (equivalent to 0.5 s of real data) that add up
to 16000 individual readings. The data were exchanged between the two master/slave
containers and the IPv4 network addresses of 10.0.4.8 and 10.0.5.8 were given to the
master and slave domains, respectively. Once the emulation experiment is started, the
received haptic data and the recorded timestamps were extracted and saved on both
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containers within less than 78 timestamp units. As a result, a synchronized delivery in
the same packet order was observed on both sides of the master and the slave domains.

The recorded timestamp values obtained from the CurrentTime() function were
curated to produce the average results representing the haptic data transmission latency
between the master to slave domain, slave to master domain, as well as the round-trip
delays. The calculations resulted in an average of 13.2233 ms for master to slave latency,
with the highest recorded latency being 21.5 ms and the lowest being 7.8339 ms, as
seen in Figure 5 that plots the recorded latency values on the y-axis against the time-
stamp unit on the x-axis. It is worth noting that the timestamp unit starts with a random
value and is not of seconds rather a sampling frequency or time of the first byte and is
used to place the incoming data packets in their correct timing order.

Haptic data transmission latency between Master to Slave domain
22
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Fig. 5. Haptic data transmission latency between master to slave domain

The histogram depicted in Figure 6 is used to illustrate the frequency distribution of
latencies.
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Fig. 6. Frequency distribution histogram of master to slave latencies
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As for the recorded latencies for the slave to master transmission, an average of
4.5905 ms was recorded. It can be seen that the average latency, in this case, is well
within the order of 1-10 ms, with 3.6399 as the lowest latency and 13.6399 as the
highest. Figure 7 below indicates the plotted latency values against their timestamps.

Haptic data transmission Latency between Slave to Master domain
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Fig. 7. Haptic data transmission latency between slave to master domain

Similarly, the histogram shown in Figure 8 is used to illustrate the frequency distri-
bution of latencies recorded between slave to master domain.

Histogram of Slave to Master Latencies
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Fig. 8. Frequency distribution histogram of slave to master latencies
As for the round-trip delay, an average of 17.8493 was recorded, with one peak

latency standing at 35.18 ms and 12.3798 ms as the lowest, as shown in the plot in
Figure 9.
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Round-trip delay between Master and Slave domains
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Fig. 9. Round-trip delay between master and slave domains

In a similar fashion, Figure 10 shows the frequency distribution of round-trip laten-
cies between master and slave domains.
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Fig. 10. Frequency distribution histogram of round-trip delay
between master and slave domains

As such, the results of the experiments have shown that the RTP-enabling applica-
tions have successfully transmitted all the haptic data packets within the context of the
Docker container-emulated teleoperation case study. The synchronized arrival of trans-
mitted haptic data on both ends is a noteworthy result, as it validates the RTP protocol
capabilities in successfully transmitting haptic data. In addition, the RTP processing
time taken between each reception of haptic data and feedback sending is very minimal
and is as low as an average of 0.04 ms.
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Although the average round-trip latency values were above the highly dynamic and
extremely time-critical latency requirement of [1-10] ms specified by the IEEE 1918.1
standards working group, they, nevertheless, fall into the category of medium-dynamic
environment teleoperation, which this study targets, where the latency requirement is
extended to a range between [10-100] ms for master to slave traffic direction by IEEE
1918.1 standard, in which the emulation framework recorded an average latency of
13.2232 ms. With regards to the average latencies of slave to master traffic direction,
the emulation framework recorded an average of 4.5904 ms, which is well within the
[1-10] ms threshold.

The inability to achieve a lower round-trip delay could be attributed to various fac-
tors, with the main factor being the communication network forward or uplink delay.
This was concluded from the UlPdcpStats trace file generated by the NS-3 simula-
tion code, whereby an average uplink delay of 12.14619 ms was noted, as opposed to
an average of 3.8602 ms for the downlink delay. LTE’s uplink delays are associated
with the fact that the uplink transmission uses the single-carrier frequency division
multiple access (SC-FDMA), which is a pre-coded version of Orthogonal Frequency
Division Modulation (OFDM) that is adopted in the downlink transmission. Although
SC-FDMA solves OFDM’s undesirable high Peak to Average Power Ratio (PAPR),
this comes at a trade-off of resource contiguity enforced in resource block allocation to
the UE which adds a problem to eNodeB’s packet scheduling and thus introduces addi-
tional delays related to sending the scheduling requests, as well as processing delays.

Besides the above, another factor could be the additional CSMA hops on both ends
of the simulation network which are used to connect the containers through the Tap-
Bridge module to NS-3. These CSMA hops could result in an additional delay for each
relayed packet, however it is minimal in comparison with the previously discussed
factor. Along similar lines, the real-time scheduler in NS-3 could be a bottleneck due
to its attempts at providing accurate time synchronization between the simulation clock
and real-time clock, thus creating overhead on the CPU, where only one core out of its
available four is utilized due to NS-3’s single-threaded design. To mitigate these issues,
scheduling algorithms and techniques can be leveraged to reduce the delays at the
LTE uplink channel. Latency values can be significantly reduced using 5G as the core
network. however, due to the encountered routing issues with the mmWave module
during initial tests, test results could not be obtained and none of the packets from both
containers managed to pass to the NS-3 core network regardless of the static routing
techniques used in the NS-3 code as well as on both containers. The mmWave module,
as a matter of fact, is an extension to the NS-3 simulator and support to containerized
emulation platforms could still be a work in progress. Nonetheless, the feasibility of
using RTP to transmit haptic data has been tested and verified with satisfactory results
within the scope of medium-dynamic teleoperation environment.

5 Conclusion and future work
In this research paper, we have presented an emulation framework aimed at analyzing

Real-time Transport Protocol’s capabilities in transmitting haptic data. The framework
leveraged on Docker Containers, JRTPLIB and the real-time support offered by NS-3
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to create a teleoperation use case whereby texture haptic data are bilaterally relayed
between the master and slave domains with a core network based on LENA 4G LTE.

The technologies involved in the framework, the emulation setup along with imple-
mentation scheme were thoroughly described within the paper. In addition, a general
overview of the working mechanism of the C++ RTP-enabling applications was also
provided.

The teleoperation case study was investigated, and results were obtained and ana-
lyzed in terms of end-to-end latency variations between the master to slave as well as
the slave to master streams. The capabilities of the emulation platform were validated
through the successful transmission of haptic data from master to slave domain and
back in a synchronized fashion with a round-trip delay of 17.8493 ms. The obtained
round-trip delay values fall in the acceptable range within the medium-dynamic envi-
ronment teleoperation use cases thresholds specified by the IEEE 1918.1 Tactile Inter-
net standards.

Lastly, the limitations encountered during the framework testing and deployment
were highlighted and discussed. As a future direction to this research, additional tech-
niques and solutions can be used to mitigate the network impairments. This can be
achieved by exploring additional 5G modules and investigating their feasibility of
working in emulation mode with the module developers, to alleviate the routing issues
that restricted the network upgrade. The 5G LENA module is a potential candidate to
be explored as it enables the operation in mmWave bands.

In addition, a future direction is to upgrade the emulation framework setup by
incorporating network noise and cross-traffic conditions from multiple containerized
sources. As such, multilateral teleoperation and the fusion of multiple haptic transmis-
sion sources can also be explored. Furthermore, and given the need for the provisioning
of low-latency and high-reliability communication, path optimization algorithms [42]
can be utilized to optimize the communication pathways between different tactile nodes
within the network and help improve the performance of tactile internet applications.

Regardless of the challenges, RTP demonstrated promising results that open doors
for further investigations on the protocol’s performance and capabilities in transmitting
additional types of haptic data in different use case scenarios and environments.
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